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and Gregorio Andria, Member, IEEE

Abstract—The synchronization accuracy of the nodes of a
wireless sensor network (WSN) can be perturbed by the plug-in
of nonsynchronized nodes (NSNs). In the case of peer-to-peer
synchronization algorithms, the reference time of the WSN is
established on the basis of the clock time of all nodes. Therefore,
each NSN changes the reference time to synchronize all nodes
with the new reference time interval needs. In this time interval,
the synchronization accuracy can degrade, i.e., the delay among
node clocks overcomes the admissible range.

In the case of only one or many NSNs, it was assessed in
previous papers that by filtering the message of each NSN, the
synchronization accuracy of the already synchronized nodes
(ASNs) is preserved. However, the spatial distribution of the
NSNs can fool the ASNSs, foiling the effect of the message filtering.
This paper presents a procedure that overcomes this
inconvenience. The new fully distributed and consensus-based
procedure iteratively filters the messages of communicating NSNs
that would increase the time delay over the admissible range. As a
consequence, the synchronization accuracy is preserved whatever
the spatial distribution of ASNs and NSNs. Numerical and
experimental tests are performed to validate the proposed
procedure.

Index Terms— Consensus, synchronization, wireless sensor net-
work (WSN).

I. INTRODUCTION

IRELESS sensor networks (WSNs) are large-scale

networks of small, low-cost, and low-power wire-
less sensors dedicated to observing and monitoring physical
systems [1]-[5]. The time synchronization among nodes is
usually performed by an algorithm based on the periodic
exchange of messages among nodes containing their time
values.
The required synchronization accuracy is determined
by the dynamic of the system under monitoring [6]-[10] and
it must be guaranteed during all the working operations that
can occur.

The degradation of synchronization accuracy can be caused
by the exchange of messages containing time values increasing
the standard deviation of the time delay among nodes over the
required synchronization accuracy.

In the paper, the effect of this cause is analyzed by referring
to peer-to-peer synchronization algorithms [11]-[14]. These
algorithms are based on the sharing of synchronization mes-
sages among the interacting nodes in order to establish the
virtual time of the network. This is unknown to all nodes, but
it is the reference time of all nodes [15]. As shown in [16] and
reported in [15], [17], and [18] the peer-to-peer
synchronization approaches need the network to be connected,
i.e., there is a communication path between any couple of
nodes. This condition is also required by other message-based
synchronization algorithms presented in the recent lit-erature
[19]. Indeed, if this condition is not satisfied there is at least
one node that cannot exchange synchronization messages with
each node, and as a consequence, it cannot be synchronized.

In the case of the plugging of nonsynchronized
nodes (NSNs), the synchronization accuracy would degrade
temporarily because the virtual time is established on the basis
of the time values of all the WSN nodes. The synchronization
accuracy degradation can provoke delays among node clocks
over the admissible range, causing errors in the evaluation
of the dynamic of the system under monitoring [20]-[24].
Preserving synchronization accuracy imposes that the time
delay among already synchronized nodes (ASNs) is always
constrained in the admissible range.

In [25], a consensus-based procedure was proposed to
preserve synchronization accuracy in the case of the plug-in of
one NSN. Each node detects and filters the information sent by
the NSN. The detection is based on the comparison among the
time values exchanged through the synchronization messages.
Consequently, each node synchronizes its clock on the basis of
the time values of the ASNs and the WSN virtual time does not
change. As a consequence, the NSN is forced to converge to
the WSN virtual time.

In [17], the plug-in of multiple NSNs is taken into
consideration and the detection and filtering action was
extended to messages coming from many NSNs. The result is
that the synchronization accuracy is preserved in the time
domain, i.e., it does not change after the plug-in of the NSNs.
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Fig. 1. Hardware structure of a WSN node.

However, the spatial distribution of NSNs can foil the effect
of the filtering because the ASNs receive many messages from
NSNs misstating the procedure to distinguish among ASN and
NSN messages.

In order to overcome this inconvenience, this paper points
out a proper filtering procedure to preserve synchronization
accuracy whatever the spatial distribution of NSNs and ASNS.
As an extension of [17], the proposed procedure uses the
probabilistic approach to filter the messages coming from
NSNs. Different from [17], the procedure iteratively searches
and rejects the NSN messages to minimize the standard
deviation of the received time values until it becomes lower
than the required synchronization accuracy. This approach
allows filtering of the NSN messages regardless of their spatial
distribution.

The paper is organized as follows: the proposed filtering
and synchronizing procedure is presented in Section II; the
software structure of the WSN node supporting the proposed
procedure is introduced in Section III; the numerical validation
tests are presented in Section IV; the experimental results are
presented in Section V; the conclusion follows.

II. FILTERING AND SYNCHRONIZING PROCEDURE

The hardware structure of a wireless sensor, which is the
node of the WSN and available on the market allowing the
synchronization service, is shown in Fig. 1. It is equipped
with a nontunable hardware clock, typically made by a crystal
oscillator and a counter.

The number of clock impulses of the hardware clock z; ()
of the ith node, Node#i, at time ¢ is

i (t) = lait] + i,

where |-] is the floor operator, N, is the number of nodes,
a; is the frequency and f; the offset of the clock.

Owing to the actual creation of the clock and the different
operative conditions of the nodes, the couples (a;, f;) are
slightly different in the nodes.

The synchronization procedure operates on the software
clock 7;(¢)

i=1,..., N (1)

i (t) = a; (t)7; (t) + 0;(1) (2)

where the correction parameters @; (¢), and 0; (¢) are evaluated
according to the block scheme of Fig. 2, on the basis of syn-
chronization messages exchanged among the communicating
nodes.

Send SynMsg

v

Read received SynMsgs

v

Filter SynMsgs sent by NSNs
v
Evaluate &, (¢),6, (¢)

I

Fig. 2. Block scheme of the synchronization procedure executed in each
node of the WSN.

The synchronization procedure works under the hypothesis
as follows.

1) Each node exchanges synchronization messages, in
broadcast modality, with period T, i.e., ty = kTp, k €
NT, where NT is the set of natural numbers without
zero. This hypothesis allows energy to be saved since
it reduces the number of synchronization messages to
be transmitted with respect to the case of the multiple
sending modality.

2) There is a communication path between any couple of
nodes. Otherwise, there is not one but many WSNs that
do not communicate, and it is not possible to synchro-
nize them with the synchronization methods based on
message passing [18], [19]. A solution is to use the
synchronizing embedded hardware proposed in [26] to
bring the sense of time of one WSN to another.

3) Each node has a unique identifier. This hypothesis
permits the implementation of a communication policy
preventing the loss of synchronization messages. The
unique identifier is assigned to the node by the network
designer during the programming step.

The message SynMsg;;, sent at # by Node#j is received by
Node#i after the random delay A #;(#) introduced by the
hardware and software path connecting the clock, the micro-
controller, and the radio transceiver of Node#i and Node#j.
SynMsgj;, includes: id;, & (tx), 0, (tx), j(t), where id; is the
node identifier.

At reception of the SynMsg;;, the Node#i stores in the jth
row of the matrix M; the number of clock impulses at the
reception 7;; and the parameters included in SynMsg;;. More-

over, M; includes two adjunctive columns: row j stores rj‘.’ld

and ri‘;.ld, that refers to the previous reception of SynMsg;;. It
is worth noting that, owing to packet loss, it can occur that one

or more messages sent by node j are not received by Node#i.



If Atj;(#) is negligible with respect to the clock period, it
is 7jj = 7;(f), otherwise At;;(fx) must be compensated [27].

In order to prevent the loss of SynMsgs due to simultaneous
transmission, and to permit the use of standard hardware not
allowing the simultaneous transmission and reception of mes-
sages, the following procedure based on time division multiple
access policy is adopted. At tx = kTp, k € Nt Node#,
j = L...N, before sending, SynMsg waits a time interval
Atwait,j = idj * Atwair, where Aty is the time interval
established in the design of the network. As a consequence,
Aty is different Vj and the loss of SynMsgs is prevented.
Since Node#j sends id; by SynMsg, the receiving nodes are
able to compute Aty,it,; and to compensate it.

A. Filtering of Synchronization Message From NSNs

Let I () be the set of synchronization messages received by
Node#i, in the time interval [t — Ot; t; + ot], with Jt accord-
ing to the synchronization accuracy among nodes. Owing to
packet loss, the cardinality of 7, |1 ()| could vary in the range
[1,...,L;] where L; is the number of nodes communicating
with Node#i. It is mandatory that Node#i receives at least
one message to execute the synchronization procedure. Node#i
computes the standard deviation o¢;(t) of the 7;(r),j =
1...|1(tx)]. Two conditions occur as follows.

1) 0;(t) < os: the standard deviation of the received time
values is lower than the one required by the monitoring
application. As a consequence, Node#i accepts all the
synchronization messages for the evaluation of a;(#)
and 0 (t).

2) oi(t) > os: the standard deviation of the received
time values is greater than the one required by the
monitoring application. This condition can occur if at
least one synchronization message sent from an NSN is
received. If this condition occurs at the startup of the
WSN, Node#i accepts all the received synchronization
messages. Otherwise, Node#i filters the synchronization
messages from NSNs.

The synchronization message maximizing the standard devi-
ation of the received time values is iteratively detected and
removed from [/(f). In particular, SynMsg;, with r =

1,...,]1(t)], is removed from I(t;) on the basis of the
following condition:
r= mjin(ﬂ(l(tk)\{s)/nMSg#j})) Vi=1,....,1(m)]. (3)

If 0;(t) > og, there is in I(f;) another synchronization
message sent from NSN that must be removed. Once o; () <
os, the messages remaining in I (#;) constitute the subset I, ()
of synchronization messages sent from ASNs, only.

If |1 (k)] > [|1(t)]/2], i.e., if the number of synchroniza-
tion messages from ASNs is greater than half of the total
number of received messages, then it is assumed that the
WSN is not at the startup, and the synchronization messages
belonging to I, () are used to synchronize. If the WSN is at
the startup, the synchronization messages belonging to 7 (),
i.e., all the received messages, are used to synchronize.

The detection uses the a priori knowledge of the settling
time of the WSN, i.e., the time elapsed from the start of the
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Fig. 3. Block scheme of the software structure of the node:in box the threads,
and in parallelogram the shared variables.

Fig. 4. Lattice topology [10 x 10] nodes.

WSN to the time at which the WSN parameters, including the
delay among nodes, enter and remain within the admissible
range. If a node detects the condition |1, (tx)| < [|1(t)]/2]
for a time greater than the settling time of the WSN, it means
that synchronization procedure does not work and an alarm is
generated. Furthermore, since all nodes execute the proposed
filtering procedure, the NSNs synchronize only by considering
the ASNs message. The time interval to synchronize (A T13),
i.e., the time interval starting with the plug-in of the NSNs
and ending when the delay between any couple of nodes is
in the admissible delay range, with the proposed procedure is
lower with respect to the one obtained without the proposed
procedure.

B. Frequency and Offset Correction

Once the messages coming from NSNs are filtered as in
Section II-A, the following two steps are performed.
@ (t) is updated according to
T — roud
ai(45) = pobi () + (1 — p)——=za; (1)~ (4)
‘L'l‘j — ‘L'l-j
where p, is the design parameter set in the interval 0 <
po < 1[15],a; (&%) =1 fortzy =0, and i = 1...N. A higher
value of p, causes a wider convergence time interval but
reduces the effect of noise in the tuning.
0; (tx) is updated according to

0i (1) = 0i(tr) + (1 — po) (T (k) — i (tx))
— (@i (") — @i ()T (1) Q)

where p, is the design parameter set in the interval 0<
po <1 [15], 0i(tx) = O for typ = 0, and i = 1,..., N.



Fig. 5. Spatial distributions of the NSNs, black dots.

A higher value of p, causes a wider convergence time interval

but reduces the effect of noise in the tuning.

It is worth noting the following.

1) Since the evaluation of &;(#;) depends on r}?ld and ri‘}]d,
a;(tx) can be evaluated after the second exchange of
synchronization messages, i.e.,ty > 27Tp.

2) Because 794 and rio.ld are stored in the node, the

evaluation of @;(#;) can be performed also in the case
of packet loss as demonstrated in [15]. Indeed, a;(t)
is evaluated on the basis of the variation of the clock
time values at Node#i and Node#j on the time interval
AT,,. If there is no packet loss, AT,, = Tp. If there
are g consecutive packet losses from Node#j to Node#i,
AT, = qTp.

3) the iterative procedure to filter the NSNs messages
does not influence the convergence property of the
synchronization procedure because the filtering can be
considered as a cause of packet loss and then it falls in
the previous case.

ITI. SOFTWARE STRUCTURE OF WSNS NODE

The software architecture of the node is designed according
to the hardware architecture of sensors available on the market
(Fig. 1) taking into account the components involved in the
synchronization process. The software architecture is made
up of three threads: Clock, Clock Servo, and Radio (Fig. 3).
They implement the behavior of the clock, microcontroller,
and radio transceiver that operate independently. The inter-
action among threads is achieved by sharing the variables:
7;(t), 7;(¢), and the parameters received in the synchronization
messages [17].

The values a; and f;, are initialized with random values
drawn from a statistical distribution representing the character-
istics of the hardware clock typically equipping a commercial
WSN node.

At each step, the Clock upgrades 7;(f) according to (2),
and by adding a random value ng representing the effect of
the clock signal noise.

The Clock Servo implements the synchronization procedure
and, at each Tp, it: 1) sends in broadcast the synchronization
message; 2) reads the messages received from the connected
nodes; 3) filters the messages coming from NSNs; 4) evaluates
the new values of the correction factors; and 5) update
7;(¢) [13], according to (2).

At time interval T, the Clock Servo thread sends to a dae-
mon service a message containing the parameters id; and z; (¢).
The daemon stores the service message to permit the post

analysis of the trend of the delay among the nodes. In order
to monitor the trend of the delay among nodes in Tp and after
each synchronization, Tp is imposed as a multiple of Tp.

The Radio thread: 1) receives the synchronization messages
from the other nodes and 2) broadcasts the synchronization
messages received by the Clock Servo.

IV. NUMERICAL TESTS

The numerical tests in [8], [17], and [29] were strongly
related to the experimental results. This highlights the possi-
bility of using the software architecture and parameter setting
for property analysis using simulation, down to real execution.
Therefore, no changes are introduced to the software architec-
ture, and the same simulation settings and data are used here.

The only difference is that the Clock Servo implements the
filtering of synchronization messages from NSNs.

As in [8], [17], and [29], the parameters for the execution of
the numerical tests are selected according to the TelosB node.
In particular, according to the characteristics of the crystal
oscillator equipping TelosB is T¢ix = 1 ms, a; varies uniformly
in the range [0.999 980, 1.000 020] kHz; ng is drawn from a
normal distribution with standard deviation of 0.0028 T¢i; fi,
is determined by the startup delay of the nodes. In the tests, the
case of nodes powered together is considered, for example by
powering all of them by USB strip, f;, varies in the range
[0, 300] Tck. T, is set to 10 s in order to execute many
synchronization steps in a reduced experimental observation
time. Tp is set to 2 s in order to monitor the delay among
nodes during 7, and after each synchronization.

The lattice topology of the WSN is selected because
it is typically used in WSN for measurement applica-
tions [13], [14], and allows [30], [31]: 1) repeatability of the
tests; 2) simultaneous data transmission from different nodes;
and 3) alternative path in case a node fails.

The lattice topology of 10 x 10 nodes (Fig. 4) is taken into
examination, and the delay among all nodes and Node#100
assumed as reference is considered. It is worth noting that the
selection of a different reference node just adds an offset in
the trend of the delay among nodes, but does not alter the
statistical properties of the delay.

The NSNs are plugged-in 3000 s after the synchronization
of the ASNGs is achieved. It is assumed that the synchronization
is achieved if the delay among any couple of nodes varies in
the admissible range equal to 307k corresponding to 3.
The admissible range is selected according to the oy required
in some monitoring applications [32]-[34].
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Four tests are executed by considering the spatial distrib-
ution of the NSNs’ topologies, denoted by black nodes, as

shown in Fig. 5.

The spatial distributions of the NSNs in Fig. 5 are selected
because they are basic distributions and more complex ones
can be obtained by combing them.

Table I shows for each test: the trend of the time delay
among nodes and Node#100 without and with the use of the

proposed procedure to filter the synchronization message from
NSNs. The trend of the delay of the NSNs is depicted in black
bold lines.

In the case the proposed procedure is not used, the syn-
chronization accuracy among ASNSs is not preserved: the time
delay among ASNs overcomes the admissible range. In the
case the proposed procedure is used, the synchronization
accuracy among ASNs is preserved and the NSNs converge to
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the reference time established on the basis of the clock time
values of the ASNs.

Moreover, the value of Aris is shown in Table I for each
test.

In Test#1 and #2 the ASN is almost connected with 3 NSNs
and 5 ASNs. In the two tests, the synchronization accuracy
among ASNs is preserved only with the use of the proposed
filtering procedure.

In Test#3, Node#65 is connected only with NSNs. With the
proposed procedure, only Node#65 degrades the synchroniza-
tion accuracy while the other ASNs preserve it. Without the
proposed procedure all the ASNs degrade the synchronization
accuracy.

In Test#4, Node#65 is connected with 7 NSNs and one
ASN, Node#55 is connected with 4 NSNs and 4 ASNSs.
With the proposed procedure, only Node#65 degrades the
synchronization accuracy while the other ASNs preserve it.
Without the proposed procedure all the ASNs degrade the
synchronization accuracy.

In all the tests, the time interval to synchronize the
WSN with the proposed procedure is reduced more than

the 50% with respect to the case when it is not used. This
is justified by the fact that each NSN executes the same
synchronization procedure of the ASNs and, as consequence,
each NSN excludes its own value from /(f;) and computes
a;j(t) and 0;(fx) only on the basis of the ASNs. The final
effects are: 1) the NSN does not influence the ASNs because
its message is ignored and 2) the ASNs have strong influence
on the NSN speeding-up its convergence to the reference time.

Further tests are executed by considering fully connected
topology and different percentages of NSNs plugged in. Owing
to full connectivity of the NSNs, the distribution of the nodes
does not have an influence on the synchronization accuracy.
As a consequence, these tests furnish indications to know
whether the selected spatial distribution of NSNs with respect
to that of ASNs perturbs the ASNs synchronization accuracy.

The spatial distribution of NSNs is randomly selected.
As shown in Table II, with the proposed procedure the syn-
chronization accuracy of the ASNs is not perturbed until 60%
of the NSNs are plugged in. Without the proposed procedure,
the plug in of 5% of the NSNs degrades the synchronization
accuracy of the ASNs. Moreover, it can be noted that the time
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interval required by the WSN to synchronize after the plug-in
of NSNs is determined by the number of NSNs in the case the
proposed procedure is not used, while it is independent in the
case the proposed procedure is used. ATy is evaluated with
resolution of Tp = 2 s. The variability of ATjg is determined
by the synchronization period Tp = 10 s. Indeed, in the case
some NSNs are added before #;, they start to synchronize at #,
the others at at 41 = # + T, [35]. As a consequence, the
maximum variability of Arrs is of 12 s.

In order to evaluate the influence of the clock noise on
AT1s, further numerical tests are executed taking into account
20 nodes in lattice topology. Different topologies and per-
centages of NSNs are taken into examination. Each test is
repeated 30 times. All the NSNs are added after #;, with
k = 30. Fig. 6(a) shows the spatial distribution of the NSNs,
denoted by black nodes; and Fig. 6(b) and (c) shows the
trend of the time delay among nodes and Node#1 without
and with, respectively, the proposed procedure to filter the
synchronization message from NSNs. The trend of the delay
of the NSNs is depicted in black bold lines.

Without the filtering, synchronization accuracy is not pre-
served. In particular, the time delay among ASNs overcomes

(©)

(a) Distribution of NSNs (black nodes). Trend of the delay of the NSNs (black line), and ASN (gray line), with respect to the first received time

the admissible range. With the proposed filtering procedure,
the synchronization accuracy is preserved. In particular, the
NSNs converge to the reference time established on the basis
of the clock time values of the ASNs.

For each percentage of NSNs plugged in, the numer-
ical results showed a negligible influence of the clock
noise on A Tys. This is justified by the fact that, accord-
ing to the theory [15], [16], the synchronization accuracy
improves each fi, i.e., every Tp = 10 s. As a consequence,
ATis is a multiple of Tp and is evaluated with accuracy equal
to sampling period Tp = 2 s.

V. EXPERIMENTAL RESULTS

Experiments were carried out to evaluate the proposed
framework. The WSN is composed of 20 nodes deployed
in less than one square meter. The lattice topology is imple-
mented by forcing each node to ignore messages sent by nodes
which are not considered as neighbors. The high density of
node per square meter allows the evaluation of the effective-
ness of the proposal in a saturated spectrum network. Each
node is made up of a TelosB wireless sensor [36], allowing
the MAC-layer timestamping and then reducing potential



unpredictable delays between the readings and the transmitting
of the synchronization messages. The experimental testbed
is implemented as in [8] and [27]. In particular, it is set
Tp = 10 s, To = 2 s and Afwar = 50 ms, so that each
node can receive all the SynMsgs within 7.

By referring to the distribution of NSNs of Fig. 7(a),
Fig. 7(b) shows the trend of the delay without the proposed
procedure. The synchronization accuracy is not preserved and
the time delay among ASNs overcomes the admissible range.
Fig. 7(c) shows the trend of the delay with the proposed
procedure. The synchronization accuracy is preserved and the
NSNs converge to the reference time established on the basis
of the clock time values of the ASNs.

By comparing the numerical results (Fig. 6) with the exper-
imental ones (Fig. 7) a similar trend of the delay and the same
node behaviors can be noticed. Without the proposed proce-
dure AT1is= 102 s both in case of numerical [Fig. 6(a)] and
experimental tests [Fig. 7(a)]. With the proposed procedure the
value of Atis= 22 s both in the case of numerical [Fig. 6(b)]
and experimental tests [Fig. 7(b)].

VI. CONCLUSION

The paper takes into account the WSN synchronization in
the case more than one NSN are plugged-in. The effect of
spatial distributions of the NSNs is analyzed.

The plug-in of NSNs in the already synchronized WSN can
degrade the synchronization accuracy in an unpredictable way
because a new reference time is imposed.

The aim of the paper is to constrain the synchronization
accuracy in the admissible range in both the time and space
domain: after the plug-in of multiple NSNs and whatever their
spatial distribution. To this aim, a completely decentralized
procedure is proposed allowing each ASN to filter the NSN
messages iteratively. The effect of the filtering is that the
ASN update the correction parameters on the basis of the
ASNs messages only. As a consequence, the synchronization
accuracy among ASNs is always constrained in the admissible
range. Moreover, because the proposed procedure is executed
also by NSNs, they speed up the convergence to the ASNs
reference time.

Numerical and experimental tests assess the suitability
of the proposed procedure and furnish practical indications on
the number of NSNs that can be added in order to preserve
the synchronization accuracy.
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