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Abstract

This thesis details the research activities on the investigations and experi-
mentation performed for the development of a Software-Defined Networks
and Network Function Virtualization based large-scale distributed hierar-

chical architecture for Software-Defined Networks.

In the first step, this research started off with analyzing the state of the art
enabling technologies by performing a qualitative cross-comparison among
the available technologies (including container engines, orchestrators, and
many other supporting tools) using set of Key Performance Indicators
(KPIs). Then, in the second step, to understand the interplay of these
technologies in virtualized service infrastructures, by considering the main
outcomes of the qualitative analysis, the set of technologies including Docker
as the container engine, Docker Swarm and Kubernetes as orchestrators
with load balancing and service discovery capabilities are deployed on bare-
metal and OpenStack cloud platforms. Experimental tests are conducted to
identify the most suitable set of technologies in the high-load and industrial
use-case of a smart farm using KPIs e.g., CPU utilization, memory foot-
print, network load, connection delay, and request completion time. In the
third step, an innovative, distributive, and hierarchical framework based on
the SDN paradigm is developed, which comprises two levels of SDN con-
trollers to configure and monitor large-scale optical switches and networking
functionalities. On top of that, Virtual Network Functions (VNFs) are op-
timally deployed and managed by a centralized orchestrator. The final step
proceeds towards the formation of a novel methodology for the dynamic and
reactive management of forwarding rules in a (potentially large-scale) SDN-
based network, based on the knowledge of network topology, the power
consumption of optical switches, the expected volume of traffic, and the

variability of the actual traffic load.
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Introduction: Dissertation

Overview

Over the last decade, there has been a drastic increase in the applications of cloud
computing and communication-related services due to the rapid increase in the number
of smart mobile devices. After sensing the high demand for these services and applica-
tions, Telco operators are rapidly expanding their existing network infrastructures. To
achieve this goal, virtualization technologies serve as an efficient solution to better uti-
lize the existing network resources. The aim is to provide acceptable quality of service
to the end-users within the available resources.

Recently, with advances in the telecommunication networks, Software-Defined Net-
works (SDN) emerged as a game changing technology by revolutionizing the network
architecture to virtualize the network resources and introduce network intelligence. It
basically separates the data plane from the control plane by introducing a centralized
entity known as ‘SDN controller’ that allows the network Administrators to globally
regulate the network states via network policies in either a centralized (one controller)
or distributed manner (many controllers). Traditionally, the network architectures were
tightly coupled with the data plane making it a challenging task to dynamically manage
the underlying infrastructure and virtualize the network. SDN introduces agility within
the operator’s networks that leads to a significant reduction in the network’s capital and
operating expenditures. The evolution of SDN drives to programmatically control the
network devices and have a global view of the underlying network. By leveraging the
programmability and the global network view, SDN can simplify network operations
and also increase network resource utilization.

Recently, Network Function Virtualization (NFV) emerged as a paradigm shift to

facilitate the SDN deployments to virtually deploy network functions on generic hard-

XV



0. INTRODUCTION: DISSERTATION OVERVIEW

ware within the network. The joint-integration of SDN, NFV, and cloud computing
facilitates unprecedented levels of network control, dynamicity, and flexibility and thus
leads towards the definition of Software-Defined Systems (SDS). Teleco operators are
willing to opt for this opportunity to deploy SDN, NFV, and cloud computing in their
optical transport networks.

SDS aims to deploy the resources, services, and applications in a virtualized manner
to ensure flexibility, agility, isolation, and performance within the network. For decades,
virtualization was achieved using Virtual Machines i.e., a hypervisor-based approach
that emulates the underlying operating environment but recently, a novel light-weight
virtualization approach known as ‘Containers’ has made a paradigm shift in the virtu-
alization world. Containers are used as state-of-the-art technology for the deployment
of services and applications in the modern communication networks, however, the se-
lection of technologies for the deployment of virtualized service infrastructure based
on container networking is a tough task since a plethora of technologies for container
networking (i.e., container engine and orchestrator) are emerging every day backed by
several standardization organizations and the telco operators are unsure of the perfor-
mance and joint integration of these technologies to be deployed within their networks.

To fully utilize the potentials of SDN/NFV paradigm, Telco operators aim for a
Telco-cloud orchestration platform based on the SDN/NFV principles for the develop-
ment, deployment, testing, and simulation of network services/functions, applications,
and algorithms in a real-time complex T-SDN environment which can be replicated in
their Optical Transport networks. However, achieving this aim is not straightforward
and poses numerous challenges in terms of design and selection of technologies for the
simulation/orchestration framework to ensure unprecedented levels of network dynam-
icity, orchestration, management, and flexibility in the network. In addition, with the
enormous growth in the years to come, a challenging goal frequently noticed in the
current literature is in fact to reduce the power consumption of the operating network,
while satisfying the requested levels of quality of service (e.g., bandwidth consumption).

The potential of the cloud-computing supported the design of advanced services
and applications, leveraging virtual components distributed at the large scale. Indeed,
the joint integration of SDN, NFV, and cloud-computing principles recently paved the
way towards the definition of SDS. The baseline principles of SDS embrace a number

of novel enabling technologies (like container engines, orchestrators, and many other

XVi



supporting tools) that significantly simplify the integration and the management of
virtual components, while promising high level of flexibility, isolation, and performance.
These technologies play an important part in achieving the light-weight virtualization.
To this end, we started off with a qualitative cross-comparison of the aforementioned
technologies already available in the industry. A variety of technologies are studied with
a special focus on the joint-integration of these technologies along with presenting the
pros and cons of each of them, which provides various insights for the adoption of these
tools. It is important to understand the interplay of these technologies in virtualized
service infrastructures, therefore, by considering the main outcomes of the qualitative
analysis, the set of technologies including Docker as the container engine, Docker Swarm
and Kubernetes as orchestrators with load balancing and service discovery capabilities
are deployed on bare-metal and OpenStack cloud platforms. Experimental tests are
conducted to identify the most suitable set of technologies in high-load and industrial
use-case of a smart farm using Key Performance Indicators (KPIs) that include CPU
utilization, memory footprint, network load, connection delay, and request completion
time. The results indicate that the combination of Docker and Kubernetes on the
bare-metal deployment platform represents a suitable solution for effectively exploiting
container networking capabilities in real deployments.

Moreover, an innovative hierarchical orchestration framework based on the
SDN/NFV principles has been developed in the context of INTENTO project (re-
cently funded by the Apuglia reigon Italy). The objective is to create an innovative
simulation/orchestration framework by selecting the best technologies and use it to
test applications, services, and advanced optimization algorithms in a real environ-
ment. A large-scale, distributed, and hierarchical Transport T-SDN architecture has
been designed, where optical switches and networking functionalities are monitored
and dynamically configured through a two-level hierarchical structure of SDN con-
trollers. On top of that, Virtual Network Functions (VNFs) are optimally deployed
and managed by a centralized orchestrator, based on the network condition, user re-
quests, and application requirements. This architecture is used as a foundation for a
complex simulation environment that harmoniously integrates within the OpenStack
cloud: optical node simulators composed by simulation agent and a suitable hardware
emulation layer; proprietary SDN network controller designed to enable the innova-

tive optical nodes characteristics; Open Network Operating System as the second level
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controller, enabling the integration of third-party or standardized models (multivendor
environment), based on standardized interfaces and communication protocols.

Additionally, this work investigates the state-of-the-art routing strategies available
in the T-SDN context. The literature review highlights a requirement for a real-time
dynamic routing strategy that should mutually provide energy efficiency and quality of
service within the network. To accomplish this purpose, a novel routing strategy has
been proposed for the dynamic management of forwarding rules in T-SDN deployments
with energy and bandwidth constraints. The proposed strategy jointly considers the
network topology, the power consumption of optical switches, the expected volume
of traffic, and the variability of the actual traffic load. In particular, the proposed
strategy starts by activating the minimum required nodes and transport links between
the source and destination pair predefined within a given traffic matrix, based on the
network topology and the estimated power consumption of the optical switches. Then,
the bandwidth utilization of the activated transport links is periodically monitored by
a centralized controller to recognize the actual traffic load. The proposed strategy is
dynamically reactive, thanks to the deployment of SDN controller which periodically
monitors the network elements and in the case if a congestion is detected on optical
nodes, new transport links and optical switches are activated to ensure the smooth
running of the traffic inside the network while ensuring energy efficiency and bandwidth
requirements by the user. Experimental tests demonstrate the better trade-off between
the power consumption and quality of service.

Moreover, other correlated research activities, strictly in lined with those afore-
mentioned, have been carried out during the PhD work. A list of produced scientific
contributions is presented immediately following this introduction. To conclude, a brief

description on the structuring of this dissertation is outlined below:

e Chapter Qualitative Cross-Comparison of Emerging Containerization

Technologies. It starts with analyzing various container networking technolo-
gies available in the industry to achieve the SDS vision and provides a cross-
comparison based on a set of KPIs between the available technologies along with
their pros and cons. It finally outlines the various possible integrations between

the set of available technologies.
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. Chapter Quantitative Cross-Comparison of Container Networking Technologies

for Virtualized Service Infrastructures. In this chapter, to fully analyze the po-

tentials of container networking technologies, performance analysis has been per-
formed by practically deploying the best set of technologies within virtualized
service infrastructures. Experimental tests are firstperformed in the use case of
high load environment and further, in a industrial smart farm environment. Re-
sults obtained based are discussed and prominent technologies are highlighted in

this domain.

e Chapter Design and Development of Optical Network Orchestration

Framework. It provides the design and development of an innovative orches-
tration framework based on the SDN/NFV paradigm for the development, de-
ployment, testing, and simulation of network functions, services, and application.
It demonstrates the elements involved in the design of multi-level architecture

and further provides a demo of the simulated optical nodes.

e Chapter @ Designing of Dynamic Forwarding Strategy with Energy and

Bandwidth Constraints. This chapter focuses on the design and development

of a novel methadology for the dynamic management of forwarding rules within
the T-SDN deployments. First, the description of the proposed strategy is given,
followed by practical implementation in a simulation environment. Finally, ex-

perimental results are compared with the existing strategy and further discussed.

e Chapter |5} Conclusions and Future Research Directions: The chapter starts with

the concluding remarks on this Ph.D. thesis outlining the key findings of the

overall work.
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Qualitative Cross-Comparison of

Emerging Technologies

This chapter starts with the brief introduction of SDS and throws light on the state of
the art enabling technologies (i.e., container networking) available for the deployment
of SDS-based infrastructures. A qualitative cross-comparison of set of emerging tech-
nologies including container engines, orchestrators, load-balancers, service discovery
tools, communication protocols, and graphical shells is presented here. The compari-
son is based on a set of KPIs and the results are discussed in detail to facilitate the
selection of technologies for SDS, which provides the grounds for the deployment of the

T-SDN-based hierarchical control plane and framework conceived in this work.

1.1 Overview

During the last decade, SDN and NFV introduced a revolutionary way to deploy pro-
grammable network architectures, based on a strict separation between data plane and
control plane and a native ability to dynamically define, install, and configure virtual-
ized network facilities [I],[2]. At the same time, the potential of the cloud-computing
supported the design of advanced services and applications, leveraging virtual compo-
nents distributed at the large scale. Indeed, the joint integration of SDN, NFV, and
cloud-computing principles recently paved the way towards the definition of SDS [3].
In the SDSs vision, resources, services, and applications are treated as a combina-

tion of virtual boxes, interacting with each other through the underlying communica-
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tion infrastructure. Their management demands high levels of flexibility, isolation, and
performance [4], 5] [6]. Since virtualization techniques based on traditional Virtual Ma-
chines (VMs) cannot meet these requirements [7], other enabling technologies are gain-
ing momentum in the current state of the art. They include, for example, lightweight
containers, container orchestrators, and many other supporting tools [8, @, 10, [11].
Therefore, as a matter of fact, SDS are significantly grounding their roots into the
container networking paradigm [12], 13} [14].

At the time of this writing, the major tech giants (like Google, IBM, Amazon, and
so on) are drastically adopting these technologies to build and manage their large scale
infrastructures [I5]. On the other hand, however, many other organizations, especially
small and medium enterprises, are reluctant to launch their services through the SDS
concept. The reason is that they generally experience hard difficulties in the selection
of containerization softwares and tools that satisfy their business needs and visions
[16]. To make things worse, a variety of containerization tools and management instru-
ments are continuously emerging, developers are constantly introducing new features
in their latest updates. Accordingly, their integration within an operating framework
still appears as an important barrier to face.

Starting from these premises, the work presented herein intends to shed some light
on the key enabling technologies of SDS deployments based on container network-
ing. Specifically, the conducted study provides a three-folded contribution. First,
it explores containerization technologies, including both container engines (i.e., LXC,
Docker, LXD, Rkt, and Kata container) and orchestrators (i.e., kubernetes, docker com-
pose, docker swarm, OpenStack, Nomad, Apache Mesos, Bistro, ECS, Cloud Foundry,
and OpenShift). Second, it analyzes the main supporting tools that offer advanced and
additional features to SDSs, such as load balancing, service discovery, user interfaces,
and communication protocols. Third, it defines a set of qualitative Key Performance
Indicators (KPIs) through which carrying out a preliminary comparison of the reviewed
key enabling technologies. The resulting analysis clearly shows pros and cons arising
from an integration of containers, container orchestrators and supporting tools and pro-
vides high-level guidelines and constructive comments to foster the widespread usage

of SDSs in the near future.
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1.2 Containerization Technologies

As anticipated in the previous Section, the main rationale behind upcoming SDSs
is based on container networking. As depicted in Figure resources, services, and
applications are implemented as containers and distributed across network elements and
clouds. Differently from traditional VMs, containers installed over the same physical
machine share the same operating system. But, at the same time, they may still
experience a good level of isolation. Also, local operations, like loading and turn-off
procedures, could register limited latencies. On the other hand, a logically centralized
orchestrator automates the management of containers lifecycle. This Section reviews

containerization technologies available in the current state of the art.

1.3 Container Engines

Popular container engines are: LXC, LXD, Docker, Rkt, and Kata Containers.

1.3.1 LXC(Linux Containers)

It is an open-source software supported by Canonical Limited and in active development
since 2008. Its first stable Version 1.0 was released on February 20, 2014. Containers in
LXC rely on the Linux kernel containment features[8]. This functionality allows the user
to run multiple images on a single host. The isolation between the containers is provided
through kernel namespaces. Resource management, instead, is done through cgroup
[16]. It supports multiple applications in a container and provides partial portability
across Ubuntu distributions only [I6]. These features make LXC more performant than

standard VMs [17].

1.3.2 Docker

It is one of the leading containerization tools in the industry. The initial version of
Docker was released on March 13, 2013. It uses the features of Linux kernel namespaces
and cgroups to completely isolate applications and the underlying operating system.
It also allows to run a single process in a container [8, [16] [I8]. Docker extends the

Linux container technology by creating portable, easy to use, and flexible images [I8]
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191 20]. It creates self-elastic clusters with a size managed according to the workload

and provides enhanced elasticity because of the fast loading speed of container [11].

1.3.3 LXD

Built on top of LXC, it provides new and better user experience. It is a free and open-
source software, built under the Apache 2.0 licensdﬂ The initial Version 0.1 of LXD
was released on February 13, 2015. Differently from LXC, it offers new features like a
new single command line tool to enhance user experience for containers management.
Moreover, multiple applications can run in a single container [21]. LXC containers can

be easily used through REST API and a CLI clients.

1.3.4 Rkt

Its first version was released on November 27, 2014 by CoreOS (acquired by RedHat).
It allows to run multiple isolated images sharing a common kernel namespace. Rkt
container runtime is interoperable, secure, and open-source. It also provides security
in various aspects. For example, it validates the authenticity of the image after down-
loading by cross checking publisher’s image signature [16]. The work presented in [16]
demonstrates that Rkt emerges as a suitable choice in computational and data intensive

high performance application environment.

1.3.5 Kata Containers

It is an open source project available under the Apache 2.0 license. The first Version
of Kata containers was released on May 22, 2018. It is a novel implementation of
lightweight VMs, that seamlessly integrates within the container ecosystem. Therefore,
benefits of both container and VMs are met, including high performance, workload
isolation, and security. Kata Containers support the Open Containers Initiative (OCI)E|

22).

"https://linuxcontainers.org/lxd/
20CI is a project under governance of Linux Foundation. It was started in June 2015 by Docker,

CoreOS, and other leaders of containerization industry to standardize the container formats and run-

time.
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1.4 Container orchestrators

Popular container orchestrators are: Kubernetes, Docker Compose, Docker Swarm,

OpenStack, Nomad, Apache Mesos, Bistro, ECS, Cloud Foundry, and OpenShift.

1.4.1 Kubernetes

It is an open-source container orchestrator for automating application deployment,
scaling, and management across clusters of hosts (physical or VMs) [22]. It is freely
available under the Apache License 2.0. Its first available Version was released on
June 7, 2014. It was developed by Google under their experience of building container
management solutions [22]. It is now maintained by the Cloud Native Computing
Foundation. It works with a range of technologies and provides an orchestration layer
for managing Docker containers on different physical entities [10]. Kubernetes uses
a master-slave architecture. The slave hosts, namely nodes, are intended for running
the containers assigned by the master. It also adds an abstraction layer on top of
containers, namely Pod. Specifically, it represents a group of up to five containers
that share storage, networking resources, IP address. Pods form an atomic unit of
scheduling and are created or destroyed automatically. They can communicate with
each other without any Network Address Translation (NAT). This ensures a very easy

management of a multi-host cluster [23].

1.4.2 Docker Compose

It is a solution developed by Docker for creating and running applications, including
multiple Docker Containers [19]. The first production ready Version 1.0 of Docker
Compose was released on October 16, 2014. It helps to configure applications and

containers by using a YAML file with a single command [I§].

1.4.3 Docker Swarm

It is the Docker’s local clustering solution developed by Google. While the standard
Docker API launchs the containers, Swarm takes care of selecting the appropriate hosts
for running containers [23],[I8]. It can group together several hosts, allowing the user
to manage them as a unified cluster by using the Swarm CLI utility[19]. It combines

multiple Docker engines into a single virtual engine. For managing and configuring
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services in the containers, a specific discovery service can be used with Swarm. The
advantage of Swarm is that it natively incorporates Docker API calls. This consequently

makes easy to move large workloads and applications to different clusters [23].

1.4.4 OpenStack

It is an open-source operating system developed to manage and control large pool
of computations in the cloud. It was developed in Python by NASA and Rackspace
to handle massive infrastructure in the cloud[24][25]. Its initial version was released
on October 21, 2010. It has already been used by several companies worldwide for
managing Petabytes of distributed architectures, scaling to over 60 million VMs [25].
OpenStack provides many other services like multi-tenant security, monitoring, storage,
and more [25]. Google Sponsors the OpenStack foundation [26]. It provides support

for managing Bare-metal, VMs, and container based hosts [27][2§].

1.4.5 Nomad

Hashi group’s Nomad was developed in 2015. It is an open-source scheduler that uses a
declarative job file for scheduling containerized applications. It follows an agent-based
architecture using single binary that is responsible for rolling upgrades and draining

nodes for rebalancing [29].

1.4.6 Apache Mesos

It is an open-source and low level clustering solution, that integrates with a high level
framework to provide the complete orchestration [23]. Mesos combines the resources of
the cluster (like CPU, RAM etc.) in a way that looks like single giant host to the de-
veloper [29]. It was originally developed by students of UC Berkeley RAD Lab in 2009.
Apache announced its Version 1.0 on July 27, 2016. It comes with a distributed system
kernel that provides applications with API’s for resource management and scheduling
in large-scale clustered environments. It allows developers to create their applications.
A job scheduler tool can be used with it for scheduling and running tasks [26]. Since
Mesos acts like a kernel of the distributed OS therefore, a framework i.e., Marathon is

used with it for Container Orchestration.
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1.4.7 Bistro

Facebook’s Bistro is a closed-source scheduler that runs data-intensive batch jobs on
distributed systems. The present public release of this technology is partial, including
just the server components. It is designed to handle workload efficiently and to respond
rapidly to the changing configurations. This is because Facebook stores a high amount
of data in different formats and frequently runs batch jobs for transformation and

transfer of data [30].

1.4.8 Amazon’s Elastic Container Service (ECS)

It is a closed-source solution used in Amazon Web Services (AWS) for running, scaling,
and securing container applicationsﬂ ECS can be used with any third-party hosted

Docker image repository or accessible private registry, such as Docker Hub.

1.4.9 Cloud Foundry

It is an open-source, multi-cloud application platform as a service. The software was
originally developed as a container-based architecture by VMware in 2011. Then, it
was transferred to Pivotal Software, which is a joint venture by EMC, VMware, and
General Electric. Cloud Foundry supports Docker images by connecting to the Docker
registry, giving those enterprises that are already running Docker take advantage of
all the platform capabilities that Cloud Foundry provides. It also supports the OCI

initiative.

1.4.10 OpenShift

Developed by the RedHat under the Apache license 2.0 on May 4, 2011. It is a com-
bination of open-source technologies for orchestration, including RedHat Enterprise
Linux, OCl-standard containers, and Kubernetes for orchestration and management.
OpenShift extends to give users their choice of frameworks, databases, and runtimes.
OpenShift is a part of the CNCF Certified Kubernetes program, ensuring portability

and interoperability for container workloads.

"https://aws.amazon.com/ecs/features/
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1.5 Supporting Tools for Containerization

There are many tools supporting specific facets in container networking, including
load balancing, service discovery, protocols, and user interfaces. They facilitate the

orchestration and management of containers, depending on the business requirements.

1.6 Load balancing tools

Load balancing tools aims at spreading the inbound requests (i.e., the load) across the
containers. In this way, they minimize the response time and increase the throughput
[29]. The list of some popular load balancing tools for containerization are reported

below.

1.6.1 Envoy

It was built at Lyft in C4++. It is a distributed proxy designed for single applications
and services. It may also serve as a communication bus and data plane for microservice

architectures [29].

1.6.2 HAProxy and Bamboo

It is a very popular, fast, and reliable solution for load balancing, which ensure a
high availability for TCP and HTTP-based applications. For years, it has become
the standard load balancing tool. Thus, it is now shipped with most mainstream linux
distributions. It can be integrated with almost all the existing technologies [29]. On the
other hand, Bamboo is a tool that automatically configures HAProxy for web services

deployed on the top of Apache Mesos and Marathon [29].

1.6.3 Kube-Proxy

It runs on every node of the kubernetes cluster. It works for the cluster’s internal load

balancing and service discovery [29].
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1.6.4 MetalLB

It is a tool for load balancing in bare-metal Kubernetes clusters. This tool exists
because Kubernetes does not offer default load balancing mechanisms for bare metal

clusters [29].

1.6.5 NGINX

It is a load balancing tool for HTTP-based traffic. It offers further mechanisms for
configuration and monitorinﬂ [29].

1.6.6 Traefik

It is an open source tool that is gaining much popularity nowadays like HAProxy [29].
It is supported by every major cluster technology. The popular features of Traefik
are the auto discovery and tracing of clusters (including Kubernetes, Mesos, Docker

Swarm, Marathon, and Rancher).

1.6.7 Vamp-router

It is a service routing, load balancing, and filtering application. It updates the config-
urations through REST API or Zookeeperﬂ [29].

1.6.8 Vulcand

It is a HTTP API management and micro services tool that uses Etcd as a configuration
backend. With Vulcand, changes to configuration take effect immediately without

restarting the service.

1.6.9 Service discovery tools

In container networking, it is not possible to manually assign applications to high
number of containers. Instead, such a task is managed by a specific software, generally
referred to as scheduler, that controls the lifecycle of containers. In this context, service

discovery is used to determine where the container ended up with being scheduled.

"https://docs.nginx.com/nginx/admin-guide/load-balancer /http-load-balancer/
2https://github.com/magneticio/vamp-router
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1.6.10 ZooKeeper

It is a software by Apache Software Foundation, originally developed at Yahoo. It
is a key-value store for maintaining configuration information in distributed systems.
ZooKeeper organizes the data in a file system (to this end, it basically uses tables,
called znodes) [29]. Even if it emerges as a mature tool, its installation procedure
appears complex [29]. This tool is sponsored by giants like Google, Microsoft, AWS,

and Facebook.

1.6.11 Etcd

It is another key-value store developed by the CoreOS team in the GO language. The
Etcd security feature allows TLS/SSL authentication between client and cluster Etcd
nodes [29].

1.6.12 Consul

It is a key-value store developed by the HashiGroup in the Go language. Consul offers
a multi-data center support for service registration, discovery, and health monitoring
[29].

1.6.13 Mesos-DNS

It is a DNS-based customized solution for service discovery, working in Apache Mesos.
Mesos-DNS is written in the Go Language. Moreover, it polls the active running
processes on the Mesos architecture and exposes the running tasks through DNS and
HTTP APIs [29].

1.6.14 SkyDNS

It is a DNS-based service discovery tool used with Etcd. It stores the service records
in Etcd and updates their DNS records accordingly [29].

1.6.15 WeaveDNS

It is another DNS-based service discovery solution that allows containers to find other

containers through their IP addresses.

11
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1.6.16 SmartStack

The Airbnb smartstack writes the service registration in Zookeeper and dynamically

configures the HAProxy for lookup [29].

1.6.17 Eureka

It was developed and deployed for the AWS (i.e., where Netflix runs) [29]. Specifically,
Netflix’s Eureka is a Rest-based service discovery tool used for load balancing and

checks the failover of intermediary servers. It comes with its own load balancer.

1.7 User interfaces

Graphic User Interfaces (GUIs) and User Interfaces (Uls) provide an abstract access to
the remote resources for supporting the monitoring and the management of cloud-based

processes. Popular solutions include:

1.7.1 Rancher

It is an open-source software for delivering Kubernetes-as-a-Service for multi-cloud

computing.

1.7.2 Clocker

It is a self-hosted and open-source container-management platform, built on the top of
Apache Brooklyn. Clocker is used to easily deploy production grade Docker swarms or
Kubernetes clusters to a range of clouds (including AWS, Azure, Google Cloud, IBM
Softlayer, and IBM BlueBox)ﬂ Moreover, it supports a wide range of cloud providers
through the use of the jclouds toolkit [23]. It can be configured with cloud though
deployment tokens and access keys. After this, it can automatically detect hosts and
install a network with the support of service discovery tools like Weave or Project

Calico [23].

Yhttp://www.clocker.io
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1.7.3 Tutum

It was used to build, deploy, and manage containerized applications across any cloud
infrastructure. Tutum decouples the orchestration layer from the underlying infras-
tructure on which the application runs. Tutum works on the top of any infrastruc-
ture provider and users can choose the provider that best satisfies their requirements.

Started in 2013, later acquired and integrated by Docker in 2015.

1.7.4 Portainer

It is a lightweight management UI, which allows to easily manage different Docker en-
vironments (like Docker hosts or Swarm clusters). Portainer is able to provide support
for Linux, Windows, and OSX E

1.7.5 Kitematic

It is a powerful Ul for managing containersﬂ Kitematic gives a one-click installation
ability for running Docker on Mac.

1.7.6 DockStation

It is a developer-centric tool for managing Docker projects. Instead of lots of CLI
commands you can monitor, configure, and manage services/containers by using a
GUI. DockStation supports MacOS, Linux, Ubuntu, and Windows.

1.7.7 Panamax

It is a browser rendered GUI for pulling together image compositions. It supports
Docker.

1.7.8 Docker Ul

It provides a simple interface into the currently running docker VM and allows the

users to browse/check the state of installed containers.

"https://github.com/portainer/portainer
2https:/ /kitematic.com/
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1.7.9 Docker Compose Ul

It is a UI for Docker containers. Differently from other dashboards, it appears like a

browser-based interface to manage deployed container compositions.

1.7.10 Shipyard

It is another UI for managing Docker Containers. Within few seconds it is ready for
the login and gives the snappy looking dashboard. Shipyard has a simple installation
procedure. After pulling down a script, simply run it, and Shipyard pulls down a

number of images and spins them up{]]

1.8 Protocols

The communication between the different components in container networking is per-
formed with the help of protocols. Main solutions are: OpenFlow, NETCONF, and
RESTCONF.

1.8.1 OpenFlow

Born in 2008, it was considered as the first standard for SDN [3I]. Therefore, it is
a well-known communication protocol that gives access to the physical components
(i.e., routers or switches) of the data plane [32], and adapt their functionalities to
changing business requirements. Today, all the standard manufacturers of network

devices provide support for OpenFlow in their devices.

1.8.2 NETCONF

The Network Configuration Protocol (NETCONF) provides a simple mechanism to
manage, configure and upload configurations of a network device. It allows the device
to expose a full and formal API, used by the applications to receive configuration data

sets [33].

"https://dzone.com/articles/managing-docker-containers-with-shipyard
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1.8.3 RESTCONF

NETCONF defines the configuration data stores and a set of CRUD operations (that
include create, read, update and delete) useful to access to these data stores. REST-
CONF uses HTTP methods to provide CRUD operations on a conceptual datastore
containing YANG-defined data [34].

1.9 Cross comparison of SDS enabling technologies

In order to remark the pros and cons of SDSs enabling technologies and to shed some
lights on their joint usage within a more complete framework, this Section defines a set
of KPIs and proposes a qualitative cross comparison.

First of all, the qualitative KPIs defined for evaluating container engines include the
development language, the developing company, the community support, the reference
operating system, the licensing type, the OCI compliance, and the support for IPv6.
The resulting cross comparison is reported in Table It is evident that LXC, LXD,
Docker, Rkt, and Kata containers are open-source technologies, promoted by strong
community, and working with Linux. All the container engines, except LXD, are com-
pliant with the OCI guidelines. Moreover, excepting Kata containers, all the other
engines support IPv6. Among the others, Docker emerges as a powerful technology
that works on multiple platforms (i.e. Linux, Windows, and MacOS).

The set of qualitative KPIs used to evaluate containers orchestrators include the
development language, the developing company, the community support, the licens-
ing type, the builtin scheduler, the native load balancing feature, the native service
discovery, the reference operating system, the cloud support, the bare metal support,
and the possibility to handle clustering. The resulting cross comparison is shown in
Table The conducted study demonstrates that Kubernetes and OpenStack are
the open-source orchestration technologies that come up with built-in scheduler, load
balancer, service discovery native functionalities. They support multiple operating sys-
tems, cloud, bare metal, and clustering features. They also have a strong community
support, backed by Google and Cloud Native Computing Foundation (CNCF). On the
other hand, instead, other technologies guarantee limited features (they are used in the

industry only for specific purposes). Among all the investigated solutions, Kubernetes

15



1. QUALITATIVE CROSS-COMPARISON OF EMERGING

TECHNOLOGIES

Table 1.1: Cross comparison among containerization engines.

Engine LanguageDevelopers Community OS Support Licencing OCI IPv6
support type

LXC C, Canonical Ltd Canonical Ltd | Linux Opensource, v v

Python, and  Ubuntu* GNU LGPL
Lua (Forum & v.2.1

Github)

LXD Go Canonical Ltd Canonical Ltd | Linux Opensource, X v
and Ubuntu** Apache 2.0
(Forum &
Github)

Docker | Go Docker, Inc. Docker, Inc. | Linux, Win, | Opensource, v v
(Community, Mac Apache 2.0
Forum, Blog &
Github)

Rkt Go CoreOS (RED- | Red Hat Inc., | Linux Opensource, v v

HAT) Github Apache 2.0

Kata Go The OpenStack | OpenStack Linux Opensource, v X

Con- Foundation foundation, Apache 2.0

tain- Blog, Github,

ers

*LXC 1.0 will be supported until June 1st 2019 and LXC 2.0 until June 1st 2021.
**The current LTS of LXD if 3.0, which will be supported until June 2023

allows a huge amount of flexibility for containerization networking. It can be used with
almost all the container engines to provide agility.

The joint usage of container engines and supporting tools is evaluated below.

Table for instance, focuses on load balancing tools. It clearly emerges that
NGINX can be natively used with all the reviewed container engines. HA-Proxy, in-
stead, can be used with LXC, LXD, and Docker. The rest of load balancing tools,
excluding Bamboo, could be used with all the container engines thanks to the addi-
tional plugins implemented in both Kubernetes orchestrator and Etcd tool. Among the
containers, Docker can work with all the considered load balancing tools. The Bamboo
tool, instead, provides a very scarce support for the container engines.

Table illustrates the possible joint usage of service discovery tools and container
engines. Also in this case, many container engines are natively or indirectly (i.e., with
the usage of integration instruments provided by some container orchestrators) compat-
ible with the reviewed service discovery tools. Nevertheless, a very scarce integration

is observed for both SmartStack and Eureka.
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Table concludes the analysis by showing the usage of user interfaces with the
considered container engines. In this case, only the Rancher graphical interface is
supported by all the container engines. The rest of the tools, instead, have been

specifically conceived for Docker.
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Table 1.2: Cross comparison among containers orchestrators.

Name LanguageDevelop&lemmunityjlicensing S LB SD PlatformCloud BM Cluster

support
KubernetesGo Google | Cloud OpenSource v/ v v Linux, v v v
Native (Apache Mac,
Com- License Win-
puting 2.0) dows
Founda-
tion
Docker Python | Docker,| Docker, OpenSource v/ X X Linux, v v X
Com- Inc Inc. (Apache Mac,
pose (GitHub) | License Win-
2.0) dows
Docker Python | Docker,| Docker, OpenSource v/ X X Linux, v X v
Swarm Inc Inc. (Apache Mac,
(GitHub) | License Win-
2.0) dows
OpenStack Python | NASA/| OpenStack| OpenSource v/ v v Ubuntu | v/ v v
Rackspdc&ounda- (Apache
tion/ License
Google 2.0)
Nomad | Go HashicorfHashicorp | Mozilla v v X Linux, v v v
(GitHub) | Public Mac,
License Win-
2.0 dows
Apache | C++ ucC Apache OpenSource v/ X X Linux, v v v
Mesos Berke- | Software (Apache Mac,
ley Founda- License Win-
RAD | tion(Blog, | 2.0) dows
Lab GitHub)
Stu-
dents
Bistro C++ FacebodkFacebook, | Closed v X X Ubuntu | v X v
Inc. Inc.(Bistro| source
Group, (BSD
GitHub) | License)
ECS JS etc Amazon.cAmazon.comPaid v v v Linux, +(only | X v
Inc. Inc. Win- AWS)
dows
Cloud Go, VMWarje Cloud OpenSource v/ * * Linux, v v *
Foundry | Ruby, Foundry (Apache Mac,
Java Foun- License Win-
dation 2.0) dows
Commu-
nity and
GitHub
OpenShift Go, RedHat| Red Hat | OpenSource + + + Linux, v X v
Angu- Soft- (Open- (Apache Mac,
larJS ware Shift License Win-
personal | 2.0) dows
Blog and
Commu-
nity)

S = Scheduler; LB = Load Balancer; SD = Service Discovery; * through BOSH or Kubernetes; + through Kubernetes
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Table 1.3: Joint usage of load balancing tools and container engines.

Tool LXC LXD Docker Rkt Kata Containers
Bamboo X X v X X

Envoy * * v * *

HAProxy v v v * *

Kube-Proxy || * * * * *

MetalLLB * * * * *

NGINX v v v v v

Traefik * * v * *

Vamp-router || * * v v *

Vulcand %ok kok / kok kk

* through Kubernetes; ** through Etcd

Table 1.4: Joint usage of service discovery tools and container engines.

Tool LXC LXD Docker Rkt Kata Containers
ZooKeeper | Yes Yes Yes * ok

Etcd Yes *ok Yes Yes | **

Consul *k *ok Yes *ok *k

Mesos-DNS || *#* Kok Kok ok ok | x

SkyDNS sokkok | kokskk | skokokok sokkok | skokskokok

WeaveDNS || ** *ok Yes *ok *k

SmartStack || X X Yes X X

Eureka X X Yes X X

through *Zetcd and Etcd3; **Kubernetes; *** Apache Mesos;

A Eed; *****combination of Eted and Kubernetes
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Table 1.5: Joint usage of user interfaces and container engines.

Tool LXC LXDDockeRkt Kata
Con-
tainers

Rancher v v |V * *

Clocker X X v X | X

Tutum X X | X | X

Portainer X X v X | X

Kitematic X X v X | X

DockStation | X X v X | X

Panamax X X v X X

Docker Ul X X v X | X

Docker X X v X | X

Compose-Ul

Shipyard X X v X X

*through Kubernetes; ** Docker acquired and integrated it

1.9.1 Summary

SDS allow to define, deploy, and use virtual resources, services, and applications across
the network elements and clouds. To fulfill strict requirements (including, for instance,
flexibility, isolation, and high performance), their enabling technologies include con-
tainer engines, container orchestrators, and many other supporting tools. This chapter
deeply reviewed the state of the art on enabling technologies for SDS in the context of
container networking and provided a qualitative cross comparison, based on a specific
set of Key Performance Indicators. The conducted study clearly demonstrated that
Docker is emerging as the leading container engine. In fact, it offers a strong set of fea-
tures and allows the usage of a large number of supporting tools. At the same time, it is
remarked that Kubernetes appears as a very promising container orchestrator because
it comes up with its own scheduler, load balancer, and service discovery features.
This study was aimed at providing a clear roadmap for the selection of technologies

to the enterprises who are reluctant to adopt container networking for launching their
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services and applications and deploy SDS based virtualized service infrastructures, re-
spectively. Additionally, this chapter provides a basis for the selection of best available
emerging technologies for practical deployment and quantitative cross-comparison in

the next chapter.
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Quantitative Cross-Comparison
of Emerging Technologies for
Virtualized Service

Infrastructures

Container networking is emerging as a game-changer paradigm for the deployment of
SDS-based virtualized service infrastructures in a faster and reliable way. Nevertheless,
Small and Medium Enterprises are still skeptical to revise their business in this direc-
tion because of the absence of deep studies showing its effectiveness in real deployment
environments, the selection of technologies is a huge challenge. To bridge this gap,
this chapter presents a quantitative cross-comparison of cutting-edge technologies for
container networking (including Docker as a container engine, Docker Swarm and Ku-
bernetes as orchestrators, bare-metal and OpenStack cloud as deployment platform),
properly deployed and integrated to realize a virtualized service infrastructure within a
commercial workstation. Initial experimental tests are conducted to identify the most
suitable combination of technologies for high-load environments and later, in the case
of industrial smart farm, respectively. The obtained results have been discusses in de-
tail. The set of emerging technologies that highlights best results herein are used for
practical deployment in the hierarchical T-SDN based framework presented in Chapter
B
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2. QUANTITATIVE CROSS-COMPARISON OF EMERGING
TECHNOLOGIES FOR VIRTUALIZED SERVICE
INFRASTRUCTURES

2.1 Motivation and overview

As well known, virtualization gives the opportunity to optimize the usage of hardware
resources and to conceive advanced and isolated services through a common (frequently
distributed) platform [35, 36]. Since decades, virtualization was achieved by using Vir-
tual Machines, that are emulator of computers having their own kernels, managed by
a hypervisor system [37, [38]. More recently, instead, a novel virtualization technology,
namely container, is gaining momentum. Different from Virtual Machines, containers
act as high-level applications running on top of the same Operating System [39][27],
thus offering quick startup time, rapid application loading, less memory space require-
ment, a swift recovery from failure, and portability (e.g., build once and run anywhere).

Furthermore, thanks to the container networking paradigm, containers can interact with

each other, while paving the road to a new way to conceive applications with less cost
and reduced time-to-market and revising the industry business [41]~ [43].

At the time of this writing, Tech Giants (like VMWare, Xen, Microsoft, Ama-
zon, and Google) already offer subscription-based solutions for deploying virtualized
service infrastructures in the cloud [44]. On the other hand, Small and Medium En-
terprises (SMEs) would like to implement their own virtualized service infrastructures
into local computing environments (apart the deep control and personalization of im-
plemented functionalities, it would erase heavy subscription fees related to the usage
commercial clouds) [45, [46]. Theoretically, this is possible thanks to the presence of a
number of open-source technologies enabling container networking [47]~[72]. Neverthe-
less, SMESs are still skeptical about the usage because of the following two main reasons.
First, the effective usage of container networking requires the selection and the joint
integration of container engines (i.e, the technology that effectively implements the con-
tainer), orchestrator (i.e, the technology that is responsible for managing, scheduling,
and deploying individual containers for applications within the cluster, while offering
load balancing and service discovery functionalities), and many other supporting tools
that make possible their implementation and usability in specific platforms. Unfor-
tunately, this task cannot be successfully and quickly achieved by SMEs with limited
technical skills and revenue to spend on research and development activities [73]. Sec-
ond, the scientific literature either investigated the behavior and the performance of

containers against Virtual Machines or the technologies enabling container networking
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separately (for more details, see the summary of the state of the art discussed in Sec-
tion . Thus, there are no contributions that address a quantitative investigation of
the joint integration of containerization technologies in local computing environments,
along with a clear description of the pros and cons characterizing the popular solutions
available today.

To bridge this gap, this work presents an experimental cross-comparison of cutting-
edge technologies for container networking, properly integrated to realize a virtualized
service infrastructure in local computing environments. Specifically, a centralized or-
chestrator is configured to offer service discovery and load balancing functionalities
(i.e., management of clients’ requests and their distribution to available containers).
At the same time, some containers are deployed to expose resources and advanced ser-
vices to remote clients. By considering the main outcomes of a qualitative analysis of
containerization technologies presented (by the same authors of this work) in [74], the
set of technologies investigated herein includes: (1) Docker as the container engine,
(2) Docker Swarm and Kubernetes as orchestrators with load balancing and service
discovery capabilities, (3) bare-metal and OpenStack cloud as deployment platforms
and (4) Docker-compose, Docker-Machine, Kubeadm, and Flannel as supporting tools
for scheduling and deployment functionalities. Due to the possible combinations be-
tween the selected orchestrator technologies (i.e., Docker Swarm and Kubernetes) and
deployment platforms (i.e., bare-metal and OpenStack cloud), four different experimen-
tal testbeds have been implemented within a commercial workstation having computing
capabilities that are comparable to those available in most of SMEs realities.

Initial experimental tests are conducted to identify the most suitable combination
of technologies for high-load environments (i.e., when the whole system is in change of
managing a high traffic load), where many clients contact the virtualized service in-
frastructure to download files of large size. Clients’ requests are generated through the
Poisson statistics from a laptop, connected to the aforementioned virtualized service
infrastructures through a real-world network. Moreover, different KPIs, that include
CPU utilization, memory footprint, network load, connection delay, and request com-
pletion time, are measured by assuming an average number of requests per unit of
time equal to 5 and 10 requests/minute. Obtained results demonstrate that the in-
tegration of Docker and Kubernetes on the bare-metal deployment platform provides

better performance in terms of percentage of CPU used by containers, distribution of
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the network load over the time and among the deployed containers, connection delay,
and request completion time, while registering a slight (but still acceptable) increment
of the memory footprint.

To provide further insight, the behavior of the more performant technologies is also
evaluated in a more complex scenario of a smart farm use case. Differently from the
previous case, a variable number of drones flying in a smart farm is now emulated on
two laptops, connected to the virtualized service infrastructure by means of two differ-
ent wireless access points. Drones generate livestock pictures with a Poisson statistic
and deliver them to the virtualized service infrastructure. The service orchestrator
forwards these pictures to available containers, which will recognize the type and the
number of animals within the pictures through a machine learning-based image pro-
cessing elaboration. The outcome of this processing is finally delivered to a remote
server for monitoring purposes. This new campaign of experimental tests remarks that
the behavior of the virtualized service infrastructure is not drastically influenced by
the presence of mobile users: in any case, the service orchestrator is able to properly
forward users’ requests to available containers, while guaranteeing a uniform balancing
of computing tasks. The execution of heavy tasks inevitably brings to higher comput-
ing and memory requirements, while reducing the overall traffic load. Nevertheless, the
tests fully confirm that the combination of Docker and Kubernetes on the bare-metal
deployment platform represents a suitable solution for effectively exploiting container
networking capabilities in real deployments with local (hence limited) computing ca-
pabilities.

The rest of the chapter is organized as follows: Section presents background on
container networking and reviews the state of the art. Section deeply describes the
technologies taken into the account in this study and illustrates the implemented ex-
perimental testbeds. The quantitative cross-comparisons, between the identified tech-
nologies for container networking are presented in Section Finally, Section

concludes the work and draws future research activities.

2.2 Background on container networking

Virtualization generally refers to the implementation of an additional layer above the

host Operating System, aiming at providing a separate environment for running appli-
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cations with virtually allocated resources [47]. In the past, a popular hypervisor-based
approach was adopted for virtualization, known as Virtual Machines. A Virtual Ma-
chine represents an emulated computer within a virtualization environment, having its
own guest Operating System and kernel, and works above the host Operating System
[44]. More recently, instead, containers emerged as a game-changer in the virtualization
context. They can implement services and networking functionalities at the application
layer of a given Operating System. Since containers emotively share the same Operating
System, they generally ensure better usage of hardware resources through virtualization
[47]. At the same time, containers embrace their own binaries, libraries, and runtime
component, provide portability and agility (i.e., once built, they run anywhere), and in-
troduce a new disruptive way to design and deploy future applications and services [44].
The comparison between containers and Virtual Machines were investigated in many
works, including [38|, 140, 44], 48]~ [68] [25] " [80]. The majority of these studies compare
CPU and memory usage, disk input/output, execution time, and network load of both
virtualization technologies and clearly highlight that containers perform better or equal
to Virtual Machines. According to the container networking paradigm, containers can
interact with each other, while offering the opportunity to deploy novel applications
over distributed and virtualized environments [11]. To reach this goal, however, it is
necessary to integrate technologies implementing container engine, orchestrator, load
balancer, and service discovery tools within a specific deployment platform.
Regarding the deployment platform, two main solutions are adopted today: bare-
metal and OpenStack cloud. Bare-metal refers to the conventional physical system,
where available hardware resources (e.g., compute, storage, and other resources) are
managed by the computer’s main Operating System. Here, all the resources are ac-
quired by a single user [81]. During the latest years, instead, OpenStack emerged as a
leading open-source solution for the setup of both small and large scale cloud operating
environments [27]. It provides virtualized resources and workspace to multiple inde-
pendent users[25][79]. Surely, containers can be deployed within both bare-metal and
OpenStack deployment platforms [26]~ [84]. However, the work discussed in [69, [70]
remark that containers deployed in OpenStack cloud load quicker as compared to bare-
metal systems. However, there are no other contributions that investigate the perfor-

mance of containers deployed on bare-metal and OpenStack cloud in other directions.
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Table 2.1: Summary of the investigated state of the art.
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In the container networking context, the deployment of scalable applications over
multiple nodes is achieved through an orchestrator. Specifically, the orchestrator au-
tomates and controls many tasks, such as provisioning and deployment of containers,

redundancy, and availability of containers, scaling, and removing containers to spread
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application load evenly across host infrastructure. The role of orchestrator is very
important in large and dynamic environments. Surveys conducted on this topic re-
port that there is a need for research activities to evaluate the impact of technologies
implementing orchestration functionalities in the container networking context [71] [72].

The horizontal distribution of traffic across multiple containers in a cluster is carried
out by a load balancer. This task is necessary to prevent containers from getting
overloaded and ensure service availability. At the time of this writing, [38] is the only
contribution presenting some technological details related to the orchestrator used in
their test. Also in this case, however, the contribution does not discuss a comparison
among different technologies offering the same functionalities.

A qualitative cross-comparison of emerging technologies for container networking
(including container engines, orchestrators, load balancers, and service discovery tools)
have been performed by the same authors of this work in [74]. The results of the
comparison highlight that Docker is a powerful emerging container engine that works
on multiple platforms, and that Kubernetes and Docker Swarm are the open-source
orchestration technologies that come up with built-in scheduler, load balancer, and
service discovery functionalities.

Table summarizes the topics covered by the current scientific literature, includ-
ing the analysis of container resource utilization, comparison with Virtual Machine,
network performance, orchestration, implementation in the cloud and bare-metal, and
load balancer implementation. It emerges that at the time of this writing, to the best
of the Author’s knowledge, there are no contributions that implement the integration
of state of the art enabling technologies for container networking. For this reason, there
is a need for a quantitative cross-comparison of cutting-edge technologies for container
engine, and orchestrators with load balancing and service discovery features deployed

on multiple deployment platforms.

2.3 Integration of cutting-edge technologies enabling the

container networking paradigm

This section presents a detailed description of the developed virtualized service

infrastructure based on container networking. Starting from the main outcomes of

the qualitative cross comparison of container networking technologies presented in [74],
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Docker has been selected as the reference container engine, whereas Docker Swarm and
Kubernetes are considered as possible orchestrators offering load balancing and service
discovery capabilities. Note that the integration of these technologies requires the us-
age of additional supporting tools (i.e., Virtualbox, Docker-compose, Docker-Machine,
Kubeadm, and Flannel), as discussed below. The whole virtualized service infrastruc-
ture, instead, has been realized through bare-metal and OpenStack cloud deployment
platforms.

Without loss of generality, the developed scenario embraces virtual machines. One
of them hosts the orchestrator and a container application. The rest of the virtual
machines, instead, implements container applications only. The virtualized service
infrastructure is able to receive multiple requests issued through the HTTP protocol.
In particular, the former request is handled by the container placed within the virtual
machine hosting the orchestrator. In case of multiple requests, instead, the orchestrator
activates the load balancing functionality to distribute them across the rest of the
available containers.

Given the possible combinations of orchestrator technologies and deployment plat-

forms, four different experimental testbeds have been realized:

e Testbed 1: integration of Docker and Docker Swarm on bare-metal. In
the bare-metal deployment platform, the Docker-Machine supporting tool is used
to deploy the whole virtualized service infrastructure. First of all, four virtual
machines are created through Virtualbox. According to the Docker Swarm tech-
nology, one of these virtual machines has been configured as the Swarm Manager,
which represents the orchestrator running service discovery and load balancing
functionalities. The setup of the Swarm Manager implies the creation of the
Docker Bridge and the Docker API Proxy System. The former provides a com-
munication bus for interconnected containers. The latter defines a unified inter-
face between the real-world network and the virtualized service infrastructure. A
join-token provided by the Swarm Manager is used by other virtual machines for
establishing a connection with the Swarm Manager and the Docker API Proxy
system. After joining the Swarm Manager, the other three virtual machines
are configured as slave nodes, namely Swarm Workers. From this moment on,

Swarm Manager and Swarm Workers can also interact with each other through
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the Docker Bridge. At the same time, Swarm Manager and Swarm Workers can
communicate with the external real-world network through the Docker API Proxy
System, as depicted in Figure 2:1]

On the Swarm Manager, a YAML file is used to describe the structure of the
virtual environment to be deployed and the services to be executed in each con-
tainer. Then, the Docker-compose supporting tool is used to launch the container
application on each virtual machine.

Remote clients Virtualized Service Infrastructure
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Figure 2.1: Testbed 1: integration of Docker and Docker Swarm on bare-metal.

Now, a client can issue its request, that will be delivered to the developed virtu-
alized service infrastructure through the real-world network. Figure [2.I] explains
the resulting communication pattern. First, the client request is received by the
Swarm Manager via the Docker API Proxy System (step 1). Then, the Swarm
Manager distributes the incoming requests among available containers. The dis-
tribution follows a round-robin approach, starting from the container available
within the nodes hosting the Swarm Manager. The example reported in Figure
shows that the request is forwarded to the container installed on the first
Swarm Worker through the Docker bridge (step 2). Then, the Swarm Worker
answers to the given client by sending back the requested content through the
Docker API Proxy System (step 3). Finally, the Swarm Worker updates its status
with the Orchestrator on the Docker Bridge (step 4).

Testbed 2: integration of Docker and Kubernetes on bare-metal. This
testbed still uses the bare-metal deployment platform. The virtualized service
infrastructure depicted in Figure highlights the presence of four virtual ma-
chines created through Virtualbox. Docker and Kubernetes packages are installed

into each virtual machine.
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The Kubernetes cluster embraces two kinds of nodes: Kube Master and Kube
Worker. The former one is the orchestrator, which implements service discov-
ery and traffic load functionalities. The latter one, instead, refers to the generic
node controlled by the orchestrator and exposing a service or a resource. On the
other side, the Flannel supporting tool is properly configured to create an over-
lay network that interconnects the nodes belonging to the Kubernetes cluster.
The Kube Manager is declared and a Kube Proxy System is created, which man-
ages the communication with the client. The join-token returned by the Kube
Manager is used by the other virtual machines for establishing a connection with
the orchestrator. From now onwards, the Kube Workers are connected with the
Kube Master, Kube API Proxy System for communication with the client, and

the Flannel overlay network for exchanging internal information.

A YAML file is used to describe the structure of the virtual environment to be
deployed and the services to be executed in each container. Then, the deployment

of containers is created and exposed in the cluster through Kubernetes.

Now, the virtualized service infrastructure is ready to handle the client requests.
Figure[2.2describes the resulting communication pattern: First, the client request
is received by the Kube Master via the Kube API Proxy System (step 1). Then,
the Kube Master distributes the incoming requests among available containers.
The distribution exploits the round-robin approach, which starts by delivering the
first client request to the container installed on the same machine of the Kube
Master. The example shown here demonstrates that the request is forwarded
to the container deployed on the first Kube Worker through the Flannel overlay
network (step 2). Then, the Kube Worker answers to the given client by sending
back the requested content through the Docker API Proxy system (step 3) Finally,
the Kube Worker exchange its state with the Kube Master on the Flannel overlay
network (step 4).

e Testbed 3: integration of Docker and Docker Swarm on OpenStack
cloud. This testbed is based on a different deployment platform, which is an
OpenStack cloud. It firstly requires the configuration of key components of the
OpenStack cloud, that are: 1) Nova, the primary computing engine behind Open-
Stack), 2) Swift, a storage system for objects and files, 3) Cinder, a block storage
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Figure 2.2: Testbed2: integration of Docker and Kubernetes on bare-metal.

component that allows access to specific locations on a disk drive, 4) Neutron, the
entity providing the networking capability to the overall virtualized environment,
5) Keystone, the security manager, and 6) Glance, the component providing vir-
tual machine images. Once installed on the physical machine, OpenStack cloud
can be initially managed through its graphical user interface or command-line in-
structions. Different from the bare-metal deployment platform, OpenStack cloud
does not require the Virtualbox tool. It is able to autonomously create virtual

machines, which are simply referred to as instances.

By default, OpenStack cloud creates a virtual network infrastructure made up of
private and public networks. All the instances are installed within the private
network. They have their private IP addresses and can communicate with the
external real-word network through a virtual router running the Network Address

Translation (NAT) protocol.

The integration of Docker and Docker Swarm into the private network of the
OpenStack cloud is achieved by means of the same approach already explained
for the Testbed 1. One of the OpenStack cloud instances is designed as the Swarm
Manager. The setup of the Swarm Manager implies, as expected, the creation
of both Docker Bridge and Docker API Proxy System which handles the client
communication. The join-token returned by Swarm Manager is used by other
virtual machines for establishing a connection with the Swarm Manager and the
Docker API Proxy system. The other three virtual machines are configured as

slave nodes, namely Swarm Workers.

From this moment on, Swarm Manager and Swarm Workers can interact with

each other through the Docker Bridge and with the client through the Docker
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API Proxy System, within the private network created in the OpenStack cloud,
as depicted in Figure [2.3] The Docker-compose supporting tool has been used to
launch a container application in each virtual machine. Now, the client requests
can access to the virtualized service infrastructure. The resulting communication
process has been presented in Figure 2.3] The Swarm Manager receives the client
request via Docker API Proxy System (step 1). Likewise, Testbed 1, the Swarm
Manager distributes the incoming requests to the available containers according
to the round-robin technique. In this example, the request is forwarded to the
container installed on the first Swarm Worker through the Docker bridge (step
2). Then, the Swarm Worker answers to the given client by sending back the
requested content of the container through the Docker API Proxy System (step 3).
Finally, the Swarm Worker updates its status with the Swarm Manager through
the Docker bridge (step 4).
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Figure 2.3: Testbed 3: integration of Docker and Docker Swarm on OpenStack cloud.

e Testbed 4: integration of Docker and Kubernetes on OpenStack cloud.
In this final deployment, the OpenStack cloud is used to create the four instances
within the private network. Then, Kube Manager and Kube Workers are config-
ured as already discussed for the Testbed 2.

Indeed, the Kube Manager is declared by means of the kubeadm tool. As men-
tioned before, a join-token be used by the other virtual machines for establishing
a connection with the orchestrator, within the private network of the OpenStack

cloud. Within the Kube Manager, a YAML file is used to describe the structure
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of the virtual environment to be deployed and the services to be executed in each
container. The Flannel supporting tool is properly configured to create an overlay
network that interconnects the nodes belonging to the Kubernetes cluster. Also,
in this case, a virtual router is implemented with NAT rules that connect the

virtualized service infrastructure with the real-world network.

Then, Kubernetes creates and exposes the deployment of the containers in the
cluster. From this moment on, the Kube Manager and Kube Workers are con-
nected to the Kube API Proxy System for communication with the client and the

Flannel overlay network for exchanging information.

Now the client can make a request, that will be delivered to virtualized service
infrastructure. As seen in Figure. the client’s request is handled in the same
pattern by the Orchestrator as already discussed in Testbed 2.

Now, the client requests can access to the virtualized service infrastructure. The
resulting communication process has been presented in Figure 2.3l The Swarm
Manager receives the client request via Docker API Proxy System (step 1). Like-
wise, Testbed 1, the Swarm Manager distributes the incoming requests to the
available containers based on the round-robin technique. In this example, the re-
quest is forwarded to the container installed on the first Swarm Worker through
the Docker bridge (step 2). Then, the Swarm Worker answers to the given client
by sending back the requested content of the container through the Docker API
Proxy System (step 3). Finally, the Swarm Worker updates its status with the
Swarm Manager through the Docker bridge (step 4).

2.4 Cross comparison and performance assessment

This Section presents a cross-comparison and performance assessment of the reviewed
and integrated cutting-edge technologies enabling the container networking paradigm.
Specifically, two campaigns of experimental tests are discussed below. First, the behav-
ior of four Testbeds described in Section is investigated in a high-load environment,
where many clients contact the virtualized service infrastructure to download files of
large size. This study is useful to identify the most suitable combination of technologies

ensuring better performance in computing environments typically available for Small
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Figure 2.4: Testbed 4: integration of Docker and Kubernetes on OpenStack cloud.

and Medium Enterprises. Second, the performance of the identified virtualized service
infrastructure is also evaluated in a smart farm use case, where containers are in charge
of processing images provided by mobile drones for monitoring purposes. In this case,
the analysis would highlight the promising capabilities offered by container networking
in real deployments, exploiting local computing environments.

The computing architecture adopted in both tests is a commercial workstation
with Intel®) Xeon(R) E5-16200 CPU (made up of 8 cores working at 3.60 GHz each),
16 GHz RAM, and Ubuntu 18.04.2 LTS Operating System. Of course, the proposed
implementation can be safely and easily extended to develop more complex scenarios,
by using machines with higher computing capabilities.

Moreover, the conducted analysis considered two groups of KPIs, simply referred

to as infrastructure KPIs and end-user KPIs. Infrastructure KPIs are introduced for

describing the behavior of integrated technologies within the virtualization platform.

They include:

e CPU utilization: it refers to the percentage of CPU utilized by the container. It
has been monitored by running bash scripts on each virtual machine for gathering
data through the Docker Stats command, which returns a live data stream of the

containers.

e Memory footprint: it represents the amount of main memory consumed by

the container, measured in MB. Similar to the previous case, it was collected by
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executing bash scripts containing on each virtual machine using the same Docker

Stats command.

e Network load: it reports the average amount of data sent by the container
in a unit of time. Indeed, it is expressed in terms of Mbps. It was measured by
running bash scripts inside the containers for monitoring data flow on the internal

bridge of the container, using the brctl command.

On the other hand, the end-users KPIs are defined to evaluate the quality of service
experienced by the clients willing to retrieve the video file exposed by the virtualized

service infrastructure. They include:

e Connection delay: it is the amount of time required to establish the connection
between the client and the virtualized service infrastructure at the transport level.
It was measured in minutes by running a bash script running at the client-side,

which exploits its TCP features.

e Request completion time: it refers to the amount of time required to download
the whole video file. It was measured in minutes by running a bash script running

at the client-side.

2.4.1 Cross-comparison in a high-load environment

In order to compare the behavior of the four Testbeds described in Section [2.3]in a high-
load environment (i.e., when the whole system is in change of managing a high traffic
load), the virtualized service infrastructure is configured to expose resources to remote
clients. In particular, to verify the right capability of the load balancing functionality to
distribute incoming requests among available containers, each container was configured
to host the same data content, which represents a video file of 13 minutes (i.e., a trailer
taken from YouTube), encoded at an average rate of 1.45 Mbps. A laptop, connected to
the virtualized service infrastructure through the real-world network, is used to emulate
many remote clients willing to retrieve the aforementioned video content. In this regard,
a Python script is used to generate client requests, and the communication between
clients and remote containers is established through the HT'TP protocol. To test the
impact of the traffic load on system performance, requests are generated according to

the Poisson statistics, where the average number of requests per minute, A, is set to
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Figure 2.5: CPU utilization measured when A = 5 requests/minutes.

5 and 10. Finally, while each test lasts 20 minutes, the results are extracted from an

intermediate observation interval of 15 minutes.

2.4.1.1 CPU utilization

Figures 2.5 and [2.6]show the CPU usage of different containers deployed within the four
investigated testbeds when the average number of client requests is set to 5 and 10 per
minute, respectively. In all the cases, it emerges that the CPU usage registered by the
available containers is almost similar during the time. This demonstrates the ability
of all the selected technologies, and in particular of the load balancing functionalities
implemented by the orchestrator, to offer a fair distribution of tasks within the whole
virtualized service infrastructure, independently from the traffic load.

However, to better investigate the different behavior of developed testbeds, the
cumulative distribution function of the CPU utilization values measured for all the
containers belonging to a given testbed is reported in Figure From the statisti-

cal perspective, it emerges that the integration of the Kubernetes orchestrator within
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Figure 2.6: CPU utilization measured when A = 10 requests/minutes.

the bare-metal deployment platform registers the lowest CPU utilization. On the con-
trary, the virtualized service infrastructure exploiting the Docker Swarm orchestrator
and using the OpenStack deployment platform achieves the worst performance. In the
OpenStack cloud, several components (previously mentioned in Testbed3) are involved
in providing the virtual computing, storage, and networking resources to the instances
running into the considered deployment platform. This additional computational over-
head justifies the higher CPU usage registered by the testbed leveraging the OpenStack
cloud deployment platform.

2.4.1.2 Memory footprint

Figures 2.8 and show the amount of memory occupied by the different containers
deployed within the four investigated testbeds when the average number of client re-
quests is set to 5 and 10 requests per minute, respectively. Apart from the different
memory footprint experienced by each testbed, it is very important to highlight these
two considerations. First, when the bare-metal deployment platform is used, the virtual

machine hosting orchestrator and container (that is the first one in the presented imple-
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Figure 2.7: Cumulative distribution function of CPU utilization measurements.

mentations) experience a higher memory usage. Second, the memory footprint slightly
grows during the first half of the experiment, when the number of parallel requests is
increasing. This behavior is more evident when the average number of requests per
minute is set to 10. Here, in fact, the increment of the traffic load brings to higher
memory consumption.

The cumulative distribution functions of the memory footprint values measured for
each testbed are depicted in Figure Results demonstrate that the lowest mem-
ory footprint is registered by the integration of Docker Swarm orchestrator into the
OpenStack deployment platform. On the contrary, the adoption of Kubernetes within
the bare-metal deployment platform consumes the highest amount of memory. These
results reverse the considerations discussed for the CPU utilization: the testbed regis-
tering the highest CPU utilization ensures the lowest memory footprint, whereas the
testbed registering the lowest CPU utilization achieves the highest memory footprint.
Indeed, the containers deployed with Kubernetes on the bare-metal platform perform
their tasks by utilizing more memory and less CPU than the technologies available on

other testbeds.
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Figure 2.9: Memory footprint measured when A = 10 requests/minutes.
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Figure 2.10: Cumulative distribution function of memory footprint measurements.

2.4.1.3 Network load

The average amount of traffic generated by each container in a unit of time, when the
average number of client requests is set to 5 and 10 requests per minute, is reported
in Figures and respectively. In the case of A = 5 requests per minute,
the deployments with Docker Swarm produces consistently low throughput. On the
contrary, the deployment of Kubernetes as the orchestrator achieves high throughput,
thus ensuring that the requests are generally completed in a lower amount of time.
The cumulative distribution functions of network load measurements are reported
in Figure 2.13] The results show that high network throughput is achieved by the
integration of Kubernetes on the bare-metal deployment platform. On the opposite
side, the deployment of Docker Swarm on the bare-metal platform produced lower
throughput. This behavior is more clearer when the average number of requests per
minute is set to 10. As anticipated before, OpenStack builds on several components
that provide the virtualized network resources to the instances inside the OpenStack
cloud. It can be the reason behind the average network throughput in the case of

deployments on OpenStack.
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Figure 2.12: Network load measured when A = 10 requests/minutes.
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Figure 2.13: Cumulative distribution function of network load measurements.

2.4.1.4 Connection delay and request completion time

To conclude the cross-comparison, the KPIs introduced to evaluate the impact of de-
veloped testbeds on the quality of experience registered by remote clients are discussed
below.

As the first set of results, Figures[2.14] and show the connection delay measured
when the average number of client requests is set to 5 and 10 requests per minute, re-
spectively. As expected, different requests experience different connection delays, rang-
ing from hundreds of milliseconds to a few seconds. Connection delays tend to increase
with the traffic load, because of the increment of both traffic and tasks the virtual-
ized service infrastructure handles. However, what clearly emerges from the reported
curves is that the adoption of OpenStack as a deployment platform always provides
higher connection delays. The delayed responses from OpenStack cloud is mainly due
to the presence of NAT, which introduces an additional communication latency to the
message exchange between clients and the virtualized service infrastructure.

More specifically, the integration of Docker Swarm within the OpenStack deploy-

ment platform registers higher connection delays. Whereas, clients connected to a
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Figure 2.14: Connection delays measured when \ = 5 requests/minutes.

virtualized service infrastructure embracing the Kubernetes orchestrator and adopting

the bare-metal deployment platform generally registers lower connection delays.
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Figure 2.15: Connection delays measured when A = 10 requests/minutes.

The request completion time measured when the average number of client requests
is set to 5 and 10 requests per minute are reported in Figures[2.16]and [2.17] respectively.
In line with previous results, the request completion time tends to increase in the first
half of the experimental tests, because of the increment of the number of concurrent
requests. The higher the number of active requests, in fact, the higher the number of
tasks executed by the components belonging to the virtualized service infrastructure.
That, in turn, provokes the introduction of additional latencies. Here, the impact of
the traffic load is tremendous: on the average, the request completion time registers an
increment of about 10 minutes. In any case, however, the results demonstrate that the
deployment with Kubernetes and bare-metal achieves better results. On the contrary,

Docker Swarm within the OpenStack deployment platform registers the worst behavior.
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2.4.1.5 Final considerations emerging from the analysis of the high-load

environment

The results obtained from the first campaign of experimental tests firstly demonstrate
that the integration of cutting-edge technologies for container networking is already
feasible for hardware platforms whose computing capabilities are much more limited
with respect to those available in the cloud. This would encourage SMEs to use these
technologies in their business, services, and applications.

At the same time, the integration of Docker engine and Kubernetes orchestrator
within the bare-metal deployment platform emerges as the most suitable solution be-
cause it ensures better performance in terms of CPU usage of containers, distribution
of the network load during the time and among the deployed containers, connection
delays, and request completion time, while registering a slight (but still acceptable)
increment of the memory footprint. On the contrary, the integration of the Docker
engine and Docker Swarm orchestrator within the OpenStack deployment platform,
instead, generally achieves lower performance levels.

As a final consideration, it is important to note that computing tasks significantly
influences the amount of energy consumed by involved servers. In fact, the higher is
the weight of computing tasks, the higher is the amount of consumed energy. Thus, the
evaluation of the CPU consumption gives an idea of the amount of energy consumed
by containers integrated within the developed virtualized service infrastructure. In this
sense, the conducted study demonstrates that all the reviewed service orchestrators
can uniformly distribute users’ requests among available containers, thus guaranteeing
a very good balancing of the energy consumption among the key component of the

system involved in computing tasks.

2.4.2 Performance assessment in a smart farm scenario

The goal of this Section is to investigate the performance of the selected combination
of technologies in a more complex scenario, referring to a smart farm use case. The
resulting architecture is depicted in Figure It embraces many drones flying in
a smart farm, able to take pictures with their on-board camera and deliver them to
the remote virtualized service infrastructure for monitoring purposes. The drones are

emulated through two laptops, connected to the virtualized service infrastructure by
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Figure 2.18: The virtualized service infrastructure evaluated in the smart farm use case.

means of two different wireless access points. Note that the number of drones emulated
in each laptop changes over the time and the reference scripts are properly configured to
emulate the movement of drones among the two available network attachment points.
This way, the proposed campaign of experimental tests is also able to evaluate the ability
of the whole system to properly work also in the presence of mobile users. During the
tests, each drone randomly selects a livestock image from a local storage according to the
Poisson statistic. Indeed, the number of messages delivered by each drone to the remote
virtualized service infrastructure in a unit of time, A, is set to A = 10 requests/minute
and A\ = 20 requests/minute. The service orchestrator forwards the received pictures
to available containers, which implements an object recognition application developed
by using python and TensorFlow trained models. Here, the application identifies the
type and the number of animals recognized in the image and share these outcomes with

another server for monitoring purposes.

In line with the previous campaign of experimental tests, also in this case, the study
evaluates the impact that the execution of heavy computing tasks, generated in differ-
ent network load conditions, to the usage of computing, memory, and communication
capabilities of the virtualized service infrastructure. This time, however, tests last 45

minutes.
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2.4.2.1 CPU utilization

Figure shows the CPU usage registered by the four containers deployed in the
considered virtualized service infrastructure. Independently from the average number
of requests generated by every single drone, it is possible to observe that the usage of
the CPU follows a bursty behavior: computing tasks are highly used just during the
elaboration of pictures. Contrarily from the previous campaign of tests, this time higher
CPU usage is due to the complex image processing task performed by the containers.
In any case, however, results fully confirm the ability of the orchestrator to uniformly
distribute incoming requests among available containers. As expected, the cumulative
distribution functions reported in Figure highlight that the higher the number of
requests generated by each drone in a unit of time, the higher is the registered CPU
usage. But, in all the considered configurations, containers never glut their computing
resources. This important result demonstrates, once again, how the development of a

virtualized service infrastructure is feasible also in local computing environments.

2.4.2.2 Memory Footprint

The image processing tasks implemented by containers require a higher amount of
memory, as reported in Figure The single container occupies 1.75 GB just for
storing the machine learning-based application for image processing. This is the reason,
during the tests, about 2 GB of RAM is consumed by each operating container. Also
for the memory footprint, the whole system ensures a good balancing among the four
available containers. Moreover, since the machine learning-based application always
remains loaded on the RAM, the curves reported in Figure do not present a
bursty behavior. Figure shows the cumulative distribution function of the memory
footprint measured during the emulation of the smart farm use case. Here, it is possible
to observe that the higher average number of requests per unit of time introduces a
slight increment of the amount of consumed memory. Containers, in fact, are involved

in a higher number of tasks, thus requiring more memory.

2.4.2.3 Network load

In the smart farm use case, the amount of data delivered by the network is just due to

the transmission of pictures and provisioning of the resulting process. For this reason,

50



2.4 Cross comparison and performance assessment

S
—

)

CPU usage [%]

x
i
i
i
i
A
Hi
o fi
i
i
i

20
Time [Min]
(a) A=10/min

100
<Container 1
— 80 ~-Container 2
R vl ® TN I .|~ Container 3
) ¥ '
50
<
w2
=
o)
s
@)

20 25 30
Time [Min]
(b) A=20/min

Figure 2.19: CPU usage measured during the emulation of the smart farm use case.

- \=10/min|
0.8 - \=20/min|

107 107 10" 10° 10! 10
CPU usage [%]

Figure 2.20: Cumulative distribution function of CPU usage measured during the emu-

lation of the smart farm use case.

o1



2. QUANTITATIVE CROSS-COMPARISON OF EMERGING
TECHNOLOGIES FOR VIRTUALIZED SERVICE

INFRASTRUCTURES

3 : :
—_ eContainer 1
% 4- *Conta@ner 2l
= Container 3
?03 | +Container 4/|
8
=
28
e
5,1 |
>

0 L L L L L L L L

Time [Min]
(a) A=10/min

3 : :
— =Container 1
% 4- *Conta@ner 2l
= Container 3
%3 L -+Container 4/,
<
%
z,z.p»;-*.;iw;, gﬂ*‘waﬁuf“
1)
A |
=

O L L L L L L L L

o
(9]
=
O

20 25 30 35 40 45
Time [Min]
(b) A=20/min

Figure 2.21: Memory footprint measured during the emulation of the smart farm use
case.

the traffic load reported in Figure presents a bursty behavior and does not achieve
very high values. According to the cumulative distribution functions of the network
load reported in Figure it is possible to observe that the higher the number of
messages generated by the drones, the higher the measured amount of traffic managed
within the virtualized service infrastructure. From one hand, this result confirms what
has already been presented before. From another hand, it shows how the smart farm use
case requires less communication capabilities with respect to the scenario investigated

in the initial campaign of experimental tests.
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2.4.2.4 Connection delay and request completion time

To further investigate the performance of the investigated virtualized service infrastruc-
ture in the smart farm use case, the connection delay experienced by all the drones dur-
ing the service provisioning is reported in Figure[2.25] Once again, results demonstrate
that the virtualized service infrastructure promises a proactive response to clients. The
cumulative distribution function of the connection delays measured in different traffic
load conditions is reported in Figure As expected, when the number of requests
generated by drones increases, the average connection delay increases accordingly. But,
in any case, it remains below 0.1 s with a probability higher than 97%.

On the other hand, the request completion time, that in this campaign of exper-
imental tests represents the amount of time required to complete the complex image
processing task, ranges from a few second to tens of seconds, depending on the amount
of task load addressed by the virtualized service infrastructure (see Figure . In-
evitably, and in line with all the afore discussed comments, the higher the task load,
the higher the task completion time. The cumulative distribution functions reported
in Figure however, highlight that the identification of the type and the number
of animals from the picture provided by flying drones is less than 20 s with a very high
probability, even in a very complex scenario. This supports a final consideration: the
limited computing resources adopted in the experimental tests are enough to implement

complex services with acceptable levels of quality of service.
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Figure 2.22: Cumulative distribution function of the memory footprint measured during

the emulation of the smart farm use case.
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Figure 2.23: Network load measured during the emulation of the smart farm use case.
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Figure 2.24: Cumulative distribution function of the network load measured during the

emulation of the smart farm use case.
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Figure 2.25: Connection delay measured during the emulation of the smart farm use
case.
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Figure 2.26: Cumulative distribution function of the conneciton delay measured during
the emulation of the smart farm use case.
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Figure 2.27: Request completion time measured during the emulation of the smart farm
use case.
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the emulation of the smart farm use case.

2.4.2.5 Final considerations emerging from the analysis of the smart farm

scenario

The results obtained from the second campaign of experimental tests can be finally
used to formulated these additional comments. First, the behavior of the virtualized
service infrastructure is not drastically influenced by the users’ mobility: the service
orchestrator is able to properly forward the requests to the available containers, in-
dependently from the origin of the requests. Based on the previous considerations, it
is possible to confirm that the combination of Docker (i.e., the container engine) and
Kubernetes (i.e., the service orchestrator with load-balancing functionalities) ensures
better performance on the bare-metal deployment platform also in a more complex
scenario with mobile users. Differently from the previous scenario, the smart farm use
case, characterized by the execution of heavy tasks, requires higher computing and
memory capabilities, as well as less communication bandwidth. Specifically, the higher
CPU usage also translates into higher energy consumption (as already discussed in
the previous section). But, despite what was explicitly declared from the performance
assessment, the overall analysis clearly demonstrates that deployed infrastructure rep-
resents a suitable solution for effectively exploiting container networking capabilities in
real deployments with local (i.e., limited) computing capabilities.

Of course, the study presented in this work can be generalized for implementing
many other real-life scenarios, such as drones’ communication in a mission-critical sce-

nario [92], as well as for smart mobility applications in smart cities (i.e., where con-
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tainers can effectively perform on the server-side to ensure quick computations of data

with high efficiency and very minimal delay) [93].

2.5 Summary

This chapter presented a quantitative cross-comparison of cutting-edge technologies for
container networking, properly integrated to realize a virtualized service infrastructure
in local computing environments. The goal was to analyze the technologies to be de-
ployed in the T-SDN based frame for hierarchical control plane management within this
work (discussed in detail in Chapter . In particular, the set of investigated technolo-
gies are Docker as container engine, Docker Swarm and Kubernetes as orchestrators
with load balancing and service discovery capabilities, bare-metal and OpenStack cloud
as deployment platforms, and Docker-compose, Docker-Machine, Kubeadm, and Flan-
nel as supporting tools for scheduling and deployment functionalities. First, the behav-
ior of the four developed testbeds has been investigated through experimental tests in
a high-load scenario, to evaluate the ability of the virtualized service infrastructure to
provide answers to multiple requests received from the remote real-world network, as
well as of reporting pros and cons of the considered technologies. The conducted study
revealed that the integration of Docker engine and Kubernetes orchestrator within the
bare-metal deployment platform ensures better performance. Then, the performance
of the most suitable technologies was evaluated in a smart farm use case, integrating
mobile drones and complex image processing tasks. The outcome of the evaluation
demonstrated that the behavior of the virtualized service infrastructure is not drasti-
cally influenced by the users’ mobility, the execution of heavy tasks generally requires
higher computing and memory capabilities, while still guaranteeing acceptable levels of
quality of service in real deployments with local (i.e., limited) computing capabilities.
Indeed, the results of the cross comparison presented in this chapter would facilitate the
Small and Medium Enterprises in the selection of technologies for container networking

and encourage their adoption for revising business, services, and applications.
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Design and Development of
Optical Network Orchestration

Framework

This chapter presents the design of an innovative hierarchical control plane and simula-
tion framework for the T-SDN paradigm by selecting the best technologies (highlighted
in chapters [1)) and [2| and use them to test services and applications in a real environ-
ment. The high-level architecture of the framework has been described and a real-time
complex simulation environment has been developed within the OpenStack cloud con-
sisting functionalities of optical node simulation agents, two-levels of SDN controllers
(one for managing and simulating the advanced optical nodes and other for integrating
multi-vendor and third party environments), and communication protocols. A demo of
creation of the simulation nodes is also explained. Additionally, it highlights the Power
Management and monitoring perspective for the energy optimization of the framework,
implementation at the ONOS southbound for retrieving the actual power consumption
data from the optical node simulators, and the connectivity service perspectives to in-
struct the standby/wakeup statuses, SNMP Management of level-1 SDN controller at

the ONOS, and connectivity of the ONOS with the orchestrator.

59
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3.1 Motivation and Overview

SDN is a cutting edge technology for the deployment of programmable and virtualized
service infrastructures. On the other hand, NFV emerged as a new network architecture
approach to virtually deploy network functions on generic hardware[94]. The state-of-
the-art demonstrates that the combination of SDN and NFV enables unprecedented
levels of network control, dynamicity, and flexibility [95] 06, 97]. Telco operators are
encouraged to take this opportunity by integrating SDN and NFV into their large scale
geographical networks, eventually known as T-SDN. However, this integration is not
straight forward and poses numerous challenges due to the large scale complexity of the
telecommunication networks and the selection of suitable technology from the available
open-source projects backed by different standardization bodies.

This work, as the part of INTENTO (INTElligent NeTwork Orchestration Frame-
work) project, recently funded by the Apulia Region (Italy), addresses the aforemen-
tioned issues as part of the INTENTO project, we started off by developing an innova-
tive simulation framework by selecting the appropriate state of the art technologies and
integrate them to test applications, services, and advanced optimization algorithms in
the real-time and complex T-SDN environment. A T-SDN architecture has been de-
signed, that incorporates distributed and hierarchical monitoring and deployment of
large scale optical switches and network functionalities (i.e., VNFs) by means of a two-
level structure of SDN controllers. The level-1 SDN controller manages the optical
nodes, whereas the role of the level-2 controller is to allow the integration with third
party and multi-vendor environments. The VNFs are optimally deployed via a central
orchestrator based on the network and user requirements.

Based on the proposed architecture, a real-time and complex simulation environ-
ment has been built within the OpenStack cloud, consisting of the following function-
alities: (1) Optical node simulators consisting simulation agents with the emulated
hardware layer, (2) the level-1 proprietary SDN controller developed as the part of
this project to manage the advanced optical nodes features, and (3) Open Network
Operating System (ONOS) has been adopted as the level-2 SDN controller in order to
facilitate integration for third party and multi-vendor environments on standardized

communication protocols like Transport API (T-API), NETCONF, and RESTCONF,
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for both southbound and northbound interfaces. It is worth noting that in this archi-
tecture real equipment can be integrated into the simulation environment. Automated
deployment procedure has been developed to effectively deploy the complete simulation

environment.

3.2 The Proposed Framework

The goal is to implement a Telco-Cloud orchestration platform using open source soft-
ware modules and standardized interfaces. The telecommunication infrastructure in-
cludes all the relevant hardware and software components of a T-SDN architecture,
ranging from optical nodes through a two-level network management system, to the
overall infrastructure management based on a centralized orchestrator. On top of that,
VNF's are optimally deployed and managed by a centralized orchestrator in order to

implement and test innovative services and applications.
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Figure 3.1: The conceived high-level framework.

Figure 1 describes the reference architecture of the simulation framework, high-
lighting the driving factors: 1) development of the node models according the Yet
Another Next Generation (YANG) standard, 2) support of T-APT interface and NET-
CONF/RESTCONF communication protocols to ensure the compatibility with existing
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network standards, 3) support of L1-L3 network layers and related multi-layer manage-
ment, and 4) implement a NFV infrastructure management enabling the development
and testing of VNFs.

The extensive use of a virtualized environment, allow the mix of real nodes and
simulators and can be used to reach a very high node count, to test very complex
networks.

The Project conceived framework’s objectives are supported by an IT infrastruc-
ture based on standard servers. More precisely, the aim is to demonstrate the overall
framework capability of simulating a complex infrastructure management, including
optical layer design and planning, multilayer (DWDM / OTN / Packet) management.
The simulation framework can be used to carry out complex simulation scenarios, very
useful to select the best solutions among alternative option and assess the overall perfor-
mance. In addition, thanks to the open framework architecture, advanced applications
will be selected and tested, i.e., the effectiveness of a set of VNF's, which may be hosted

in the optical nodes.

3.2.1 Targeted use cases

Although embedding multi-level service orchestration architectures in nodes of a
telecommunication network is often seen as a way for serving traditional Telco applica-
tions as VINF's, this vision leaves out interesting target areas that are non-purely Telco.
Indeed, several ICT applications exist that either demand or greatly benefit, from the
availability of edge-based processing coupled with synchronous inter-node communica-
tion, in terms of low latency, availability, survivability, as well as scalability, especially
when all is cleanly modeled as VNFs and orchestrated as such. For example: Content
Delivery Network (CDN) for efficient Video distribution, Blockchain processing VNF,
Camera processing VNF for social distancing and face mask-wearing rule infringements
detection for anti-COVID-19 precaution, IoT data collection and first-level aggregation

VNF for sensor arrays, vehicle traffic support systems, and smart grid applications etc.

e Content Delivery Network (CDN) for efficient Video distribution. CDN services

have always been exploiting advantages of decentralized, multilevel architecture

with the central repository (usually called Origin) holding entire catalog, and one
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or more levels of more and more peripheric nodes (usually called Edge) hold-
ing progressively smaller caches of content elements having progressively higher
probability to be requested based on some form of statistical analysis. However,
such services have been usually implemented by placing dedicated physical ap-
pliances at sites accepting the presence of such devices; this usually rules out
the installation in anything lower, in the network hierarchy, than Internet ex-
change points. True edge computing pushed to metro nodes, often back to back
with Node2/DSLAM devices, by embedding the processing and storage capabil-
ity (and its enabling architecture) directly in such equipment, has the potential
to provide the best cache hit ratios, lowest possible RT'T and therefore, an IP
throughput that best approximates the nominal rate of the underlying access

network.

Blockchain processing VNF for supporting digital currencies. The computation

of digital currencies is computationally expensive and involves communication
between several nodes (often heavily loaded nodes) in order to reach the neces-
sary conditions to approve a digital cash transaction. This frequently leads to
long response times. An increase in the number of nodes participating in the
blockchain processing activity, with a fast and reliable communication link be-
tween them and greater proximity to the requestor, can contribute to reduce node
load and accelerate inter-node communication, resulting in faster digital currency

transactions.

Face and vehicle recognition VNF for surveillance services. Large-scale security

and surveillance systems capable of identifying and following suspects based on
face recognition techniques can work more effectively if the conversion between
high-bandwidth image streams and some form of efficient person identification
(such as SSN or other ID) can occur in a delocalized manner, as close as possible
to the cameras, in the edge of the network. Then a higher level in the architecture
would receive not a group of video streams to analyze, quickly proving impossible
to cope with several cameras and scenes increases, but a much more manageable

stream of person identifiers and location/timestamp information.

Camera processing VNF for social distancing evaluation and face mask-wearing

rule infringements detection for anti-COVID-19 precaution. A special subcase
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of the previous scenario involves real-time geometric estimation of inter-personal
distances in a scene, combined with visual processing to recognize people not
properly wearing face masks. This information must be extracted from video
streams using heavy processing that is very difficult to scale if performed at
a central location; once distances and violation information is extracted from
scene, subsequent processing, notification, alerts, etc. can be managed by a more

classically centralized system.

e JoT data collection and first-level aggregation VNF for sensor arrays, vehicle

traffic support systems, smart grid applications. Large numbers of sensors overall

providing a steady stream of data to be pre-processed, correlated and compressed
before being actually stored and/or analyzed, places a significant load on the
access and aggregation networks, and important scalability challenges for first-
stage processing, if all such activities have to take place at a centralized location
such as a data center. Network edge has plenty of small but ubiquitous nodes, each
containing sufficient local CPU /storage resources, to offload all such preliminary
computation leaving only higher-order semantics to be implemented by algorithms

executed at a central location.

e Low-latency V2G support VNF for Smart Road applications. Smart road applica-

tions are more and more likely to emerge in new urban scenarios with partially, or
eventually, fully self-driving vehicles, which may rely on infrastructure-originated
reports about specific dangers, hidden vehicles, people crossing the road in low
visibility conditions, etc.; and vice versa, V2I communication can take place as a
way for each vehicle to contribute directly discovered information to other vehi-
cles even in case they are too distant for a direct, wireless V2V communication
and will reach the scene only after the previous vehicle has left the position. The
necessary latency reduction must encompass all phases of the V2I/V2V commu-
nication, and this does not merely include the 5G access network, but also the
transport to/from the site where information is processed. Thus, edge-based pro-
cessing can contribute to mitigating IT scaling issues as well as packet network

delays.
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3.2.2 High-level architecture

The architectural choices of of the conceived framework are based on an extensive eval-
uation of the basic technologies, taking into consideration not only the pure technical
performances but also additional parameters, including sustainability, usability and
Opex minimization.

Referring to Figure [3.1], the items composing the overall architecture are:
3.2.2.1 Telecom Nodes

The simulator of the optical nodes is based on the SM Optics technology and are the
base of the Telecom infrastructure, providing the connectivity for each architectural

component.

3.2.2.2 Specialized SDN Controller (level-1 Controller)

The level-1 Controller is in charge to manage the Telecom Nodes simulation instances

and represent the actual NMS solution for SM Optics nodes.

3.2.2.3 Multi-vendor/Multi-domain SDN Controller (level-2 Controller)

The level-2 controller is supposed to act as a generic SDN controller, based on standard

interface, enabling the simulation to deal with multi-domain, multi-vendor environment.

3.2.2.4 VNF Orchestrator

Provide the support for the whole lifecycle of VNF instances, from library management

to the actual deployment, to the activation and monitoring functions.

3.2.2.5 Framework Orchestrator

It is based on Openstack and should be intended as the general orchestrator framework

needed to exploit all possible services conceived for the proposed infrastructure.

3.3 The implemented testbed

This section focuses on the technical details related to the implemented simulation

framework, while presenting: selected technologies, integrated components, and auto-
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mated deployment. An example showing the current usage of the simulation framework

is discussed as well.

3.3.1 Components of the simulation framework

The developed simulation framework consists of:

e Network Simulation Agent: The network simulation agents (also known as optical

node simulator) are developed to model virtualized optical switches in the network
comprising different characteristics i.e., bus speed, number of connecting ports,
and type of connectors etc. Each virtual switch can be connected to one or

multiple optical switches in the simulation environment.

e Level-1 SDN controller: A proprietary SDN controller has been designed and de-

veloped as part of the INTENTO project to enable the management and control
of simulated optical nodes. The core responsibility of the mentioned controller is
the creation and management of the virtualized optical switches on the network
simulation agents connected to it. Moreover, it is also responsible for commu-
nication with the multi-vendor supportive SDN controller ONOS on level-2. In
our proposed simulation environment level-2 SDN controller is connected with a
bunch of level-1 SDN controllers associated with an enormous amount of Network

Simulation Agents comprising several virtualized optical switches.

e Level-2 SDN controller: For the selection of level-2 SDN controller, despite, sev-

eral open-source controllers available in the industry, the most prominent ones
are ONOS and OpenDaylight. The aforementioned controllers allow communi-
cation with third-party controllers through the well-known communication pro-
tocols available in the industry (i.e., OpenFlow, NETCONF, and RESTCONF).
The motivation behind the selection of ONOS in the INTENTO framework is its
communication mechanism. ONOS provides support for T-API protocol at the
South-bound interface over the REST protocol. In the contrast, OpenDaylight
earlier provided support for T-API in their UniMgr project but in the recent
releases of ODL, there is no support for T-API, which is the provision in the

INTENTO project for communication between the level-1 and level-2 controllers.
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e Modeling language: YANG is a data modeling language for the definition of data

sent over network management protocols such as the NETCONF and REST-
CONTF. It is used in our project to model both configuration data as well as state

data of elements in the network.

e Application deployment technology: Containers technology provides an effective

way for application deployment. Docker has been selected as the container en-
gine, based on a qualitative cross-comparison of technologies for containerization
discussed in [74]. All the executables and the required dependencies for the de-
ployment of the level-1 SDN controller and optical node simulator are packed

inside the containers to make the application portable and easily deployable.

e Operating environment: The OpenStack cloud has been selected as the Oper-

ating environment for the simulation framework. It can virtualize and control
large pools of computing, storage, and networking resources. OpenStack has
been chosen because of its opensource licensing, wide adaptation in the industry,
active community support, and frequent releases of new features as per industry

demands [74].

3.3.2 Communication protocols and interaction

The network configuration and communication between the components of the simula-

tion framework is carried-out through the following protocols:

e T-API: It is a transport protocol that delivers a flexible North-Bound Interface
for integrating SDN controllers in the network by facilitating transport commu-

nication through REST API following T-API models, written in YANG.

e RESTCONF/NETCONEF: The purpose of these protocols is the communication
between multiple controllers and network simulation agents. They provide mech-
anisms to install, manipulate, and delete the configuration of network devices
through remote procedure calls and XML/JSON based data encoding for the

configuration data as well as the protocol messages.
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3.3.3 The developed driver

In the proposed architecture, ONOS works at the Control tier. It is the land of control
plane where intelligent logic in SDN controllers would reside to control network infras-
tructure. This is the area where every network vendor is working to come up with their
own products for SDN controller and framework. Here in this tier, a lot of business logic
is being written in controller to fetch and maintain different types of network informa-
tion, state details, topology details, and statistics details etc. Since SDN controller is
intended for managing networks, it must have control logic for real world network use-
cases like switching, routing, L2 VPN, L3 VPN, firewall security rules, DNS, DHCP,
and clustering. Several networking vendors and even open source communities are
working on the implementation of these use-cases in their SDN controllers. Once they
get implemented, these services expose their APIs (typically REST based) to the up-
per tier (Application tier), something which makes life easy for network administrators
who then use apps on top of SDN controllers to configure, manage and monitor under-
lying network. Control tier lies in middle, and it exposes two types of interfaces i.e.,
Northbound and Southbound. The routing strategy (control logic) conceived within
this work has been placed on the control tier within the proposed framework for the
management of high scale network and IT infrastructure. The Driver developed as part
of this work represents the conjunction point between ONOS and the level-1 controllers
along with Network Simulation Agents to retrieve the network and power related data
from level-1 controllers and Network Simulation Agents, respectively. Moreover, it also
instructs the level-1 controllers in the connectivity service between multiple Network
Simulation Agents i.e., creation and deletion of links to ensure quality of service and

energy efficiency in the network.

3.3.3.1 UML

Figure represents the Driver built at the level-2 by modifying the OpenSource code
of ONOS to allow the system to interact with the level-1 controller.

The UML diagram in the Figure[3.2|needs to be read from top to bottom and follow-
ing the direction of the arrows. As one can see, the classes contains instances. The UML
schema in the image, the main package driver.intento contains the core of the driver in

the tapi package. The impl package contains the only class TapiDriverLoader required
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Figure 3.2: UML Class diagram of the developed ONOS Driver.

by ONOS to compile and publish the driver component. Basically, the driver is made
of the component class IntentoTapiTopologyDiscovery that can be customized with the
parameters registered in the system using the ComponentConfigService interface im-
plements all the necessary behaviors to make the driver work correctly. The behaviors,
namely DevicesDiscovery, LinksDiscovery, and DeviceDescriptionDiscovery are oppor-
tunely customized to match the communication with the smo-controllers. Once a new
device gets connected to ONOS (the connection procedure will be shown later in this
document), the RestDeviceProvider class (one of the providers in ONOS) searches for
the correct driver to use with the connected device and calls the driver’s methods using
the Java reflection mechanism. Similarly, the LinkProvider class uses the driver to
populate the archive of Links representation in the ONOS topology. The driver first
retrieves the controller’s topology using the RestSBController interface, then it uses
the wrapper classes (TopologyWrapper and NodeWrapper) to build an instance of the
controller’s topology to be stored in the TopologyStatus singleton class and creates as

many ONOS Device representations as the Nodes represented in the TAPI topology
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received as a response from the controller. The TopologyStatus singleton class is used
as an archive to store all the topologies received from the connected controllers and
keep them available for the Orchestrator API App developed at ONOS’ NorthBound
(the details of this app will be described later in this document). The Nodes, instead,
become Device instances for ONOS and store the main information needed to identify
and retrieve them. These Device instances are stored in ONOS using the DeviceService
interface. Periodically, according to the parameter set, published and updatable using
the ComponentConfigService together with the CoreService interfaces, the request for
topologies to the connected controllers gets repeated and the topologies get updated.
Moreover, for each node in the topology, based on a local database (local database pop-
ulated by reading the UUID-IP.json file archived by default in “\onos \drivers \intento
\src \main\resources”) it retrieves from each node (via RestConf API) the information
specific of each network element, to be integrated in the Node model class. The wrap-
per classes used to build and retrieve the representation of the topology objects, use
the models built and stored in the topology, connectivity, and model packages. The
content of these packages is detailed in the Figure [3.3] and basically consists of a set of
Serializable model classes that define the structure of each element and provide public

methods to retrieve specific information.

3.3.4 Sequence Diagrams

The following sequence diagram describes with higher detail what happens in ONOS
when a smo-controller’s configuration is sent using the API mentioned in the previous
paragraph.

Given that ONOS is running and the INTENTO Driver has been activated, using
the POST API call to send a device’s configuration, the net-cfg ONOS component
generates a connection event that gets caught by the provider RestDeviceProvider (be-
cause the device has rest:* as header). Using a dedicated handler that acts as a factory,
the component recognizes the correct driver to use and calls the method to retrieve the
details of the main device (smo-controller). The IntentoTapiTopologyDiscovery compo-
nent class collects the test of basic information (currently manually customized because
not recognizable from the controller) and send them back as a response. Having recog-
nized that the added device acts as a proxy, the provider asks for the identifiers of the
proxied devices (i.e., the nodes in the TAPI topology). Using a series of weappers and
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Figure 3.3: UML Class diagram of the INTENTO Driver’s Model Objects.

internal methods, the driver component asks to the RestSBController, representing

a boundary class in the ONOS southbound to retrieve the topology from the smo-
controller. The Rest controller builds and calls the API and returns the TAPI context

as a response. The context gets parsed by the wrapper classes and saved into the Topol-

ogyStatus singleton class that maintains it together with the other topologies and the

last update time. The list of the node Ids is then extracted and returned back to the

provider. The provider starts a loop to retrieve the description of every proxied device

from the driver component, as well as the information on their ports. The provider

takes care of setting the representation of each device, port, and link in the ONOS
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Figure 3.4: Sequence diagram of a controller connection.

system topology. Meanwhile, ONOS is running a number of scheduled threads that get

repeated periodically. One of them is the LinkDiscoveryTask that gets executed by the

LinksDiscoveryProvider. What happens next is described by the following sequence

diagram and detailed below.

When triggered, the discoverLinksTask takes care of polling the information of

every possibly existing link for every device. The LinksDiscoveryProvider starts looping

among the devices and calls the discoveryLinks method from the correct driver, selected

using the handler as well as what has been done by the RestDeviceProvider above. The

driver component uses the wrappers to retrieve the set of existing links from the TAPI

topology and returns them back to the provider. The provider takes care of setting

them in the ONOS system topology.
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Figure 3.5: Sequence diagram of the links discovery process.

3.3.5 Orchestrator API

A new Orchestrator API has been built at the northbound of ONOS App by adding
new code as part of this work project. This API works as a conjunction point between
ONOS and the components at the upper levels of the Architecture i.e., the Orchestrator,
that will manage the services based on the network status received from the control
level (i.e., ONOS). It represents a web application made of REST API to access the
available data and provide the upper component for an access point to give instructions
and directives. The UML representation of the orchestration API is given in figure 3.6

The Orchestrator API is basically a collection of API. The core class WebApplica-
tion exports in ONOS the API modeled by the set of “Resource” class like ContextRe-
source that contain a dedicated method for each primitive (GET, POST, DELETE,
etc.).

As shown in the Figure [3.7] representing the sequence diagram, once the API gets
called, the correct method is called. The method represented in this case, extracts the
topologies from the TopologyStatus class described in the section above, and wraps up

data in a JSON Node that returns to the caller.
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Figure 3.6: UML Class diagram of the OrchestratorAPI App.

3.3.6 Achieved implementation and the developed simulation frame-

work

The current simulation framework being developed, integrates deployment of two-level
of SDN controllers, within the OpenStack cloud. The proprietary SDN controller de-
veloped as part of the project, is deployed on level-1 and an Open-Source multi-vendor
supportive ONOS SDN controller has been placed on level-2 in the framework. The
optical node simulator, which is also developed as the part of this project is connected
to the level-1 and level-2 controllers via the RESTCONF /NETCONF interfaces. As
shown in Figure [3.9] the optical node simulator is dynamically controlled by the level-1
SDN controller. Each optical node simulator represent telecom nodes that can create
a large number of virtual interfaces for communication with other telecom nodes. The
level-1 SDN controller is connected with the level-2 SDN controller through the T-API
interface using the REST API. The level-2 SDN controller can retrieve the information
related to simulated nodes either through the level-1 SDN controller or can directly re-
trieve the power-related data from the optical nodes. The topology related information
is retrieved through the level-1 SDN controller. The YANG language is used for the

communication models between the level-1 and level-2 SDN controllers as well as the
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ContextResource TopologyStatus

o GET intento_/pclmtext '
g getStatus()
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Figure 3.7: Sequence diagram of the execution after an API request.

optical node simulators. The ONOS driver, developed as part of this work, facilitates
the integration of a centralized service orchestrator in the framework (i.e., OSMANO).
It retrieves and combines all the network data (network service, topology, and power re-
lated data) from the Level-1 SDN controllers and Optical nodes at the Southbound and
creates an orchestration API which allows the retrieval of this data at ONOS (level-2)
Northbound. Additionally, the ONOS driver also facilitates the creation and deletion of
the connectivity service between N number of optical nodes based on the instructions
received from North-bound. Currently, the level-1 SDN controller can communicate
and control the optical node simulators and perform tasks such as creating multiple
interfaces on the simulation node, connecting multiple nodes, and defining a network
topology. This information is made available at the controller’s northbound through
the T-API interface. As for the level-2 SDN controller, it is introduced to control and
abstract large-scale networks individually handled by each level-1 SDN controller. An
customized adapter has been developed as part of this project for the communication
between the level-1 and level-2 SDN controllers based on T-API in order to transfer
the knowledge of the network topology and other information from the level-1 SDN
controllers to the orchestrator via the Orcestration API, developed as a part of this
work. Additionally, the level-2 controller is able to perform the connectivity service
mamagement i.e., creation and deletion of connectivity service between multiple nodes
in order to optimize the network and ensure energy-efficiency in the network. The

achieved aforementioned implementation is shown is Figure [3.8
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Figure 3.8: The achieved implementation.

3.3.7 Automated deployment

An automated procedure has been developed using Ansible, containing YAML files so
that any layman can install the orchestration framework on their systems. It creates
a 3-layer simulation environment that installs and integrates the level-1 and 2 SDN
controllers along with optical node simulators within the OpenStack cloud on the given
remote system as depicted in Figure The aim of developing an assisted procedure
is to minimize the installation time and reduce the complexity required for the creation
of the simulation environment for testing. The base requirement for the automated

procedure is a local or remote system running Ubuntu operating system.
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Figure 3.9: The developed simulation framework.

3.3.8 Demo of the simulated optical nodes

As shown in Figure four interfaces are created on the optical node simulator
representing a telecom node using the level-1 SDN controller within the conceived

simulation environment.
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3.4 Summary

Thanks to the recent advancements in the SDN and NFV research domains, tele-
com operators are encouraged to upgrade their optical transport networks towards
programmable, energy-efficient, service-oriented, and interoperable architectures. The
availability of a large set of open-source building blocks, supported by different stan-
dardization bodies makes the selection and the integration of such technologies a very
complex task. In this context, the objective is to create an innovative simulation frame-
work by selecting the best technologies and use it to test applications, services, and
advanced optimization algorithms in a real environment. In this chapter, a large-scale,
distributed, and hierarchical Transport SDN architecture has been designed, where
optical switches and networking functionalities are monitored and dynamically config-
ured through a two-level structure of SDN controllers. On top of that, Virtual Network
Functions are optimally deployed and managed by a centralized orchestrator, based
on network condition, user requests, and application requirements. Based on this ar-
chitecture, a complex simulation environment has been developed, that harmoniously
integrates within the OpenStack cloud: optical node simulators composed by simula-
tion agent and a suitable hardware emulation layer; proprietary SDN network controller
designed to enable the innovative optical nodes characteristics; Open Network Oper-
ating System as the second level controller, enabling the integration of third-party or
standardized models (multi-vendor environment), based on standardized interfaces and
communication protocols. The main components and implemented functionalities into

the simulation framework are described in detail.
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4

Designing of Dynamic
Forwarding Strategy with Energy
and Bandwidth Constraints

The management of forwarding rules into the resulting T-SDN architecture is an am-
bitious task. In this context, this chapter first investigates the problems presented in
the current literature related to the forwarding strategies and then provides a compar-
ison between the state-of-the-art routing techniques available in the current literature.
Then, it formulates a novel methodology for the dynamic and reactive management of
forwarding rules in a (potentially large-scale) T-SDN network by taking into account
the energy and quality of service requirements. The effectiveness of the proposed ap-
proach has been investigated through experimental tests and compared against another

reference scheme.

4.1 Routing Strategies discovered in the state of the art

This section provides a comparison between some of the important routing strategies
recently published in the literature.

Several solutions in the current scientific literature address energy and bandwidth
constraints almost separately. From one hand, energy-efficient schemes try to turn off
as more optical switches and transport links as possible. Starting from the knowledge

of network topology and the expected set of data flows (declared through the so-called
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traffic matrix), available solutions configure forwarding rules by solving optimization
problems [98],[99] 100}, 10T, 102] or by executing heuristic algorithms [103] 104} 105 106,
107, 108]. With these mechanisms, most of the network traffic is forwarded through a
reduced set of links. Therefore, flow dynamics generally bring to network congestion
issues. From another hand, the rest of contributions (see [I09] and [110] for example)
only targets quality of service requirements, while missing the energy constraints.

At the time of this writing, the energy consumption and bandwidth constraints are
jointly considered in [I11], [112], and [113]. Specifically, [I11] presents a multi-objective
algorithm that derives the set of links to disable, while fulfilling the expected quality
of service constraints. Here, forwarding rules are configured by one of the nodes of the
network (acting as a controller) through in-band communications. This, however, in-
creases the latencies of the exchange of control messages, as well as makes the resulting
implementation infeasible in large-scale scenarios. In fact, the in-band communication
approach is optimal in non-dynamic situations where it is not necessary to update the
forwarding rules every few seconds, but not for a dynamic environment because the ben-
efits arising from the presence of a controller interacting with optical switches by means
of out-band communications are ignored during the in-band communication mode. The
heuristic approach introduced in [112] configures forwarding rules by creating spanning
trees of nodes with assigned weights according to their energy consumption. Unfortu-
nately, it does not envisage to monitor the actual traffic load, thus being unable to react
to data flow dynamics and congestion episodes. Finally, the work presented in [113]
assumes to dynamically configure forwarding rules by taking into account the expected
traffic volume and by targeting the shutdown of as many transport links as possible.
This solution surely limits the energy consumption, but still lacks in reacting to the
variability of the actual traffic load.

Characterizing the state-of-the-art, it is eventually desired that a novel method-
ology should be designed that could be dynamically reactive to the traffic variability
and achieve an improved quality of service with low energy consumption in potentially
large-scale T-SDN networks. Thanks to the SDN paradigm, this ambitious task can
be achieved through utilizing the benefits of its architecture, like optimal communi-
cation control architecture and generalized protocols (e.g., OpenFlow, RESTCONF,
NETCONF, and T-API) that facilitates the communication between network elements

apart from any vendor-specific requirements.
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4.2 The reference architecture and main assumptions

Figure shows the reference T-SDN network considered in this work. According to
the well-known SDN reference model, physical nodes and logical entities are grouped
into three layers: infrastructure, control, and application [I14]. The infrastructure
layer embraces optical switches of the core network and edge routers. Optical switches
forward data flows within the core network, according to the configured routing rules.
Edge routers, instead, act as sources and destinations of data flows. Furthermore, a
centralized controller monitors the infrastructure layer and dynamically configures for-
warding rules based on the outcomes of the routing algorithm working at the application
layer.

Both Software-Defined Controller and optical switches implement the OpenFlow
stack (southbound interface). The controller, implemented with OpenDaylight frame-
work, periodically queries optical switches for collecting details about the network topol-
ogy and the amount of bandwidth consumed by each physical port. When needed, it
also delivers the new set of forwarding rules across the network. According to OpenFlow
specifications, the communication in the southbound interface is managed by means of
the REpresentational State Transfer (REST)CONF protocol [I15]. The application en-
tity implementing the routing algorithm and the controller interact with each other with
RESTful Application Programming Interface (API)s [I15]. In this case, the exchanged
messages are encoded with the YANG data model (northbound interface) [116].

The design of the novel routing algorithm discussed herein grounds its roots on
the following consideration. From one hand, the network operator knows the expected
volume of traffic that can be generated between all possible pairs of source and desti-
nation edge routers. Such information is stored within the traffic matrix [114] and may
vary during the time (e.g., the volume of traffic manageable by the T-SDN network in
daily hours may be different from the one available during the night or weekend). On
the other hand, the actual traffic load generated within the network may differ from
the traffic matrix, spanning from a very limited percentage of the expected volume
of traffic to its upper bound. This double level of dynamicity makes challenging the
task performed by the routing algorithm. Indeed, the conceived methodology intends

to configure the infrastructure layer by jointly considering information stored within
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the traffic matrix and the traffic load managed by optical switches during the time,

periodically monitored by the controller.
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Figure 4.1: Reference T-SDN network architecture.
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A power model helps to estimate the amount of power consumed by optical switches
belonging to the reference T-SDN network. Without loss of generality, this work con-
siders the model presented in [117], related to NEC PF 524(E| OpenFlow switches. Here,

the total amount of power consumed by an optical switch is given by five contributions:
e the amount of power required to keep the switch on, P,s. = 118.30 W;

e the amount of power needed to configure device settings and active ports, Peont =
0.52'W;

the amount of power needed to install a new OpenFlow rule Phow-mod = 20.00 pW;

e the amount of power consumed for each control packet P,acker = 711.00 pW;

the amount of power consumption due to the processing of data flow Pyow <
1pW.

The analysis presented in [I17] already demonstrated that the processing of data
flows has a very minimal effect on the overall power consumption. Accordingly, it
is possible to neglect the impact of Pho, and develop a strategy based on a traffic

independent power model.

"https://www.necam.com/sdn/Hardware/PF5240Switch/ (Accessed: 2020-04-10)
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4.3 The conceived approach

The routing algorithm conceived in this work periodically implements two different
tasks. The first one provides an initial configuration of the T-SDN core network, based
on the knowledge of the network topology and the expected volume of traffic declared
by the traffic matrix. Therefore, it is executed only once, at the beginning of the validity
period of the traffic matrix. The second task, instead, is implemented every congestion
observation window and provides periodic updates of forwarding rules, based on the
actual traffic load passing through the network. In order to effectively react to possible
congestion episodes, the duration of the congestion observation window is much smaller

than the validity period of the traffic matrix (i.e., tens of seconds instead of hours).

4.3.1 Initial network configuration based on the traffic matrix (Task
1).

It intends to reduce the overall power consumption by turning off as many devices and
links as possible, while ensuring communication paths for any data flow reported in the
traffic matrix. To this end, the network is modeled as an undirected graph G, where
nodes represent optical switches and edges represent the transport links connecting
optical switches. The set of demands D representing the traffic matrix is described
by the pair of source node s and destination node ¢ with their respective bandwidth
demand d*!. Nodes belonging to the graph G are sorted according to their power con-
sumption, from the most consuming device to the less consuming one. Links, instead,
are randomly ordered. Then, an iteration on nodes is performed. At each iteration, the
considered node in the ordered set and all of its links are tentatively turned off. Indeed,
it is verified if at least one path exists for each traffic request declared in the traffic
matrix. In the affirmative case, that node is removed from G since it is not necessary
for the fulfillment of all traffic requests. Otherwise, the considered node and its links
are left active into the network. Once the iteration on the nodes is completed, the same
procedure is applied to the links. Also, in this case, the goal is to turn off unuseful or
redundant links and leave active only a subset of links that guarantees the presence of
communication paths for all data flows declared into the traffic matrix. A minimized
graph G’ is obtained at the end, which represents the network topology guaranteeing

the greatest energy savings.
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Given the minimized graph G’, the shortest communication path for each data
flow of the traffic matrix is identified according to the Dijkstra algorithm [I18]. The
calculated shortest paths are converted to forwarding rules and pushed on OpenFlow

switches by the controller.

4.3.2 Redefinition of forwarding rules based on congestion episodes
(Task 2).

In a dynamic environment where the actual traffic load changes, this task further adapts
forwarding rules based on user demands and link capacity. To this end, the controller
periodically sends OpenFlow messages to the switches, requesting information about
the bandwidth consumption of their enabled ports. This helps to identify the activa-
tion of new flows that may congest transport links and provoke service degradation.
This monitoring procedure allows to detect link congestion when the total bandwidth
of the considered link is at least 90% occupied. Once detected the overloaded links,
the data flows triggering that event are put within the congestion list. The recursive
algorithm discussed before is implemented again over the network topology that ex-
cludes congested links. As a consequence, the algorithm will turn on transport links
or optical switches that were turned off at the beginning. Then, a new shortest path
is defined for each data flow in the congestion list, converted to forwarding rules, and
pushed on OpenFlow switches. At the end of the congestion observation window, the
network is configured as indicated by the first task. Therefore, congestion episodes are
periodically managed, starting from a baseline network configuration.

To provide further insight, the pseudo-code describing the main functionalities of

the conceived approach has been reported in Algorithm
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Algorithm 1 Pseudo code of the proposed methodology

Require: Graph G(nodes, links), set D of demand with traffic requirement d*! V(s,t) €

D

Ensure: Updated flow tables, Final graph

10:
11:
12:
13:
14:

16:
17:

18:
19:
20:
21:

33:
34:
35:
36:
37:
38:
39:
40:
: end if

S R B A T

TASK 1 (G, D):

G G

Nodes Optimization on G’

: for i <~ 1tonodes do

turn_off(nodesli])
for all (s,t) € D do
if !path_exists(s,t) then
turn_on(nodesl[i])
end if

end for

: end for

Links Optimization on G’
for i < 1tolinks do
turn_off(links[i])
for all (s,t) € D do
if !path_exists(s,t) then
turn_on(links[i])
end if
end for
end for
Push Forwarding Rules
for all (s,t) € D do
path(s,t) < Dijkstraalgorithm
push_flow_rules()

end for

> Nodes are sorted in a most power order.

> Links are selected in random order.

# Controller monitors links bandwidth consumption.#

TASK 2 (G, D):

. if congestion_occurs then

Nodes Optimization
Links Optimization
for all (s,t) € D do

path(s,t) < Dijkstraalgorithm

for i «+ 1tolink_in_path do

if remaining_link_capacity < d** and link_overloaded then

Congestion_list < (s, 1)

end if

end for

if |Congestion_list.contains(s,t) or

any path without overloaded links exists to satisfy (s,t) then

update(remaining link_capacity)

push_flow_rules()
end if

G" + remove_overloaded links(G)

if !Congestion_list.empty() then
Run TASK 2(G”, Congestion_list)

end if

end for
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4.4 Performance Evaluation

The performance of the proposed approach is experimentally investigated by emulating
a T-SDN architecture within a desktop computer Intel Core i7-7700, RAM 16GB,
with Ubuntu 18.04 64-bit. Specifically, the GEANT topology with 40 nodes and 58
bidirectional links is implemented with Mininet, since it allows to virtualize a network
of OpenFlow switches with Open vSwitch kernel. The OpenDaylight framework is
used as the network controller. The routing algorithm has been developed in Python.
Without loss of generality, the conducted analysis considers transport links supporting
1 Gbps of bandwidth. A traffic matrix is arbitrarily created in order to describe the
data flows expected between up to 24 host pairs randomly attached to the GEANT
topology. Each data flow in the traffic matrix presents a request rate of 400 Mbps. The
actual traffic load is generated by activating a percentage of requests declared in the
traffic matrix. To provide further insights, the performance of the proposed approach
has been compared with respect to a state of the art the algorithm presented in [10§].

Figure[4.2h depicts a simplified example showing the ability of the conceived solution
to successfully react to congestion episodes. The example considers three data flows,
asking for 400 Mbps of bandwidth each, directed to the same destination. Figure [4.25
represents the network topology configured according to the algorithm presented in
[108]. It is possible to observe that the link connecting node 32 to node 36, which only
offers 1 Gbps of bandwidth, is congested. This means that the strategy presented in
[108] is not able to fulfill the quality of service levels requested by the considered data
flow. Note that the initial network configuration provided by Task 1 of the algorithm
presented in Section coincides with the one obtained through [108]. Differently,
from [I08], however, Task 2 implemented by the approach described in this work adapts
forwarding rules in reaction to congestion episodes. Figure [4.2b clearly shows how the
path followed by Flow 3 is updated. Accordingly, the link between node 32 and node
36 in the example is not overloaded and the quality of service requested by all the three
flows is achieved. Quantitative key performance indicators discussed below include the
total power consumption of the T-SDN network, the percentage of deactivated links,
and the percentage of throughput degradation registered by active data flows.

The total amount of power consumed by an operating T-SDN network is evaluated

by considering 6 to 24 active data flows, generating 100% of the data rate declared
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(a) Network configuration based on [108]. (b) Network configuration achieved with the
proposed approach.

Figure 4.2: Example showing the ability of the proposed approach to achieve energy and
quality of service constraints
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Figure 4.4: Percentage of links turned off.

in the traffic matrix (that is equal to 400 Mbps). In case, the network has all the
optical switches and transport links turned on, the total power consumption is equal to
4792.32 W. This is reported in Figure as the peak value achievable in the absence
of any energy-aware routing strategy. The other two curves reported in Figure
shows the amount of power consumed by the considered T-SDN network as a function
of the number of active data flows, when forwarding rules are set according to the
algorithm presented in [I08] and the solution conceived in this work. As expected,
results show that the increment of the number of active data flows always requires
higher number of optical switches and links to activate in the network. This inevitably
brings to an increment of the overall power consumption. It is also evident that the
algorithm presented in [I0§] ensures the highest power saving, thanks to its ability to
shut down as many optical switches and transport links as possible, without taking care
of the quality of service level offered to end-users. On the contrary, the methodology
presented in the work registers a slight increment of the power consumption due to the
activation of more optical switches and links, triggered in answer to congestion events.

Figure [£.4] showing the percentage of deactivated transport links, fully confirms the
aforementioned discussion: the proposed solution forwards data flows through a higher
number of uncongested paths. It is also possible to observe that the difference between

the two investigated approaches becomes more evident when the number of active data
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Figure 4.5: Throughput degradation registered by active data flows

flows increases. In this case, in fact, the higher the bandwidth requirement, the higher
the number of paths to activate for avoiding network congestion.

The real effectiveness of the conceived solution is highlighted in Figure 4.5 which
reports the degradation of the throughput registered by active data flows due to band-
width constraints, measured as a function of the traffic load (expressed as a percentage
of the bandwidth requirement declared in the traffic matrix). Since [I08] does not
apply any re-routing strategy after the congestion, a large traffic load seriously de-
grades network performance. The approach presented in this work exhibits the lowest
throughput with respect to [108], thus demonstrating its successful ability to redirect
data flows across uncongested paths. From these considerations, it is evident that the
strategy presented in this work provides a significant gain in terms of performance at

the expense of a limited decrease of registered energy-saving as compared to [10§].

4.5 Summary

This chapter focuses on addressing the challenges highlighted in the state of the art
related to forwarding strategies in T-SDN networks. To address the highlighted chal-
lenges, a novel methodology has been formulated for the dynamic management of for-
warding rules in the presence of energy and bandwidth constraints. The proposed

approach configures communication paths and decides optical switches and transport
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links to be activated by jointly considering the network topology, the power consump-
tion of optical switches, the expected volume of traffic, and variability of the actual
traffic load. Experimental tests demonstrated its ability to achieve the best compro-
mise between the power consumption of the overall network and the quality of service
offered to end-users. The proposed forwarding strategy will be implemented into the
conceived framework of this work in future works, to achieve quality of service and

energy efficiency in the network.
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Conclusions and Future Research

Directions

The last decade has been the witness of rapid adaptation of the cloud computing and
SDN paradigm. Billions of applications and services are deployed everyday in the
cloud. End-users access these services using the Internet and other communication
networks. To facilitate the needs of end-users, Telco operators started to enhance
their network infrastructure using the SDS vision by introducing SDN and NFV based
network virtualization techniques to fully utilize their existing resources. However,
this implementation was not straight-forward and posed numerous challenges in terms
of: selection of the state of the art technologies demonstrating the joint-integration of
available tools, lack of simulation frameworks for the development and deployment of
VNFs in complex real-time environments, and forwarding strategies considering low
energy consumption while ensuring better quality of service to user demands.
Throughout the PhD, the focus has been on the aforementioned issues faced by
the industry. With reference to the enabling technologies for SDS, a study has been
carried out in Chapter [I| that deeply reviewed the state of the art technologies for SDS
including container engines, orchestrators, load-balancers, service discovery, other tools
etc. A qualitative cross-comparison has been performed to highlight the pros and cons
of the technologies based on a set of KPIs. The comparison highlights that Docker is an
emerging leading container engine, offering a strong set of features to allow the usage of
a large number of supporting tools. At the same time, it is also remarked that Docker

Swarm and Kubernetes appears to be a very promising container orchestrators because
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it comes up with its own scheduler, load balancer, and service discovery features. This
investigation was aimed at providing a clear roadmap for the selection of technologies to
the SMEs who are reluctant to adopt SDS for launching their services and applications.

Taking a step ahead, to demonstrate the effectiveness of the technologies high-
lighted as outcome of the work performed in Chapter [2| physical deployment of these
technologies was performed within in real-time virtualized service infrastructure devel-
oped inside the bare-metal and OpenStack cloud environments. In particular, the set
of investigated technologies are Docker as container engine, Docker Swarm and Kuber-
netes as orchestrators with load balancing and service discovery capabilities, bare-metal
and OpenStack cloud as deployment platforms, and Docker-compose, Docker-Machine,
Kubeadm, and Flannel as supporting tools for scheduling and deployment functionali-
ties. Four testbeds were designed to perform experimental tests in a high-load scenario
in order to evaluate the ability of the virtualized service infrastructure to provide an-
swers to multiple user requests received from real-world network. The conducted study
revealed that the integration of Docker engine and Kubernetes orchestrator within the
bare-metal deployment platform ensures better performance. Then, to demonstrate
the effectiveness in an industrial use case with mobility, the performance of the most
suitable technologies was evaluated in a smart farm use case, integrating mobile drones
and complex image processing tasks. The results revealed that the virtualized ser-
vice infrastructure still guarantee acceptable quality of service despite the execution of
heavy tasks and influence of users’ mobility, respectively. Indeed, the results presented
in Chapter would facilitate the SMEs in the selection of technologies for container
networking.

To further proceed towards the goal, in Chapter [3, a T-SDN based hierarchical
orchestration framework was designed by selecting the best set of technologies to test
services and applications in a real environment. The architecture of the framework has
been developed within the OpenStack cloud consisting functionalities of optical node
simulation agents, two-levels of SDN controllers (one for managing and simulating the
advanced optical nodes and other for integrating multi-vendor and third party envi-
ronments), and communication protocols. The framework is capable of providing the
orchestration to the optical nodes thanks to the level-2 SDN controller (ONOS) man-
aging the creation/deletion of the connectivity service between the multiple simulation

nodes connected with the level-1 SDN controller. Additonally, the Power Management
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and monitoring perspective for the energy optimization of the framework, implementa-
tion at the ONOS southbound for retrieving the actual power consumption data from
the optical node simulators, and the connectivity service perspectives to instruct the
standby /wakeup statuses, SNMP Management of level-1 SDN controller at the ONOS,
and connectivity of the ONOS with the orchestrator.

Moreover, the work extended towards the design of a novel routing strategy for
T-SDN based networks, that is dynamically reactive and capable of ensuring energy
efficiency and quality of service within the network based of changing user demands.
The details of the proposed routing strategy as presented in Chapter [ starts by con-
figuring communication paths and decides which optical switches and transport links
to be activated by jointly considering the network topology, the power consumption
of optical switches, the expected volume of traffic, and variability of the actual traffic
load. The experimental analysis results demonstrated its ability to achieve the best
compromise between the power consumption of the overall network and the quality of
service offered to end-users.

Finally, future research activities will analyze the complexity and investigate the
behavior of the conceived hierarchical framework in more complex and large scale net-
work while considering realistic traffic matrix and flow generation statistics. Moreover,
it will also investigate the adoption of developed routing strategy in hierarchical T-
SDN deployments, based on two layers of controllers introduced to improve scalability
and provide a comprehensive comparison with the other available state of the art ap-
proaches, respectively. Additionally, this work can be significantly extended by further
investigating energy and security issues in more complex and dynamic environments,

also in the presence of heterogeneous and coexisting services.
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