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A B ST R AC T

The Covid-19 era was characterized by an increase in patients needing
constant medical care because of the virus and post-covid symptoms.
Patients were increasingly monitored 24 hours a day. Thus, remote
monitoring of patients has became an established method of monitor-
ing their vital parameters and keeping track of their activities. Using
remote monitoring, healthcare workers can manage patients’ clinical ac-
tivities without physically intervention. Using a dashboard, healthcare
professionals can visualize the patient’s clinical course and intervene
when necessary. Globally and in territorial healthcare, clinical data
from patients are an increasingly valuable asset. Collection, analysis,
and use of accurate patient information can help consolidate patient
information. It is possible to analyze symptoms for a more accurate
diagnosis, highlight demographics and geography to aid in disease di-
agnosis, define scenarios, and plan for the necessary resources. Remote
monitoring is once again defined by data. The amount of data collected
is closely related to machine learning based analysis of data streams.
Having access to real-time data enables convenient dosing of drugs and
improves care quality. In this context, machine learning is a paradigm
to perform patient monitoring remotely without requiring the physical
presence of the healthcare provider. This thesis summarises our ef-
forts to exploit the opportunities offered by machine learning in remote
monitoring systems. The model we propose identifies possible data
transmission tampering. Our model can also monitor whether patients
properly follow the healing path suggested by the doctor. This work
is motivated by our research on remote monitoring systems and su-
pervised learning algorithms for clinical data management. It is based
on an extensive literature review on remote monitoring systems and a
survey of artificial intelligence paradigms and techniques capable of
managing clinical data to provide a high level of data quality, which is
essential for informed clinical care.
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Part I

P R E L I M I NA R I E S

That is, what can you expect from this thesis, what I have
studied and what I have worked for, what you need to know
before going on. Preliminaries is my "Where are you and
where do you want to go? Which are your shoes?".





1
I N T RO D U C T I O N

Remote monitoring of the patient in-home care is an activity involving
several domains, including the clinical and healthcare fields. During
monitoring, wearable sensors transmit their values electronically. The
data from the sensors are fed to artificial intelligence algorithms to
perform a remote clinical assessment. Remote monitoring is thus a
healthcare delivery model that uses technology to connect patients and
caregivers/professionals outside the clinic, doctor’s office, or hospital.
The use of modern equipment, integrated with monitoring apps, posi-
tively impacts patient care and reduces organisational costs. To manage
patients’ clinical conditions and improve their course of treatment, re-
mote monitoring of patients has become paramount. It eliminates the
need to travel, and reduces hospital costs; it also facilitates communica-
tion between the healthcare provider and patient. Remote monitoring
also facilitates the sharing of patient status information in real-time.
Despite the rapid deployment and ease of use of remote monitoring,
it is crucial to keep track of any bias that may occur during patient
monitoring. Several factors could compromise patient monitoring: en-
vironmental, clinical, and technological. Incorrect patient monitoring
could also lead to death. In this thesis, we propose two approaches to
solve two problems that could compromise the monitoring phase.

The work at hand, whose investigation started in 2019 within a Ph.D.
industrial program in the Exprivia S.p.A. Company 1, takes up the goals
and the challenges of remote monitoring and explores its applications
and implications in the Artificial Intelligence (AI) domain. In particular,
we applied AI techniques to solve technological monitoring problems.

In detail, this thesis guides the reader towards three core contribu-
tions:

• Introduction and definition of Clinical Pathway (CP) and its rep-
resentation within the context of remote ICT patient monitoring;

• Presentation of Security Problems (assumptions, organizational
security policies, threats) based on five use-cases of Picture
Archiving and Communication System (PACS), sub-category sys-
tems of Clinical Information Systems;

1 http://www.exprivia.com
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4 introduction

• Presentation of two approaches that, by using AI and Process
Mining, succeed respectively in reducing the risk of data com-
promise and ensuring that the patient’s CP does not deviate from
the physician’s directions.

In the next section, we deeply analyze the research questions that
guided our work towards its contributions and form the content of this
dissertation.

1.1 research contributions

The concepts that more often will occur in this dissertation are remote
monitoring system, security, explainability and security problem.

Their connection is exceptionally close, since patient monitoring
systems, as mentioned above, must transmit data while ensuring that it
is not compromised and would be not used if they do not explain the
data that may be compromised.

Despite its usefulness for patients and clinicians, data collection is
exposed to threats and often is the source of safety issues for the CP.

Below, we present the research questions that guided this three-year
investigation and led to the contributions that outline the central part
of this thesis (See The Showcase, Part ii).

1.1.1 Artificial Intelligence for sequential data analysis in health

Research Questions A
Is it possible to design an ICT system in which the doctor remotely
has complete control over the patient’s clinical activity? How can the
sequencing of clinical actions to be followed by a patient be defined?
Are there AI approaches to identify data anomalies? What algorithmic
approach can be used to analyse sequential data? How is it possible to
explain the anomalous data detected?

Artificial Intelligence has opened the door to new techniques for se-
quentially analysing data and signals. However, in the early stages of
our research, we focused on understanding how we could contribute to
our Exprivia company’s systems as an added value.

Chapter 2 presents our contribution to taking a step in Ambient
Assisted Leaving (AAL) systems’ literature that considers the need for
sequential analysis of clinical data. We introduce several notions and
methods that are useful in the following chapters. In particular, in this
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chapter, we define how a CP is generated and how we can use AI to
check whether the transmitted data is correct or not. We propose an
algorithm for handling data that follows a well-defined chronological
order and introduce process mining concepts. Ultimately, we propose
an approach to explain how it is also essential, from a security point of
view, to explain data using AI.

1.1.2 Security Functional Requirements for the health domain

Research Questions B
How can a health protection problem be defined? Is it possible to estab-
lish a certification scheme for healthcare products? How can security
problems be identified to define a baseline for the protection profile?
How are security requests identified? What are the safety needs in
the health sector? How is it possible to assess the compliance of a
healthcare product with safety requirements?

ENISA’s pioneering work on the certification of cybersecurity products
has also made great strides in healthcare. It has also paid great attention
to candidate methods for the certification of health products.

Chapter 3 presents our contribution to defining cybersecurity certifi-
cation schemes as candidate methods for sector cybersecurity product
certification as part of the EU Cybersecurity Certification Framework
being prepared by ENISA. Indeed, it is a very recent area of research
within the EU landscape.

Our work was undertaken within the H2020 ECHO project2 and is
reported in detail in its deliverables and Papers [48, 80].

The work starts by identifying the sector-specific needs to be ad-
dressed for specific critical sectors. As described in the EU Cybersecu-
rity Act, the mandatory Key Elements of a certification scheme have
been customized. The sector-specific analysis allowed us to define a Se-
curity Problem Definition baseline to quickly draft a Protection Profile
of an asset category of the considered sectors.

Security needs have also been identified using the sectoral risk as-
sessment guidelines provided by ENISA for certification purposes.

An inter-sector risk scenario has also been developed to highlight the
most critical security needs to mitigate cross-sector security failures.

Finally, Cyber Range technologies are leveraged for the Conformity
Assessment activities of a Healthcare product prototype, for which the

2 www.echonetwork.eu



6 introduction

substantial assurance level certification has been simulated to validate
our approach.

1.1.3 Design of a monitoring system

Research Questions C
Is it possible to define an architecture for remote patient ICT monitor-
ing? What fundamental modules must there be in the architecture? Is it
possible to consider a module that verifies that the transmitted data is
safe in the architecture? Can the architecture be subject to security prob-
lems? What kind of tampering could occur? How does the caregiver
interact with the infrastructure?

Although remote patient monitoring has long been considered one of
the most promising solutions as it reduces hospitalization costs and
still allows remote patient monitoring, it is not without safety concerns.
Chapter 4 introduces an anomaly detection system that uses Long Short
Term Memory (LSTM) autoencoders to analyze the data detected by the
sensors. An application case based on monitoring a patient’s ECG is
presented. It also introduces a CP monitoring system that allows you to
see how far the patient’s path differs from that of the doctor. The method
is proposed based on a patient suffering from metabolic syndrome. The
resulting system shows a high degree of accuracy.

1.2 organization of the thesis

The chapters of this thesis are as self-contained as possible and present
the notions of specific problems, architectures, paradigms, data struc-
tures, and metrics related with their content. Moreover, each chapter
independently surveys the state-of-the-art of the specific problem it
deals with, showing the most interesting solutions and their limitations
in the literature of that field.

However, in the next chapter, we propose a brief but comprehensive
introduction to the most important recurring topics of this dissertation.

Chapter 2 introduces the algorithms used to solve the problems
presented below. Chapter 3 defines the security issues and protection
profile that a health security solution designer must follow. Next, in
chapter 4 we apply the algorithms presented in chapter 2 to identify
anomalous data of a transmission between the sensor and the server.
We also use conformance-checking algorithms to verify that a patient
follows the doctor’s recommendations correctly.
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All the chapters of Part ii have their own specific research questions
and present the design of the proposed approach that we have designed
to answer the research questions with the related discussion of the
results. However, the three chapters together constitute the single path
that guided this three-year work and helped shed light on some of the
challenges we wanted to address.



2
I N T E L L I G E N T A M B I E N T A S S I ST E D L I V I NG
( A A L ) F O R SA F E PAT I E N T M O N I T O R I NG

OUTLINE
Massive collection of data from Internet of Medical Things (IoMT)
devices presents Security problems. Monitoring sensitive user data
may be exposed to attacks aimed at compromising their structure and
integrity.

In this chapter, we analyze the AAL paradigm, used to reduce costs
for patient care. In addition, we presents CP as a method for defining the
patient’s treatment pathway. As a final step, we present two approaches
to monitoring patient adherence to the CP: (i) Detecting anomalies in
sensor data using AI algorithms and classifying them and, (ii) using
Process Mining, we measure how the clinical treatment of the patient
differs from CP.

Part of the content of this chapter has been presented in the papers [11,
13, 15, 16].

2.1 aal for patients’ home care

In healthcare domain, AAL [50] is a paradigm that is increasingly weigh-
ing on institutions’ budgets. One of the possible approaches to be able
to reduce its costs, is to use the AAL paradigm for home care of patients.
Ardito et al. [13] define AAL as follows:

Definition 1. "An emergingmulti-disciplinary field aiming at providing
an ecosystem of different types of sensors, computers, mobile devices,
wireless networks and software applications for personal healthcare
monitoring and remote care systems".

The recent COVID-19 emergency has also shown how, to avoid con-
tagion spreading, it is necessary to minimise access to hospital facilities
by those chronically ill patients who can be monitored at home. And
even COVID patients with mild symptoms can be cared for remotely,
without the need to take up hospital places that can be allocated to more
severe patients and without the risk of worsening their situation due to

8
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contact with the latter.

The adoption of CPs [38, 150] (next described in Section 2.2), would
make AAL implementations much more effective. Indeed, it would allow
remote monitoring of patient care and automate the reporting of critical
events that deviate from the prescribed care, also thanks to the use of
Machine Learning (ML) techniques. Ardito et al. [11] defines CP as
follows:

Definition 2. "A set of diagnostic and therapeutic procedures to be
performed for a specific patient. It is considered as a process model
characterized by two main phases:

1. Activities, or sub-processes, managed by the personnel in the
health structures;

2. Action managed autonomously by the patient and by medical-
unsupervised manner. "

The second action previous described, is processed by an intelli-
gent architecture able to deal with the specific clinical sub-path for the
patient at home. It also verifies that a physician or nurse validates the
pathway and ensures its compliance with the actual medical indications
specified in the Clinical Path.

AAL is becoming more and more successful thanks to the evolution
of Internet of Things (IoT) technology and in particular of wearable
devices. However, it must be considered that there are limits, mainly
due to the latency of the network, that sometimes make the use of such
solutions critical in the healthcare.

The security of data being transmitted from sensors to the cloud is
another concern, as their transmission could be affected either by tech-
nical problems or malicious manipulations, resulting in life-threatening
for the patient. Sensitive patient information could also be sniffed.

To strengthen patients’ trust, health organizations should follow
safety measures based on Health Insurance Portability and Accountabil-
ity Act (HIPAA) compliance standards [124] that guarantee the proper
privacy protection of data.

To address these issues, one of the scenarios described in this thesis
and, implemented in a company case study, consists of architecture that
couples IoT and Edge-Computing, which also implements an anomaly
detection module (described in Section 4.1) able to detect deviations
from the patient’s CP.
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In addition, in Chapter 3 is describes an application example of how
it is crucial, including in healthcare, to ensure security compliance stan-
dards and adeguate data privacy.

With the advent of IoT, monitoring patients’ care and their vital
parameters has become easier thanks to wearable devices. Still, there
are issues related to performances and security.

Weareable IoT devices are applied in crucial applications: monitoring
vital signs, tracking indoor positions, or alerting for some important
events (e.g., take a pill) [17]. Besides, with the advent of machine
learning, these applications are becoming more and more sophisticated,
requiring much computational power. Processes driven by such devices
become time-consuming and harvest much computational power, thus
also impacting on the battery life.

Low latency to send and receive critical data or high reliability
to scale or replace these devices are the most critical constraints in
the healthcare context. Standard cloud architectures to manage the
network communications cannot be exploited. Indeed, cloud computing
is not designed with these goals in mind, thus it doesn’t fulfil these
requirements [2].

The Multi-access Edge Computing (MEC) approach addresses this
issue [160]. MEC is defined as the ability to process and store data at the
edge of the network, i.e., in the proximity of the data sources. MEC’s
the advantage in a smart health environment is multifaceted, as it can
provide short response time, decreased energy consumption for battery-
operated devices, network bandwidth saving, secure transmission and
data privacy [1].

The latter aspect has become predominant in recent times. It is a
mandatory constraint in the healthcare application domain: data ex-
changed between an intelligent device and a central station contains
sensible details about patients’ personal lives. Edge computing is a
promising solution to mitigate this issue. It is distributed. Thus sensi-
ble data are pre-processed on the edge of the network, and obfuscated
sensitive information of the patient are sent to a central server that
needs only extracted features to perform related tasks.

Abdellatif et al. [2] presented a healthcare system based on the
multi-access edge computing paradigm. Such an approach enhances
the performance of the system. Moreover, considering the low energy
capacity of the devices, the management of the huge amount of data
generated by sensors and human and medical factors is optimized. By
adopting this architecture, bottlenecks in healthcare systems can be sig-
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nificantly reduced thanks to the less amount of data transferred to the
cloud. Some computing tasks that can be performed at the edge of the
network are also identified. This ensures shorter response times, effi-
cient processing, minimum power consumption and bandwidth saving.

However, these smart devices can also be subject to malfunctions and
technical anomalies (intentional or unintentional). It is fundamental to
detect in order to avoid serious life-threatening for a patient.

An anomaly detection system is proposed by Huang et al. [81]. It
is based on the extraction of care-flow records that regularly capture
medical behaviors in clinical processes, also identifying the anomalous
ones. In order to monitor patient treatment and care behaviors in a
variety of clinical settings, this approach requires an high-frequency
detection rate of the care-flow records and a specific description of
them.

Ahsanul Haque et al. [75] present a system for the detection of
sensor anomalies in healthcare, able to distinguish real alarms from
false alarms. The system is implemented in Java and takes advantage
of the SMO regression utility of the WEKA framework. The system
was tested on three real medical datasets. The value detected by a
sensor is compared with the historical data, in order to detect suspicious
variations. The experimental results show a Digital Radiography (DR)
of 100 % and a low False-Positive Rate (FPR) for all the datasets.

Unfortunately, none of the solutions was presented previously. The
analyzed in these PhD courses (both in industry and academia) fully
meet the main requirements and challenges in remote patient monitor-
ing and, consequently, possible anomaly and attack detection systems
in healthcare.

Section 4.2 described one of the approaches presented in this thesis
aims to provide a comprehensive, autonomous, effective, and HIPAA-
compliant architecture [124] that is also capable of detecting cyber
anomalies and attacks in healthcare. The Section 3.5.2 describe the
HIPAA regulamentation, considered in the ECHO EU project1.

2.2 clinical path

Technological innovations have led to the gradual introduction of new
methods of diagnosis and treatment, which should not dry up the doctor-
patient relationship but rather enrich it. Is there a method to define the
patient’s treatment pathway and monitor it remotely? This thesis sec-
tion introduces CP and puts it in context with our research. In the end,

1 https://echonetwork.eu/
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an application example is provided.

Identifying some areas of innovation in charge of the Regional Health
Services (RHS) in developing digital services for supporting clinical
health and care processes is possible. The one that is attracting the
most attention is the digital management of CP. CPs are the primary
tool for implementing clinical guidelines and evidence-based medicine.
Their primary objective is optimizing care and reducing unjustified vari-
ations in clinical practice and the health system’s costs, thanks to its
inter-functional and multidisciplinary nature and its integrated and co-
operative coverage of the hospital and extra-hospital settings [37, 149].

CPs are effective at containing clinical complexity in a generalized
context where chronic diseases are becoming more prevalent. This
due to unhealthy lifestyles and poor eating habits: the elderly and (or)
chronic patient typically presents a difficult to read clinical picture and
a high diagnostic and therapeutic complexity.

As a result of an aging population and an increase in chronic diseases
associated with unhealthy lifestyles and improper eating habits, CPs
play a vital role in containing clinical complexity. It is typically difficult-
to-read the clinical picture of elderly or chronic patients due to their
high diagnostic and therapeutic complexity.

Clinical overload must be mitigated in new ways. Using predictive
analysis, clinicians can be guided in dealing with complex pathology
cases, from decision support to medical prescriptions. The Figure 2.1
shows an example of a Clinical Path.

Although the development of CPs offers increasingly broad and
qualitatively satisfying coverage of clinical cases (both in the diagnostic
and therapeutic fields, as well as in the treatment of chronic diseases),
their adoption in treatment centers is still slowed down by human,
cognitive, organizational, and technological barriers.

The increasing computerization of clinical/health workflows and
medical records offers a significant opportunity to reduce these bar-
riers. However, the same computerization of clinical practices has gen-
erated new problems - mainly due to a significant technological and
informative fragmentation - that generally make progress in dissem-
inating evidence-based medical practice sub-optimal and reduce the
contribution of information technology to this progress.

Indeed, Information and Communication Technologies (ICT) is gain-
ing momentum due to the consolidation of technologies and methods
for process automation and the availability of important transactional
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Figure 2.1: Example of Clinical Pathway.

and historical data and tools able to exploit its volume and heterogene-
ity for creating a prescriptive and predictive value. These techniques,
under predictive analytics, are successfully applied in areas such as
marketing, customer relations, fraud, or financial risk. Unfortunately,
especially in Italy, they are weakly exploited in the clinical-health con-
text, although characterized by the presence of enormous amounts of
information, both structured and textual.

The progressive computerization of clinical practice processes in
care centers leads to accumulating of an extraordinary amount of data.
This process, whose value in terms of support to the medical decision
(both for care and secondary uses - such as health administration/gov-
ernment and scientific research), is enormous and, to a large extent,
unexpressed.

Another strategic area of the healthcare sector promotes the exploita-
tion of these broad masses of health data. Develop models and solutions
for Clinical Governance that boost interoperability between various
databases, improving resource management and evidence-based gover-
nance.

In the healthcare domain, significant efforts are made to create a
level of interoperability and exchange of information between different
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systems. Furthermore, the biggest challenge is representing information
streams to extract Clinical Pathway information from this scattered
dataset. This is illustrated by some contributions that take this approach.

Integrated Clinical Pathway management has been proposed by Li
et al. [106]. This approach is based on a semiotically inspired sys-
tem architecture that aims to embed pathway knowledge into treatment
processes and existing hospital information systems. To support later
analysis, et al. [39] proposed a process mining-based approach that en-
ables the extraction of valuable organizational and medical information
on past CP executions from the event logs of healthcare information
systems.

A contribution to the possibility of managing in a personalized and
dynamic way comes from Schlieter et al. [148]. They proposed per-
sonalized active pathways and a reference architecture for integrating
them into existing inter-organizational healthcare information systems.
In the previous works, the authors aim to extract information from a
series of heterogeneous systems to build a chain of events that, whether
in a second phase, will be formalized as a concrete pathway.

Electronic health (e-Health) represents the application of ICT in
healthcare. It enables efficient access to services, achieving the highest
quality of care processes at low costs. It also makes clinical decisions
safer and more appropriate through the structured sharing of clinical
information and knowledge between all actors in the healthcare chain so
that it can be used and accessed by everyone. The COVID-19 pandemic
has necessitated digital healthcare, making it a significant opportunity
for patients and doctors to communicate effectively, even at a distance.
The security of the information transmitted is made possible by using
the latest technologies based on advanced security protocols and data
protection mechanisms that make an attack on the systems less likely.

Therefore, the protection of health data is a fundamental task that
the engineers of eHealth systems must take into account.

In this direction, two application approaches are described below.
Both are aimed at protecting the transmitted clinical data from attacks.
In particular, it is assumed that the attack is directed at the patient’s CP.
There is, therefore, a need to identify when there is an attack. The two
approaches are described below:

1. We use an artificial intelligence algorithm to identify anomalies
in data transmission. In particular, we use LSTM autoencoders
(Sec. 2.3.1.5) to identify data that does not match to the general
data representing the patient’s clinical pathway.
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2. We use a Process Mining algorithm to identify deviation from
the CP. In particular, we use Petri Nets (Sec. 4.3.3) to identify
whether and how much the patient’s clinical treatment deviates
from that defined by the physician.

2.3 ai for identifying anomalies

Anomalies or outliers are rare and unusual patterns in any data stream.
We aim to build an AI-powered outlier detection system that uses
machine learning techniques for anomaly detection.

Identifying anomalies can be used to solve core business problems,
such as fraud detection (i.e., Fintech or Banking) or intrusion detection
(i.e., Security Domain).

In the healthcare industry, an anomaly detection is often a valuable
tool for enhancing the quality of wearable devices. For instance, in
healthcare, an outlier detection system can be used to monitor whether
the communication between the devices worn by the patient and the
server takes place correctly.

2.3.1 Anomaly Detection

Anomaly detection is an unsupervised task [6, 40, 128, 158]. Anomaly
Detection is used in serveral fields such as Network Security [29], Smart
Hospital [145] and, Remote monitoring and control in eHealth [117].

Anomaly detection, a.k.a. outlier detection or novelty detection, is
referred to as the process of detecting data instances that significantly
deviate from the majority of data instances. Anomaly detection has
been an active research area for several decades, with early exploration
dating back as far as the 1960s [72]. Due to the increasing demand and
applications in broad domains, such as risk management, compliance,
security, financial surveillance, health and medical risk, and AI safety,
anomaly detection plays increasingly important roles, highlighted in
various communities including data mining, machine learning, com-
puter vision, and statistics.

In recent years, deep learning has shown tremendous capabilities
in learning expressive representations of complex data such as high-
dimensional data, temporal data, spatial data, and graph data, pushing
the boundaries of different learning tasks. Deep learning for anomaly
detection, deep anomaly detection for short, aim at learning feature
representations or anomaly scores via neural networks for the sake of
anomaly detection. A large number of deep anomaly detection methods
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have been introduced, demonstrating significantly better performance
than conventional anomaly detection on addressing challenging detec-
tion problems in a variety of real-world applications.

Definition 3. Given a dataset 𝑋 = {x1, x2, . . . , x𝑁 } with x𝑖 ∈ R𝐷 ,
let Z ∈ R𝐾 (𝐾 � 𝑁) be a representation space, then deep anomaly
detection aims at learning a feature representation mapping function
𝜙(·) : X ↦→ Z or an anomaly score learning function 𝜏(·) : 𝑋 ↦→ R in
a way that anomalies can be easily differentiated from the normal data
instances in the space yielded by the 𝜙 or 𝜏 function, where both 𝜙 and
𝜏 are a neural network-enabled mapping function with 𝐻 ∈ N hidden
layers and their weight matrices Θ =

{
M1, M2, . . . , M𝐻

}
.

In the case of learning the feature mapping 𝜙(·), an additional step is
required to calculate the anomaly score of each data instance in the new
representation space, while 𝜏(·) can directly infer the anomaly scores
with raw data inputs. Larger 𝜏 outputs indicate greater degree of being
anomalous.

2.3.1.1 Problem Complexities

Owing to the unique nature, anomaly detection presents distinct prob-
lem complexities from the majority of analytical and learning problems
and tasks. This section summarizes such intrinsic complexities and un-
solved detection challenges in complex anomaly data.

Major Problem Complexities. Unlike those problems and tasks on ma-
jority, regular or evident patterns, anomaly detection addresses minor-
ity, unpredictable/uncertain and rare events, leading to some unique
problem complexities to all (both deep and shallow) detection meth-
ods:

• Unknownness. Anomalies are associated with many unknowns,
e.g., instances with unknown abrupt behaviors, data structures,
and distributions. They remain unknown until actually occur,
such as novel terrorist attacks, fraud, and network intrusions;

• Heterogeneous anomaly classes. Anomalies are irregular, and
thus, one class of anomalies may demonstrate completely dif-
ferent abnormal characteristics from another class of anomalies.
For example, in video surveillance, the abnormal events robbery,
traffic accidents and burglary are visually highly different;
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• Rarity and class imbalance. Anomalies are typically rare data
instances, contrasting to normal instances that often account for
an overwhelming proportion of the data. Therefore, it is difficult,
if not impossible, to collect a large amount of labeled abnormal
instances. This results in the unavailability of large-scale labeled
data in most applications. The class imbalance is also due to the
fact that misclassification of anomalies is normally much more
costly than that of normal instances.

• Diverse types of anomaly. Three completely different types of
anomaly have been explored. Point anomalies are individual in-
stances that are anomalous w.r.t. the majority of other individ-
ual instances, e.g., the abnormal health indicators of a patient.
Conditional anomalies, a.k.a. contextual anomalies, also refer to
individual anomalous instances but in a specific context, i.e., data
instances are anomalous in the specific context, otherwise normal.
The contexts can be highly different in real-world applications,
e.g., sudden temperature drop/increase in a particular temporal
context, or rapid credit card transactions in unusual spatial con-
texts. Group anomalies, a.k.a. collective anomalies, are a subset
of data instances anomalous as a whole w.r.t. the other data in-
stances; the individual members of the collective anomaly may
not be anomalies, e.g., exceptionally dense subgraphs formed by
fake accounts in social network are anomalies as a collection, but
the individual nodes in those subgraphs can be as normal as real
accounts.

2.3.1.2 Main Challenges

The above complex problem nature leads to a number of detection
challenges. Some challenges, such as scalability w.r.t. data size, have
been well addressed in recent years, while the following are largely
unsolved, to which deep anomaly detection can play some essential
roles.

• CH1:Low anomaly detection recall rate. Since anomalies are
highly rare and heterogeneous, it is difficult to identify all of
the anomalies. Many normal instances are wrongly reported as
anomalies while true yet sophisticated anomalies are missed. Al-
though a plethora of anomaly detection methods have been in-
troduced over the years, the current state-of-the-art methods, es-
pecially unsupervised methods (e.g., References [32, 107]), still
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often incur high false positives on real-world datasets [35, 140].
How to reduce false positives and enhance detection recall rates
is one of the most important and yet difficult challenges, particu-
larly for the significant expense of failing to spotting anomalies.

• CH2:Anomaly detection in high-dimensional and/or not-independent
data.Anomalies often exhibit evident abnormal characteristics in
a low-dimensional space yet become hidden and unnoticeable in
a high-dimensional space. High-dimensional anomaly detection
has been a long-standing problem [178]. Performing anomaly
detection in a reduced lower-dimensional space spanned by a
small subset of original features or newly constructed features is
a straightforward solution, e.g., in subspace-based [95, 102] and
feature selection-based methods [20]. However, identifying intri-
cate (e.g., high-order, nonlinear and heterogeneous) feature inter-
actions and couplings [36] may be essential in high-dimensional
data, but it remains a major challenge for anomaly detection. Fur-
ther, how to guarantee the new feature space preserved proper
information for specific detection methods is critical to down-
stream accurate anomaly detection, but it is challenging due to
the aforementioned unknowns and heterogeneities of anomalies.
Also, it is challenging to detect anomalies from instances that
may be dependent on each other such as by temporal, spatial,
graph-based and other interdependency relationships [5, 8].

• CH3:Data-efficient learning of normality/abnormality. Due to
the difficulty and cost of collecting large-scale labeled anomaly
data, fully supervised anomaly detection is often impractical as it
assumes the availability of labeled training data with both normal
and anomaly classes. In the last decade, major research efforts
have been focused on unsupervised anomaly detection that does
not require any labeled training data. However, unsupervised
methods do not have any prior knowledge of true anomalies. They
rely heavily on their assumption on the distribution of anomalies.
However, it is often not difficult to collect labeled normal data
and some labeled anomaly data. In practice, it is often suggested
to leverage such readily accessible labeled data as much as pos-
sible [5]. Thus, utilizing those labeled data to learn expressive
representations of normality/abnormality is crucial for accurate
anomaly detection. Semi-supervised anomaly detection, which
assumes a set of labeled normal training data, is a research direc-
tion dedicated to this problem. Another research line is weakly
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supervised anomaly detection that assumes we have some labels
for anomaly classes yet the class labels are partial/incomplete
(i.e., they do not span the entire set of anomaly class), inexact
(i.e., coarse-grained labels), or inaccurate (i.e., some given labels
can be incorrect). Two major challenges are how to learn expres-
sive normality/abnormality representations with a small amount
of labeled anomaly data and how to learn detection models that
are generalized to novel anomalies uncovered by the given la-
beled anomaly data.

• CH4:Noise-resilient anomaly detection.Manyweakly/semi-supervised
anomaly detection methods assume the labeled training data are
clean, which can be vulnerable to noisy instances that are mistak-
enly labeled as an opposite class label. In such cases, we may use
unsupervised methods instead, but this fails to utilize the genuine
labeled data. Additionally, there often exists large-scale anomaly-
contaminated unlabeled data. Noise-resilient models can leverage
those unlabeled data for more accurate detection. Thus, the noise
here can be either mislabeled data or unlabeled anomalies. The
main challenge is that the amount of noises can differ signifi-
cantly from datasets and noisy instances may be irregularly dis-
tributed in the data space.

• CH5: Detection of complex anomalies.Most of existing methods
are for point anomalies, which cannot be used for conditional
anomaly and group anomaly, since they exhibit completely dif-
ferent behaviors from point anomalies. One main challenge here
is to incorporate the concept of conditional/group anomalies into
anomaly measures/models. Also, current methods mainly focus
on detect anomalies from single data sources, while many appli-
cations require the detection of anomalies with multiple hetero-
geneous data sources, e.g., multidimensional data, graph, image,
text, and audio data. One main challenge is that some anomalies
can be detected only when considering two or more data sources.

• CH6: Anomaly explanation. In many safety-critical domains
there may be some major risks if anomaly detection models
are directly used as black-box models. For example, the rare data
instances reported as anomalies may lead to possible algorithmic
bias against the minority groups presented in the data, such as
under-represented groups in fraud detection and crime detection
systems. An effective approach to mitigate this type of risk is
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to have anomaly explanation algorithms that provide straightfor-
ward clues about why a specific data instance is identified as
anomaly. Human experts can then look into and correct the bias.
Providing such explanation can be as important as detection ac-
curacy in some applications. However, most anomaly detection
studies focus on detection accuracy only, ignoring the capability
of providing explanation of the identified anomalies. To derive
anomaly explanation from specific detection methods is still a
largely unsolved problem, especially for complex models. De-
veloping inherently interpretable anomaly detection models is
also crucial, but it remains a main challenge to well balance the
model’s interpretability and effectiveness.

Autoencoders (Section 2.3.1.4) are one AI approach for detecting
anomalies. Using autoencoders for ehealth task described in this thesi,
assumes that a trained autoencoder learn the latent subspace of stan-
dard samples. Once trained, it result in a low reconstruction error for
traditional models and a high reconstruction error for anomalies.

Keeping track of in-home care parameters in chronological order
is essential when analysing health data. Since the sequentiality of the
recording is important in this domain, it helps reconstruct the patient’s
status more accurately.

Application-wise, LSTM autoencoders make the most sense. It com-
presses the data using an encoder and maintains its original structure
via a decoder.

2.3.1.3 Long Short Term Memory (LSTM)

This section presents LSTM, particularly important in analysing patients
in healthcare.

Learning to store information over extended time intervals via recur-
rent backpropagation takes a very long time, mostly due to insufficient,
decaying error back-flow. LSTM is a recurrent network architecture
in conjunction with an appropriate gradient-based learning algorithm.
Recurrent Neural Networks (RNNs) are networks in which connections
between nodes create cycles. Their great success is due to their ability
to find relationships between sequential data sets, such as the words
of a sentence or the value of a stock over time. LSTM is designed to
overcome these error back-flow problems.

Figure 2.2 represents an example 2 of an internal structure of an
LSTM. The structure of a generic recurrent neural network does not dif-

2 https://colah.github.io/posts/2015-08-Understanding-LSTMs/
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Figure 2.2: Internal structure of an LSTM.

fer significantly from a feed-forward neural network. It can be thought
of as multiple copies of the same network, each of which can ’pass a
message to its successor. The network’s output is influenced not only
by weights applied to the input as in a feed-forward network but also
by the hidden state the message passed, which depends on the context
of the previous inputs and outputs. Specifically, the output at step 𝑡 of
the sequence is given by tanh ( [ℎ𝑡−1, 𝑥𝑡]) where, [ℎ𝑡−1, 𝑥𝑡] indicates the
concatenation between the output at the step (𝑡-1)-𝑛 and the input at
step 𝑡. Thus, the same input may produce different outputs depending
on the previous inputs in the sequence.

To construct an architecture that allows for constant error flow
through special, self-connected units without the disadvantages of the
naive approach, we extend the constant error carrousel CEC embodied
by the self-connected, linear unit 𝑗 by introducing additional features.
A multiplicative input 𝑔𝑎𝑡𝑒𝑢𝑛𝑖𝑡 is introduced to protect the memory
contents stored in 𝑗 from perturbation by irrelevant inputs. Likewise, a
multiplicative 𝑜𝑢𝑡𝑝𝑢𝑡𝑔𝑎𝑡𝑒 unit is introduced which protects other units
from perturbation by currently irrelevant memory contents stored in 𝑗 .

The resulting, more complex unit is called a 𝑚𝑒𝑚𝑜𝑟𝑦𝑐𝑒𝑙𝑙 (Figure
2.3). The 𝑗-th memory cell is denoted 𝑐 𝑗 . Each memory cell is built
around a central linear unit with a fixed self-connection (the CEC).
In addition to 𝑛𝑒𝑡𝑐 𝑗 , 𝑐 𝑗 gets input from a multiplicative unit 𝑜𝑢𝑡 𝑗
(called 𝑜𝑢𝑡𝑝𝑢𝑡𝑔𝑎𝑡𝑒), and from another multiplicative unit 𝑖𝑛 𝑗 (called
𝑖𝑛𝑝𝑢𝑡𝑔𝑎𝑡𝑒). 𝑖𝑛 𝑗 ’s activation at time 𝑡 is denoted by 𝑦𝑖𝑛 𝑗 (𝑡), 𝑜𝑢𝑡 𝑗 ’s by
𝑦out 𝑗 (𝑡). In Equation 2.1 we have:

𝑦out 𝑗 (𝑡) = 𝑓out 𝑗

(
net out 𝑗

(𝑡)
)

; 𝑦𝑖𝑛 𝑗 (𝑡) = 𝑓in 𝑗

(
net in 𝑗

(𝑡)
)

(2.1)

where

netout 𝑗
(𝑡) =

∑︁
𝑢

𝑤out 𝑗𝑢𝑦
𝑢 (𝑡 − 1) (2.2)
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and

𝑛𝑛𝑒𝑡𝑖𝑛 𝑗 (𝑡) =
∑︁
𝑢

𝑤𝑖𝑛 𝑗𝑢𝑦
𝑢 (𝑡 − 1) (2.3)

We also have

𝑛𝑒𝑡𝑐 𝑗 (𝑡) =
∑︁
𝑢

𝑤𝑐 𝑗𝑢𝑦
𝑢 (𝑡 − 1) (2.4)

The summation indices 𝑢 may stand for input units, gate units, mem-
ory cells, or even conventional hidden units if there are any. All these
different types of units may convey useful information about the cur-
rent state of the net. For instance, an input gate (output gate) may use
inputs from other memory cells to decide whether to store (access)
certain information in its memory cell. There even may be recurrent
self-connections like 𝑤𝑐 𝑗𝑐 𝑗 . It is up to the user to define the network
topology. An example is represented in Figure 2.3. At time 𝑡, 𝑐 𝑗 ’s
output 𝑦𝑐 𝑗 (𝑡) is computed as in Equation 2.5:

𝑦𝑐 𝑗 (𝑡) = 𝑦𝑜𝑢𝑡 𝑗 (𝑡)ℎ
(
𝑠𝑐 𝑗 (𝑡)

)
(2.5)

where the internal state 𝑠𝑐 𝑗 (𝑡) is:

𝑠𝑐 𝑗 (0) = 0, 𝑠𝑐 𝑗 (𝑡) = 𝑠𝑐 𝑗 (𝑡 − 1) + 𝑦𝑖𝑛 𝑗 (𝑡)𝑔
(
net𝑐 𝑗 (𝑡)

)
for 𝑡 > 0 (2.6)

The differentiable function 𝑔 squashes 𝑛𝑒𝑡𝑐 𝑗 ; the differentiable func-
tion ℎ scales memory cell outputs computed from the internal state
𝑠𝑐 𝑗 .

why gate units? To avoid input weight conflicts, 𝑖𝑛 𝑗 controls the
error flow to memory cell 𝑐 𝑗 ’s input connections 𝑤𝑐 𝑗 𝑖. To cir-
cumvent 𝑐 𝑗 ’s output weight conflicts, 𝑜𝑢𝑡 𝑗 controls the error
flow from unit 𝑗 ’s output connections. In other words, the net
can use 𝑖𝑛 𝑗 to decide when to keep or override information in
memory cell 𝑐 𝑗 , and 𝑜𝑢𝑡 𝑗 to decide when to access memory cell
𝑐 𝑗 and when to prevent other units from being perturbed by 𝑐 𝑗
(as shown in Figure 2.3).

Error signals trapped within a memory cell’s CEC cannot change
- but different error signals flowing into the cell (at different times)
via its output gate may get superimposed. The output gate will
have to learn which errors to trap in its CEC, by appropriately
scaling them. The input gate will have to learn when to release



2.3 ai for identifying anomalies 23

Figure 2.3: Architecture of memory cell 𝑐 𝑗 (the box) and its gate units 𝑖𝑛 𝑗 ,
𝑜𝑢𝑡 𝑗 . The self-recurrent connection (with weight 1.0) indicates
feedback with a delay of 1 time step. It builds the basis of the
constant error carrousel (CEC). The gate units open and close
access to CEC.

errors, again by appropriately scaling them. Essentially, the mul-
tiplicative gate units open and close access to constant error flow
through CEC. Distributed output representations typically do re-
quire output gates. Not always are both gate types necessary,
though - one may be sufficient.

network topology. We use networks with one input layer, one
hidden layer, and one output layer. The (fully) self-connected
hidden layer contains memory cells and corresponding gate units
(for convenience, we refer to both memory cells and gate units
as being located in the hidden layer). The hidden layer may also
contain 𝑐𝑜𝑛𝑣𝑒𝑛𝑡𝑖𝑜𝑛𝑎𝑙 hidden units providing inputs to gate units
and memory cells. All units (except for gate units) in all layers
have directed connections (serve as inputs) to all units in the layer
above (or to all higher layers - Experiments 2a and 2b).

memory cell blocks. 𝑆memory cells sharing the same input gate
and the same output gate form a structure called a "memory
cell block of size 𝑆 ". Memory cell blocks facilitate information
storage - as with conventional neural nets, it is not so easy to
code a distributed input within a single cell. Since each mem-
ory cell block has as many gate units as a single memory cell
(namely two), the block architecture can be even slightly more
efficient (see paragraph "computational complexity"). A memory
cell block of size 1 is just a simple memory cell.

computational complexity. As with Mozer’s focused recurrent
backpropagation algorithm [78], only the derivatives

𝜕𝑠𝑐 𝑗
𝜕𝑤𝑖𝑡

need
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to be stored and updated. Hence the LSTM algorithm is very
efficient, with an excellent update complexity of𝑂 (𝑊), where𝑊
the number of weights. Hence, LSTM and BPTT for fully recur-
rent nets have the same update complexity per time step (while
RTRL’s is much worse). Unlike full BPTT, however, LSTM is
local in space and time: there is no need to store activation values
observed during sequence processing in a stack with potentially
unlimited size.

2.3.1.4 Autoencoder

This section details the operation of autoencoders [23]. It is a specific
type of a neural network, which is mainly designed to encode the input
into a compressed and meaningful representation, and then decode it
back such that the reconstructed input is similar as possible to the
original one.

Autoencoders have been first introduced in [112] as a neural network
that is trained to reconstruct its input. Their main purpose is learning in
an unsupervised manner an “informative” representation of the data that
can be used for various implications such as clustering. The problem,
as formally defined in [21], is to learn the functions 𝐴 : R𝑛 → R𝑝

(encoder) and 𝐵 : R𝑝 → R𝑛 (decoder) that satisfy the follow:

arg min
𝐴,𝐵

𝐸 [Δ(x, 𝐵 ◦ 𝐴(x)], (2.7)

where 𝐸 is the expectation over the distribution of 𝑥, and Δ is the
reconstruction loss function, which measures the distance between the
output of the decoder and the intput. The latter is usually set to be the
ℓ2-norm. Figure 2.4 provides an illustration of the autoencoder model.

Figure 2.4: An autoencoder example. The input image is encoded to a com-
pressed representation and then decoded.

In the most popular form of autoencoders, 𝐴 and 𝐵 are neural net-
works [141]. In the special case that 𝐴 and 𝐵 are linear operations,
we get a linear autoencoder [165]. In the case of linear autoencoder
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where we also drop the non-linear operations, the autoencoder would
achieve the same latent representation as Principal Component Analy-
sis (PCA) [136]. Therefore, an autoencoder is in fact a generalization of
PCA, where instead of finding a low dimensional hyperplane in which
the data lies, it is able to learn a non-linear manifold. Autoencoders may
be trained end-to-end or gradually layer by layer. In the latter case, they
are ”stacked” together, which leads to a deeper encoder. The various
types of existing autoencoders are described below.

regularized autoencoders. Since in training, one may just get
the identity operator for 𝐴 and 𝐵, which keeps the achieved repre-
sentation the same as the input, some additional regularization is
required. The most common option is to make the dimension of
the representation smaller than the input. This way, a bottleneck
is imposed. This option also directly serves the goal of getting
a low dimensional representation of the data. This representa-
tion can be used for purposes such as data compression, feature
extraction, etc. Its important to note that even if the bottleneck
is comprised of only one node, then overfitting is still possible
if the capacity of the encoder and the decoder is large enough
to encode each sample to an index. In cases where the size of
the hidden layer is equal or greater than the size of the input,
there is a risk that the encoder will simply learn the identity
function. To prevent it without creating a bottleneck (i.e. smaller
hidden layer) several options exists for regularization, which we
describe hereafter, that would enforce the autoencoder to learn
a different representation of the input. An important tradeoff in
autoencoders is the bias-variance tradeoff. On the one hand, we
want the architecure of the autoencoder to be able to reconstruct
the input well (i.e. reduce the reconstruction error). On the other
hand, we want the low representation to generalize to a meaning-
ful one. We now turn to describe different methods to tackle such
tradeoffs.

sparse autoencoders. One way to deal with this tradeoff is to
enforce sparsity on the hidden activations. This can be added on
top of the bottleneck enforcement, or instead of it. There are two
strategies to enforce the sparsity regularization. They are similar
to ordinary regularization, where they are applied on the activa-
tions instead of the weights. The first way to do so, is to apply
𝐿1 regularization, which is known to induce sparsity. Thus, the
autoencoder optimization objective is described in Equation 2.8:
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arg min
𝐴,𝐵

𝐸

[
Δ(x, 𝐵 ◦ 𝐴(x)] + 𝜆

∑︁
𝑖

|𝑎𝑖 | (2.8)

Where 𝑎1 is the activation at the 𝑖-th hidden layer and 𝑖 iterates
over all the hiddens activations. Another way to do so, is to use
the KL-divergence, which is a measure of the distance between
two probability distributions. Instead of tweaking the lambda pa-
rameter as in the 𝐿1 regularization, we can assume the activation
of each neuron acts as a Bernouli variable with probability 𝑝 and
tweak that probability. At each batch, the actual probability is
then measured, and the difference is calculated and applied as a
regularization factor. For each neuron 𝑗 , the calculated empirical
probability is 𝑝 𝑗 = 1

𝑚

∑
𝑖 𝑎𝑖 (𝑥), where 𝑖 iterates over the samples

in the batch. Thus the overall loss function would be represented
by the follows Equation:

arg min
𝐴,𝐵

𝐸

[
Δ(x, 𝐵 ◦ 𝐴(x)] +

∑︁
𝑗

𝐾𝐿
(
𝑝‖𝑝 𝑗

)
(2.9)

Where the regularization term in it aims at matching 𝑝 to 𝑝.

denoising autoencoders. Denoising autoencoders [168] can be
viewed either as a regularization option, or as robust autoencoders
which can be used for error correction. In these architectures, the
input is disrupted by some noise (e.g., additive white Gaussian
noise or erasures using Dropout) and the autoencoder is expected
to reconstruct the clean version of the input, as illustrated in
Figure 2.5.

Note: 𝑥 is a random variable, whose distribution is given by
𝐶𝜎 (𝑥 |𝑥). Two common options for 𝐶 are:

𝐶𝜎 (𝑥 |𝑥) = 𝑁 (𝑥,𝜎2𝐼), (2.10)

and

𝐶𝑝 (𝑥 |𝑥) = 𝛽 � 𝑥, 𝛽 ∼ 𝐵𝑒𝑟 (𝑝), (2.11)
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Figure 2.5: Example of denoising autoencoder. The disrupted input image is
encoded to a representation and then decoded.

Where � detnotes an element-wise (Hadamard) product. In the
first option, the variance parameter 𝜎 sets the impact of the
noise. In the second, the parameter 𝑝 sets the probability of a
value in 𝑥 not being nullified. A relationship between denoising
autoencoders with dropout to analog coding with erasures has
been shown in [22].

contractive autoencoders. In denoising autoencoders, the em-
phasis is on letting the encoder be resistant to some perturbations
of the input. In contractive autoencoders, the emphasis is on mak-
ing the feature extraction less sensitive to small perturbations, by
forcing the encoder to disregard changes in the input that are not
important for the reconstruction by the decoder. Thus, a penatly is
imposed on the Jacobian of the network. The Jacobian matrix of
the hidden layer ℎ consists of the derivative of each node ℎ 𝑗 with
respect to each value 𝑥𝑖 in the input 𝑥. Formally: 𝐽 𝑗𝑖 = ∇𝑥𝑖ℎ 𝑗 (𝑥𝑖)
In contractive autoencoders we try to minimize its L2 norm, such
that the overall optimization loss would be:

𝑎𝑟𝑔𝑚𝑖𝑛𝐴,𝐵𝐸 b𝛿(𝑥, 𝐵) ◦ 𝐴(𝑥)c + 𝜆 ‖ 𝐽𝐴 (𝑥)‖2
2 (2.12)

The reconstruction Loss Function and the Regularization Loss
actually pull the result towards opposite directions. By minimiz-
ing the squared Jacobian norm, all the latent representations of
the input tend to be more similar to each other, and by thus make
the reconstruction more difficult, since the differences between
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the representations are smaller. The main idea is that variations in
the latent representation that are not important for the reconstruc-
tions would be diminished by the regularization factor, while
important variations would remain because of their impact on
the reconstruction error.

variational autoencoders. A major improvement in the repre-
sentation capabilities of autoencoders has been achieved by the
Variational Autoencoders (VAE) model [98]. Following Varia-
tional Bayes (VB) Inference [30], VAE are generative models
that attempt to describe data generation through a probabilistic
distribution. Specifically, given an observed dataset 𝑋 = {𝑋}𝑖=1

𝑁

of𝑉 i.i.d samples, we assume a generative model for each datum
𝑥𝑖 conditioned on an unobserved random latent variable 𝑧𝑖 where
𝜃 are the parameters governing the generative distribution. This
generative model is also equivalent to a probabilistic decoder.
Symmetrically, we assume an approximate posterior distribution
over the latent variable 𝑧𝑖 given a datum 𝑥𝑖 denoted by recogni-
tion, which is equivalent a probabilistic encoder and governed
by the parameters 𝜙. Finally, we assume a prior distribution for
the latent variables 𝑧𝑖 denoted by 𝑝𝜃 (𝑧𝑖).
Figure 2.6 depicts the relationship described above. The pa-
rameters 𝜃 and 𝜙 are unknown and needs to learned from the
data. The observed latent variables 𝑧𝑖 can be interpreted as a
code given by the recognition model 𝑞𝜙 (𝑧 |𝑥). The marginal log-
likelihood is expressed as a sum over the individual data points:
𝑙𝑜𝑔𝑝𝜃 (𝑥1, 𝑥2, ..., 𝑥𝑁 ) =

∑
𝑖=1

𝑁 𝑙𝑜𝑔𝑝𝜃 (𝑥𝑖) and each point can be
rewritten as:

𝑙𝑜𝑔𝑝𝜃 (𝑥𝑖) = 𝐷𝐾𝐿𝑞𝜙 (𝑧 | 𝑥𝑖) ‖ 𝑝𝜃 (𝑧 | 𝑥𝑖) + 𝐿 (𝜃, 𝜙; 𝑥𝑖) (2.13)

where the first term is the Kullback-Leibler divergence of the
approximate recognition model from the true posterior and the
second term is called the variational lower bound on the marginal
likelihood.

2.3.1.5 LSTM Autoencoder

Long Short-Term Memory, or LSTM, networks are recurrent neural
networks that can support sequences of input data. Their internal mem-
ory enables them to remember or use information across long input
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Figure 2.6: A Graphical Representatin of VAE.

sequences as well as to learn complex dynamics within their temporal
orderings. LSTM networks can be structured so they can be used to
support variable length input sequences as well as predict or output
variable length output sequences in an Encoder-Decoder LSTM archi-
tecture.

LSTM has been widely used in many fields and achieved great suc-
cess, such as in music generation, image caption, speech recognition
and machine translation. LSTM improves the hidden-layer cell on the
basis of RNN. The improvement of cell can make up for the gradi-
ent disappearance problem of RNN. LSTM adds some memory units,
including forget gate, input gate and output gate. The memory units
can further control the data and decide which should be retained and
which should be deleted. The dimensionality of the data is reduced. The
acquired characteristics are taken as a part of the input data of the predic-
tion network. In this way, the data dimension is not increased too much.

Using an LSTM autoencoder, we present in Section 4.2 an approach
to detect whether data transmitted via wearable devices are compro-
mised.

2.4 process mining for detecting anomalies

New frontiers of healthcare delve deeper into eHealth practices, lead-
ing to any diagnostic, therapeutic, or social support service provided at
home. In fact, home care, when used appropriately, reduces hospitaliza-
tion and nursing home use without compromising medical outcomes.
Furthermore, patients generally prefer to remain in a familiar environ-
ment. The medical support of home care services honors that prefer-
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ence. Home care includes the use of medical equipment, telemedicine
monitoring, and portable diagnostic tools. The technology-intensive
services range from the simple recording of vital parameters to the
more complex management of the entire therapeutic path.

In this context, healthcare related to remote clinical decision-making
can be considered a critical operation. Situation Awareness (SA) [147]
deals with this decision process to maintain and understand what is hap-
pening in a specific situation and leverage this information to avoid or
mitigate eventual risks. Today, the IoT has evolved due to the advanced
interconnectivity of hardware devices equipped with sensors and actu-
ators. With the advent of IoT in healthcare, many low-cost devices are
used to monitor a patient’s health status remotely. IoT has been widely
adopted for both in-home and in-hospital care. Therefore, it is possi-
ble to achieve a situation-aware IoT smart home/health environment
by: (i) provisioning sensed data to enable monitoring of these environ-
ments, (ii) detecting situations based on recorded event logs, and (iii)
triggering an action based on the recognized situations. Specifically, a
situation-aware system in eHealth allows personalizing the therapeutic
path for every patient, considering the biological characteristics of the
pathology, the aspects of the clinical history, and the living environ-
ment.

The complexity and rise of data in the healthcare sector mean that AI
will increasingly be applied within the field, potentially transforming
many aspects of patient care and administrative processes. Inherently,
specific AI sub-fields such as ML, Deep Learning (DL), Natural Lan-
guage Processing (NLP), and Process Mining enable healthcare stake-
holders and medical professionals to identify healthcare needs and
solutions faster and more accurately. This using computational models
to make informed medical or business decisions quickly. In particular,
process mining for healthcare is an appropriate method for extracting
information from event logs that are scattered throughout the health
system and for defining workflows to be analyzed.

In more recent times, the healthcare industry may be revolution-
ized by edge-enabled AI, where a series of embedded sensors and IoT
devices interconnect to provide diverse intelligent services for the well-
being of in-home patients. As Edge AI technology continues to mature,
it is increasingly being included in healthcare decision making, as AI is
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now a key use case for edge computing and edge is a significant enabler
for AI.

2.4.1 Process Mining

The increasing adoption of Hospital Information Systems (HISs) and
Electronic Health Records (EHRs), together with the recent IoT ad-
vancements, are allowing smart homes and hospitals to measure a va-
riety of patient- and process related data. Specifically, process mining
has emerged as a suitable approach to analyze, discover, improve and
manage real-life and complex processes, by extracting knowledge from
event logs. In particular, healthcare processes are renowned as complex,
flexible, multidisciplinary and ad-hoc, and, thus, they are difficult to
manage and analyze with traditional model-driven techniques [55].

Process mining techniques have been used for various use cases
within the healthcare domain. Examples include discovering the actual
order of activities in a patient’s treatment trajectory [57], evaluating the
extent to which clinical guidelines have been followed [174], and pre-
dicting patient outcome based on how the treatment is performed [114].

Starting point for process mining is an event log. All process mining
techniques assume that it is possible to sequentially record events such
that each event refers to an activity (i.e., a well-defined step in some
process) and is related to a particular case (i.e., a specific execution
of activities in a determined order). Case traces are lists of events as-
sociated to steps. A workflow (or process model) is therefore a formal
specification of how an activity sequence can be composed and can
end in a valid process. A process consists of a suitable combination of
different tasks performed by agents. A task is a generic piece of work to
be executed. In particular, an existing process model can be compared
with an event log of the same process. Conformance Checking [120,
122, 162] is a specific process mining technique that can be used to
check if reality, as recorded in the log, conforms to the model and vice
versa. Hence, conformance checking techniques need an event log and a
model as input. The output consists of diagnostic information showing
differences and commonalities between model and log. In other words,
it evaluates how well an event log that records the actual executions
matches the model.
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The mining process allows automatic discovery of a process model
from event logs which provides insight into it and enables various types
of model-based analysis. Many diverse model specification techniques
have been proposed, e.g. Petri net [133], BPMN [171], UML function
diagrams [109]. Petri net is widely used in process mining as a basis
for validation. It can be described as a graphical method of the formal
definition of logical interaction between components or the flow of
activities in a complex system. Petri net is particularly well suited for
modelling concurrency and conflict, sequencing, conditional branch
and looping, synchronization, limited resource allocation, and mutual
exclusion. The log of a series of events will refer as a task. When the
task is executed a token is produced at the start state, then when an event
is executed if an edge with the same name is enabled (that is to say
there is a token on the preceding state) then the token is consumed and
one produced at each connected state. The fact that an edge may lead to
more than one state allows for parallel execution. If there is no enabled
edge matching the event then one which has the same name is chosen
at random and the same process is followed, without the consumption.

2.4.2 Petri Net

Petri nets are the oldest process modeling language, introduced in 1962
by Carl Adam Petri [134], a helpful abstract model for representing
the dynamics of a system characterized by synchronous and concurrent
activities (activities that can be performed in parallel). A Petri net is
a graph bipartite, oriented and weighted graph composed of places,
transitions, and arcs connecting them. Input arcs connect places to tran-
sitions, while output arcs connect changes to locations. The structure of
the network is static, but tokens can flow through the network; in fact,
the state of a Petri net is determined by the distribution of tickets on the
places, which indicates the Petri net’s marking. Marking refers to the
fact that each place contains a non-negative integer number negative
integer number of tokens, defines the state of the network, and allows
its evolution.

A Petri net is defined by a quadruple PN = {P, T, Pre, Post} where 𝑃
is the finite set of places, 𝑇 is the finite set of transitions, 𝑃𝑟𝑒 is a pre-
incidence matrix specifying the arcs directed from places to transitions,
and 𝑃𝑜𝑠𝑡 is a post-incidence matrix specifying the arcs directed from
transitions to places. With Petri nets, it is possible to represent and
describe a process. Still, it is also possible to follow the evolution of
the process, visualising the state the network is in at a particular instant
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in a specific instant in a dynamic manner. The state of a Petri net is
graphically represented by placing the tokens in places, allowing the
status of the operations carried out in the process. The presence of
tokens in the areas indicates the availability of the resource in question.
The "firing rule defines the dynamic behavior of a Petri net," i.e., a
transition is enabled if all places before the transition (pre-set) contain
several tokens at least equal to the weight of the arc connecting them
to the transition. The firing of a transition causes the removal from
each place in the pre-set and the addition of several tokens at areas
downstream of the transition (post-set) equal to the weight of the arcs
connecting the transition to these places.

Figure 2.7: Example of shooting a transition.

Fundamental structures of a Petri net, useful for modeling systems:

• Sequence: represented as a succession of places and transitions.
Two transitions, t0 and 𝑡, are said to be in sequence if 𝑡0 precedes
𝑡1.

Figure 2.8: Example of transitions in sequence.

• Parallelism: one event triggers and enables different events si-
multaneously, and then it is decided first to trigger.

Figure 2.9: Example of parallel transitions.
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Figure 2.10: Example of a choice situation.

• Choice: as opposed to parallelism, where everyone can shoot,
with the choice, I can only enable one, and there is a different
evolution depending on the event that is triggered.

• Synchronisation: transitions without shared input posts, all en-
abled and followed by output posts that are also input posts for a
change common.

Figure 2.11: Example of synchronous transitions.

Petri Net Properties. The basic properties of Petri nets are the following.
They are called behavioural properties as they depend on the structure
of the network and the initial marking:

• Reachability: indicates the possibility of obtaining a given mark-
ing, i.e., a specific state, from another marking. A marking 𝑀 is
said to be reachable from a marking 𝑀0 if at least one sequence
of transitions exists, triggering them from 𝑀 results in 𝑀0;

• Restrictedness: a place in a Petri net is said to be 𝑘-restricted if
in all the markings reached by the network, the number of tokens
present in the area never exceeds a set value, 𝑘;
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• Reversibility: a Petri net with initial marking 𝑀0 is said to be
reversible if for each marking 𝑀 reachable from 𝑀0, 𝑀0 is reach-
able from 𝑀; therefore, if from each marking, it is possible to
return to the initial marking 𝑀0;

• Conservative: a marked Petri net is strictly conservative if, for
each reachable marking, the net’s number of tokens does not
vary;

• Aliveness: a transition t is said to be alive if and only if starting
from any marking of the graph, I succeed in turning 𝑡 on.

The using of Petri nets have the following advantages:

• The graphical representationis very compact and concise, allow-
ing an easier understanding of the evolution and functioning of
the system;

• Are mathematical models, and this allows the analysis of the
network using linear algebra;

• They use a modular representation; in fact, each part of the system
can be considered as an independent subsystem, and it is possible
to analyse independently of the others;

• Are easy to analyse activities that take place simultaneously.

2.4.3 Process Mining Techniques

One of the fundamental aspects of process mining is the emphasis
placed on establishing a relationship between the process model and the
reality contained in the event log. To describe this type of relationship,
the terms play-out, play-in, and replay are detailed:

• Play-out: refers to the classic use of process models, i.e., given
a Petri net, it is possible to generate behaviour. It can be used for
analysis and business process realisation, as it allows business
processes to be executed using executable process models. The
main idea of simulation is to run a model and collect statistics
and confidence intervals repeatedly.

• Play-in: is the opposite of play-out, i.e., the example behavior
recorded in the logs is taken as input, and the aim is to automati-
cally build a model based on the recorded data. The 𝛼-algorithm
or other process discovery approaches are examples of play-in
techniques.
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Figure 2.12: Example of Play-out relation.

Figure 2.13: Example of Play-in relation.

• Replay: uses an event log and a process model as input. The event
log is ’replayed’ on the process model to check conformity, i.e.,
discrepancies between the event log and the model. With the log
replay, it is possible to see which parts of the model are executed
frequently, allowing bottlenecks to be identified. Furthermore,
predictive models can be built, i.e., predictions can be made
for different states of the model. Replay is not only limited to
recorded event data, but it is also possible to replay partial traces
of events still in progress. Partial traces of events still in execution
to detect deviations during process execution.

Figure 2.14: Example of Replay relation.

Process mining techniques can be divided into:

• Process discovery: takes a log of events as input and produces
a model based on the recorded data. In the following, we will
analyse some of the most widely used algorithms for process
pattern discovery.

• Conformance checking: a process model, discovered through pro-
cess discovery or pre-existing, is compared with the information
in an event log. This makes it possible to check whether what is
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happening in reality, hence the information contained in the logs,
conforms to the model and vice versa.

• Enhancement: the idea is to extend or improve an existing pro-
cess model by using process-related information stored in the
logs. Unlike conformance checking, which measures how well a
model is aligned with reality, enhancement aims at extending the
existing model, showing, for example, bottlenecks, throughput
times productivity, and frequencies, by using timestamps stored
in the event log.

Section 4.3 presents a method for identifying when a patient’s treat-
ment differs from that prescribed by their doctor using Process Mining
techniques.

2.5 explainable security

Keeping information, data, processes, software, protocols, computers,
networks, and systems secure is notoriously challenging (and often
intractable). Security is a challenge. Achieving, reasoning about, apply-
ing, understanding, and teaching it is difficult. It is difficult to explain.

A new program called eXplainable Artificial Intelligence (XAI) was
launched in 2017 by the Defense Advanced Research Projects Agency
(DARPA). An emerging generation of AI systems can be understood,
appropriately trusted, and effectively managed through AI techniques.
Some research on explainable AI had already been published before
DARPA’s program but XAI encouraged a large number of researchers
to take up this challenge. In the last couple of years, several publica-
tions have appeared that investigate how to explain the different areas
of AI, such as machine learning [64], recommender systems [118],
robotics and autonomous systems [152], constraint reasoning [67] and
planning [66].

In [135], Pieters investigates the relation between explanation and
trust, focusing in particular on expert systems and e-voting systems.
Pieters observes that:

"In artificial intelligence, explanations are usually provided by the
system itself. In information security, explanations are provided by the
designers. Nonetheless, in both artificial intelligence and information
security, the role of explanations consists for a major part of acquiring
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and maintaining the trust of the user of the system."

He discusses how explanations are required for trust:

"Here, the question is how it is possible to communicate the analysis
that experts have made of a security-sensitive system to the public. Why
is it secure? Or, more appropriately: How is it secure?"

Explanations are thus:

"thought to bridge the gap between ‘actual security’ and ‘perceived
security’."

Pieters also discusses two main goals that an explanation may have:
transparency (e.g., to allow users to understand what the designers
have done to protect them) and justification (e.g., offering reasons for
an action). He contrasts explanation-for-trust (i.e., explanation of how
a system works, by revealing details of its internal operations) with
explanation-for-confidence (i.e., explanation to make the user feel com-
fortable in using the system, by providing information on its external
communications).

Developers, analysts, users, and attackers are among the stakehold-
ers involved in XSec, which is multifaceted in nature (as reasoning is
required about system models, threat models, properties of security,
privacy, and trust, as well as concrete attacks, vulnerabilities, and coun-
termeasures).

As a result, XSec is an exciting new paradigm that requires a full-
scale and heterogeneous research program.

Vigano [167] defines a roadmap that identifies several possible re-
search directions. To describe the challenges of XSec and how they
could be tackled, we discussing the “Six Ws” of XSec summarized in
Figure 2.15: Who? What? Where? When? Why? and How?

• Who?
Consider a generic system, where we use here “system” to refer to
a generic process, software, protocol, computer, network, cyber-
physical system, critical infrastructure, etc. that processes infor-
mation/data whose security must be protected, where “security”
similarly generically refers to one or more of the security prop-
erties of interest, including confidentiality, integrity, availability,
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Figure 2.15: The Six Ws of Explainable Security.

authentication, authorization, nonrepudiation, accountability, un-
observability, privacy, etc.

The dramatis personae of XSec are:

– the designer (and/or developer) of the system, who has de-
signed (and/or developed) the system to guarantee a number
of specified security properties;

– the user (and/or client) of the system, who can typically
be assumed to be an honest non-expert who might commit
mistakes that make the system vulnerable;

– the attacker (or more attackers) of the system, who searches
for and exploits vulnerabilities of the system for reasons or
profit, fame, reward, etc.;

– the analyst of the system, who carries out a semi-formal or
formal analysis of the system at design time (or based on
the specification of a deployed system) or tests the system at
runtime (e.g., using penetration testing, vulnerability-based
testing or model-based testing);

– the defender of the system, who attempts to protect the
system, e.g., by monitoring the activities of the system and
reacting to the attacker’s actions.

For some situations, the recipient of the explanation will be an agent
rather than a human, and we can then contrast internal explanations
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(designed for software agents) and external explanations (designed for
humans, which is what XAI research typically focuses on). Some of
the above roles might actually be played by the same “principal” (agent
or human), as the designer might for instance act also as analyst or
defender, the analyst might also provide immediate defense and the
attacker might be a user of the system. The literature is full of examples
of vulnerabilities caused by mistakes by designers or users, along with
details of the corresponding attacks. Some of these attacks could have
been prevented by better explanations. In fact, all of these roles might
require explanations or need to act as explainer, For instance:

• a designer and/or an analyst might need to explain to the user
how to interact with the system, why the system is secure and
why it carries out a particular action;

• a user or client might need to explain to the designer or the ana-
lyst how he expects the system to behave and how they typically
interact with the system, to allow the designer to elicit the re-
quirements for building the system in the first place and to allow
the analyst to validate the security of user interactions;

• an attacker might need to explain the attack strategy to his ac-
complices so that they can attack in coordination, or he might
have used a complex penetration testing tool to test the system
for vulnerabilities and now needs the tool to explain to him the
attack trace (or attack plan or strategy) that has been identified
so that he can carry out the attack for real;

• an analyst might need to explain to the designer how to improve
the system’s security or to the defender how and what to defend;

• a defender might similarly need to understand possible attack
traces in order to take action against them as well as explain
to the users how they should behave to protect the system and
themselves.

In addition to this, it is also necessary to tackle the research question
of what actually constitutes a good (and secure) explanation, as we
discuss in more detail in the following sections. Before we do so, let us
consider a concrete example that arises from the observation that when
dealing with sensitive data, classical authentication solutions based
on username and password pairs are not enough. The General Data
Protection Regulation (GDPR) [126] mandates that specific security
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measures must be implemented, including multi-factor authentication
(MFA), an authentication solution that aims to augment the security of
the basic username and password authentication by exploiting two or
more authentication factors.

In [European Central Bank, 2014], MFA is for instance defined as:

“a procedure based on the use of two or more of the following
elements — categorised as knowledge, ownership and inherence: i)
something only the user knows, e.g., static password, code, personal
identification number; ii) something only the user possesses, e.g., token,
smart card, mobile phone; iii) something the user is, e.g. a biometric
characteristic, such as a fingerprint. In addition, the elements selected
must be mutually independent [...] at least one of the elements should
be non-reusable and non-replicable”.

The underlying idea is that the more factors are used during the
authentication process, the more confidence a service has that the user
is correctly identified. This is the basic explanation provided by the
designer to the user to justify a more involved authentication that the
user might perceive as cumbersome. However, the user might also
need to be told that choosing a weak password is a bad idea even in the
case of MFA. Two attacker accomplices who carry out a coordinated
attack against the two components of MFA might need to explain
their sub-attack to each other to ensure their ultimate success. The
analyst who has discovered an attack to the MFA system might need
to explain to the designer why the attack succeeded and how to patch
it. The analyst/defender might also need to explain to the users why
they should, e.g., abandon the use of one of the elements they had been
using so far and switch to using another pair of elements; for instance,
because the new password that a user has chosen is too weak and thus
easily guessable, or because the device on which the user is trying to
authenticate does not include a biometric reader. There are thus many
things to explain by/to many different stakeholders, which is one of the
main reasons why XSec, even in the case of a relatively simple example
such as MFA, is a challenging endeavor.

• What?
It is not enough to explain the system in a generic way. First of
all, the different stakeholders will need explanations at different
levels of detail and with different aims:

– designers/developers will need an explanation of the desider-
ata of the client that is detailed enough for them to be able



42 intelligent ambient assisted living (aal) for safe patient monitoring

to realize the system in a satisfactory and secure way (e.g.,
if the client wants a system that replaces passwords with
face recognition);

– non-expert users will need an explanation that increases
their confidence and trust, and that also teaches them how
to use the system correctly and securely (e.g., if passcodes
are used as back-up in case face recognition fails as in the
iPhone X, then the user should be made aware that the
passcode ought to be strong enough and not guessable such
as a date of birth or a phone number, since otherwise an
attacker who steals the iPhone X will obviously fail face
recognition but the iPhone X will allow him to get access
by guessing the passcode);

– analysts will need access to the system’s specification or to
the system’s code in order to be able to create a model to
analyze or to be able to generate and execute test cases;

– designers/developers/defenders will need an explanation of
a vulnerability and related attacks in order to implement
patches or defenses;

– attackers will need an explanation of how to exploit possible
vulnerabilities, of why their attacks failed and of the impli-
cations of new security techniques on their attack strategies.

Second, several different “things” will need to be explained, in-
cluding:

– the system and the system model used for design, implemen-
tation and analysis, e.g., the model of how MFA actually
works;

– the security properties that the system should guarantee.
e.g., the authentication provided by MFA can be used as
a basis to provide authorization, integrity, confidentiality,
non-repudiation and so on;

– the threat model that has been considered by designers, de-
velopers and analysts, highlighting, in particular, the fact
that a system might be secure against one threat model but
insecure against another (e.g., a system might be secure
against an outside attacker but insecure against insider at-
tacks) or the fact that the successful MFA of a user won’t
prevent the system from being attacked when that user turns
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out to be malignant and reveals, say, trade secrets of the
company he works for;

– the actual vulnerability and related attack that has been dis-
covered will need to be explained to the attacker (especially
when the attacker used a tool to search for an attack and
now needs to carry out it concretely), along with the costs
and benefits of the attack;

– the possible countermeasures for the discovered vulnerabil-
ity and related attack will need to be explained (along with
the vulnerability and the attack) to the honest stakeholders
who will need to understand the attack’s impact, its risk and
the mitigation strategies.

To that end, it will be helpful to answer a number of questions,
including:

– What is actually secure? Which parts of the system? Which
security properties are guaranteed and for how long? (For
instance, authentication is typically granted for a session,
which expires after some amount of time.) Which features
are insecure and why and how can they be attacked? Are
there different levels of security (e.g., for users with different
rights)?

– What is the threat model considered? Does it include insid-
ers and outsiders? Who are the potential attackers and what
do they want? Why do they want it?

– How does the attack look like and how “difficult” is it? How
expensive is it? (It does not make sense to use a one million
dollar machine to mount an attack with a loot of a few thou-
sand dollars.) How long will the attack take? (If students
try to steal the questions of their next exam but their attack
takes so long that they get hold of the questions only after
the exam has been given by the professors, then there is actu-
ally no point.) This requires reasoning quantitatively about
the economics of the attack (including costs, performance,
time) but also about the trade-off between attacking and the
risk of being discovered.

– Under which assumptions and conditions is the system as-
sumed to be operating securely or has been proved to be
secure? For instance, many security analyses (e.g., of pro-
tocols or web applications) typically assume a Dolev-Yao-
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style attacker [58] who controls the network but cannot
break cryptography, which is quite a strong assumption to
make as cryptography might indeed be broken (by classical
computers and even more so by quantum computers if and
when they will be realized in their full capacity); on the other
hand, relaxing this assumption and considering an attacker
who might be able to break cryptography typically compli-
cates the analysis (the problem is undecidable anyway) and
the ability of an analyst to prove security guarantees.

– What are the legal implications of the explanation? Is the
explanation “binding”? This would require, for instance,
explaining how the system works and what is expected of the
user, possibly including a digital signature to acknowledge
the receipt and understanding of the explanation. In case of
an attack, this would also require explaining what happened
and why, and what countermeasures can be taken (and by
whom).

• Where?
We have already addressed the question of which “parts” of the
system need to be explained in the “What?” section. Now we
focus briefly on the question of where the explanations should be
made available. A number of different options are available here,
including the following four main ones:

– One could include the explanations to the users as part of
the security/privacy policy, but it is well known that users
typically ignore the policy and scroll down as quickly as
possible so that they can get on with their interaction with
the system.

– One could completely detach the explanation from the sys-
tem, e.g., by making it available on a different webpage, but
it is unclear to us if and how the relevant stakeholders will
be made aware of where to find the explanation and whether
they will decide to trust it.

– One could consider a sort of explainable security as a ser-
vice, where stakeholders interact with an expert system to
obtain and/or provide explanations.

– One could proceed in the style of proof-carrying code [123],
“appending” a possibly digitally signed explanation to the
system to achieve a security explanation-carrying-system.
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We believe that this is the most promising direction, but it
will of course require considerable work to protect the expla-
nation from attacks and actually explain to the stakeholder
how they can access it and make use of it.

• When?
We want Explainable Security and we want it now. Jokes aside,
the many vulnerabilities that are reported daily, including some
of our most widespread and supposedly secure systems (consider,
e.g., recent attacks against: TLS; PGP; processors; dropbox, one
drive, iCloud and other cloud systems; biometric authentication
systems; e-commerce and e-banking systems; e-voting systems,
etc.), are witness to the fact that security is indeed difficult to
achieve (which is why security has been and still is one of the
hottest research topics) but also that in many cases security sys-
tems are difficult to explain to the different stakeholders.

We need to explain security when the system is:

– designed;

– implemented;

– deployed and installed;

– used;

– analyzed;

– attacked;

– defended;

– modified.

and possibly even when the system is decommissioned and re-
placed, so that the different stakeholders understand why this
decision was taken and how the new system will improve over
the old one.

In particular, explanations will need to be defined and provided
at design time (when the system is developed) but also at runtime
(when the system is running). For the runtime case, think, e.g., of
a critical system, critical infrastructure or cyber physical system
such as a nuclear power plant in which a supervisor is in charge of
setting high/low security levels and of intervening in the case of
an ongoing attack to estimate the success chances of the attack,
understand its impact on the system and adopt possible coun-
termeasures (see, e.g., [101]). The attack could have disastrous
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consequences (e.g., manipulating the SCADA and PLC systems
of a power plant as the Stuxnet Worm [63]) or (appear to) be
non-threatening as it manipulates sensors and actuators of the
system but without bringing them outside of their tolerance zone
so that the supervisor actually decides not to intervene.

• Why?
This is easiest question to answer: because all the different stake-
holders of a system want it to be secure (well, with the exception
of the attacker, of course). Explanations will help increase con-
fidence, trust, transparency, usability and concrete usage (in the
sense that users will be more keen to adopt the system), account-
ability, verifiability and testability.

• How?
As we already remarked above, the different stakeholders will
need explanations at different levels of detail and with different
aims, and these explanations will need to be comprehensible,
timely and accurate (among other properties). The explanations
will need to be written in a language (and with a description
strategy) suitable for the intended audience, including:

– natural language (used to produce informal but possibly
structured text written in English or any other language
understandable by the audience);

– graphical languages such as explanation trees, attack trees,
attack-defense trees, attack graphs, attack patterns, message-
sequence charts, use case diagrams ...;

– formal languages including proofs and plans;

– games that have been produced as the result of a gamifica-
tion process to teach users how to interact with a system
(although one could actually object that such games of-
ten provide for some “unconscious learning” in which the
user learns how to interact but without really understanding
why).

It should also be investigated whether one learns more by seeing
a proof of the security of the system or by being shown an attack
against an insecure system. Both are of course useful, but they explain
different things in a different way, and they can both be traced back to
the question asked by [135] of “how it is possible to communicate the
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analysis that experts have made of a security-sensitive system to the
public”.

It will also be necessary to evaluate security explanations originat-
ing from applications of XAI and other areas of computer science,
and possibly even social sciences, psychology and other disciplines.
Careful subject studies will need to be designed to assess measure-
ment categories such as: a priori measures of explanation quality, user
satisfaction, mental model understanding, and user-machine task per-
formance.

Moreover, the explanation processes will themselves have to be de-
signed properly, tested thoroughly and deployed correctly, and it will be
useful to investigate the trade-off between such explanation processes
and the security threats. We expect that many of the How? questions
posed in the specific case of security will actually be answerable by
suitably adapting and extending the techniques and tools that have been
and are being developed for XAI. Still, we conclude the discussion of
the Ws by considering again the claim that we made above that XSec
has unique and complex characteristics, and is more challenging than
the pioneering research on explanations in security [24]. Let us illus-
trate this by an example that shows that XSec calls for proper extensions
of the research on XAI and for novel investigations.

In Explainable Planning, one of the questions the planner should an-
swer is why things cannot be done and why and how one needs to replan.
Similarly, is the relational database system provides the principal with a
concise explanation of why the query was rejected and what additional
permissions the principal would need to be granted for a successful
execution. If one considers a more general security system, however,
such an explanation might make the system less secure. This is because
the explanation itself might reveal security-sensitive information. For
instance, the attacker might not know whether a certain person is in-
deed a user of the system: trying to login pretending to be that user and
being told that the user does not exist, or that the password is wrong, or
that the user needs more privileges to be able to carry out some specific
action already constitutes a leak of information. 2 Hence, explanations
need to be “relativized” and in some cases made less “powerful” by
withholding certain details. But a less powerful explanation is essen-
tially an incomplete explanation, which will be ignored or not fully
achieve its purpose. The quest for a reasonable trade-off thus makes
XSec particularly challenging.
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OUTLINE
The EU Cybersecurity Act introduces cybersecurity certification frame-
work for ICT products, services and processes.

Following ENISA’s Common Criteria based European candidate cy-
bersecurity certification scheme (EUCC), we provide the Security Prob-
lem and identify Security Requirementsof a healthcare specific product
through a Protection Profile.

We consult ENISA’s reports to identify the most impactful assets
in healthcare that should be prioritized for certification. We select a
sub-category system of Clinical Information Systems, such as PACS for
Protection Profile.

Based on five use-cases of PACS, we define the Security Problem (as-
sumptions, organizational security policies, threats) and we elaborate
the Security Objectives.

In addition, we conduct a sector specific analysis of challenges and
threats in healthcare sector to supplement the PACS specific threats.
We detail Security Objectives from the Cybersecurity Act, and we offer
a combination of these two elements, the broader scope of threats and
objectives, as a baseline for future Protection Profiles of healthcare
specific products.

We further provide PACS specific Security Functional Requirements,
and we conclude with a guideline for selecting suitable Security Assur-
ance Requirements.

Part of the content of this chapter has been presented in the papers [48,
80].

3.1 need of protecting the healthcare sector

The devastating effects of WannaCry [41, 94, 161] in 2017 crippled
nearly two million unique devices worldwide [144]. The hardest hit
was theUK’s national healthcare infrastructure, completely locking out
users and disrupting systems of nearly 80 healthcare facilities. Among
the effected systems were acute medical units [116]. In 2020 one pa-
tient seeking emergency treatment for a life-threatening condition died

48
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in Düsseldorf as the systems were paralyzed by a ransomware [45, 70].
Although, the German Federal Office for Information Security warned
earlier in January about the critical vulnerability (CVE-2019-19781)
for the US software manufacturer Citrix 1, 2, that very vulnerability was
exploited in the Düsseldorf University Hospital.

Whilst the healthcare sector has been listed in the EU Commission’s
tentative list of Critical Infrastructure since 2005 3, a strong motivation
for establishing a level of security within the EU materializes with
the Directive on security of network and information systems (NIS Di-
rective)4 and the EU Cybersecurity Act 5. These two regulatory acts
substantially contribute to molding of the cybersecurity resilience in
the EU, particularly their relevance is timely for essential services pro-
vided in healthcare.

The EU Cybersecurity Act [137] with the help of European Union
Agency for Cybersecurity (ENISA) 6 will operationalize sector specific
certification scheme(s). This EU certification framework concentrates
on ICT products, services, and processes.

Following the EUCC scheme by ENISA 7, our work concentrates on
offering an approach for a sector specific candidate certification scheme
for the healthcare sector products.

1 https://www.bsi.bund.de/DE/Presse/Pressemitteilungen/Presse2020/
Citrix_Schwachstelle_160120.html

2 https://support.citrix.com/article/CTX267027
3 “Green Paper on a European programme for critical infrastructure protection | EUR-

Lex - 52005DC0576,” EU Commission, 17-Nov2005. [Online]. Available: https://eur-
lex.europa.eu/legalcontent/EN/TXT/?uri=celex%3A52005DC0576.

4 “The Directive on security of network and information systems (NIS Direc-
tive),” the European Parliament and the Council, 06-Jul-2016. [Online]. Avail-
able: https://ec.europa.eu/digital-singlemarket/en/network-and-information-security-
nis-directive.

5 “Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April
2019 on ENISA (the European Union Agency for Cybersecurity) and on information
and communications technology cybersecurity certification and repealing Regulation
(EU) No 52,” the European Parliament and the Council, 17-Apr-2019. [Online].
Available: https://eur-lex.europa.eu/eli/reg/2019/881/oj

6 https://www.enisa.europa.eu/
7 “Cybersecurity Certification: EUCC Candidate Scheme,” European

Union Agency for Cybersecurity (ENISA), 02-Jul-2020. [Online].
Available:https://www.enisa.europa.eu/publications/cybersecuritycertification-
eucc-candidate-scheme
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In this chapter, we combine a top-down and bottom-up approach to
define a Security Problem and to unveil a predefined bucket of Threats
and Security Objectives for a healthcare system that can serve as a basis
for a healthcare product certification scheme. In addition, we explain
how to select suitable Security Assurance Requirements.

3.2 challenges and opportunities of certification

Certification of a product, service and a process is a formal evaluation by
an independent and accredited body against a defined set of evaluation
criteria standards with a final output of issuing a certificate indicating
conformance 8.

To build confidence and increase trust in security of product in the
EU’s internal market, cybersecurity certification is one step forward
towards achieving that goal. A major contributing legal act to enforce
the roll out of cybersecurity certification EU-wide is the Cybersecurity
Act 9, which is not the silver bullet but a steppingstone that introduces
a framework upon which certification scheme(s) for different sectors
should be built.

The EU Cybersecurity Act establishes the framework for the cyber-
security certification of ICT products, services, and processes.

A Cybersecurity Certification Scheme is defined as:

Definition 4. “The comprehensive set of rules, technical requirements,
standards and procedures defined at EU level applying to products or
services falling under the scope of the specific scheme”.

Afterwards, ENISA applied the Cybersecurity Act to release the
first EU scheme specifically for ICT products 10. Next expected step
is to provide sector specific certification scheme for products based
on the general EU certification scheme. On this path, however, one of
the challenges is to elaborate the building blocks of a sector specific
cybersecurity certification scheme that has the right level of abstraction
and universal applicability so that it can be utilized for multiple products
in a singular sector. In order to devise a flexible-enough methodology
for a sector specific scheme for products, it would be helpful to look into
the core challenges of both the certification ecosystem and the sector

8 https://eur-lex.europa.eu/legalcontent/EN/TXT/HTML
/?uri=CELEX:52017PC0477

9 https://eur-lex.europa.eu/eli/reg/2019/881/oj
10 “Cybersecurity Certification: EUCC Candidate Scheme,” European Union Agency

for Cybersecurity (ENISA), 02-Jul-2020
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specific challenges. To date, among the missing binding ingredients
for a successful EU-wide certification ecosystem, the industry partners
pointed out the following issues [59, 60] 11:

• Harmonization issue of certificates;

• Costly, tedious and formal characterization of the certification
process;

• Lack of security baseline definition;

• Issue of composite certification of several independent systems
in interaction;

• Certificates are static, lack agility and don’t address patching and
software updates and changes in the initial system configurations;

• Lack of common language/vocabulary for certification and la-
belling;

• Varying ICT landscapes of systems and lifespan, vendors, proto-
cols, and technologies.

3.3 sector specific schemes

To be compliant with the official definition of a Certification Scheme,
it is needed to identify rules, requirements and standards for sector
specific schemes. Rules and procedures are the mandatory elements
listed in Art. 54 “Elements of European cybersecurity certification
schemes” of the Cybersecurity Act [137] that have been already defined
by the EU Certification scheme but only for generic ICT products.
Technical requirements are security requirements to be identified and
we derived them complementing our sector specific analysis with a
sectoral assessment carried on following ENISA guidelines 12.

Standards meaningful for specific subdomains are not only identified
but we also suggest how to use them, whether to be used as an Organi-
sational Security Policy or to refine Security Functional Requirements.

11 https://www.enisa.europa.eu/publications/challenges-of-securitycertification-in-
emerging-ict-environments/

12 “Methodology for Sectoral Cybersecurity Assessments”, European Union Agency
for Cy- bersecurity (ENISA), 13-Sept-2021
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We also define the pillars for the identification and definition of a Spe-
cific Scheme 13: (i) Rules and procedures, (ii) Technical Requirements
and, (iii) Guidelines on CyberSecurity Onboard Ships Standards.

3.3.1 Rules and Procedures

The following rules and procedures are established in the EU Certifica-
tion Scheme, and they have been further reviewed by sector expert in
Healthcare, to identify the need of sector specific customization and in
such case a rationale for the customization is explained.

• Subject matter, scope, covered asset categories;

• Purpose;

• References to standards;

• Assurance levels;

• Conformity self-assessment;

• Evaluation standards, criteria ad methods;

• Information to be supplied by an applicant;

• Rules related to mark and labels condition of use;

• Rules for monitoring compliance;

• Rules for issuing, continuing, renewing certificates;

• Rules related to consequences of non-conformity;

• Rules related to handling vulnerabilities;

• Retention period;

• Correlation with another national scheme;

• Content and format of certificates.

It turned out that most of the elements of the list can be directly
inherited as already defined by the EU Certification Scheme for ICT
products - except for the rules related to the handling of vulnerabilities
and to evaluation criteria and methods.

13 “D2.14 Update - ECHO Cybersecurity Certification Scheme,” European Network of
Cybersecurity Centres and Competence Hub for Innovation and Operations, 2022.
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3.3.2 Technical Requirements

Among all the assets identified and classified in categories and sub-
categories, sector-experts have identified the most critical ones, to be
certified in priority.

To build a complete overview of all potential assets, we used ENISA
reports and official sector-specific reports to derive a sector-specific
Asset Taxonomy. We mark with higher priority such Business Pro-
cesses that are linked to Services that in turn are supported by the asset
categories identified as critical. Security Requirements derivation is
based on the sectoral risk assessment that involves a context assess-
ment, Attack Potential (AP) assessment and risk-based Common Secu-
rity Levels (CSL) for the asset to be certified. Security Objectives (SO)
mitigate the risk and one SO is met by implementing a set of Security
Controls, i.e., Security Requirements. A Security Functional Require-
ment (SFR) 14 is a requirement, stated in a standardized language, which
is meant to contribute to achieving the Security Objectives for a Target
Of Evaluation (TOE) of the certification.

Security Controls can be technical, operational or organizational. To
establish a common set of controls it is suggested 15 to reuse Security
Controls from ISO/IEC 27002 [159] or define new control controls
which could be employed across sectors.

We provided an initial set of Security Functional Requirements inte-
grating the following catalogues:

• Common Criteria Part 2 16;

• GDPR [142];

• ISO27001:2022 [159];

• ISA/IEC 62443 [115];

• PIMS specific guidance for ISO27002 [62];

• The Guidelines on Cybersecurity onboard Ships 17.

14 “Common Criteria for Information Technology Security Evaluation: Part 2 - Security
func- tional components”

15 “Methodology for Sectoral Cybersecurity Assessments”, European Union Agency
for Cybersecurity (ENISA), 13-Sept-2021

16 “Common Criteria for Information Technology Security Evaluation: Part 2 - Security
functional components”

17 The Guidelines on Cybersecurity onboard Ships”, IMO



54 security requirements and protection profile in the healthcare domain

This should be considered as a baseline to be extended according to
other standards and regulation that the Protection Profile writer decide
to use to refine Security Controls.

3.3.3 Guidelines on Cybersecurity Onboard Standards

According to Common Criteria, a standard can be used as an input
to build an Organizational Security Policy (OSP) or a refinement of
a security requirement. A standard used as an OSP aims to specify
some aspects of the implementation of the ICT product or its opera-
tional environment, expressing requirements from national or sectoral
regulations.

A standard used as a technical refinement of a security requirement
aims to force conformance to the standard as part of the fulfilment of the
security requirement, including fully or partially part of the standard’s
text.

3.4 approach to sector-specific scheme definition

It is worth establishing baseline Protection Profiles to provide a sector-
specific scheme. The Common Criteria document allows users to ex-
press their security needs given that Protection Profiles are an implementation-
independent set of security requirements for categories of ICT products
that meet specific consumer needs. Consequently, we have provided a
baseline for the pieces composing a Protection Profiles:

• Security Problem Definition;

• Security Objectives;

• Security Requirements.

In particular, the ENISA guidelines for sectoral risk assessment for cer-
tification 18 were integrated to derive the Security Problem Definition.
Security Objectives baseline started with the mandatory objectives de-
scribed in the Cybersecurity Act. They have declined in lower-level
objectives according to sector needs and the ISO27001:2022 Control
Objectives. Such Security Objectives are achieved by applying Secu-
rity Controls, i.e., SFRs, which strongly depend on the assurance level
established according to the risk level calculated following the ENISA

18 “Methodology for Sectoral Cybersecurity Assessments”, European Union Agency
for Cybersecurity (ENISA), 13-Sept-2021
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guidelines. In the future, the Security Control catalog can be extended
and deployed at suitable Security Levels according to their implemen-
tation strength. The implementation of the SFRs is assessed through
the activities defined in the Security Assurance Requirements (SARs)
of Common Criteria Part 3 19 but also leveraging the Cyber Range
technology for the Conformity Assessment dealing with the AVA_VAN
(Assurance Vulnerability Assessment – Vulnerability Analysis) class of
SARs. The table A.2 in the Appendix A, summarizes the main elements
needed for a sector-specific scheme and our proposition on how to de-
termine them for a specific sector. In the Table, we assume the follow-
ing acronym: CCP - Common Criteria Part, SPD - Security Problem
Definition, SFR - Security Functional Requirements, SSR - Specific
Standards and Regulations, TR - Technical Requirements, CSL - Com-
mon Security Levels, OSC - Organisational, Security Controls, SSS -
Sector Specific Standards and PR - Privacy Regulations.

3.4.1 Security Problem Definition

A Security problem definition needs to report what are the assumptions
that are made on the operational environment (physical, personnel, and
connectivity) to be able to provide security functionality. Secondly, it
describes the set of security rules, procedures, or guidelines for an
organisation to identify threats applicable to the Target Of Evaluation.
It turned out 20 that assumptions identified as a baseline are mostly
transversal and not sector specific. Concerning policies, they can be
defined by leveraging a standard as described in Section 3.3.3. Addi-
tionally, policies are derived from ISO27001:2022 taking into consid-
eration the Security Controls labeled as “organisational”. A baseline is
proposed ready to use with the source of controls. Threats are identified
after the Sectoral Risk Assessment (Section 3.4.1.1), which main steps
are described in the following section.

3.4.1.1 Sectoral Risk Assessment

1. Context Assessment: identification of business-critical services,
processes and supporting assets according to the sector-specific
TOE taxonomy;

19 “Common Criteria for Information Technology Security Evaluation: Part 3 - Security
assur- ance components”

20 “D2.14 Update - ECHO Cybersecurity Certification Scheme,” European Network of
Cyber- security Centres and Competence Hub for Innovation and Operations, 2022.
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2. Risk Scenarios Assessment: identification of threats applicable to
asset categories through different attack vectors to be exploited by
the typical attacker of the sector. For each tuple of asset category-
threat it is calculated the Meta Risk Class (MRC) 21 giving a
suitable probability and impact for such risk scenario;

3. Attack Potential Assessment: calculation according ENISA algo-
rithm of the level of the AP of the most dangerous type of attacker
in a specific sector;

4. Assurance Level Assessment: selection of the suitable Common
Assurance Reference (CAR), defined in such a way that the inte-
gration of product certification schemes and Information Secu-
rity Management System certification is possible. CAR concept
based on ISO/IEC 15408’s AVA_VAN approach to assurance
levels and reuse the associated evaluation methodologies;

5. Security Level assessment: for each Control Objective needed to
counteract the risk scenarios, more than one Security Control can
be applied. If the MRC is at a lower level than the estimated AP,
the AP level should determine the CSL that is used for selecting
the strength of the controls employed for the treatment of risk.

Table A.1 in the Appendix A shows, relationships among the key
elements of the sectoral risk assessment and the traditional certification
assurance levels, while Table A.3 in the Appendix A shows security
levels presented in relation of the risk level determined during the
sectoral risk assessment.

3.4.2 Security Objectives and risk-based Security Controls

The Security Objectives intend to solve security problems. They can
be traced to TOE and the Operational Environment (OE). The Security
Objectives have a relationship with threats in terms of countering and/or
mitigating them; they enforce the Organizational Security Policies and
uphold the Assumptions.

The SOs detailed in Table A.5 in the Appendix A, derived from the
Cybersecurity Act is high-level and were tailored in specific ones for
the identified TOE categories: this can help in the subsequent selection
of Security Controls/SFRs.

21 “Methodology for Sectoral Cybersecurity Assessments”, European Union Agency
for Cybersecurity (ENISA), 13-Sept-2021
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Moreover, we provide for each subdomain a table highlighting the
SFRs/SARs proposed by the EU certification scheme to fulfill Cyber-
security Act SOs, mapping them against the ones detailed to complete
sector-specific cases.

We highlight the complete overview of how the threats can be coun-
teracted by Security Objectives and guidance on which SFRs select to
implement the SOs.

We provided an added value by detailing which sector-specific stan-
dard it can use to refine an SFR Class. Suppose a sector plans to deploy
different variants of the asset category depending on its in- tended use
and Operational Environment. In that case, the assignment of security
and assurance levels should be carried out for each variant. Then, for
each subdomain, we have the analysis flow:

Critical Business Process -> Critical Service -> Critical Asset Cate-
gory -> applicable threats/attack vector -> MRC based on impact and
probability of the identified threats -> applicable AP with respect the
most dangerous typical attacker of the sector -> suitable CAR depend-
ing on the MRC plus the AP level -> suggested CSL for the iden- tified
CAR.

The summary of the analysis has been reported for each sector 22 in
the Table A.6 in the Appendix A, which shows all stages of the analysis
from the beginning (leftmost column) to the end (rightmost column).

The SO are linked to the MRC: during risk assessment, any identi-
fied risk scenario is associated with an MRC. In the second step, the
sector expert must define Control Objectives/Security Objectives to
mitigate such risk. The SFRs are linked to the CSL: A SO is met by
implementing a set of Security Controls (SFRs). For each SO, more
than one control can be applied. The AP is linked to the suitable CSL: if
the MRC is at a lower level than the estimated AP, the AP level should
determine the CSL, which is used for selecting the strength of the con-
trols employed for the treatment of risk. CSA requires that certificates
reference technical controls (Art. 52.4 of Proposal for a Regulation of
the European Parliament and of the Council on ENISA) and that these
should be documented for each assurance level.

We have seen how a default relationship between the CAR level
and CSL can be established using the MRC and AP as joint reference
points.

22 “D2.14 Update - ECHO Cybersecurity Certification Scheme,” European Network of
Cyber- security Centres and Competence Hub for Innovation and Operations, 2022.
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3.4.3 Conformity Assessment with Cyber Ranges

The CC has defined the assurance family Vulnerability Assessment,
addressing the possibility of exploiting vulnerabilities introduced in the
development or the operation of the TOE. This class has therefore been
selected as the most representative class to fulfil the requirements of
Article 52.1 of Cybersecurity Certification: EUCC Candidate Scheme:

Definition 5. “The assurance level shall be commensurate with the
level of the risk associated with the intended use of the ICT product,
ICT service or ICT process, in terms of the probability and impact of
an incident.”

Levelling (from 1 to 5) is based on an increasing rigor of vulnera-
bility analysis by the evaluator and increased levels of attack potential
required by an attacker to identify and exploit the potential vulnerabili-
ties. According to EU Certification scheme:

Definition 6. “where no Technical Domain has been defined for a
technology of ICT products, associated certificates shall not claim
a vulnerability assessment level above the AVA_VAN.3 component.
Certification AVA_VAN.3 for ICT products that are not covered by a
Technical Domain shall only possible based on a specific Protection
Profile defined and certified under EUCC scheme that includes manda-
tory guidance for the specific evaluation methodology and is annexed
to the scheme for this purpose.”

Consequently, asset categories for which the suitable MRC, CAR
and CSL is above level 3 after the sectoral risk assessment they will
need specific evaluation methodology to be accompanied to the PP.

The Conformity Assessment is carried on using a Cyber Range,
implementing sector-specific scenarios where the product can be tested
to define their conformance. The activities were organized as follows:

1. Drafting of the Security Target of a prototype belonging to MT
and HC;

2. Develop/consolidate the prototype with respect Technological
Readiness Level 6;

3. Description of Tests following the suitable AVA_VAN class;

4. Creation of a meta narrative for the Demonstration Case;

5. Cyber Range scenario development and testing tools deployment;
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6. Testing of the prototypes using the scenario and the testing tools;

7. Creation of the Evaluation Technical Report.

Regarding the tests, benefits using Cyber Ranges are:

• Ease of design and deployment of realistic test environments;

• Ease of backup and restoration of the test environment in case
that a test is irreversibly destructive (e.g., ransomware);

• Test environment isolation: with a cyber range no collateral ef-
fects on impact on production networks;

• Flexibility and adaptability: different test environment setups and
configurations;

• Access control: with a cyber range it’s easy to access to the
activities of the range from everywhere, for authorised users;

• Orchestration and simulations capabilities: triggering things, gen-
erate specific network traffic;

• Content Management System: easy to produce related documen-
tation and reports.

The Conformity Assessment is possible only if the Cyber Ranges are
accredited environment labs. Not accredited Cyber Ranges can be used
before requesting an official certification test from relevant authorities:
the product owner may ask for simulations in an extended cyber range
environment.

3.5 challenges of certification for healthcare sector

Besides the broad spectrum of sector agnostic challenges, every spe-
cific sector (e.g., healthcare, transportation, energy etc.) has its own
functional and security challenges that make the elaboration of a sector
specific certification scheme even more laborious.

Healthcare sector stands out for several reasons 23:

23 https://www.enisa.europa.eu/publications/challenges-of-securitycertification-in-
emerging-ict-environments/
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• This sector falls under the category of essential services accord-
ing to Article 4 of NIS Directive, therefore it merits special
attention in terms of security 24;

• Healthcare nowadays greatly depends on ICT systems and inter-
faces;

• The ICT connected databases hold and/or exchange patients’ sen-
sitive health data for administrative purposes. Health data, under
the General Data Protection Regulation (GDPR), is categorized
as special category of data that solicits strict processing require-
ments and secure technical environment 25;

• The lifespan of medical devices affects their security (e.g., some
of the Magnetic Resonance Imaging machines are nearly a decade
old and new sophisticated vulnerability may arise).

3.5.1 State-of-the-art Analysis of Healthcare Standards

The healthcare service providers, as other service providers, should un-
dergo information security evaluations due to the fact that these medical
institutions process vast amount of personal and sensitive health data.
Information security certifications are mainly based on ISO standards
from series ISO 27000 [89] and ISO 20000 [88].

One of the most important standards covering several general aspects
of information security is ISO 27001 [90]. It specifies the requirements
for establishing, implementing, maintaining and continually improving
an information security management system within the context organ-
isation, along with the generic requirements for the assessment and
treatment of information security risks tailored to the needs of any type
of organisation. This standard can be complemented with the ISO/IEC
27002 [91] that guides organisations on selection, implementation and
management of information security controls.

Within the ISO family, the ISO 27799 [86] is designed for informa-
tion security management for health informatics, but it heavily relies
on ISO/IEC 27002. The ISO 27799 determines guidelines to support
the interpretation and implementation of the information security con-

24 https://ec.europa.eu/digital-singlemarket/en/network-and-information-security-nis-
directive

25 https://eur-lex.europa.eu/eli/reg/2016/679/oj
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trols under the 27002 in health informatics. The ISO 27779 standard
can be applied by healthcare institutions and other possessors of health
information to satisfy the requirements of confidentiality, integrity and
availability of personal health information in their care. It applies to
processing of any data format (e.g., words, sound and video recordings,
digits, medical images), to any medium for storing (e.g., printing or
writing on a paper or storing electronically) and transmitting (e.g., fax,
computer networks).

Another generally applicable standard is the ISO 9001 [87]. This
standard helps to govern the implementation of a Quality Management
System (QMS) in companies, aiming at verifying customer satisfaction
with the products and services provided, as well as the continuous im-
provement of company performance, enabling the certified company
to assure its customers that the quality of its goods and services is
maintained and improved over time. A similar Canadian regulation,
the Canadian Medical Devices Conformity Assessment System (CMD-
CAS), requires the medical devices to be designed and manufactured
according to a registered Quality Management System (QMS).

The ISO 62304 standard [82] provides a framework for safe design
and maintenance of software for medical devices, and its requirements
apply throughout the life cycle process, sub-activities and tasks.

The ISO 13485 [84] targets medical instrument(s) and machine(s)
that are intended for use in the diagnosis, prevention and treatment of
diseases or other medical conditions. This standard is designed to be
used by organisations involved in the design, production, installation
and servicing of such medical devices, as well as by the certification
bodies, to help them with auditing processes in these organisations.

The ISO 14971 [85] standard helps medical device manufacturers
identify the hazards associated with medical devices. It specifies ter-
minology, processes for managing device risks, including the software
itself and the medical diagnostic devices used.

The Medical Device Directive (MDD) 93/42/EEC [49] specifies the
requirements for device manufacturers and importers for meeting the
CE mark to legally market or sell their devices in the EU. There are
specific requirements for devices depending on the classification and in-
tended use of the device. In addition, to market access requirements, in
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the healthcare domain, the In Vitro Diagnostic Medical Devices (IVDD)
are subject to regulation. The IVDD 98/79/EC [56] regulates a subset
of medical products, their market access, and their use.

In a different format an initiative is formed under the International
Medical Device Regulators Forum (IMDRF) at an international level [83].
Representatives of medical devices regulatory authorities around the
world come together to set standard requirements for auditing organi-
sations that perform certification on the Quality Management Systems
of medical device manufacturers. Similarly, the Medical Device Single
Audit Program (MDSAP) represents requirements that apply to regula-
tory authorities as well as to third-party organisations performing this
type of audit.

In addition, to all these standards, the IT Health Check (ITHC) [92]
provides assurance that the organization’s external and internal systems
are protected from unauthorized access and/or change, and they do
not provide an unauthorized entry point into systems that consume
Public Services Network (PSN) services. A follow-up to unauthorized
access to health data, the HIPAA [76] compliance standard can serve
as an example. These regulations allow physicians or other health care
professionals to share information directly with parties related to the
patient (e.g., spouse and other family members, and/or friends).

3.5.2 HIPAA: Health Insurance Portability and Accountability Act
regulamentation

This section describes HIPAA regulations [125, 173] and why it is
essential to consider them, especially in the industrial setting. HIPAA
is defined as follows 26:

Definition 7. "A U.S. federal law that defines requirements for the han-
dling of individuals’ protected health information. HIPAA compliance
is regulated by the Department of Health and Human Services (HHS),
and the Office for Civil Rights (OCR) is responsible for enforcing it.
HIPAA compliance must be an integral part of the corporate culture of
every entity operating in the health care industry to ensure the privacy,
security, and integrity of protected health data".

Compliance with the U.S. HIPAA regulations requires companies
that process PHI data to adopt strict physical, network and procedural

26 https://www.cdc.gov/phlp/publications/topic/hipaa.html
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security measures within company buildings. In order to comply with
HIPAA regulations, anyone who provides treatment or provides finan-
cial or insurance services for medical care must comply at any level. Not
only the so-called covered entities just mentioned. But all companies in
business that have access to patients’ health data, operating, providing
support in treatments or health care payments, must also comply with
HIPAA regulations, which also binds any subcontracting or otherwise
professionally related partner companies to compliance.

THE HIPAA was passed by the U.S. Congress and became law with
the signature of President Bill Clinton in 1996. It was enacted primarily
to:

• Modernize the flow of health information;

• Regulate the processing of Personally Identifiable Information
(PII) by health and health insurance companies to prevent theft
and fraud;

• Overcome limitations in medical insurance coverage when it
comes to portability and coverage of people with pre-existing
medical conditions;

• HIPAA mandated the adoption of national standards to protect
sensitive patient health information from disclosure without the
patient’s knowledge or consent 27.

To implement this legislation, HHS, the U.S. Department of Health
and Human Services, published the list of rules to be complied with
regarding confidentiality, which is called the HIPAA Privacy Rule 28.

The Privacy Rule contains 12 exceptions that provide for the shar-
ing, among different entities, of health data without patient consent. It
include:

• Victims of domestic violence or assault;

• Judicial and administrative proceedings;

• Organ explantation from cadavers, cornea or tissue donations;

• Workers’ compensation.

27 https://www.hipaaguide.net
28 https://www.cdc.gov/nhsn/hipaa/index.html
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Another key element of HIPAA is the so-called Security Rule, which
is part of the Privacy Rule. This subgroup includes all those personal
health data that any included entity generates, receives, retains or trans-
mits in electronic format. Basic principles of the Security Rule are:

• Ensure the confidentiality, integrity, and availability of all pro-
tected health information in electronic format;

• Identify possible threats in order to safeguard confidential infor-
mation;

• Protect data from possible disclosure or misuse;

• Certify the compliance of personnel who at any level come into
contact with such data.

Protected Health Information (PHI) is any demographic information
that can identify a patient or client of a HIPAA-covered entity. A few
examples of PHI include names, addresses, phone numbers, social
security numbers, medical records, financial information, and close-up
facial photos.

3.5.3 Opportunities of Certification for Healthcare Sector

The state-of-the-art analysis showcases the vastness of the landscape
of standards and regulations. It becomes evident that it is a tremendous
effort to try certifying the healthcare sector as one due to the immense
diversification of healthcare systems, components, infrastructures and
medical devices. However, in order to build trust in these systems and
components used in the healthcare sector, some acceptable level of
security and privacy should be achieved. The goal of certification is to
help reduce the potential societal risk that would have been otherwise
overlooked without establishing baseline security for products, with
the main approach of targeting first and foremost the critical services
provided in the healthcare sector 29.

The healthcare systems’ dependency on ICTs creates a vector for
potential attacks or failures that can result in a much greater impact to
the sectors’ constituencies in contrast to other non-essential services.
According to ENISA’s study, picture archiving and control systems
(e.g., Picture Archiving and Communication System), that fall under

29 “European Cybersecurity Certification: Challenges ahead for the roll-out of the Cy-
bersecurity Act,” ECSO, Dec. 2020.
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the category of Clinical Information Systems, are listed among the most
impactful equipment within the healthcare that should be prioritised for
certification 30. Safety and availability of services are important factors
for hospitals, because of the importance of the integrity of health data
and for the need of that data to remain private. Personal health data is
valuable for various reasons: threat actors may be interested in having
access to patient health data for a myriad of malicious purposes.

Fundamentally, the healthcare sector specific challenges can be cred-
ible for shaping the sector specific certification scheme bottom-up. In
the meantime, to be able to apply a sector specific scheme to various
products within the sector, the approach for the methodology of product
evaluation should be based on a principle of re-usability and costeffec-
tiveness. Any scheme developed should not jeopardize the safety of
patients and their health data14, 31.

By analysing this wide-ranging spectrum of standards and regula-
tions, we arrive to an understanding that Security Problem definition
is a feasible approach. This approach would allow us to describe the
asset for evaluation and help scope the product boundaries, as well as
help map the potential threats based on those boundaries defined. This
approach will provide flexibility for security evaluation for any product
in this specific sector. Additionally, Security Problem definition would
allow elaboration of relevant Security Objectives which would lead to
Security Requirements.

An opportunity that forms here, for this universally applicable scheme,
is to identify a healthcare specific asset as a target of evaluation, detail
the Security Problem and specific Security Requirements14 to showcase
this approach.

In this regard ENISA’s guidance on the methodology for establishing
the cybersecurity certification framework at EU level is pertinent. The
ENISA’s candidate cybersecurity certification schemes of ICT prod-
uct(s), services and processes is based on Common Criteria (CC)10

with a rationale that the CC have proven its efficiency previously with

30 “Challenges of security certification in emerging ICT environments,” ENISA, 06-
Feb-2017. [Online]. Available: https://www.enisa.europa.eu/publications/challenges-
of-securitycertification-in-emerging-ict-environments/

31 “ICT security certification opportunities in the healthcare sector,” ENISA, 31-
Jan-2019. [Online]. Available: https://www.enisa.europa.eu/publications/healthcare-
certification.



66 security requirements and protection profile in the healthcare domain

regards to certifying chips and smartcards.

Based on ENISA’s EUCC scheme10, we use the Protection Profiles
to elaborate the Security Problem and derive Security Requirements
for the PACS. We offer an initial Threat landscape and, concurrently, the
Security Objectives specific for PACS. We then supplement the Threats,
from the sector based analysis of threats and challenges, and Security
Objectives, by detailing the Security Objectives from the Cybersecurity
Act. The Threats and the Security Objectives with the broader scope can
be potentially applied to other products in the healthcare sector. This
system falls under the definition of the Article 2 of the Cybersecurity
Act, that defines the product as product means an element or a group
of elements of a network or information system5.

3.6 use case: picture archiving and control systems

This section presents a healthcare use case defining the methodology
for identifying security requirements through the protection profile.

Protection Profile (PP) is an “implementation independent” set of
Security Requirements for a category of ICT product that meets spe-
cific consumer needs 32. Identification of Security Requirements is
reached through the steps described in this section (through A to E)
and defined by Common Criteria methodology of building Protection
Profile. In particular, the purpose of the PP is to state a Security Prob-
lem (SP) for a given system or a product category and specify Security
Requirements to solve a problem. The SP is a formal statement defining
the nature and the scope of the security that TOE is intended to address.

Although flexible structuring of PPs content is allowed, they however
have an imperative content outline, that should record the description
of the TOE; Conformance Claim; Security Problem Definition (Threats,
Organisational Security Policies, Assumptions); Security Objectives;
Definition of the Extended Components; Security Requirements (Secu-
rity Functional and Security Assurance Requirements).

The PPs are not designed to have detailed security specifications but
they describe the security needs at a high level of abstraction. Its pur-
pose is to specify generic security evaluation criteria. The PPs should

32 “Common Criteria for Information Technology Security Evaluation Part 1: Introduc-
tion and general model,” Common Criteria, Apr. 2017.
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be used where it is necessary to define a common set of security re-
quirements that will help the consumer, the IT developer and/or the
regulatory entity to obtain, use and/or produce the evaluated informa-
tion technology in accordance with the baseline Security Requirements.
The identification of Security Requirements will contribute to achiev-
ing the Security Objectives for the TOE. All these characteristics of
the Protection Profiles will help devise the Security Problem that, po-
tentially, can meet both the generic and specific challenges related to
certification and help develop security requirements for the healthcare
sector.

3.6.1 Target of Evaluation

Under the Common Criteria, the scope of the target(s) for security
evaluation is rather flexible: it may be an IT product or a part of an
IT product, it may also be a set of IT products, or a combination of
these 33. For the purpose of our work, the TOE is Picture Archiving
and Communication System with specific use-cases in scope. PACSs
are nowadays a backbone in the effective management of imaging de-
partments in the hospitals, where a large number of medical images
and reports are being transmitted digitally on a daily basis.

The PACS is a complex and a hybrid system, comprised of both
the software and the hardware. The system serves the purpose of
transferring, storing and displaying medical images and reports. The
PACS are integrated with the Radiology Information System (RIS)
and Hospital Information System (HIS) 34, using the Digital Imag-
ing and Communications in Medicine (DICOM) standard 35. PACS are
interoperable [108] systems capable of handling numerous medical
imaging instruments: Computed Tomography (CT), Magnetic Reso-
nance (MR), DR, Mammography (MG), Ultrasound (US), X-ray angiog-
raphy, Endoscopy (ES), Computed Radiography (CR) and other types
of imaging systems.

33 “Common Criteria for Information Technology Security Evaluation Part 1: Introduc-
tion and general model,” Common Criteria, Apr. 2017.

34 H. Khaleel, R. Wirza, and D. Zamrin, “Components and implementation of a pic-
ture archiving and communication system in a prototype application,” Reports Med.
Imaging, vol. Volume 12, pp. 1–8, Dec. 2018

35 “Standard: PS3.21 DICOM PS3.21 2020 e-Transformations be-
tween DICOM and other Representations,” National Elec-
trical Manufacturers Association, 2020. [Online]. Available:
http://dicom.nema.org/medical/dicom/current/output/pdf/part21.pdf.
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Figure 3.1: Scope of the Target of Evaluation (ToE) and Five Use-cases.
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The five Use-cases are as follows:

1. Worklist to Modalities: After having received the information
from the HIS, the RIS publishes a list of patients’ demographics
data and examination details to the Modalities (DICOM Work-
list). All information passes through the hospital network in clear
text.

2. Image Store: When the examination is executed, the Modalities
acquire the images and send them (DICOM Study) with patient
demographics to PACS (DICOM Store). The PACS stores the DI-
COM Study. The DICOM Study allows a patient to have 𝑛 number
(from 1 to 𝑛) of studies (examinations or other procedures). Each
Study consists of N number of series. A series generally refers
to a specific data type (modality), or the position of a patient on
the acquisition device. Each series contains n number of DICOM
object instances (mainly images, but also reports, signal objects,
etc.). All of this information is contained in each DICOM object
of a study. Therefore, if a study is performed on a patient, con-
taining, for instance, of 2 series, all of the instances will contain
both the patient and the study information. The instances will
also point to the series they are located in, they will also provide
information about itself.

3. ImageDisplay onRadiologyWorkstation:The Radiologist, through
a reporting worklist on the RIS, selects a patient examination that
it wished to report. Then the RIS calls the PACS Workstation
component with Patient/Study information. The PACS opens the
related images and information (the DICOM Study). The Radi-
ologist can then read the images on the PACS Workstation, work
and writes, signs the Report on the RIS. After the radiologist has
finalized the report, the RIS sends the signed Report to HIS, to-
gether with a reference, a unique global identifier to the DICOM
Study (StudyUID).

4. Image Display on Web Browser or App (Hospital): The clinical
reports are now available for the HIS. The Ward/Intensive Care
Unit (ICU)/Emergency Room (ER) clinicians can view them; the
StudyUID reference is the identifier through which the HIS can
open the PACS Web Viewer.

5. Image Display on Web Browser or App (Remote): This use case
deals with access through a Web Portal or a Mobile Service, of the
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DICOM studies. The HIS can publish Reports and show DICOM
Studies, by invoking PACS Web Viewer on a specific DICOM
Study. It is then possible to access them from the outside, thus
improving to Teleradiology/Second Opinion networks for tele-
consultation.

3.6.2 Conformance Claim

The Conformance Claim indicates three main elements: (i) to which
version of the Common Criteria the TOE or the PP claim conformance;
(ii) to which Security Functional Requirements it conforms and, (iii)
describes to which Security Assurance Requirements it conforms.

3.6.3 Security Problem Definition

The Security Problem is comprised of three elements. We commence
defining the Security Problem by describing the Threats that the TOE
is expected to address, assumptions about the operational environment,
and any relevant OSP that the TOE is expected to enforce.

Then, a Security problem definition needs to report what are the
assumptions that are made on the operational environment (physical,
personnel and connectivity) in order to be able to provide security func-
tionality. Secondly, it describes the set of security rules, procedures, or
guidelines for an organisation to end up with the identification of threats
applicable to the Target Of Evaluation. It turned out that assumptions
identified as a baseline are mostly transversal and not sector specific.
Additionally, policies are derived from ISO27001:2022 taking into con-
sideration the Security Controls labeled as “organisational”. A baseline
is proposed ready to use with the source of controls. Threats are identi-
fied after the sectoral risk assessment, which main steps are described
in the following paragraph.

3.6.3.1 Security Problem in Healthcare Domain

We formulate three OSPs, eight Assumptions and six Threats. We mark
the Threats with 𝑇 ., the Organisational Security Policies are marked
with 𝑃, and the Assumptions are marked with 𝐴. The Objectives for
the Operational Environment are marked with 𝑂𝐸 .

We use the five use-cases marked on Figure 3.1 to list potential
Threats that the TOE might counter. These Threats are PACS specific.
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We follow the methodology of the Protection Profile development and
define the Security Objectives based on the identified Threats.

• For Organisational Security Policies, we list the following:
P. USER; P. ROLES; P. ACCOUNTABILITY.

• For Assumptions, we list the following:
A.RIS; A.HIS; A.DIAGNOSTIC_MODALITIES; A.UPS; A.PHYSICAL;
A.EXTERNAL_COMMUNICATION; A.PROPER_USER; A.PROPER_ADMIN.

• For PACS specific Threats, we identified the following:
T.DATA_MANIPULATION; T.DATA_LOSS; T.SERVICE_DISRUPTION;
T.DATA_DISCLOSURE; T. ILLEGAL/UNAUTHORIZED_ACCESS;
T.DATA_THEFT.

• For PACS specific Security Objectives, we define the following:
O.SECURE_COMMUNICATIONS; O.SECURE_STORAGE_AND_BACKUP;
O.AUTHORIZED_ACCESS_AND_PROCESSING; O. EVENT_MONITORING;
O.SERVICE_RESILIENCE; O. HW_MAINTENANCE; O.SW_MAINTENANCE.

3.6.4 Security Objectives

The Security Objectives intend to solve security problem, they can
be traced to TOE and to the operational environment. The Security
Objectives have relationship with Threats in terms of countering and/or
mitigating them; they enforce the OSP and uphold the Assumptions.
There are two paths for tracing the security objectives:

1. Security Objectives of the TOE trace back to Threats and OSPs;

2. Security Objectives for the Operational Environment trace back
to Threats, OSPs and Assumptions.

The Figure 3.2, showcases these relationships.
To enhance this mapping and to be able to provide a broader scope of

threats for the healthcare sector, we use sector-based analysis of threats
and challenges conducted within the ECHO Project [51–53] and the
ENISA’s report 36 to complement this initial bucket of threats, and offer
a baseline of Threats for the healthcare specific scheme security prob-
lem definition. To ensure that these newly supplemental Threats gain
Security Objectives, we detail these objectives from the Cybersecurity

36 “Procurement Guidelines for Cybersecurity in Hospitals,” ENISA, 24-Feb-
2020. [Online]. Available: https://www.enisa.europa.eu/publications/good-practices-
for-thesecurity-of-healthcare-services.
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Figure 3.2: Tracing between Security Problem Definition and Security Objec-
tives.

Act. Figure 3.3 summarizes both PACS specific Threats and Security
Objectives, as well as the baseline Threats and Security Objectives that
we offer for further consideration when building a healthcare specific
certification scheme with the use of Protection Profile.

The supplemental Threats are:
T.DEVICE_THEFT; T.IDENTITY_THEFT; T.UNSECURE_COMMUNICATION;
T.SOFTWARE_SYSTEM_FAILURE; T.SUPPLY_CHAIN_FAILURE;
T.INSIDER_THREAT; T.PHYSICAL_THREAT; T.SECURITY_DEFAULT_AND
_DESIGN_FAILURE; T.NO_REGULATORY_STANDARD_COMPLIANCE;
T.HUMAN_ERROR; T.HUMAN_INJURY.

The Security Objectives detailed from the Cybersecurity Act are:
O.DATA_CONFIDENTIALITY; O.DATA_AVAILABILITY; O.DATA_INTEGRITY;
O.ACCESS_CONTROL; O.VULNARABILITIES_ANALYSIS; O.EVENT_LOGGING;
O.LOG_MANAGEMENT; O.VULNARABILITY_MANAGEMENT;
O.BUSINESS_CONTINUITY; O.SECURITY_BY_DESIGN_AND_DEFAULT;
O.SECURE_SOFTWARE_DEVELOPMENT_AND_MAINTENANCE.
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Figure 3.3: The Baseline Threats and the Security Objectives for a Healthcare
Specific Certification Scheme.

3.6.5 Security Requirements

The goal for conducting security evaluation of the TOE is to ensure
that the determined SFR are enforced on the TOE and its resources [46].
The SFRs may impose various security policies, each of them must
specify scope of control (defining the subjects, objects, resources or in-
formation, and operations to which it applies). Each SFR is manifested
via classes, families, and components.

For PACS and for the given scope of Threats and Security Objec-
tives, we have applied the following SFRs as shown on Figure A.1 in the
Appendix A: FDP: User Data Protection; FAU: Security Audit; FPT:
Protection of the TOE; FIA: Identification and Authentication; FMT:
Security Management; FTA: TOE Access; FTP: Trusted Path/Channel;
FRU: Resources Utilisation.

As the healthcare sector processes primarily personal sensitive data,
maintaining privacy is paramount. We use this opportunity to develop
one of the elements of the PP, the Definition of the Extended Com-
ponents. We develop a one distinct SFR Class named - FPP: Personal
Data Protection, along with the families and customized components.

The Security Requirements for the Protection Profiles have two cat-
egories:

1. Security Functional Requirements (SFR);
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2. Security Assurance Requirements (SAR).

The SARs are the descriptions of how TOE is being evaluated, and
they are structured similarly in a hierarchical way by class, family and
component. Before any of the SARs can be selected, the Evaluation
Assurance Level (EAL) should be defined.

The Article 52 of the Cybersecurity Act mentions that each certifi-
cation scheme should provide the assurance requirements matching to
its respective assurance level.

The Cybersecurity Act defined three levels of assurance: Basic, Sub-
stantial and High. The following definition applies to these levels:

• If cybersecurity certificate or statement of conformity refers to
assurance level Basic, the evaluation activities should include at
least the review of technical documentation.

• If cybersecurity certificate refers to assurance level Substantial,
the evaluation activities should include at least the review to
showcase that the publicly known vulnerabilities are absent and
conduct a testing to demonstrate that the SFRs are correctly
implemented.

• If cybersecurity certificate refers to assurance level High, the
evaluation activities should include at least a review to show-
case that the publicly known vulnerabilities are absent, a test to
demonstrate that the SFRs are implemented at the state of the art,
and a penetration testing.

The selection of an assurance level may seem to be a straightforward
process, however, in practice it is a challenging activity as several
documents should be consulted simultaneously:

• ENISA: The EUCC scheme or products covers two assurance
levels out of the three: the Substantial and the High. In the mean-
time, Common Criteria itself defines seven evaluation assurance
levels and each of these levels have their minimum corresponding
activities 37.

37 “Cybersecurity Certification: EUCC Candidate Scheme”, European Union
Agency for Cybersecurity (ENISA), 02-Jul-2020. [Online]. Available:
https://www.enisa.europa.eu/publications/cybersecuritycertification-eucc-candidate-
scheme.
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• ENISA: Our next step is to follow the mapping of the assurance
levels between the Cybersecurity Act and the Common Criteria
(Part 3). ENISA notes that the selection of the assurance lev-
els of the Cybersecurity Act should be based on the assurance
components of a specific assurance class, the AVA: Vulnerability
Assessment class (AVA_VAN), defined by Common Criteria Part
3. According to this formulation, the mapping of the assurance
levels between these two documents are represented in Table A.4
in the Appendix A.4.

• ENISA: ENISA defines, that the products that do not fall under
the “Technical Domains”, such as the Smart Cards (and similar
devices) and the Hardware Devices with Security Boxes, cannot
apply SAR components AVA_VAN.4 and AVA_VAN.5.

• ENISA: Further, we exclude the entire assurance level High (in-
cluding AVA_VAN.3), as ENISA suggest that assurance claim
for level High originates from the authorization of a Governmen-
tal agency, leaving us with level Substantial with corresponding
AVA_VAN components.

• Common Criteria Part 3: We are left with AVA_VAN.1 and
AVA_VAN.2. We refer to Common Criteria Part 3, to determine
which of these two components is more appropriate for our TOE.
In the description of AVA_VAN.1 it is stated that the evaluator
shall perform a search of public domain sources to identify po-
tential vulnerabilities in the TOE. In case of AVA_VAN.2 the
evaluator shall perform an independent vulnerability analysis
of the TOE using guidance documentation, functional specifica-
tion, TOE design and security architecture description to iden-
tify potential vulnerabilities in the TOE. Since PACS is rather
more complex product, the use of its specific design and architec-
ture information is definitely required. For that reason, we select
AVA_VAN.2.

• ENISA: It is stated in the ENISA’s guidance, that based on the
selection of the AVA_VAN, the first EAL should apply along
with its all dependencies of components that are associated with
the selected AVA_VAN. In our case, the first EAL corresponding
to AVA_VAN.2 would be the EAL 2 (refer to Table A.4 in the
Appendix A.4. Evaluation assurance level summary of Common
Criteria Part 3, p. 32) [47].
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• Common Criteria Part 3: The dependencies marked by the Com-
mon Criteria with respect to AVA_VAN.2 are selected from the
assurance classes of ADV (Development) and AGD (Guidance)
and the components are the following: ADV_ARC.1 Security
Architecture Description; ADV_FSP.2 Security-enforcing func-
tional specification; ADV_TDS.1 Basic Design; AGD_PRE.1
Preparative procedures; AGD_OPE.1 Operational user guidance.

• Common Criteria Part 3: Based on the selected EAL, ENISA
indicates what are the other further applicable SARs, apart from
the direct dependencies indicated by Common Criteria Part 3.
The additional classes are ALC (Life-cycle), ATE (Tests), ASE
(ST Evaluation), APE (PP Evaluation) and the selected com-
ponents are the following: ALC_CMC.2 Use of a CM system;
ALC_CMS.2 Parts of the TOE CM coverage; ALC_DEL.1 Deliv-
ery procedures; ATE_COV.1 Evidence of Coverage; ATE_FUN.1
Functional Testing; ATE_IND.2 Independent Testing – Sample:
ASE_TSS.1 TOE Summary Specification and these following
SARs that refer to Security Target (ST), and not to Protec-
tion Profile: ASE_CCL.1 Conformance Claims; ASE_ECD.1
Extended Components Definition; ASE_INT.1 ST introduction;
ASE_OBJ.2 Security Objectives; ASE_REQ.2 Derived Security
Requirements; ASE_SPD.1 Security Problem Definition. There-
fore, we find equivalent components that apply to PP, which are
the following: APE_CCL.1; APE_ECD.1; APE_INT.1; APE_OBJ.2;
APE_REQ.2; APE_SPD.1; APE_TSS.1.



Part II

T H E S H OWCA S E

Namely, my efforts, thus the successes and the failures.
In a word, my results. The Showcase is here to respond
to "Where have you been to? Which have been your path,
your climbs and descents?".





4
A P RO P O SA L F O R S E C U R E PAT I E N T
M O N I T O R I NG U S I NG A I T E C H N I Q U E S

OUTLINE

The reference scenario in which, using CP, we can monitor the
compliance of a patient’s clinical treatment provides ample room for
value creation to support clinical trials and healthcare governance in
response to the urgent need for:

1. Design interventions and policies to optimize treatment, im-
prove prevention, epidemiological surveillance, and expenditure
restructuring, especially concerning the growing incidence of
high-risk and high-cost patients;

2. Accelerate the diffusion of CPs, so exploiting its benefits in terms
of quality and continuity of care, prescriptive appropriateness,
and containment of health spending;

3. Mitigate the cognitive and managerial overload of the healthcare
staff in the treatment of highly complex patients.

We propose implementing a remote patient monitoring infrastructure
using an edge computing approach. We design an edge architecture that
we propose to use for patient monitoring.

We propose to equip the monitoring infrastructure with an anomaly
detection module capable of identifying whether or not there is an
intrusion during the transmission of parameters captured by the sensors.
Using a running example, we illustrate the different types of attacks that
can occur. We introduce an example of ECG monitoring and build on
this data interpretation paradigm.

Furthermore, we propose an approach that, by exploiting process
mining techniques, can measure the deviation of the patient’s clinical
path from that defined by the doctor.

Part of the content of this chapter has been presented in the papers [11,
13, 15, 16, 132]. The contribution [132] received the Best Paper Award
at 2022 IEEE Conference on Cognitive and Computational Aspects of
Situation Management (CogSIMA).
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It is possible to identify four main problems related to patient care
information systems:

• P1: Fragmentation of IT support in healthcare;

• P2: Expressive limitations of formalisms;

• P3: Information overload for physicians and care managers;

• P4: Low exploitation of clinical data.

In the following subsections are detail the problems mentioned
above.

fragmentation of it support in healthcare. The adoption
of CPs in health facilities and districts is experiencing rapid dif-
fusion in Italy as a tool for rationalizing clinical guidelines and
organizing the treatment of complex pathologies and chronic
diseases such as diabetes, Chronic Obstructive Pulmonary Dis-
ease (COPD), rheumatoid arthritis, and heart failure. Some regions
are implementing CPs as an extension of the Electronic Health
Record (EHR), and there are many CP automation initiatives by
individual local health agencies.

The prevailing direction is a low automation approach of the CP,
e.g., support in the form of an open electronic document (Care
Coordination) [93] shared among the clinicians involved in the
patient’s journey and coordinated/managed by the so-called case
manager.

From this point of view, the electronic tracking document of
a CP arises as an additional informational debt along with the
traditional clinical documents such as the specialist report, the
first aid report, and the hospital discharge letter.

However, the real potential of CPs, compared to clinical guide-
lines (which have a substantially descriptive/narrative nature), is
in the broader possibilities offered by high automation.

The main technological barriers limiting the diffusion of IT tools
for care continuity are the plurality of poorly interoperable soft-
ware tools supporting clinical workflows, as well as the need
to involve multi-disciplinary specialists and have many contacts
with the patients when developing the systems assisting in the
treatment of diseases [104].
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expressive limitations of formalisms. According to the def-
inition of Edward Shortliffe [154]:

"A learning health system is a system that is capable both of
assuring that every decision is made with complete information
and ensuring that every care instance can contribute a deeper
understanding of care for individuals and populations".

Clinical/health workflows, in general, and CP, in particular, show
a reduced level of causality. They do not guarantee to obtain
the same outcome from the identical repetition of a very com-
plex scheme of actions. Still, on the contrary, they are based on
a principle of specificity of each individual "case," the unique-
ness of the symptomatic, diagnostic, prognostic, etiological, and
therapeutic response of each patient [71, 111].

A critical success factor for CP automation is the availability of
a CP expression notation that overcomes the rigidity of process
automation formalisms such as example, Business Process Model
and Notation (BPMN) [69]. This approach incorporates design
uncertainty, late choice, exception, and non-motivated adherence,
as shown in Figure 4.1.

information overload for physicians. The progressive spread
of high-risk and high-cost populations is creating new challenges
for the health government, both locally and regionally, in an al-
ready complex scenario of a constant reduction of public funding
for health spending.

In this scenario, it would help the availability of data-driven clini-
cal intelligence tools that allow statistical analyses based not only
on the services provided and hospitalization but also on the de-
tails of the single treatment or clinical observation. Through this,
evidence can be gathered, and detailed analyses can be conducted,
such as latent patterns in a pathology’s demographic and/or tem-
poral distribution or hidden risk factors arising from syndromes
or pathological conditions of high social importance [129].

Even though most of the data-generating streams have already
been digitized, and despite the existence of technological and
regulatory devices to standardize and centralise storage, such as
the EHR and Pathology Network, clinical and health data are often
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confined to silos and confined to forms that make them difficult
to aggregate, access, and analyze.

The digital data containing patient-structured data is displayed
in a context that enables the analysis of data collected in hospi-
tal discharge letters and reports. Text documents must be treated
with semantic classifiers, i.e., with techniques that recognize and
extract information, such as diagnoses, measurements, observa-
tions, and therapeutic indications.

On the other hand, the wide availability of clinical data relating
to a sample of patients (considering all the clinical specialties
and the temporal dimension) identifies new problems of:

• Conceptual modeling of the person (in the clinical sense);

• Population (in epidemiological and health governance);

• Technological management of masses of data that exceed
the storage and processing capacity of traditional computer
architectures.

Figure 4.1: Example of healthcare process using BPMN approach.

Remote monitoring of a patients, uses health data transmitted elec-
tronically. Therefore, it is a healthcare delivery model that uses technol-
ogy to connect patients and caregivers/professionals outside the clinic,
doctor’s office, or hospital. The use of modern equipment integrated
with monitoring apps produces an overall positive impact on patient
care and also reduces organisational costs. Remote Monitoring has
become paramount to managing patients’ clinical conditions and im-
proving their course of treatment. Remote Monitoring facilitates the
sharing of patient status information in real-time. However, it is of
paramount importance to keep the sharing of this information secure.
Tampering with it would be detrimental and even cause irreparable
damage to the patient’s health.
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4.1 design of an architecture for remote patient mon-
itoring

Massive volumes of data are being generated at the edges of networks
due to the proliferation of connected devices and IoT applications. Data
is often processed locally due to intermittent connectivity and local
quality of service expectations [153].

In edge computing, computation is done at the edge of the network,
and the limitations associated with computation at the extreme periph-
ery of the network are increasingly recognized [43].

According to NIST:

“Edge is the network layer encompassing the smart end devices and
their users to provide, for example, local computing capability on a
sensor, metering or some other network-accessible devices.”

IoT applications require location awareness and low latency due
to the wide geographic distribution of IoT smart end devices, which
presents challenges for conventional cloud infrastructure. As a practi-
cal solution to these challenges, edge computing has been proposed to
enable monitoring in patients’ homes. Wearable devices are thus closer
to edge devices and can provide limited computational power, allow-
ing edge devices to process data more quickly. The continuous patient
monitoring by an e-health monitoring system collects vast amounts
of data that need to be analyzed in real-time without interruption. An
e-health application that receives data late can compromise its efficacy
and negatively affect the patient’s health.

The proposed system below, thanks to the use of Bluetooth sensors,
is able to monitor clinical parameters without the need of the physi-
cal presence of a healthcare professional. The system detects various
clinical parameters (e.g., Electroencephalogram (EEG), Blood Oxygen
Level (OXI), Electrocardiogram (ECG), Electromyography (EMG), ALT
Blood Test (ALT), body temperature), processes captured data and gen-
erates the Clinical Pathway for the patient under treatment.

Since the smartwatch rose a few years ago, different smart wearable
devices spread up in everyday human life. These intelligent objects are
also employed in the medical scenario with notable results.

Imagining that we are in a state of remote home care, we describe
two use cases (Section 4.2 and Section 4.3 respectively) to identify
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possible tampering with the patient’s CP and, thus, better manage the
security of data transmission.

Figure 4.2 depicts a general overview of the system architecture for
the continuous monitoring of a patient and safe management of his/her
CP. Each smart device (e.g. headband, smartwatch) feeds the Infrastruc-
ture Edge Node with its specific data. As stated before, these signals
are crucial to a convalescent patient or undergoing rehabilitation.

Thanks to machine learning solutions and related e-health techniques,
these data are used to monitor a patient and produce an efficient clinical
path, give continuous feedback about health conditions to the doctor’s
control unit and enable interaction between doctor, patient, and his/her
relatives.

The data management is a challenging aspect because of the ingestion
of heterogeneous data with low latency and zero downtime, alongside
the generation of a proper clinical Pathway based on patient history.
These crucial aspects are linked to some other issues: one of the most
critical is the anomaly detection. The proposed architecture attempts to
address this aspect, without forgetting all crucial aspects of the context
where this one is employed.

The core of the architecture is a cluster of edge nodes that cooperate
to perform a sort of Extract, transform, load (ETL) task. This cluster is
intrinsically linked to the anomaly detection module, which monitors
the general task step by step. Beyond this architectural schema, the idea
is to equip a standard edge cluster of nodes with an intelligent anomaly
detection module. The running example exposed in Section 4.2.0.2
and the architectural overview match the healthcare scenario, but all
features are available in various domains. The main components of the
architecture are described in the following.

Figure 4.2: Edge architecture using AI techniques to monitor patients and
manage the Clinical Path.

data ingestion node. As stressed before, due to the massive em-
ployment of various smart devices, a data ingestion module or-
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chestrates all data streams coming from these objects. This node
is devoted to creating links between wearable medical devices
and other modules belonging to the architecture. Data flows are
injected into the Feature Extraction node for further specific
elaborations and in the Clinical Path Anomaly Detection node to
identify malformed data.

feature extraction node. One of the most critical issues to ad-
dress is to guarantee the data privacy of each patient. For this
reason, data flow coming from smart medical devices are pro-
cessed at the edge of the network by this node. All vital sign data
are analyzed to extract notable characteristics from the stream.
These features are then injected into the Clinical Path Anomaly
Detection module to be confident about the goodness of the de-
tected data or to identify some troubles inside them.

clinical pathway generation node. Among the goals of the
system, the generation of a personalized clinical pathway is a cru-
cial task. Thanks to this node, the system learns from patient’s
history and combine this knowledge with that provided by doc-
tors, thus producing a tailored therapy. Also this node interacts
with the Clinical Path Anomaly Detection module to identify
possible issues.

clinical path anomaly detection (cpad) secure module.
This module makes the system less prone to anomalous situations,
such as: (i) a specific malfunction related to vital sign and the
therapy specified in the clinical pathway, (ii) hardware fail situa-
tions like battery degradation, (iii) system hacking by the patient
or data tampering by someone not authorized to be involved in
this process. The specific design of this module, is detailed in the
next Section 4.2.

edge cloud. With this component, it is possible to manage two spe-
cific aspects of this scenario. First, it is possible to store all the
data coming from the single edge- node cluster in a privacy-
aware manner. Then, for every CP generated by the Clinical
Pathway Generation module, a specific component performs a
formal check for possible inconsistencies. In this way, a CP com-
pliant to the anomaly detection module is double-checked with a
specific component that validates his fairness.
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4.2 use case: ai to identifying anomalies

Anomaly detection is of pivotal interest not only in network intrusion de-
tection [28], fraud detection in financial domain [7], air pollution [151],
but also in the healthcare domain concerning medical diagnosis [172].

As state in Section 4.1, sensors detect the vital parameters and send
them at the Edge-Node cluster where the Ingestion node performs data
orchestration. Then, the Feature Extraction node extracts key features.
To check if data transmission is correct and that there have been no mal-
functions (including system hacking), the proposed system is equipped
with a module called Clinical Path Anomaly Detection (CPAD).

The CPAD module analyzes all the data transmitted from the devices
monitoring the patient to the Edge-Node cluster and eventually notifies
detected anomalies. It using specifically implemented machine learning
techniques, manages the security issues that could occur during the data
transmission process. In this context, the anomaly could also consist
of an attack to the monitoring of the patient’s clinical parameters. The
detected anomaly causes a dysfunction in the CP that in turn has a
direct impact on the patient’s health.

4.2.0.1 Technological Approach

The data collected in the Ingestion node can be seen as a queue and
as organized into several sub-processes. Each sub-process represents
the detection phase of a vital parameter from a single device worn
by the patient. Thanks to the adoption of a recurrent sequential LSTM
Autoencoder (described in Section 2.3.1.5), the CPAD analyzes the
various sub-processes of the chain to perform the detection of anomalies
on the steps of the chain [105, 113].

In particular, in our use case, the advantage of using sequential LSTM
autoencoders is two-fold:

1. Taking advantage of the dimensionality reduction and extraction
capabilities of the autoencoder (Section 2.3.1.4) to efficiently
perform the data reconstruction process, and then detect the
anomaly;

2. Using LSTM networks (Section 2.3.1.3) to manage the sequential
nature of the data detected by the sensors.

The difference between a regular and recurrent autoencoders may
be summarised as it follows: regular autoencoders work on sequential
data by fixing the data size, usually by padding all sequences with



4.2 use case: ai to identifying anomalies 87

zero vectors to the length of the longest sequence [146]. In contrast,
the recurrent autoencoders that were adopted in this proposal can com-
press variable-length sequences into fixed-length representations [61].
Therefore, they can generalize dependencies between nearby frames to
other positions in the sequence.

In this way, the CPAD Module is able to define whether or not
the patient’s CP is correct. Otherwise, a specific machine learning
algorithm adjusts the CPs according to the data currently detected.

The CPAD Module is able to detect three types of anomalies:

1. Specific Malfunction: it indicates a specific system malfunction.
The module can detect whether the parameters that are transmit-
ted from wearable devices to the edge node are reliable or not. It
is also able to monitor whether the actions to be performed are
those as per the CP.

2. Hardware Malfunction: it indicates a hardware malfunction. The
module can detect the battery-charge status of the devices and
the malfunctioning of the detection probes and patches. It also
detects transmission errors at the Bluetooth protocol level.

3. System Hacking: it indicates system hacking. The module can
detect if someone is trying to hack the system and if the user is
trying to trick them.

4.2.0.2 Running Example

Figure 4.3: Running Example Use Case: CPAD Secure Module Functionality.
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Figure 4.3 summarizes different kinds of possible anomalies that
could be detected by the CPAD Module.

Suppose that the system is used to monitor a patient’s in-home care.
The patient suffers from a particular pathology that, among other prob-
lems, causes high blood pressure. To be able to lower the pressure, the
doctor has prescribed two pressure pills a day, one at 07.00 𝑎𝑚 and the
other at 09.00 𝑝𝑚. The doctor’s diagnosis and the prescriptions for the
medications to be taken are part of the CP. The pills are in a smart con-
tainer (e.g. RxCap 1) which indicates the time at which a pill is taken.
If the doctor has prescribed that the patient should only take the pill
twice a day, the CP knows that the sensor that controls the opening of
the container should only be opened (or closed) twice a day and the pill
can only be taken twice. The sphygmomanometer worn by the patient,
according to the pressure monitoring instructions of the CP, performs
pressure monitoring 5 times a day: 06.00 𝑎𝑚, 09.00 𝑎𝑚, 03.00 𝑝𝑚,
05.00 𝑝𝑚, and 08.00 𝑝𝑚. If the value of the pressure measurement is
not in the range indicated in the CP, the CPAD detects a Specific Mal-
function. This generates a notification that informs the actors involved
(doctor, patient and relatives) of this event, and the correction flows are
then appropriately generated.

It is possible to know the behavior of each sensor because the hard-
ware specifications and operating details (and also malfunctioning)
are available. For example, the sphygmomanometer measures blood
pressure at predefined intervals, as specified in the CP. The pressure
measurement process takes 30 seconds. If the measurement process
lasted only 10 seconds, it detects a Hardware Malfunction, which is
due to several factors, e.g. low battery.

In the same scenario, an example of System Hacking is the following
one: the doctor has prescribed two blood pressure pills a day. This
information is codified in the CP, thus it is displayed on the patient’s
tablet or programmed in the pill dispenser. The system could be hacked
so that the number of pills is increased to 4.

Through the adoption of these AI-based Security techniques, which
act as intrusion detection techniques, the objective is to prevent attacks
before, after and during the CP management and to provide intelligent
information to the physician who gives the treatment, and allow the
reprogramming of the CP.

The previous Section 4.2 highlights the capability about the Edge-
Node architecture of detecting different kinds of anomalies in the health-
care domain, which are useful in particular for patient assisted at home.

1 https://rxcap.com/
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This approach exploits a novel ML technique that encapsulates two
layers of LSTM into an Autoencoder structure. Indeed, the overall idea
is to detect and keep track of anomaly situations with respect to the
clinical history of a patient.

To best enable the interpretation and explanation of the outcome of
the CPAD module we present in the Section 4.2.2 a Use Case in which,
by monitoring the patient (specifically the heartbeat by ECG) we propose
an Explainability system able to interpret the outcome. It is a module
able to do explanation. As detailed in Section 2.5 the explanation of AI
is a critical aspect in all the system that supports human decisions. This
aspect represents a conjunction of different spheres: from the classical
side of philosophical details to human-computer interaction.

4.2.0.3 Monitoring Approach

Security plays a major role in the healthcare domain. Preventing cyber-
attacks on healthcare infrastructures is no longer negligible. Compro-
mising security in any e-Health system can lead to serious damage to
patients’ health. In particular, in a remote care context, the protection
of telemonitoring systems of patients are essential to ensure that they
follow their Clinical Pathway without any kind of external intrusion.

AI plays an important role in combating cyberattacks on the security
of patient telemonitoring systems [27, 97, 127]. A system that moni-
tors and prevents cyberattacks in healthcare not only must detect the
attack, but should also be able to properly understand and report it to
the user. In particular, Anomaly Detection systems are renowned ap-
proaches that are based on Machine Learning (ML) or Deep Learning
(DL) methods to model normal activity in a such way as to easily detect
abnormal deviations from the standards in a data-driven fashion. There-
fore, in such a sensitive domain, where several healthcare professionals
are involved, in addition to detecting threats, it is of paramount impor-
tance to represent and explain them through appropriate Explainability
algorithms [79]. Moreover, current detection models and rules are not
mature enough to recognise early breaches that have not yet caused any
damage.

Intrusion analysts infer the context of the incident using prior knowl-
edge to discover events relevant to the incident and understand why it
happened [4]. Although security tools that provide visualization tech-
niques and minimize human interaction have been developed to make
the analysis process easier, too little attention has been given to making
human-friendly the interpretation of security incidents. Simply report-
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ing a cyberattack in written format is not enough to enable the healthcare
professional to correct the patient’s Clinical Pathway. This data must be
represented in a graphical way, which can be grasped by the healthcare
provider. The detection of the cyberattack must therefore be supported
by systems that provide different forms of explanation, depending on
the different end users, and that allow these users to have the possibility
to interactively manipulate graphical representations based on Visual
Data Mining techniques.

The Internet of Things (IoT) has transformed hospital settings and
created a new moniker for the healthcare world, The Internet of Med-
ical Things (IoMT). Ensuring a security mechanism for IoMT, which
uses appropriate analytical tools in a distributed working architecture,
also capable of analyzing huge data (i.e., big data) generated by IoMT
devices in a distributed manner, is a challenging issue.

An approach using Process Mining techniques to identify variations
in the clinical path from that defined by the physician is detailed in
Section 4.3.

Section 4.2.1 detailed some e-health work related to the explanation
task in the cyberattack detection domain. Subsequently, in Section 4.2.2
is present and discuss a cyberattack detection model that propones
eXplainable Artificial Intelligence XAI approach to support caregivers
in grasping that an attack has occurred to the telemonitoring system
and its effect on the patient’s Clinical Pathway.

4.2.1 Detection Systems for e-health Domain

Cyberattack detection can be defined as the problem of identifying indi-
viduals who are using a computer system without authorization, those
who have legitimate access to the system but are abusing their privi-
leges, and, in general, the identification of attempts to use a computer
system without authorization or to abuse existing privileges.

In this landscape, modern cyberattack detection systems monitor
either host computers or network links to capture cyberattack data. Host
intrusion detection refers to the class of Intrusion Detection Systems
(IDS) that reside on and monitor an individual host machine [157]. There
are a number of system characteristics that a host intrusion detection
system (HIDS) can make use of in collecting data [139]. A network
intrusion detection system (NIDS), instead, monitors the packets that
traverse a given network link. Such a system operates by placing the
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network interface into promiscuous mode, affording it the advantage
of being able to monitor an entire network while not divulging its
existence to potential attackers [119].

Cyberattack Detection System (CADS) is software that automates the
cyberattack detection process and detects possible cyberattacks. Cy-
berattack Detection Systems serve three essential security functions:
they monitor, detect, and react to unauthorized activity by company
insiders and outsider cyberattack. One of the major approaches to cy-
berattack detection is Anomaly Detection. It assumes that a cyberattack
will always reflect some deviations from normal patterns. In this sense,
Anomaly-based IDS compares a model of normal behavior against the
incoming traffic in order to find anomalies [96, 170].

Once an intrusive incident has been reported by means of a correct
detection, the reaction phase has to be fired, evaluating the impact of
this event on the security level of the system [73]. It must provide
the set of countermeasures to quickly eradicate the cyberattack and,
at the same time, indicate the set of actions to heal the system and
bring it back to its normal state. A possible way to react is via the
use of Intrusion Response Systems (IRSs), as they are IDSs capable of
counteracting suspicious activities [179]. Although intrusion response
components are often integrated with the detection ones, they have
received considerably less attention than IDS research.

Anomaly Detection typically operates on monitored networked traf-
fic data. Actually, continuous monitoring is the main activity of modern
e-Health technologies, ranging from devices that monitor health and
deliver medication, to telemedicine delivering care remotely. Indeed,
the integration of healthcare-based devices and sensors within IoT, led
to the evolution of IoMT [175]. Therefore, IoMT-enabled devices have
made remote monitoring possible in the healthcare sector, enabling the
ability to keep patients safe, and inspiring doctor to provide superlative
treatment [177]. As a result, the increasing demands and expansion
of IoMT systems require advancements in data storage methods, data
processing and cybersecurity related issues.

Healthcare providers can then provide efficient remote healthcare
communication for monitoring and diagnosis services to the residents
of these smart communities. Any security threat to these systems may
cause a serious problem, such as imposing a false diagnosis or delay-
ing the interaction. This leads to a violation of patients’ privacy, health
issues, and even death in extreme cases [65]. AI and Machine Learning
(ML) have been largely employed for managing issues in healthcare
systems as they are the most promising techniques to be used for previ-
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ously unseen attacks [33]. It can identify attacks simply by monitoring
data alteration or by detecting changes in the network’s traffic character-
istics. In particular, ML-based anomaly detection systems are crucial
to ensure security and mitigate threats such as false data injection at-
tacks [110]. IoMT systems are widely distributed and are collections of
heterogeneous sensors. Attack detection in IoMT is entirely different
from the present security mechanism, due to the special services re-
quired by IoMT such as: computing power, memory space, battery life,
low latency, and network bandwidth, which cannot get fulfilled by the
centralized conventional approach of standalone cloud computing [10].
In cloud computing architecture, data generated by IoMT devices is
being transmitted to and from the cloud in order to provide services
to the healthcare users. The limitations of traditional standalone cloud
solutions is that the data recovery time is too high for a real-time
emergency situation, such as fall detection or stroke prevention, which
mostly needs rapid response time from medical professionals [156].

Therefore, designing a distributed security framework, for distributed
IoMT applications is a challenging task due to the dynamic nature of
IoMT network such as IoT devices, edge devices, and cloud. More-
over, the evolution of attacker behavior can intercept the transmission
network in IoMT [138]. The line of research in this way is going
towards constructing robust anomaly-based IDSs that efficiently distin-
guish attack and normal observations in IoMT environment, consisting
of interconnected devices and sensors, with poor design and weak au-
thentication measures. As stated in [2, 18], the collection of remote
data from these sensors is a complex process due to the different types
of devices that are involved to measure the parameters. For this reason,
works in [130, 131] dealt with a clinical and operational context to
develop integrated solutions for seamless care in which AI and IoMT
are used at the Edge, with a people-centered approach that adapt to the
needs of healthcare providers and that are embedded into their work-
flows. Recently, in [100] proposed an ensemble learning model that
combines Decision Trees, Naive Bayes, and Random Forest to feed
a final XGBoost classifier in order to identify normal and attack in-
stances in an IoMT network. Also, authors in [74] have designed a a
real-time Enhanced Healthcare Monitoring System (EHMS) test-bed
that monitors the patients’ biometrics and collects network flow met-
rics. Some recent works [54, 155, 166] have proposed to improve the
performance of anomaly detection by incorporating a type of feedback
from the user, called User Feedback. Nevertheless, all the studies lack
of effective threat reaction phases that can be managed with appropriate
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explainable modules of ML-based models and user feedback modules
to ascertain that a detected anomaly is assumed to be malicious.

4.2.2 CADS: Cyberattack Detection System

Figure 4.4 depicts the architecture of the proposed Cyberattack Detec-
tion System. It is an improved version of the Figure 4.2 described in
Section 4.1. This architecture focuses on the security of data transmitted
from IoMT sensors to three different interconnected processing mod-
ules, namely the CPAD, the Explainer module, and the User Interaction
Engine. The latter is made up of three sub-modules: (i) Visualization
Framework, (ii) User Interface and, (iii) User Feedback.

Figure 4.4: Architecture for the Cyberattack Detection System.

Figure 4.4 depicts the architecture of the proposed Cyberattack De-
tection System. An early version was already detailed in Section 4.2.
This revised and refined architecture focuses on the security of data
transmitted from IoMT sensors to three different interconnected pro-
cessing modules, namely the CPAD, the Explainer module, and the
User Interaction Engine. The latter is made up of three sub-modules,
i.e.: Visualization Framework, User Interface, and User Feedback.

The system implements a methodological approach to the problem
of anomaly detection by including, in addition to the identification of
anomalous data, an explanation of the possible motivations for classify-
ing such data as anomalous, and the possibility for a domain expert to
validate data through their visual interactive representation. Anomalous
data, which represent an intrusion in a hacked system, are explained
according to the Explainable Security (XSec) paradigm [167]. As a
result of a hacked home care telemonitoring system, the Cyberattack
Detection System classifies some ECG instances as False Positives (FP)
or False Negatives (FN). After the detection, the user will be able to an-
alyze the characteristics of what caused the classification of some data
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Figure 4.5: Data flow among system modules.

as FP or FN and interact with it. The interaction activity with the data
is performed by means of the User Interaction Engine, which provides
a dashboard through which to visually explore the data to get a clearer
view of what happened in a time interval. Furthermore, thanks to the
User Feedback sub-module, it is possible to implement a continuous
improvement of the classification performances, and consequently of
the anomaly detection, thus achieving a more robust identification of
threats. Figure 4.5 shows the relationships between the various modules
in terms of data flow.

Our system is beneficial in e-Health scenarios, supporting the pa-
tient who is in home-based healthcare. The technological infrastruc-
ture, based on the architecture presented in [12], promotes the care of a
patient according to his or her CP, i.e. a set of diagnostic and therapeutic
procedures related to the treatment of that specific patient. The CP rep-
resents a tool used to manage the quality in healthcare concerning the
standardization of care processes. Its implementation reduces the vari-
ability in clinical practice and improves outcomes, aiming at promoting
organized and efficient patient care based on evidence-based medicine,
and to optimize outcomes in settings such as acute care and home care.
A single CP may refer to multiple clinical guidelines on several topics
in a well specified context. In this way, some activities can be managed
by the health personnel of health structures; some others can be man-
aged autonomously by the patient, in a sort of medical-unsupervised
manner. The home care infrastructure, i.e. the IoMT-Edge-Computing,
promotes a kind of distributed edge computing of the IoMT network,
thus reducing latency and improving reliability. Patient monitoring de-
vices are then connected in the IoMT network. In turn, edge devices
communicate with a cloud infrastructure to store gathered clinical data
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and keep in touch with the corresponding medical staff. Therefore,
some vulnerabilities may arise regarding the security of patient and
clinical data.

The proposed Cyberattack Detection System implements cybersecu-
rity methods to identify which data were compromised after the system
is hacked. Moreover, it provides an explanation of the cyberattack and
enables interaction with the detected anomalies which may occur in the
remote and continuous patient monitoring and care phases. In particu-
lar, the anomaly detection phase is carried out by the CPAD module,
whose formalization, already tailored in the healthcare domain, was
introduced in [14]. The CPAD detects deviations from the patient’s CP
and avoids the processing of inconsistent or false data, which could be
life-threatening for a patient. After the detection phase, the Explainer
module analyzes clinical data classified as anomalous and, through the
User Interaction Engine, a validation request is sent remotely to the
medical staff. A continuous telemonitoring of patient’s clinical parame-
ters is performed, without the need for a physical presence of the health
operator. The system, by means of IoMT sensors connected to the Edge
network, collects different clinical parameters, such as EEG, OXI, ECG,
EMG, ALT, and body temperature. Afterwards, such clinical data are
processed at the Edge and the patient Clinical Pathway is generated.

In the following, a running example in which an e-Health telemonitor-
ing system has been hacked is reported. It describes how the proposed
Cyberattack Detection System is able to highlight the cybersecurity
threats and the related countermeasures to solve the hack and restore
the system. A male patient who is following a certain CP is monitored.
He suffers from Congestive Heart Failure and his CP requires that his
heartbeats are monitored every 15 minutes. A smart end-device that
measures the ECG is used. Hence, the proposed system, suitably con-
nected to the end-device, receives data about the patient pulse. The gath-
ered heartbeats are fed to the CPAD module that determines whether
anomalous measurements occur, suggesting that the telemonitoring
system has been hacked. Since heartbeats measures are a key factor in
determining the clinical picture of a patient, a compromised flow of
measurements would endanger the patient’s CP and induce a wrong
handling of the patient’s health.

The Cyberattack Detection System is designed to be modular and can
be integrated with various IoMT devices that use Bluetooth technology.
An API gateway is responsible of the correct integration of the end-
device with the Cyberattack Detection System. In particular, the API
gateway checks the compliance of the gathered data to be fed into
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Table 4.1: ECG device data table format.

ECG 𝐻𝐵𝑡𝑠1 𝐻𝐵𝑡𝑠2 · · · 𝐻𝐵𝑡𝑠𝑢

𝐸𝐶𝐺0 𝑥(0,1) 𝑥(0,2) · · · 𝑥(0,𝑢)

𝐸𝐶𝐺1 𝑥(1,1) 𝑥(1,2) · · · 𝑥(1,𝑢)

𝐸𝐶𝐺2 𝑥(2,1) 𝑥(2,2) · · · 𝑥(2,𝑢)
... · · · · · · . . . ...

𝐸𝐶𝐺𝑖 𝑥(𝑖,1) 𝑥(𝑖,2) · · · 𝑥(𝑖,𝑢)

the system. By means of specifically designed APIs, input data are
normalized according to the system standards, allowing the correct
exchange of information between the devices and the software modules,
also converting unstructured data into structured ones.

Referring to the running example, in which a smart ECG monitoring
end-device is connected via IoMT with the Cyberattack Detection Sys-
tem, the following definition to formally handle data inflow is proposed.

Definition 8. Let 𝐸𝐶𝐺 be the data-flow of a smart ECG monitoring
end-device, 𝐻𝐵 be the heartbeat information coming from 𝐸𝐶𝐺 at a
certain timestamp 𝑡𝑠. The 𝑖-th heartbeat detection is defined as follows:

𝐸𝐶𝐺𝑖 = 𝑓 (𝐻𝐵𝑡𝑠𝑢 ), with 𝐻𝐵𝑡𝑠𝑢 ∈ R and 𝑢 ∈ [1, 𝑙], 𝑙 ∈ R (4.1)

The variable 𝐻𝐵𝑡𝑠𝑢 indicates the count-based feature representing
the value of the 𝑢-th sampling step in a given timestamp, which can be
assumed as a real value 𝑥(𝑖,𝑢) ∈ R, representing the amount in milliVolt
(mV) of the count-based feature. Therefore, the representation of the
ECG data can be formalized as in Table 4.1.

4.2.3 ECG Anomaly Detection

The proposed system, through the use of AI techniques, contributes to
improve the security of the telemonitoring infrastructure. Once the data
have been transformed into a structured form, they are given as input
to the CPAD which analyzes the structured data according to Table 4.1
format, and checks in which point the cyberattack has been launched
by retrieving the anomaly. The CPAD module is based on Robust Deep
Autoencoders (RDA) [42]. In fact, some recent works demonstrated how
these deep approaches perform quite well in detecting cyberattacks by
carrying out anomaly detection by means of neural structures [19, 146,



4.2 use case: ai to identifying anomalies 97

176]. The main advantage of applying RDA for anomaly detection is
the capability of discovering high-quality nonlinear features, while at
the same time identifying and eliminating outliers and noise.

In the running example, in which it is assumed that a cyberattack on
ECG measurements is going on, a delayed threat reaction would com-
promise the patient’s care pathway. By exploiting RDA for anomaly
detection, the CPAD modules ensure a rapid response in terms of in-
ference time, quickly detecting anomalous ECG data. In particular, the
CPAD module categorizes ECG data with a simple binary classifica-
tion according to whether they have been identified as anomalous or
not. Actually, in the medical literature [44], heartbeats can be classified
into five different types:

1. (N) - Normal;

2. (RonT) - Premature Ventricular Contraction;

3. (PVC) - Premature Ventricular Contraction;

4. (SP) - Supra Ventricular;

5. (UB) - Unclassified Beat.

Therefore, the classification process can be further specified by dividing
the normal heartbeats from the others, and then dedicate another RDA
classifier to detect the remaining four different types of anomalies. In
particular, the CPAD module defines three sets of classified ECG data:

• 𝐸𝐶𝐺>: instances classified by CPAD as normal, i.e. not anoma-
lous;

• 𝐸𝐶𝐺⊥: instances classified by CPAD as anomalous;

• 𝐸𝐶𝐺⊥𝑡
: instances of anomalous ECG, with 𝑡 ∈ {(RonT), (PVC),

(SP), (UB)}.

Once the structured data have been processed, the CPAD produces a
CSV file containing all the instances classified by CPAD as anomalous
𝐸𝐶𝐺⊥, i.e. all the heartbeats that are anomalous. A confusion matrix
is also showed, in order to have a clearer view of performance classi-
fication, both in terms of predictability power and effectiveness of the
learned model. To address the anomaly detection problem, the RDA
method based on the autoencoder approach is exploited. It is based on
a training pipeline, where examples of anomalies are provided during
model training. The result is evaluated on sets consisting of anomalous
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and normal (i.e., non-anomalous) data. In the end, the CPAD module
separates the predicted instances into the three different sets of heart-
beat anomalies, namely 𝐸𝐶𝐺>, 𝐸𝐶𝐺⊥, and 𝐸𝐶𝐺⊥𝑡

.

4.2.4 ECG Interpretation

After the anomaly detection, the next step is to interpret and explain the
sets that CPAD has created, to understand why certain instances have
been classified as anomalous. In systems using Explainable AI (XAI)
algorithms, additional data coming from the Machine Learning process
may be useful explanations, produced by the system itself to enrich the
predicted instances with a plausible rationale. In Information Security,
instead, explanations are provided by the designers. However, the role
of Explanations is crucial in AI field. Consequently, Information Se-
curity kept all advantages from that, for example, ensure the user trust
concerning the system. Explanations are therefore designed to bridge
the gap between “actual safety” and “perceived safety”.

To this end, the Explainer module of our Cyberattack Detection Sys-
tem receives as input the 𝑖-th ECG instance (𝐸𝐶𝐺𝑖) from the API Gate-
way, and also the output of the CPAD, appropriately separated in the
three sets 𝐸𝐶𝐺>, 𝐸𝐶𝐺⊥, and 𝐸𝐶𝐺⊥𝑡

. Exploiting the XSec paradigm
(detailed in Section 2.5), the aim is to obtain its “six W” (Who? What?
Where? When? Why? and How?) that give a complete view of the
identified and perceived anomaly. XSec involves several actors (e.g., in
this case we have security analysts, doctors, nurses, and the patient). It
requires a dedicated reasoning tool to infer about the system model, the
threat model, and properties of security, privacy, and trust, as well as
concrete cyberattacks, vulnerabilities, and countermeasures.

In addition to the XSec paradigm, two specifically designed in-
dexes, called respectively Anomaly Score General Unsafe (ASGU)
and Anomaly Score Class Unsafe (ASCU), are introduced. First, we
formally define the ASGU index as follows.

Definition 9. Let 𝐸𝐶𝐺 be the set of heartbeat detections received
from a smart ECG monitoring end-device, 𝐸𝐶𝐺𝑖 be the 𝑖-th heartbeat
detection, and 𝐸𝐶𝐺⊥ the set of all anomalous instances. Then, the
Anomaly Score General Unsafe index is a function ASGU : 𝐸𝐶𝐺 ↦→
[0, 2] which gives a general ranking of possibility of considering a
heartbeat as anomalous, according to instances in 𝐸𝐶𝐺⊥. Therefore,
ASGU(𝐸𝐶𝐺𝑖) ∈ R[0,2] indicates how the instance 𝐸𝐶𝐺𝑖 is currently
considered an anomaly over the whole set 𝐸𝐶𝐺⊥.
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Hence, the higher the ASGU score value, and thus closer to 2, the
more anomalous the heartbeats will be considered. The ASCU index,
instead, is based on the comparison with one of the four classes of
anomalies.

Definition 10. Let 𝐸𝐶𝐺 be the set of heartbeat detections received
from a smart ECG monitoring end-device, 𝐸𝐶𝐺𝑖 be the 𝑖-th heartbeat
detection, and 𝐸𝐶𝐺⊥𝑡

a set of a class of anomalous instances, with
𝑡 ∈ {(RonT), (PVC), (SP), (UB)}. Then, the Anomaly Score Class Un-
safe index is a function ASCU : 𝐸𝐶𝐺 ↦→ [0, 1] which gives a general
ranking of probability of considering a heartbeat as anomalous, accord-
ing to a class 𝐸𝐶𝐺⊥𝑡

. Therefore, ASCU(𝐸𝐶𝐺𝑖) ∈ R[0,1] indicates how
the instance 𝐸𝐶𝐺𝑖 is currently considered an anomaly over the whole
set 𝐸𝐶𝐺⊥𝑡

.

In this case, the higher the value of the ASCU score, and therefore
the closer to 1, the more abnormal the heartbeats will be in the set of
heartbeats of the same class 𝐸𝐶𝐺⊥𝑡

. The goal of these two indexes
is to quantify the strength of a feature in contributing to determine an
anomaly in the ECG data. This would give a further useful information
to characterizing the detected anomaly, and such information can be
assumed as part of the explanation to be addressed together with the
XSec approach.

In the running example, the Explaination module receives as input
the CSV file containing the 𝐸𝐶𝐺𝑖 instances and provides in output
another CSV file composed of four columns:

• 𝐸𝐶𝐺𝑖: 𝑖-th instance classified by the CPAD as anomalous;

• CLASS: the corresponding class 𝑡 ∈ {𝐸𝐶𝐺⊥𝑡
} of the 𝑖-th in-

stance;

• ASGU: the Anomaly Score General Unsafe score;

• ASCU: Anomaly Score Class Unsafe score.

The Explanation module, therefore, acts in two conjunct phases: the
first one takes place following the generation of the CSV file containing
the information and indexes mentioned above (𝐸𝐶𝐺𝑖, CLASS, ASGU
and ASCU); the second one results from the information generated
by the XSec approach, which will be displayed in the Visualization
Framework. Thanks to the combination of the XSec paradigm and
the two indexes ASGU and ASCU, the Cyberattack Detection System
provides the doctor with a concise explanation of why the 𝑖-th detection
has been classified as anomalous.
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Following the Explanation, it is possible to check whether the Clin-
ical Pathway that has been generated is correct or not. An incorrect
CP has a double meaning: from a clinical point of view, it is a serious
problem for the patient’s health while, from the cybersecurity point of
view, it means that the system has been hacked.

4.2.5 ECG User Interaction

In our case study, the contribution of the User Feedback to the system
is the evaluation of a the detected anomaly and the embedding of a
doctor’s feedback. The User Feedback module will generate for each
detection 𝐸𝐶𝐺𝑖 a feedback coefficient 𝜙𝑖 that represents the doctor’s
feedback on a given instance.

Definition 11. Let 𝐸𝐶𝐺 be the set of the heartbeat detections re-
ceived from a smart ECG monitoring end-device, 𝐸𝐶𝐺𝑖 be the 𝑖-
th heartbeat detection. Then, the feedback coefficient is a function
𝜙 : 𝐸𝐶𝐺 ↦→ {−1, 1} such that any 𝑖-th user feedback related to the
heartbeat detection 𝐸𝐶𝐺𝑖, is defined as follows:

𝜙𝑖 =

{
+1 if 𝐸𝐶𝐺𝑖 is false positive or false negative
−1 if 𝐸𝐶𝐺𝑖 is true positive or true negative

(4.2)

Therefore, the User Feedback 𝑈𝐹 is a set of tuples such that, for any
𝑖-th pair of arguments (𝐸𝐶𝐺𝑖, 𝜙𝑖), a single element𝑈𝐹𝑖 is defined as:

𝑈𝐹𝑖 = (𝐸𝐶𝐺𝑖, 𝜙𝑖) (4.3)

In this way, the Cyberattack Detection System will become more
robust to external cyberattacks, since the User Feedback would report
the opinion of the caregiver which will confirm or not whether the 𝑖-the
ECG detection is abnormal or not. In the User Interaction Engine, the
Visualisation Framework represents the data orchestrator, handling and
visualizing processed data coming from the various modules. It uses
algorithms of Visual Data Mining (VDM) [77, 99] that allow, through
different visualisation techniques, to interactively group data in a more
efficient way, improving the data insight process.

Afterwards, the User Interface (UI) included in the User Interaction
Engine allows the user to interact with the data. In the running example,
the UI allows the caregiver to interact with the ECG instances. After
the Explanation module has displayed the result of the XSec paradigm,
it is possible to visually manage each ECG detection. For instance, one
would be able to no longer consider an ECG instance as an anomaly, or,
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more specifically, to improve the classifier performances by indicating
the correct class of anomaly among the four types 𝐸𝐶𝐺⊥𝑡

when a
wrong one has been predicted. The interaction with the user, in this
case a doctor, helps the system to be more and more reliable, as well as
secure from cyberattacks.

Through the integration of CPAD, Explainer, and User Engine In-
terface modules, the Visualization Framework will be able to manage
anomalies detected as Threat Insight. These will be appropriately dis-
played on the UI which, in addition to allowing interaction with the
anomalous data (in this case the ECG detection), will be able to display
the threat representation through a dashboard. Thanks to the threats
graphical representation in the dashboard, the user’s reaction to the
threat is improved.

In conclusion, in the e-Health domain, new and continuous evolv-
ing threats emerge every day. The security of e-Health telemonitoring
systems is no longer a negligible task. The proposed Cyberattack De-
tection System, thanks to the use of AI techniques, is able to protect
the e-Health system from cyberattacks by automatically identifying
the anomalies in the e-Health system, without the need of a dedicated
security analyst.

The solution is focused on the task of cyberattack detection, in the
particular case of exploiting a remote patient telemonitoring system
that has been hacked. A specific running example, i.e. the heartbeat
telemonitoring, has been considered.

The presented system is designed to automatically detect the anomaly
by means of Deep Learning techniques. In particular, a Robust Deep
Autoencoder detects anomalous heartbeats instances. The detected
anomalous heartbeats are subsequently interpreted with a combina-
tion of state-of-the-art explainable security paradigms (XSec) (detailed
in Section 2.5) and with two new explainable scores which have been
introduced, showing to the user the reasons of a malicious activity in-
terfering with the heartbeats telemonitoring.

4.2.6 Visualization Framework

In this way, the CADS will become more robust to external cyberat-
tacks, since the User Feedback would report the opinion of the caregiver
which will confirm or not whether the 𝑖-the ECG detection is abnormal
or not. In the User Interaction Engine, theVisualisation Framework rep-
resents the data orchestrator, handling and visualizing processed data
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coming from the various modules. It uses algorithms of VDM [99] that
allow, through different visualization techniques, to interactively group
data in a more efficient way, improving the data insight process. After-
wards, the UI included in the User Interaction Engine allows the user to
interact with the data. In the case study, the UI allows the caregiver to
interact with the ECG instances. In the CADS architecture, an Expla-
nation module displays useful classification information, with which it
is possible to visually manage each ECG detection. For instance, one
would be able to no longer consider an ECG instance as an anomaly, or,
more specifically, to improve the classifier performances by indicating
the correct class of anomaly when a wrong one has been predicted. The
interaction with the user, in this case a doctor, helps the system to be
more and more reliable, as well as secure from cyberattacks.

Through the integration of CPAD, Explainer, and User Interaction
Engine modules, the Visualization Framework will be able to man-
age anomalies detected as threat insights. These will be appropriately
displayed on the UI which, in addition to allowing interaction with
the anomalous data (in this case the ECG detection), will be able to
display the threat representation through a dashboard. Thanks to the
threats graphical representation in the dashboard, the user’s reaction
to the threat is improved. The visual process, whereby the healthcare
professional is able to mark a detection as true or not, is a key scenario
in which ML methods are combined with human feedback through in-
teractive visualization. This process enables the fast prototyping of the
ML model that can improve both the performance of the algorithm and
human feedback. It will be also able to complete tasks where anomaly
identification was not yet possible. The system then uses User Feedback
to refine detection results and guide further analysis. Caregiver Feed-
back is therefore used as an essential source of ever-improving anomaly
detection of ECG, which means that labeling the local environment will
trigger global updates and thus guide further analysis.

4.3 use case: process mining to detection anomalies

In this section we proposes an innovative method to measure adherence
to therapy aimed at providing awareness of the patient’s current situa-
tion in healthcare environments, specifically in-home care. Given the
difficulty of quantitatively assessing a patient’s behavioral rigor in fol-
lowing prescriptions, the idea is to exploit process mining techniques
at the Edge in a smart home environment when a patient has to stick to
therapy, in order to define the level to which the patient’s actions (such
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as drug intake, adherence to diets, physical activity) are in line with the
physician’s indications for the management of the metabolic syndrome.

Section 4.3.4 shows our proposal on a real-world dataset, taking into
account process mining techniques to model the medical prescription
as a process model and test the adherence to the therapy of patients
with conformance checking. Section 4.3.4.1 outlines the experimental
setting and assesses event log data with state of the art evaluation
metrics.

4.3.1 Metabolic Syndrome

The metabolic syndrome is a markedly heterogeneous nosological and
clinical entity, still in the process of being defined, represented by
the simultaneous association of alterations such as obesity, impaired
glucose tolerance, dyslipidemia, and arterial hypertension. In Italy, the
prevalence of the metabolic syndrome is around 20% [68]. Progressive
increases in the occurrence of metabolic syndrome are age-related, and
the prevalence of insulin resistance and glucose intolerance usually
increases with increasing age.

Generally, metabolic syndrome is diagnosed if at least three of the
symptoms listed in Table 4.2 are present.

Table 4.2: Criteria used for the diagnosis of metabolic syndrome [9].

Criteria Value

Waist circumference (cm)
≥ 102 men
≥ 88 women

Fasting Blood Glucose (mg/dL) ≥ 100
Blood Pressure (mmHg) ≥ 130/85
Fasting Triglycerides (mg/dL) ≥ 150

Cholesterol HDL (mg/dL)
< 40 men
< 50 women

The primary goal of therapy for metabolic syndrome is to improve or
normalize reduced insulin sensitivity. The initial therapeutic approach
to metabolic syndrome may be an attempt to abolish its initial causes,
e.g. atherogenic diet, sedentary lifestyle, overweight, and obesity. Ther-
apeutic strategies include pharmacological interventions and supple-
mental home treatments. After diagnosing metabolic syndrome or any
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of its components, making healthy lifestyle changes can help prevent or
delay serious health problems, such as heart attack or stroke. The rec-
ommended treatment with home remedies for the management of the
metabolic syndrome, validated by an Italian physician, is summarized
in the Table 4.3.

Table 4.3: Recommended Treatment for Metabolic Syndrome Management
Home Remedies.

Event Prescription

Before Breakfast
- glucose measurement
- weight measurement
- diabetes pill

After Breakfast - pressure pill
Mid-Morning - pressure measurement

Before Lunch - glucose measurement
- diabetes pill

Afternoon - exercise: walking, cyclette or tapis rulant

Before Dinner
- glucose measurement
- pressure measurement
- diabetes pill

After Dinner - pressure pill

Therefore, the treatment described in the above table may be under-
stood as a process model to be carefully followed. Deviations from such
a model constitute a level of adherence to therapy that can be difficult
to assess. Understanding the degree of adherence to a therapy and in-
dicating an overall percentage of compliance can be a very effective
tool for both the patient and the doctor, in order to be able to quickly
intervene to help when this degree of adherence falls below a certain
threshold.

4.3.2 Data Collection

Real-world data, containing the logs of the behavior of patients with
metabolic syndrome, within the project of Italian Ministry of Educa-
tion, University and Research MIUR, ‘Progetto Cluster Tecnologici
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Nazionali - Tecnologie per gli Ambienti di Vita: Active Ageing At
Home’ (AAAH) 2.

The dataset recorded information of patients during telemonitoring at
home, collected through IoT and medical devices, and describes various
activities, such as meals, drug intake, physical exercises, measurement
of vital signs, weight measurement. The data have been collected from
a cohort of 19 continuously monitored patients with common character-
istics located in the Italian Apulia region. The data collection process
was carried out over 30 days, sampling all the actions performed by
a patient during the daily routine from a series of medical devices
which convey sensed data to an edge module in charge of gathering and
supplying them to an event log in a standard format compatible with
process mining techniques.

4.3.3 Data Preprocessing

Patients are equipped with an edge component capable of processing
the behavior of the patient on site in a self-consistent and self-evaluative
way, i.e. an autonomous module capable of making assessments with-
out communicating with other systems. The proposed edge architecture
downloads the medical prescription by connecting to the patient’s med-
ical record.

For this experimental analysis, the sensed data are stored in chrono-
logical order and in several different tables, i.e. a table containing the
drugs taken by the patient, a dietary table, a table relating to blood
pressure measurements, one relating to the measurements of blood glu-
cose, one relating to body weight measurements, and finally a table
with the different exercises performed. The presence of different tables
is determined by the fact that the different equipped sensors store their
data in the respective tables, given the consistency required for the data
collection based on the patient taken into consideration.

An operation of data aggregation from the various tables in the
database under consideration has been carried out, in order to cre-
ate a single dataset in .csv format useful for subsequent processing.
Hence, a standardization operation has been carried out. In particu-
lar, the timestamp has been standardized to the dd/mm/yyyy hh:mm
format. Diet-related activities have been standardized in breakfast,
lunch and dinner. Physical activity has been unified with a single

2 Avviso per lo sviluppo e il potenziamento di cluster tecnologici nazionali. Area TAV:
Tecnologie per gli Ambienti di Vita. Active Aging At Home Project, PON Code:
CTN01_00128_297061
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exercise activity, and the type of performed activity has been indi-
cated in one categorical value between “walking”, “cyclette”, and “tapis
roulant”. The blood glucose measurement activity has been standard-
ized with glucose_measurement as well as the weight, standardized
to weight_measurement. Also, the pressure measurement has been
standardized with pressure_measurement, reporting the indication
of the systolic and diastolic measurement in a “systolic/diastolic” way.
While, the following notation has been adopted regarding the patient’s
drug intake during the day: pressure_pill and diabetes_pill for
the intake of drugs related to blood pressure and diabetes, respectively.

Ultimately, the data were aggregated by patient using a unique id, and
subsequently sorted according to the timestamp provided, in such a way
as to obtain the sequence of activities performed by the same patient
in chronological order during the period of monitoring. In this way the
data stored in different tables have become rows of a single dataset with
the respective label. Indeed, in Table 4.4 is described a fragment of the
final event log including for each case: case ID, timestamp, activity,
and value.

4.3.4 Modelling Metabolic Syndrome

The idea is to model the problem of metabolic syndrome in-home treat-
ment as a process model and then feed the retrieved dataset to the
process model in order to run the conformance checking technique,
achieving, in this way, an awareness of some threat. The event log anal-
ysis is performed at the end of the day, in order to assess its compliance
along the entire path.

We modeled the ideal process defined in Table 4.3 with the 3 Pro-
cess Mining modeling algorithms, implemented in the Python library
PM4Py [26]:

1. Alpha Miner [164]: With an event log as the input, the Alpha
Miner algorithm derives various relations between the activities
occurring in the event log. These relations are used to produce a
Petri net that represents the log;

2. Heuristic Miner [169]: Heuristics Miner is an algorithm that
provides a way to handle with noise and to find common con-
structs (dependency between two activities). The basic idea is
that infrequent paths should not be incorporated into the model.
The output of the Heuristics Miner is an object that contains the
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Table 4.4: An event log fragment of the exploited dataset.

Case ID Timestamp Activity Value
1 01/04/15 07:27 glucose_measurement 130
1 01/04/15 07:29 weight_measurement 85.1
1 01/04/15 07:33 diabetes_pill diabetes
1 01/04/15 07:45 breakfast breakfast
1 01/04/15 08:05 pressure_pill pressure
1 01/04/15 11:15 pressure_measurement 135/90
1 01/04/15 12:27 glucose_measurement 203
1 01/04/15 12:33 diabetes_pill diabetes
1 01/04/15 13:03 lunch lunch
1 01/04/15 17:27 exercise walking
1 01/04/15 19:45 glucose_measurement 300
1 01/04/15 19:49 pressure_measurement 140/91
1 01/04/15 19:57 diabetes_pill diabetes
1 01/04/15 20:14 dinner dinner
1 01/04/15 20:42 pressure_pill pressure
2 02/04/15 07:20 glucose_measurement 133
2 02/04/15 07:29 weight_measurement 85
2 02/04/15 07:32 diabetes_pill diabetes
2 02/04/15 07:40 breakfast breakfast
2 02/04/15 08:09 pressure_pill pressure
2 02/04/15 11:13 pressure_measurement 137/93
2 02/04/15 12:37 glucose_measurement 210
2 02/04/15 12:43 diabetes_pill diabetes
2 02/04/15 13:13 lunch lunch
2 02/04/15 18:27 exercise cyclette
2 02/04/15 19:55 glucose_measurement 305
2 02/04/15 19:57 pressure_measurement 139/90
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activities and the relationships between them, that can be then
converted into a Petri net;

3. Inductive Miner [103]: The basic idea of Inductive Miner is to
find a prominent split in the event log (there are different types of
splits: sequential, parallel, concurrent, and loop). After finding
the split, the algorithm recurs on the sub-logs (found by applying
the split) until a base case is identified. Inductive miner can
discover robust process models from noisy and incomplete data,
and can produce a Petri net.

Process models modeled using Petri nets have a well-defined se-
mantic: a process execution starts from the places included in the ini-
tial marking and finishes at the places included in the final marking.
Directly-Follows graphs, instead, are graphs where the nodes represent
the events/activities in the log and directed edges are present between
nodes if there is at least a trace in the log where the source event/activity
is followed by the target event/activity. On top of these directed edges,
it is easy to represent metrics like frequency (counting the number of
times the source event/activity is followed by the target event/activity)
and performance (some aggregation, for example, the mean, of time
inter-lapsed between the two events/activities).

In Figure 4.6 is depicted the Petri net of the process model for
metabolic syndrome management. Specifically, the Figure describes the
daily routine that a patient has to follow according to the prescription.
The Petri net represented by Heuristic Miner algorithm contains hidden
transitions and has the advantage of having different parameters that
can be used for the elimination of unimportant clusters. The most
important ones are the dependency threshold, with a default value of
0.5, and the cleaning threshold to remove weak edges, with a default
value of default value 0.05. In our experimental setting we left these
values by default.

4.3.4.1 Conformance Checking

Conformance checking is a technique to compare a process model with
an event log of the same process. The goal is to check if the event log
conforms to the model, and, vice versa. In PM4Py, two fundamental
techniques are implemented: token-based replay and alignments.
Token-based replay is a heuristic technique, which uses four counters

(produced tokens, consumed tokens, missing tokens, and remaining
tokens) to compute the fitness of an observation trace based on a given
process model [143]. A trace is fitting according to the model if, during
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1

Figure 4.6: Modeling of Petri net related to the metabolic syndrome in-home
prescription using Heuristic Miner algorithm.
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its execution, the transitions can be fired without the need to insert any
missing token. If the reaching of the final marking is imposed, then a
trace is fitting if it reaches the final marking without any missing or
remaining tokens.
Alignment-based replay is a technique, which performs an exhaustive

search to find out the optimal alignment between the observed trace and
the process model. Hence, it is guaranteed to return the closest model
run in comparison to the trace [163].

It is possible to compare the behavior contained in the log and the
behavior contained in the model, in order to see if and how they match.
Four different dimensions exist in process mining, including replay
fitness, precision, generalization, and simplicity.

• Replay Fitness: The calculation of the replay fitness aim to cal-
culate how much of the behavior in the log is admitted by the
process model. For token-based replay, the percentage of traces
that are completely fit is returned, along with a fitness value that
is calculated [25]. For alignments, the percentage of traces that
are completely fit is returned, along with a fitness value that is
calculated as the average of the fitness values of the single traces.

• Precision: The different prefixes of the log are replayed (whether
possible) on the model. At the reached marking, the set of tran-
sitions that are enabled in the process model is compared with
the set of activities that follow the prefix. The more the sets are
different, the more the precision value is low. The more the sets
are similar, the more the precision value is high. This works only
if the replay of the prefix on the process model works: if the
replay does not produce a result, the prefix is not considered for
the computation of precision. Hence, the precision calculated on
top of unfit processes is not really meaningful. There exist two
approaches for the measurement of precision: ETConformance
(using token-based replay) [121], and Align-ETConformance (us-
ing alignments) [3].

• Generalization: A model is general whether the elements of the
model are visited enough often during a replay operation (of
the log on the model). A model may be perfectly fitting the log
and perfectly precise. Hence, to measure generalization a token-
based replay operation is performed, and the generalization is
calculated [34].
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Figure 4.7: Evaluation metrics based on Medical Prescription log.

• Simplicity: A dimension that evaluates how simple the process
model is to understand for a human. It is defined taking into
account only the Petri net model; the criteria used for simplicity
is the inverse arc degree [31].

4.3.4.2 Model Evaluation

For a better understanding of the evaluation phase, the results, for each
of the three process mining algorithms, have been reported on the
histogram in Figure 4.7.

In our investigation, it is crucial that a patient follows the doctor’s
prescription perfectly and should not reverse, introduce or forget activ-
ities. A small note can be made about certain activities, such as those
relating to measuring blood pressure or blood sugar as if they were re-
versed they would not involve anything serious, compared to forgetting
to take a drug, for example. This means that the evaluation metrics we
want to be maximized are precision and replay fitness.

In particular, these two metrics behave differently depending on the
inspected process mining algorithms. For a deeper understanding of
how much patients have been adherent to the medical prescription for
metabolic syndrome treatment, it is in general evident how the replay
fitness addresses this compliance checking. Replay fitness is above 79%
in all process mining modeling algorithms, suggesting that most of the
patients observed the model behavior correctly. Precision, instead, is
quite swinging, showing that, although the fitness reaches good results
for all the algorithms, Alpha Miner and Inductive Miner algorithms



112 a proposal for secure patient monitoring using ai techniques

show opposite behaviors. This means that they do not rightly and fairly
represent the actual behavior of patients. In fact, they are not able to
capture some wrong activities, such as revers actions in the medical
prescription, even though those actions are included in the medical
prescription. A good trade-off between replay fitness and precision is
given by the Heuristic Miner. It gives a more accurate representation
of the patients’ actual behavior. Selecting the Heuristic Miner as best
model representation for conformance checking, it is possible to note
that the 95% of patients followed the medical prescription entirely,
while the 75% of them followed the medical prescription precisely.

The generalization metric aims to maximize model-supported behav-
iors that are not part of the system and are not present in the event log.
This, in our case, is not good as the patient must follow the activities
present in the medical prescription, without introducing new activi-
ties unless recommended by the doctor. As shown in Figure 4.7, the
generalization values are typically low, below the 17% for all process
mining algorithms, witnessing that model does not generalize. This is
good news for our scenario, as it means that patients do not perform
activities as different as those prescribed by the doctor

Simplicity assumes less importance as it is not linked to the behavior
of the process model obtained but to its simplicity in terms of network
and therefore of understanding. The value of simplicity for all algo-
rithms used on the medical prescription event log is a high indication
that the model processed by the three algorithms is quite simple.
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In other words, an admission of where I have actually come
to. Everybody can say you should go faster or go slower.
But you have arrived, with your own legs. Conclusion is
my "Look back and ahead: what you have seen and what
you see?".
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C L O S I NG R E M A R K S

This dissertation started with an analysis of the four most mentioned
topics of our work: monitoring system, security, explainability and
security problem. We ended up synthesizing all of them. The bunch of
problems that motivated this three-year work have given us a chance not
only to study and propose some potential solutions but also to unveil
new opportunities.

In Chapter 3, we first introduced the reference domain of remote
home care: Ambient Assisted Living ()AAL). It proved to be the choice
in which to build an architecture for this purpose. It was essential to
define the Clinical Path (CP) and understand how it can be techno-
logically modelled. We also analyzed Artificial Intelligence (AI) and
Process Mining (PM) algorithmic approaches that are most responsive
to solving safety problems during remote patient monitoring. Further-
more, we described the eXplainable Artificial Intelligence Security
(XSec) approach used to explain anomalies during monitoring.

Secondly, in Chapter 4, motivated by a general Machine Learning
(ML) problem, we studied how to make remote patient monitoring more
efficient. Sensor data can be manipulated for a variety of reasons. More-
over, if not correctly explained, the doctor can misinterpret them. We
also presented two use cases concerning a patient’s remote monitoring.
In the first case, we collect ECG signals, and through the Clinical Path
Anomaly Detection (CPAD), we can tell when the data are accurate or
compromised. We also use an Explainability paradigm to best interpret
the collected data. In the second use case, by adopting Conformance
Checking on a patient suffering from Metabolic Syndrome, we can
model a system that can identify when the patient’s behavior deviates
from that of the doctor and, thus, from the actual prescription.

This is what we have tried to do, or instead, I have tried to do with the
help, support, collaboration, and encouragement of my colleagues at
the university and in the company. I tried to contribute to the research,
aware that what I have done is not even a drop in the ocean. I have
tried to consider research as an instrument of knowledge, not an object
of competition and an agent of power, which is why my contributions
are never without errors. Not for nothing, this three-year adventure
of scientific research, although almost constantly guided by reasoning,
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has always been an adventure. I conclude with a sentence from Albert
Einstein that says: "There is a passion for understanding just as there
is a passion for music; it is a very common passion in children but one
that most adults lose. Without it, there would be neither mathematics
nor the other sciences."
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Table A.1: MRC, CAR, AVA VAN and assurance levels.
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Table A.2: Elements of the Sector Specific Scheme.
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Table A.3: CSL and risk-based approach.
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Table A.4: Mapping of Evaluation Assurance Levels between Cybersecurity
Act and Common Criteria.
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Table A.5: Detailed SO.

CSA OBJECTIVES
(Proposed naming)

DETAILED POSSIBLE SO

O.DATA_CONFIDENTIALITY

O.SECURE_ STORAGE
O.SECURE_COMMUNICATIONS
O.AUTHORIZED_ACCESS
O.AUTHORIZED_PROCESSING

O.DATA_AVAILABILITY
O.SECURE_ BACKUP
O.RELIABLE_TRANSMISSION
O.ACCESSIBLE_DATA

O.DATA_INTEGRITY O.INTEGRITY_CHECK
O.SECURE_COMMUNICATIONS

O.ACCESS_CONTROL
O.STRONG_ROLES_MNG
O.ACCOUNTABILITY
O.TRUSTED_CONNECTION

O.VULNERABILITIES_ANALYSIS O.UPDATED_COMPONENTS

O.EVENT_LOGGING O.CONTINUOUS_MONITORING
O.ACCOUNTABILITY

O.LOG_MANAGEMENT O.SECURITY_AUDIT
O.SECURE_LOGS

O.VULNERABILITY_MANAGEMENT O.SW_TESTING

O.BUSINESS_CONTINUITY
O.SERVICE_RESILIENCE
O.HW_MAINTENANCE
O.SECURE_FAIL

O.
SECURITY_BY_DESIGND&DEFAULT

O.SECURE_COMMUNICATION
O.TRUSTED_COMPONENTS
O.SECURE_ACCESS
O.SECURE_PROCESSING
O.ACCOUNTABILITY
O.SECURE_ARCHITECTURE
O.SECURE_INSTALLATION
O.PRIVACY_SETTINGS
O.DATA_MINIMISATION
O.PSEUDONYMISATION
O.PHYSICAL_SECURITY

O.SECURE_SW_
DEVELOPMENT_
AND_MAINTENANCE

O.SW_TESTING
O.SW_MAINTENANCE
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Figure A.1: PACS Specific Security Functional Requirements, Components
are marked with numbers.



Table A.6: Summary table used for the outcome of the sectoral risk assess-
ment.

Business Services Asset Applicable MRC AP CAR CSL
Process Category Threat
... ... ... ... ... ... ... ...
... ... ... ... ... ... ... ...
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