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Abstract

The physical and digital domains are becoming increasingly intertwined,

encompassing not just objects, but also locations, processes and living en-

tities. In this scenario, everyday objects acquire the capability of collect-

ing, storing, processing and exchanging information. This technological

trend has been supported by the research on the Internet of Things (IoT)

and the broader domain of Internet of Everything (IoE). Within such con-

text, Cyber-Physical Systems (CPSs) have emerged as complex systems

that tightly integrate sensing, computation, communication and actuation

capabilities in order to control physical processes. Key CPS requirements

include responsiveness, reliability and safety.

To cope with the decentralized, heterogeneous and volatile nature of

large-scale IoT-based CPSs, this dissertation adopts a Multi-Agent System

(MAS) perspective, where each device becomes a smart entity endowed

with decision-making abilities and adaptable behavior. However, contin-

uous node mobility and intermittent connectivity hinder trust-based in-

teractions among these agents. Distributed Ledger Technologies (DLTs) –

particularly those built upon Directed Acyclic Graph (DAG) structures –

provide promising solutions to these coordination challenges in CPS sce-

narios by ensuring tamper-resistant data exchange without centralized in-

termediaries.

This dissertation proposes a novel dual-layer interledger framework that

unifies multiple blockchain platforms through a shared DAG-based back-

bone. This enables the design of a microservice architecture that enhances

scalability by decoupling system components and distributing the computa-

tion required for servicing requests, with a DAG-based substrate to enable

transparent data management and tracking of events involving multiple

different ledgers. Furthermore, investigates methods to integrate Knowl-

edge Representation and Reasoning (KRR) for supporting more sophisti-

cated tasks of resource discovery, composition and negotiation by means of

Smart Contracts (SCs) leveraging automated reasoning. For this purpose,



the Seesaw prototype has been implemented demonstrating how semantics-

enabled SCs can facilitate robust, logically explainable coordination in com-

plex CPS environments. Moreover, the need to allow more articulate dia-

logue capabilities among components of pervasive CPSs has motivated the

work on a framework based on Computational Argumentation theory, in

which a graph-based formalism allows the analysis of interrelation among

arguments, detecting agreements and conflicts.

As a further step, prototypes in several case studies show how KRR

technologies have been integrated into the dual-layer infrastructure to fos-

ter scalability, trustworthiness, and intelligence in interconnected cyber-

physical domains. In this context, intelligent agents can seamlessly col-

laborate, engage in dialogue, adapt and evolve to meet the increasingly

complex demands of CPS in the Digital Twin era.



Chapter 1

Introduction

The increasing availability of micro- and nano-electronic components for

data processing and communication has allowed their integration into ev-

eryday objects, endowing them with the capability of collecting, storing,

processing, and exchanging information. This transformation has been

pushed through the Internet of Things (IoT) vision. In latest years, an evo-

lution from the IoT to the Internet of Everything (IoE) has been occurring,

which is further blurring the boundaries between the digital and physical

world. In IoE contexts not only objects, but also locations, processes and

living entities are more and more interconnected, continuously exchanging

data and interacting through attached intelligent micro- and nano-devices.

Sharing the same conceptual underpinnings about the integration of infor-

mation processing elements into physical environments, the Cyber-Physical

System (CPS) paradigm refers to a specialization of the IoT and IoE visions

characterized by complex systems engineered to oversee physical processes

through a close integration of sub-systems for measurement, computation,

communications and actuation. CPS principles are deeply concerned with

real-time responsiveness, reliability, safety and security. Example applica-

tions are expanding in sensitive fields like high-precision manufacturing,

telehealth, and intelligent transportation systems.

By architecting CPSs as composed of autonomous interacting agents,

Multi-Agent Systems (MASs) can be designed, where each physical com-

ponent shifts from a mere data source to a smart object enhanced with

context-awareness, decision-making capabilities and adaptive behavior. In

this way, it is crucial to allow meaningful ways for the agents to interact
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with each other and exchange information, ensuring effective, autonomous

and intelligent coordination. Furthermore, the nature of interactions among

nodes in a CPS is often decentralized, allowing for high flexibility and scala-

bility of the system. In mobile and pervasive computing contexts, however,

smart object networks suffer from high volatility of nodes and resources,

due to network unreliability, device power limitations, and mobility en-

abling devices to enter or exit communication range unpredictably. This

hinders reliable trust-based coordination, since it is not possible to assume

that nodes know and can reach each other all the time.

Distributed Ledger Technologies (DLTs), stemming from the introduc-

tion of blockchain with Bitcoin [78], have emerged as an interesting per-

spective in supporting such environments. DLTs enable trustless, tamper-

resistant record-keeping and data exchange across distributed networks

without the need for central intermediaries. They achieve consensus on

transaction validity through various algorithms (e.g., Proof-of-Work, Byzan-

tine Fault Tolerance derivatives, and Directed Acyclic Graph (DAG)-based

tip selection), and use cryptographic primitives to ensure authentication,

integrity, non-repudiation, and censorship-resistance. However, traditional

blockchains, built as linear chains of transaction blocks, suffer from low

throughput, high energy consumption and limited scalability, proving inef-

ficient for IoE and real-time use cases. In response, newer DAG data struc-

tures have been investigated for DLT infrastructures, streamlining all pro-

cesses involving the approval and addition of transactions and guaranteeing

high-speed, energy-efficient protocols suitable for resource-constrained en-

vironments, allowing to bring the advantages of immutability, transparency

and security of DLT platforms for IoE-based CPSs. Nevertheless, efficient

interoperability and especially scalability still remain open issues in the

DLT domain, due to the complexity of protocols and lack of standards.

This Ph.D. thesis addresses the foregoing issues by proposing a dual-

layer inter-ledger architectural solution that integrates multiple blockchain

platforms through a shared DAG-based DLT. The proposed framework

realizes a microservice architecture to enhance MAS scalability in CPSs by

modularizing and decoupling the system components, allowing independent

management and horizontal scaling of blockchain infrastructures, as well

as increased interoperability, by means of a public IOTA Tangle [94] layer

to track interactions and provide a unified interface for seamless data and

2



service integration across different blockchain platforms.

Yet, as these systems evolve into more sophisticated settings, the de-

mand grows not only for trustless robust data exchange, but also for higher-

level capabilities in decision making and adaptive coordination. The in-

tegration of Knowledge Representation and Reasoning (KRR) techniques

plays an important role in addressing this problem. The emerging Semantic

Web of Everything (SWoE) paradigm [106] aims at unifying the Semantic

Web with the IoE into a technology stack where machine-understandable

knowledge representation and pervasive computing intertwine. In SWoE

settings, standard Semantic Web technologies and formalisms (including

ontologies, reasoning procedures, and query languages) are embedded into

ubiquitous microcontroller-based field devices for sensing and actuation in

addition to microprocessor-based edge computing devices. This approach

enables automated reasoning over Ubiquitous Knowledge Bases (u-KBs)

that encompass semantically annotated data fragments physically scat-

tered across the environment and accessible through collaborative, often

decentralized, protocols. In this context, objects should use embedded rea-

soning engines to integrate fragmented information on the fly into coherent

Knowledge Base (KB) materializations, expressed through annotations in

standard Semantic Web languages, so as to support further inference tasks.

Specifically, this work focuses on KRR-based approaches for resource dis-

covery – where devices reason over available resource descriptions to find

the best match – and resource negotiation – where entities “dialogue” with

each other to reach a compromise aligned with their requirements – adapt-

ing them to support multi-agent coordination in CPSs. This approach

leverages Smart Contracts (SCs), i.e., self-executing programs on a dis-

tributed ledger automatically enforcing the terms of an agreement among

participants, to embed semantic technologies and procedures in the DLT

platform.

Such need for articulate “dialogue” capabilities among pervasive intel-

ligent agents in a CPS further motivates the investigation of a structured

framework, grounded on Computational Argumentation theory, in which

fragments of asserted knowledge are represented as atomic information

units and a graph-based formalism helps analyzing their interrelations, de-

tecting (partial) agreements and conflicts. Also in this case, to maintain a

high level of trust and reliability, functionalities can be integrated into a set

3



of SCs to obtain transparent, robust and logically explainable outcomes.

This thesis explores methodologies that unify these elements to meet the

current and future demands of intelligent, interconnected and trustworthy

cyber-physical environments.

The remainder of this dissertation is organized as follows:

• Chapter 2 provides the necessary background, including an overview

of Social CPS, the SWoE, and DLTs. It highlights key technologi-

cal foundations and state-of-the-art developments relevant to this re-

search;

• Chapter 3 presents the proposed inter-ledger architecture for multi-

agent CPS coordination. The design of a dual-layer DLT-based mi-

croservice architecture is discussed, emphasizing scalability, modu-

larity, and suitability for IoT and CPS environments. Furthermore,

this chapter also includes a proposal to illustrate how SCs can enable

semantic-based services for resource discovery, negotiation, and com-

position;

• Chapter 4 describes the argumentative deductive framework out-

lined for CPS coordination. It elaborates on the Bipolar Weighted

Argumentation Framework (BWAF) for argumentation graph con-

struction, propagation-based ranking semantics for argument accept-

ability evaluation, and the associated algorithms;

• Chapter 5 explores practical applications and case studies, devel-

oped to validate the proposed methods and frameworks. Scenarios

include public traceability of confidential processes in Business-to-

Business (B2B) marketplaces, industrial CPS event tracking, and

semantic-enhanced blockchain-based smart mobility services;

• Chapter 6 concludes the dissertation by summarizing the main con-

tributions and outlining future research perspectives, emphasizing

open challenges and potential advancements in knowledge-based CPS

coordination leveraging DLTs.
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Chapter 2

Background

This chapter provides an overview of (Social) CPSs, the SWoE, and DLTs,

outlining the state of the art and open issues. Technological background

and motivation are clarified for the investigations reported in this Ph.D.

dissertation.

2.1 Social Cyber-Physical Systems

In the IoT paradigm, everyday objects are augmented with communica-

tion and computation capabilities. Progress in Micro-Electro-Mechanical

System (MEM) miniaturization and integration are facilitating the con-

vergence of the physical and digital worlds, where subsystems for physical

measurement and actuation work together with embedded information pro-

cessing and communication subsystems. This has led to the rise of systems

known as Cyber-Physical System, consisting in a large number of sensors,

actuators, and control devices, connected by a network and sharing com-

mon application-level goals. Such goals are achieved by coordinating tasks

concerning the acquisition, processing and analysis of data – along with

context information – and the exploitation of results to act back onto the

physical environment.

In this type of architectures, autonomous dynamic coordination is a

pivotal requirement due to the increasing complexity and numerousness of

individual elements. This calls for smart objects that are able to under-

stand the context they are inserted in and take decisions dynamically based

on manifold factors, including the state of surrounding objects and places.
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Oftentimes, CPSs are also socio-technical systems, where human-in-the-

loop processes are observed and controlled: in such cases, smart devices

have to take into account users’ state, activities and profiles as well. Thus,

CPS are increasingly designed as Social MASs where each smart device in

a given environment acts as an autonomous agent and meaningful agent

relationships should be established automatically in order to support flex-

ible orchestration and choreography patterns as well as human-computer

interaction modes.

Research in the so-called Social Internet of Things (SIoT) [5] is explor-

ing models and architectures to reach this goal. Interaction paradigms are

often borrowed from Social Networking Services (SNSs) for human users,

properly adapted to the peculiarities and requirements of MASs. In order

to face the intrinsic unpredictability of pervasive computing contexts, in-

teractions in IoT-based CPSs are structured according to a social model for

object information interchange. SIoT can offer several benefits for CPSs in

terms of interoperability, autonomicity, versatility and coordination. How-

ever, to achieve really cohesive CPSs endowed with versatile cooperation

and dynamic choreography of components, connected smart objects should

be able to represent, discover and share information and services described

in a high-level, articulate way by means of machine-understandable for-

malisms. Semantic Web technologies are candidates for such a role, as

they can grant interoperability grounded on logic-based formal semantics

[123].

2.1.1 Requirements

Digital societies call for increasingly intelligent, distributed and flexible ser-

vice and resource management. As cities evolve toward a living organism

model on both physical and digital planes [127], pervasive computing in-

frastructures based on IoT sensors and smart devices act as its nervous

system. While early architectures strongly relied on Cloud Computing in-

frastructures, the Edge Computing (EC) paradigm has emerged due to the

adoption of capable devices enabling several key data management and

processing tasks to be performed at the edge of the network. This allows

to achieve shorter response latencies, more efficient bandwidth usage and

higher data privacy and security. Advanced IoT scenarios require highly
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flexible composition and dynamic reconfiguration of services, resources and

devices, each endowed with well defined roles and responsibilities. Due to

the broad heterogeneity of vendors, device classes, as well as application ar-

eas, interoperability and decentralized autonomous decisions are still chal-

lenging issues. In the latest years, a few interesting novel paradigms have

been proposed, which may be applied at the EC level in IoT architectures.

They typically exploit Artificial Intelligence (AI) to simulate aspects of hu-

man decision-making behaviors [118] in networked multi-agent systems.

The SIoT paradigm [5] introduces a layer of social networking principles

into the IoT ecosystem to enhance the efficiency, usability, and intelligence

of interconnected devices. The main requirements of SIoT architectures

include:

• dynamic interactions: smart objects are designed to interact not only

based on predefined technical protocols, but also through social rela-

tionships, akin to human social networks. Relationships mirror hu-

man social connections, such as co-location, co-work, friendship, and

ownership, and facilitate more intuitive interactions independent from

user engagement and from human SNS;

• context-aware collaboration: IoT devices act as autonomous agents

building networks of social relationships and exploiting them to share

information and services, and perform tasks collaboratively [76]. The

social layer adds context and relational data to the interactions, en-

abling devices to make more informed and context-aware decisions;

• resource optimization: by leveraging social relationships, smart de-

vices can optimize the allocation and negotiate access to shared re-

sources, like network bandwidth or energy power, based on their social

standing or priority within the network.

SIoT approaches have found significant applications in real-world sce-

narios, including smart mobility [35], smart building [112], and smart man-

ufacturing [90]. Nevertheless, ensuring interoperability among diverse de-

vices from different manufacturers remains a critical challenge for the seam-

less functioning of SIoT networks. Monitoring and maintaining social re-

lationships among a large number of devices in a trustworthy and reliable

way is a challenging task, requiring sophisticated algorithms and frame-

works.
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2.1.2 State of the art

In latest years, SNSs have changed personal interaction habits and relation-

ships management on a global scale. SNS members create personal profiles

with basic information about themselves; connect with other users in ei-

ther bidirectional (e.g., friendship, group) or unidirectional (e.g., follower)

relationships; post text and/or multimedia items on their wall (i.e., log)

for sharing with their contacts; flag (tag) some contacts to associate them

and draw their attention to certain content elements; respond to content

published by other users with comments and reactions (e.g., like). SNS

adopters generally manifest an intention to continue using them [63], be-

cause SNSs provide both extrinsic – i.e., usefulness – and intrinsic – i.e.,

gratification – value. Their utility also grows with a network effect as they

connect more users, and particularly complementary ones [63], since op-

portunities increase for discovering information, resources and services.

Similarly, in the SIoT [5], objects engage with one another indepen-

dently from direct user interactions. Things act as autonomous agents,

building networks of social relationships and exploiting them to share in-

formation and services more effectively. Research on SIoT is very active

and covers a wide range of related topics, as recent surveys [124, 4] show.

Several classifications of relationship types exist in literature. In [7] and

subsequent works, parental (same manufacturer), co-location (same envi-

ronment), co-work (cooperation), co-ownership (same owner) and social

(sporadic or frequent contact) are identified as basic object relationships.

The analysis in [132] is inspired by literature on human SNS, instead, and

results in an ontology allowing objects to manage their policies, friends and

reputation. The ontology model developed in [58] includes social relation-

ships among events, people and objects in IoT environments.

The SIoT aims at extended device collaboration. Service Oriented Ar-

chitecture (SOA) is one of the dominant paradigms, where cooperation is

mediated by the production, provisioning and usage of services. In this

model, intelligent service discovery is a core capability. Most SOA-based

SIoT approaches rank services w.r.t. a request/profile specification based

on a combination of (i) object social connectivity, (ii) object mobility pat-

terns, and (iii) preference similarity. For instance, in [61] a cosine similarity

is computed combining metrics (ii) and (iii), improving results w.r.t. each
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single method, although preferences and resources are described by means

of a simplistic set of keywords, lacking formal meaning.

Semantics-based approaches improve both context-awareness and dis-

covery capabilities in SOAs. In [101] distributed KB management supports

machine-to-machine social interactions in control networks. Every con-

nected object proactively discovers other nodes in the network; requesters

are then able to distribute queries automatically among known devices

equipped with reasoning engines. Unfortunately, supported inferences are

very basic, limiting the applicability of the proposal. In [45] semantics-

based situation detection and goal retrieval are exploited for matchmaking

with task profiles for recommending activities to users, based on their cur-

rent context. Nevertheless, social interactions occur only between devices

and users. Furthermore, adopted rule-based reasoning could not retrieve

approximate matches when exact ones do not exist. Likewise, [44] focuses

on activities of daily living in smart homes, generating task-oriented recom-

mendations for user’s situational goals. In [62] Near-Field Communication

(NFC) technology mediates social interactions between everyday objects

and agents running on mobile devices. Ontology-based representations

support context-awareness, enabling both reactive and proactive agent

behaviors, exploiting rule-based reasoning for planning toward situation-

dependent goals. Though interesting, the approach does not appear gen-

eral enough to support a wide range of SIoT scenarios.

Recent SIoT proposals increasingly adopt cloud-assisted architectures,

where social objects are virtualized, i.e., functionalities are mapped to soft-

ware agents managed by Platform-as-a-Service (PaaS) infrastructures. Rel-

evant examples include Paraimpu [93], Lysis [38], Smartbuddy [91] and

the platforms in [44], [136] and [57]. Notably, the ASSIST framework

[53] exploits semantics-based rules to implement social network primitives.

While granting higher scalability, availability and robustness, cloud-assisted

approaches can exhibit non-negligible drawbacks, including longer delays,

higher network load and greater energy usage for pervasive devices [36]. As

such, it seems appropriate essentially for scenarios and applications where

a dependable global networking infrastructure is available. Although SIoT

research trends take this kind of connectivity more and more for granted,

many IoT technologies in the present and near future cannot provide it [6].

Among challenging scenarios, the SIoT paradigm is being increasingly
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applied to Vehicular Ad-hoc NETworks (VANETs) and urban mobility

[125]. The fast motion of nodes (i.e., vehicles) leads to highly volatile net-

work topologies as well as strict computation and communication latency

constraints for safety-related services. Furthermore, situation awareness in

such environments requires information fusion from multiple heterogeneous

sources. Social interaction paradigms in VANETs –often denominated So-

cial Internet of Vehicles (SIoV) [1]– have been demonstrated to be effective

in improving information discovery [109] and resource allocation [143].

Trust management is one of the most relevant issues in the SIoT [141].

Trust metrics can be retrieved from friends (recommendation), reliable in-

termediaries (reputation) or direct knowledge [29]. In [81] both a subjec-

tive and an objective (i.e., shared) model are introduced, exploiting tech-

niques mutuated from peer-to-peer networks. The collaborative Cognitive

Radio framework in [82] leverages the SIoT relationship types described

above in [7] to improve both the reach of channel status queries and the

trustworthiness of information through weights depending on the degree of

friendship. A refinement is proposed in [25], where trust is defined as a

function of reputation on past transactions, relationship type and energy

status. Reputation combines direct and friend recommendation scores,

while the relationship type between two devices is derived from a correla-

tion of trustworthiness w.r.t. mutual friends. Similarly, in [49] a honesty

model is composed out of spatial (object proximity), temporal (frequency

and duration of interactions), relationship and credibility (cooperativeness

and penalties) metrics. An interesting approach is adopted in [23], albeit in

that case honesty referred to the absence of malicious behaviors: the main

goal is, in fact, to devise a robust trust model against attacks to service

discovery and management. For this purpose, a trust propagation and ag-

gregation scheme is introduced, conceptually similar to the objective trust

model in [81]. The above works, however, aim only at improving transac-

tion success and do not consider dynamic social relationships. That issue

is tackled in [87], exploiting Bayesian belief propagation networks.

As a final remark, all the above works focus either on service discovery

and composition or on dynamic trust management, disregarding or trivially

simulating the other aspect. In [115] a framework integrates semantics-

based SOA and dynamic relationship management in SIoT for CPS, for-

malizing and analyzing mutual influences between these two aspects.
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2.2 The Semantic Web of Everything

The ongoing miniaturization of IoT devices, combined with the enhanced

integration of individuals, places, processes, and data through pervasive

mobile networks, is driving the evolution of the IoT into the IoE. Within

the IoE paradigm, streams of data are generated by living entities, objects,

locations, and phenomenons of interest. This data proliferation requires

sophisticated information management strategies, robust security measures

and scalable trust mechanisms. In parallel with the evolution of the IoT,

its integration with Semantic Web technologies and tools has undergone

substantial advancements, progressing from the Semantic Web of Things

(SWoT) to the more recent frameworks for the SWoE.

The Semantic Web initiative, a collaborative movement led by the

World Wide Web Consortium (W3C), aims to transform the World Wide

Web into a universal platform for data exchange, where machines can inter-

pret the meaning of information and use it as knowledge to take decisions

and execute tasks. This objective is achieved through a suite of technologies

and standards, including the Resource Description Framework (RDF) [121]

for structured metadata representation, theWeb Ontology Language (OWL)

[88] for the creation and sharing of ontologies as structured domain vocab-

ularies, and SPARQL Protocol and RDF Query Language (SPARQL) [96]

for querying RDF datasets and Knowledge Graphs (KGs). By augment-

ing Web resources with semantic metadata, the Semantic Web embeds

machine-interpretable information within the existing Web infrastructure.

This enhancement facilitates advanced automated processes and applica-

tions – such as intelligent search engines, sophisticated data integration,

and personalized user agents – by enabling machines to comprehend and

respond to complex human queries based on a semantic understanding

of digital information. Fundamental to this vision are the disciplines of

Knowledge Representation (KR) and Automated Reasoning, underpinned

by RDF and OWL to express statements along with their context and

relationships. Automated reasoning empowers software agents to perform

logical deductions for undertaking complex tasks, thereby supporting intel-

ligent search and informed decision-making capabilities. While the SWoT

aims to integrate the Semantic Web with IoT devices, the SWoE vision

extends the scope to networks of micro- and nano-devices disseminated
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in physical locations and closely tied to objects, people and processes.

This integration fosters the creation of intelligent and autonomous envi-

ronments wherein objects operate as smart agents. These agents are capa-

ble of processing and analyzing contextual data from their surroundings,

autonomously communicating and exchanging information to ultimately

fulfill their mission and goals.

2.2.1 Knowledge Representation for the Semantic Web

of Everything

The W3C standards for modeling ontologies in the Semantic Web are for-

mally based on Description Logics (DLs) [8], a class of knowledge repre-

sentation languages that provide essential semantics to express knowledge

and support inference tasks. DLs are decidable fragments of First Order

Logic (FOL) [19, 30] and comprise three core components:

• concepts, denoting sets of objects within a specific domain;

• individuals, the actual objects in the domain, representing instances

of concepts;

• roles, defining binary relationships between pairs of concepts.

By employing various constructors, these elements can be combined

to form complex expressions. Their formal semantics is defined via an

interpretation I = (∆, ·I) where ∆ represents the universe of discourse

(the domain), and ·I is the interpretation function that maps each term to

a subset of ∆. In this semantic framework, the conjunction of concepts is

interpreted as the intersection of sets: (C⊓D)I = CI∩DI . The disjunction

of concepts corresponds to the union of sets: (C ⊔D)I = CI ∪DI . When

included, the negation operator ¬ signifies the complement of a set.

An ontology in the context of DLs – also known as a terminology, termi-

nological box, or TBox [126] – is composed of assertions involving concepts

and roles. There are two primary types of assertions:

• inclusion assertions (A ⊑ D), which define hierarchical ”is-a” rela-

tionships between concepts, indicating that concept A is a specializa-

tion of concept D;
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• equivalence assertions (A ≡ D), used to state that two expressions

represent the same set of instances or to assign names to complex

expressions.

The collection of individuals and the relationships between them form

what is known as the assertion box (ABox ). A KB is given by a ⟨TBox,
ABox⟩ pair.

DLs are primarily distinguished by the constructors they provide. The

Attributive Language (AL), introduced in [120], serves as a minimal yet

practically significant language within this family. The constructs available

in AL are as follows:

• ⊤, universal concept : represents all objects within the domain;

• ⊥, bottom concept : corresponds to the empty set;

• A, atomic concepts : denotes all objects that are instances of the

concept A;

• ¬A, atomic negation: includes all objects not belonging to the con-

cept A;

• C ⊓ D, intersection: the set of objects that are instances of both

concepts C and D;

• ∀R.C, universal restriction: consists of objects x such that for every

object y, if x is related to y via relation R, then y is an instance of

concept C;

• ∃R, unqualified existential restriction: objects that are related to at

least one object through relation R.

To enhance its expressive capabilities, the AL language can be extended

with additional constructs. The notation AL [N ][U ][E ][C ][I] is used to

indicate popular AL language extensions. In this work, the Attributive

Language with unqualified Number restrictions (ALN ) is adopted as refer-

ence DL. With respect to AL, it includes unqualified number restrictions

≥ nR, ≤ nR, = nR, denoting objects that are related to at least, at most,
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or exactly n objects via relation R, respectively1. Table 2.1 provides a sum-

mary of the syntax and semantics of ALN constructors and assertions.

Table 2.1: Syntax and semantics of ALN

Name Syntax Semantics

Top ⊤ ∆I

Bottom ⊥ ∅
Intersection C ⊓D CI ∩DI

Atomic negation ¬A ∆I\AI

Universal quantification ∀R.C {d1 | ∀d2 : (d1, d2) ∈ RI → d2 ∈ CI}

Number restrictions
≥ nR {d1 | ♯{d2 | (d1, d2) ∈ RI} ≥ n}
≤ nR {d1 | ♯{d2 | (d1, d2) ∈ RI} ≤ n}

Inclusion A ⊑ D AI ⊆ DI

Equivalence A ≡ D AI = DI

In practical implementations, a standardized syntax is essential for stor-

ing and exchanging ontology documents across various tools and applica-

tions. Ontologies can be serialized using any RDF triple-based syntax,

such as RDF/XML [121] , which encapsulates RDF within the eXtensible

Markup Language, or Turtle [97]. Additional OWL-specific syntaxes like

Functional [88] and OWL/XML [75] encode OWL axioms directly, without

translating them into RDF triples. Lastly, the Manchester syntax [41] is

designed to be more accessible to users without a formal background in

logic.

Web Ontology Language (OWL)

In 2009 and late 2012, the W3C released official Recommendations for

two iterations of OWL. OWL 2 expanded upon the foundational principles

established in the initial version by enhancing the language expressiveness

and extending support for datatypes and annotations.

Entities serve as the fundamental building blocks of OWL 2 ontologies,

forming the basis for defining an ontology through named terms. Each en-

tity is uniquely identified by an Internationalized Resource Identifier (IRI)

[31], which is an extension of the Uniform Resource Identifier (URI) [14]

that allows a broader set of characters.
1It is useful to notice that ∃R is equivalent to ≥ 1R and that = nR is a shortcut for

≥ nR⊓ ≤ nR.
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Entities are categorized as follows:

• Classes: groups of individuals, which can form hierarchies where one

class is a subclass of another.

• Individuals: specific objects or instances that belong to classes.

• Object Properties: relationships that link individuals to one an-

other.

• Datatype Properties: attributes that assign data values to indi-

viduals.

• Annotation Properties: used to provide metadata about the on-

tology itself rather than the domain of interest, such as information

about the author of a specific axiom or the date it was added.

OWL also supports the definition of anonymous individuals, which are

useful for representing information about an entity without specifying a

unique identifier.

Entities can be combined into more complex expressions using logical

constructors. These expressions define sets of individuals by specifying

criteria related to their properties. Individuals that meet these criteria are

considered instances of the corresponding class expressions. An OWL 2

ontology comprises a collection of axioms – basic statements that assert

truths within the domain of interest by combining entities and expressions.

OWL supports a variety of axiom types, enabling the composition of entities

and expressions into multiple forms of logical assertions.

The extensive range of logical constructors supported by OWL con-

tributes to its high degree of expressiveness. To manage this complexity

and cater to specific, industrially relevant use cases, such as improved rea-

soning scalability and efficient query answering, OWL 2 introduced several

profiles for the language:

• OWL 2 EL: optimized for ontologies with large numbers of properties

or classes, making it particularly suitable for fields like life sciences;

• OWL 2 QL: designed for applications that require efficient access to

large volumes of instance data, facilitating seamless integration with

relational databases;
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• OWL 2 RL: aimed at applications that need scalable reasoning capa-

bilities without substantially compromising expressiveness.

Each profile strikes a balance between expressiveness and performance,

allowing practitioners to choose the most appropriate subset for their spe-

cific use case, ensuring that OWL remains versatile and applicable across a

wide range of domains. Nonetheless, knowledge-based systems are not man-

dated to fully conform to any specific OWL profile: the supported OWL

constructs can be arbitrarily restricted to align with DLs that are known to

have favorable computational complexity and practical performance char-

acteristics, while still being sufficiently expressive for useful applications.

2.2.2 Ubiquitous Knowledge Bases

Addressing the challenges inherent in dynamic and decentralized SWoE en-

vironments requires efficient methods for information storage, management,

and discovery, alongside transparent access to local information sources.

The concept of u-KB, originally introduced in [108], serves as a pivotal ar-

chitectural model for integrating the Semantic Web with the IoE, thereby

actualizing the SWoE. By adopting Semantic Web languages and tech-

nologies, the u-KB facilitates detailed annotation and categorization of

resources. This enables semantic-based applications to utilize tools for

discovery, querying and reasoning, all grounded in formal logic principles

established by the Semantic Web. Such semantic enrichment is essential

for rich machine-to-machine application and service platforms and for sup-

porting the automation levels required in dynamic CPS contexts.

Central to the u-KB framework is its ability to allow physical objects,

equipped with semantic capabilities, to be discovered, queried, and in-

ventoried collaboratively in a peer-to-peer manner without the need for

centralized control or coordination. This is achieved through a compre-

hensive architectural blueprint that bridges mobile ad-hoc networks used

in ubiquitous computing with the Internet. The u-KB incorporates a dis-

tributed application-layer protocol operating on a peer-to-peer basis, which

facilitates the dissemination and discovery of knowledge. Information is

gathered using various identification and sensing technologies and is sub-

sequently employed by inference engines and semantics-aware applications
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via a uniform set of operations in both pervasive environments and the

Web.

A significant innovation is the adoption of a content-centric networking

approach. Rather than targeting the physical locations of data storage, this

technique focuses on the content itself, aligning with the volatile nature of

the IoE where entities are frequently mobile or transient. This paradigm

shift is crucial for network adaptability, ensuring that content can be re-

trieved regardless of the changing states or positions of devices. The u-KB

is fully decentralized and utilizes a two-level infrastructure comprising a

field layer for connecting embedded micro-devices and a discovery layer

for inter-host communication. Implementing suitable peer-to-peer proto-

cols enhances the system’s decentralization, resilience, and scalability, en-

abling devices to autonomously discover and query information without re-

liance on a centralized authority. Given those requirements and advantages,

one of the architectural frameworks that better adapt to this approach is

blockchain, due to its decentralized peer-to-peer nature and transparency

in the storage of data. Aligning with this approach, Section 3.2 outlines

an infrastructure where multiple blockchains are grouped and managed by

a single lightweight DLT layer to coordinate their interactions. Scattering

semantic annotated information on these blockchains can be considered as

a step forward towards a physical substrate implementation of a u-KB ap-

proach, as proposed in Section 3.4.1.

Embedded within the u-KB are query primitives and reasoning tools

that facilitate sophisticated resource discovery by means of semantic match-

making, allowing the system to transcend mere data retrieval. User queries

and device data are interpreted within specific contexts, ensuring that the

information most relevant to the user’s current needs is identified and

gathered. A distinctive feature of the framework is its support for de-

vice autonomy and distributed collaboration. Through shared vocabularies

and ontologies, devices participating in a u-KB can independently register,

deregister, and recognize other devices and services. This ensures effective

communication by sharing and interpreting information in a unified lan-

guage, thereby promoting seamless interoperability among devices.

As outlined in Figure 2.1, the u-KB framework adopts a multi-layer

architecture designed to facilitate semantic information dissemination and

resource discovery in pervasive environments. The interaction among its
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Figure 2.1: Ubiquitous Knowledge Base framework.

layers orchestrates the flow of information from the physical world to the

application layer, enabling intelligent data processing and decision-making.

The architecture consists of the following layers:

• Data Link/Physical Layer: includes field layer protocols and tech-

nologies that enable the physical interconnection of embedded devices

in the environment. Examples include RFID [22], Bluetooth [17], Zig-

Bee [27], KNX [55], among others. A discovery layer within this tier

manages the identification of resources and services, allowing each

network host to act as a cluster head for field devices within its im-

mediate range by utilizing available communication interfaces;

• Semantic Support Micro-Layer: conceptually conceived as the

core of the framework, this layer ensures interoperability with mobile

ad-hoc networks of embedded devices and sensors. It adapts mobile

identification and sensing technologies from the physical layer to meet

the semantic requirements of the framework, effectively bridging the

gap between raw sensor data and semantic processing needs;

• u-KB Layer: provides unified access to information from semantics-

enhanced devices and sensors populating a smart environment. It

employs the Internet Protocol (IP) for fundamental addressing and

routing within local networks and between autonomous networks, in-

18



cluding wide area networks and the Internet, thereby ensuring seam-

less communication across different network scales;

• Reasoning services: offered to both local pervasive applications

and remote Semantic Web applications, these services enable logic-

based querying and reasoning capabilities essential for processing se-

mantically annotated information. They facilitate sophisticated in-

ference and support explainability of responses.

By coordinating the functionalities of these layers, the u-KB framework

effectively manages the flow of semantic information from physical devices

to high-level applications, supporting the advanced features required in

pervasive computing environments.

2.2.3 Automated Reasoning for the Semantic Web of

Everything

Due to their close association with DLs, OWL ontologies are able to repre-

sent complex domain knowledge, supporting automated reasoning processes

that derive new insights from explicitly defined facts and relationships.

Focusing on the ALN DL, structural inference algorithms are well-

established for both standard inferences ([8]) and non-standard, non-monoto-

nic inferences [105]. These algorithms rely on preprocessing steps involv-

ing concept unfolding and normalization into Conjunctive Normal Form

(CNF). Concept unfolding recursively expands the terminological axioms in

the TBox within concept expressions, thereby eliminating the need for the

TBox in subsequent inference procedures. Subsequent to unfolding, CNF

normalization converts the expanded concept expressions into a canonical

form that preserves their original semantics. In the context of ALN CNF,

every concept expression is either the bottom concept (⊥) or a conjunc-

tion (⊓) of the following components: (i) atomic concepts, which may be

negated; (ii) number restrictions involving greater-than (≥) and less-than

(≤) constraints, limited to one per role; and (iii) universal restrictions (∀),
also limited to one per role, with their fillers recursively expressed in CNF.

Given a DL ontology T and S, R two concepts in T , the satisfiability and

subsumption standard inference services provided by DL-based systems [8]

can be formalized as follows:
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• satisfiability: checks if S can have instances w.r.t. the ontology T ,

i.e., T ̸|= S ⊑ ⊥. An unsatisfiable class contains a contradiction,

which implies that it cannot have any instance;

• subsumption: checks if S is more specific than R w.r.t. the ontology

T , i.e., T |= S ⊑ R. In this case, all instances of S are also instances

of R.

After ALN concept expressions have been unfolded and normalized,

subsumption and satisfiability can be determined by examining their struc-

ture. This involves treating the expressions as sets of primitive atoms rep-

resenting the ALN constructs detailed in Table 2.1.

Although the standard inference services discussed earlier are valuable

for traditional semantic-enabled applications, they often fall short in sce-

narios that require more than Boolean answers, which are prevalent in

the SWoT and the SWoE. In such cases, non-standard, non-monotonic

inferences [105] become more relevant, as they provide explanations for

inference outcomes and allow for the retraction of conflicting information

under the Open World Assumption (OWA). This is particularly important

in SWoE scenarios, which are characterized by highly volatile data and

fragmented information [107, 142]. For instance, in [114], features of sam-

ples were annotated using fragments of conjunctive concept expressions,

while target classes were represented with concept expressions, both re-

ferred to a shared ontology. Then, the process of semantic matchmaking is

employed to identify the most relevant elements within a set of registered

resources in response to a given request, where both the request and re-

sources are represented as satisfiable concept expressions with respect to a

common set of axioms T in a DL. Differently from standard inference ser-

vices, the outcome of semantic matchmaking algorithms is a ranked list of

concepts, each accompanied by a score that indicates its semantic relevance

to the submitted query. This can facilitate not only resource discovery in

SWoE environments, but also advanced procedures involving negotiation

and composition, as well as support data stream analytics by transforming

statistical classification problems into semantic matchmaking ones. In this

dissertation, these techniques are exploited to enhance resource and service

discovery paradigms and enable complex interactions for negotiation pro-

cedures tailored for CPS environments (Section 3.4).
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Figure 2.2: Semantic matchmaking framework.

The semantic matchmaking reference framework, illustrated in Fig-

ure 2.2, integrates both standard and non-standard inference services to

effectively match requests with resources. For clarity, let us consider a set

of axioms T in ALN , and two concepts R and S – representing a request

and a resource, respectively – both satisfiable w.r.t. T .

The matchmaking process begins with a preliminaryConsistency check

to determine whether the conjunction of R and S is satisfiable in T . For-

mally, this involves verifying that T |= R ⊓ S ̸⊑ ⊥. If this check fails,

conflicting requirements are detected as the resource only partially matches

the request. To resolve this, Concept Contraction (CC) is employed, a

non-standard inference service that identifies and removes the conflicting

parts of the request. CC computes a pair of concepts ⟨G,K⟩ such that

T |= R ≡ G⊓K and T ̸|= K ⊓ S ⊑ ⊥. Here, G (for “Give up”) represents

the conflicting requirements to be retracted from R, while K (for “Keep”)

is the remainder of the request that is consistent with S. Thus, the solution

G provides an explanation for the inconsistency between R and S, enabling

a transition from a partial match to a potential match by considering the

contracted request K.

On the other hand, if R ⊓ S is satisfiable but the resource S does not
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fully satisfy the request R – i.e.,, T ̸|= S ⊑ R – a potential match occurs.

This is the case where the request provides more information than the

resource. To analyze this, the Concept Abduction (CA) non-standard

inference service is used. CA computes a concept H such that T |= S⊓H ⊑
R and S⊓H is satisfiable in T . The concept H (standing for “Hypothesis”)

represents the additional requirements from R that are not specified in S.

This provides insight into what is missing in S for it to fully satisfy R,

facilitating the progression from a potential match to a full match, also

known as a subsume match [59]. A full match occurs when T |= S ⊑ R,

indicating that the resource meets all the features specified in the request.

Additionally, Concept Bonus (CB) is another valuable inference ser-

vice in matchmaking contexts. A resource S may offer features not explic-

itly requested in R, perhaps because the requester was unaware of them or

did not consider them important. CB extracts a bonus concept B from S,

capturing these additional features. This information can be leveraged to

refine the query, possibly leading to a more satisfactory matching outcome.

It is important to note that these inference services operate under the

OWA [105]: the absence of some information in a concept expression is

interpreted not as negation but as an unspecified constraint, possibly due

to that information being unknown or deemed irrelevant.

The CNF representation of concept expressions in ALN induces a met-

ric space equipped with a norm operator ∥ · ∥. Within the previously dis-

cussed matchmaking framework, the CNF norms of the concepts G and H

serve as semantic distance penalties for CC and CA, respectively. These

penalties are used to rank a set of resources with respect to a given re-

quest. Similarly, the norm ∥B∥ provides a relevance measure for the Bonus

concept obtained through CB. In [105] penalty values have been proposed

where:

1. each (possibly negated) atomic concept counts as 1;

2. for each role, number restrictions are weighted as the relative dif-

ference between cardinality values in R and S w.r.t. the cardinality

value in R (if R lacks a number restriction on that role, the penalty

is 1);

3. for each value restriction, the penalty is computed recursively on the

filler as above.
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Algorithms for CA, CB, and CC in [106] are designed to satisfy a mini-

mality criterion, as the goal is typically to hypothesize or give up as little

information as possible.

While CA, CB, CC, and CD are effective in one-to-one discovery, match-

making, and negotiation scenarios, the non-standard inference service known

as Concept Covering (CCov) can be utilized to assemble a collection of

elementary expressions to address complex requests [122]. Formally, given

a concept expression R (the request) and a set of concept expressions S =

{S1, S2, ..., Sn} representing available resources in a u-KB, where both R

and each Si are satisfiable with respect to the reference ontology T , the

output of CCov is a pair ⟨Sc, H⟩. Here, Sc ⊆ S comprises concepts that

collectively form a (potentially incomplete) covering of R with respect to

T , and H denotes the portion of R that is not covered by the elements in

Sc. Essentially, CCov processes a set of resources alongside a request with

the aim to:

• cover the request: satisfy the features specified in the request R as

comprehensively as possible by combining resources;

• explain uncovered parts: provide an explanation for any aspects of R

that remain unsatisfied.

2.3 Distributed Ledger Technologies

Current research on DLTs started with the introduction of the open-source

Bitcoin electronic currency platform and the blockchain data structures and

protocols underpinning it [78]. Despite the controversies often surround-

ing cryptocurrencies and their uses, blockchain and subsequent DLTs are

intrinsically useful technologies for the implementation of robust decentral-

ized databases and transactional systems, attested by successful adoption

in a wide range of applications.

2.3.1 Blockchain basics

Blockchain combines a data structure and protocol for trustless distributed

transactional systems. It works as a distributed ledger, recording transac-

tions occurred in a given time span. Transactions are grouped in blocks,
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whose size depends on the particular blockchain system. Each block con-

tains a hash value in the header section, computed on both the contents

of the block and the hash of the previous block, as illustrated in Figure

2.3. This cryptographic technique helps in forming an immutable chain of

blocks, preventing tampering with old blocks without consensus among the

nodes.

In traditional distributed databases, the properties of irreversibility

(i.e., no committed transaction can be reverted or altered) and censor-

ship prevention (i.e., all valid transactions have the same probability to

be stored) are guaranteed by a trusted intermediary. Instead, blockchain

systems avoid intermediaries by including a set of nodes into a peer-to-

peer network: they approve transactions through a distributed consensus

protocol. This decentralized model makes blockchain a trustless collabora-

tion platform: participants are not required to trust any central authority

or individual external actor; instead, they rely on mechanisms based on

cryptography, consensus protocols and decentralized verification processes

to ensure data integrity. This way, it is guaranteed that no single node or

small group of colluding nodes can force the addition, removal or modifi-

cation of data. The minimum percentage of colluding nodes among partic-

ipating nodes depends on the particular consensus mechanism. Moreover,

the adopted protocol itself guarantees authentication (via private/public

keys) and non-repudiation, thereby eliminating the need for mutual trust

among participants.

In Bitcoin, the blockchain is employed as a shared ledger to store cur-

rency transfer transactions, approved by the participating nodes with the

Proof-of-Work (PoW) consensus algorithm [133]. Since the success of Bit-

coin, many other blockchain-based electronic currency platforms have been

introduced. Ethereum2 is perhaps the most popular open blockchain plat-

form after Bitcoin: it manages the exchange of a cryptocurrency, known

as Ether, which is used to pay for services and transaction submission on

the Ethereum network. Additionally, Ethereum is the pioneering platform

designed to deploy and execute decentralized applications that run Smart

Contracts (SCs), i.e., programs encoding and enforcing cooperative pro-

cesses among two or more parties. Consensus about SCs in a blockchain

is reached through a parallel execution on every peer in the network that

2Ethereum Project: https://www.ethereum.org/
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Figure 2.3: Blockchain structure

deploys them, whereas the original concept of SC [128] required a trusted

mediator, restraining a large adoption of the approach. This effectively

makes every SC-enabled blockchains a general-purpose application plat-

form based on a distributed replicated Virtual Machine (VM) and a secure

distributed database.

Blockchain systems have been experiencing an increasing diversification

of architectures, technologies and applications, leading to the development

of the DLT research area. Useful surveys on that and particularly its inte-

gration in the IoT are treated in [104, 86, 138]. The Hyperledger initiative3,

guided by the Linux Foundation, incubates several blockchain-related open-

source technologies aimed at industrial applications. The first blockchain

infrastructure developed under the Hyperledger umbrella project was Fab-

ric4, a private and permissioned blockchain, characterized by a modular

architecture and a strong authentication protocol. Another example is the

former Sawtooth, now maintained by the Splinter community5, which en-

ables permissionless as well as permissioned blockchains in heterogeneous

computing contexts. Both these blockchain platforms support the devel-

opment and execution of SC.

In addition to ledgers organized as linear chains of blocks of transac-

tions, models based on Directed Acyclic Graph (DAG) data structures have

been increasingly proposed in latest years, with different structures for the

ledger of transactions. Most DAG DLTs have been designed to enable

higher performance and scalability w.r.t. traditional blockchain platforms.

3Hyperledger: https://www.hyperledger.org/
4Hyperledger Fabric: https://www.hyperledger.org/projects/fabric
5Sawtooth (Splinter): https://github.com/splintercommunity/sawtooth-core/
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A notable example is IOTA6, a DAG DLT solution tailored for the IoT

industry, based on the Tangle data structure [94]. In the Tangle, transac-

tions are appended to the tips of the DAG and each new transaction must

validate a minimum of two previous transactions according to a tip selec-

tion algorithm. Nodes contribute to security by approving and verifying

new transactions, thereby avoiding potential conflicts.

The main key design decisions for blockchain systems are as follows:

• Network access policy. In permissioned blockchains, only nodes in a

specific list are admitted. In permissionless ones, any node can join

at any time.

• Decentralization level. A blockchain network is public if any node can

join the consensus protocol, even anonymously. It is known as pri-

vate, instead, if only a set of uniquely identified nodes in an allow-list

are admitted to participate in the consensus. A hybrid model is con-

sortium blockchains, where only a subset of all nodes, among those

who use the platform, are admitted to validation through consensus.

Blockchain design is deeply influenced by this choice. In fact, in pub-

lic blockchain platforms, participants need to be rewarded for their

computational effort. On the contrary, private platforms are more

suited for contexts where collaboration needs to be more controlled

and access itself is a reward, as it allows users to interact with part-

ners and exploit available services and resources.

• Transaction model. In a blockchain, an asset represents a digital

token or unit that can be registered and exchanged, and whose own-

ership can be tracked immutably. At any time, each node typically

owns some assets in a certain quantity. There exist two main models

to represent assets on a blockchain:

– in the Unspent Transaction Output (UTXO) model, a transfer

from A to B is modeled as consuming (i.e., deleting) records for

A’s spent assets and producing (i.e., adding) new ones for B’s

received assets. The UTXO model is similar to a bank statement

of account; it allows simpler reconstruction of current state from

6IOTA: (https://www.iota.org/)
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a transaction log and is typically adopted by electronic currency

systems;

– in the account-based model, every node has an account reporting

all its assets, which is updated by transactions. The account-

based model is better suited for general purpose applications,

making it the only practical choice for SC-based blockchains.

However, it can make transaction processing slower.

• Consensus. Requirements for the consensus algorithm vary from per-

missionless to permissioned platforms. The former require stricter

consensus methods to guarantee data security from malicious nodes

colluding to subvert the blockchain. For instance, Bitcoin intro-

duced PoW, based on solving a cryptographic challenge to allow

a node to submit its block to the others and then add it into the

chain. The computational burden required by PoW requires incen-

tivization of consensus participants, by allowing nodes to mine fresh

currency when their candidate blocks are selected. On the other

hand, in permissioned platforms each node is accountable, so consen-

sus constraints may be relaxed in order to reduce the computational

load. Examples of such algorithms include Byzantine Fault Tolerance

(BFT) [133] derivatives. The more lightweight Proof of Elapsed Time

(PoET) consensus, based on a leader-election lottery system, can be

adopted if CPU-level enforcement of atomic execution of critical code

sections is available. A comparison of blockchain consensus protocols

is in [86]. In DAG DLTs, consensus algorithms differ from the ones

for blockchains because there is no concept of miner or leader-based

algorithms [92]. In fact, user themselves are responsible for the or-

dering of transactions. Traditional algorithms like PoW are mainly

used as anti-spam protection. In IOTA, the decision about which of

the tip transaction will be selected and approved by a new incoming

transaction is guided by the tip selection algorithm: it is based on

a random walk starting from old and confirmed transactions, guided

by weights assigned to all transactions in the Tangle [94].

• SC language. SC can adopt any specification and execution formal-

ism, such as procedural (imperative) languages or logical (declarative)

languages or automata [46]. The majority of current proposal adopt
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computationally complete programming languages, either existing

(e.g., C++, Java, Rust) or created for the purpose (e.g., Ethereum’s

Solidity).

2.3.2 State of the art

Numerous blockchain-based initiatives, with varying stages of maturity,

have been proposed in different domains. In fact, blockchain technolo-

gies are facilitating the development of transparent, trustless peer-to-peer

models for the advancement of reliable IoT applications [98]. In this con-

text, there is an observable trend towards the development of a versa-

tile blockchain-based middleware layer designed for application-agnostic

machine-to-machine interactions. This innovation is geared towards en-

abling IoT service marketplaces to operate with little to no human inter-

vention [26].

Among the most explored use cases, intelligent supply chain, smart

cities, and information-centric marketplaces [86, 104] can be mentioned.

Smart mobility utilizing 5G vehicular networks stands out as a particu-

larly interesting application area, encompassing data, services and energy

exchange [137, 65, 52]. Smart industry is another prominent blockchain

application area, due to its standards-based approach and economic im-

pact [24]. In this scenario, relevant uses include asset tracking and supply

chain management, where blockchain can contribute with its widely recog-

nized benefits of trustless Distributed Autonomous Organiza- tions (DAO)

collaboration [56, 70, 71]. Furthermore, blockchain can also contribute

to enhance existing industry standards, such as in the case of Electronic

Product Code Information Services (EPCIS) [60]. These approaches range

from simple transactional ledgers for asset transfer, granting high through-

put at negligible cost [26], to more sophisticated system based on SCs.

The latter allows any application logic to be implemented and embedded

in the blockchain [26], including discoverable, composable and verifiable

multi-step business processes in multi-party SOA [83]. The Reference Ar-

chitecture Model Industry (RAMI) 4.0 [47] specification outlines a SOA

designed to support cross-organizational interoperability and cooperation

throughout the full lifecycle of objects and processes in industrial CPS. It

effectively leverages existing advancements in service discovery and com-
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position, like those demonstrated by case studies [16, 110].

However, the wider adoption of traditional blockchain has highlighted

some intrinsic disadvantages of this technology mainly in terms of perfor-

mance and scalability. PoW and SCs still have a significant impact in

terms of transaction throughput [26]. A rise in transaction volume during

a specific period adversely impacts throughput, as the platform does not

have enough time to handle all transactions efficiently. Moreover, the ben-

efits of smart contracts come at a not-negligible cost in terms of concurrent

execution of transactions and, consequently, system throughput [26]. The

inability of nodes to predict the computational demands of executing SC,

potentially triggering other Smart Contracts, complicates concurrent exe-

cution of all transactions within a block. This contrasts with blockchain

systems like Bitcoin that facilitate asset transfers, where transaction se-

mantics are fixed and their dependencies and ordering conditions are pre-

determined. Nevertheless, this intrinsic rigidity of Bitcoin systems have

always hindered the potential for becoming a general-purpose solution.

These issues pose a substantial challenge for implementing sophisticated

blockchain-based applications in the CPS domain, which demands both

high-speed and low-latency transaction processing capabilities. Research

is very active in this direction, with many proposals aimed at enhancing

blockchain scalability. Interesting surveys on the state of art of blockchain

scalability are [119, 144, 102]. One of the explored approaches relies on

offloading PoW computation to nearby edge computing nodes, such as in

the Mobile Edge Computing (MEC) architecture proposed in [66]. Others

propose the optimization of consensus protocols [133] and the introduction

of parallelism in a blockchain through sidechains and/or sharding [28].

The latter is a parallelization technique borrowed from Database Manage-

ment Systems, consisting in splitting data elements (e.g., rows in relational

databases) horizontally across node subsets in a cluster [135]. Sidechain

approaches, instead, work by supporting the main chain with auxiliary

chains.

DAG-based DLTs enable different proposals to enhance blockchain scal-

ability. The DAG DLT data structure allows a parallel and asynchronous

processing of transactions. This reduces latency and increases throughput,

producing shorter confirmation time. Moreover, in most DAG DLT plat-

forms, consensus protocols are much simpler and there is no concept of
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mining. The most notable example is IOTA, built specifically for the IoT

and, thus, optimized for high scalability, low resource consumption, and

secure data exchange. A thorough analysis of performance, security and

robustness properties of the IOTA platform in IoT is conducted in [139].

First of all, traditional blockchain platforms are deemed as unsuitable for

IoT applications and, in general, scenarios requiring fast response time,

due to their low throughput, resource intensive mining algorithms and also

costly transaction fees. For this purpose, the conducted analysis of IOTA

performance focuses on three key metrics: (i) throughput, i.e., the number

of transactions the network can handle per second, (ii) inherent latency,

i.e., the time from transaction initiation to its attachment to the Tangle,

and (iii) confirmation latency, i.e., the time until a transaction is confirmed.

Results showed that the major performance issues involve communication

among nodes for synchronization, which impacts their CPU load. More-

over, the identified bottleneck is not the tip selection process for transaction

validation but the database queries required during transaction initiation.

Specifically, IOTA’s method of checking for unique address usage when cre-

ating transactions involves scanning all transactions in the database, which

becomes increasingly time-consuming as the database grows, leading to de-

graded performance.

DAG DLT infrastructures have also been adopted in scenarios like smart

grid [95] and smart city [145]. An interesting application of IOTA for In-

ternet of Drones networks is proposed in [72]. Here, a substratum based on

IOTA is used to manage identities of drones, ground control stations and

control rooms and also to keep track of all transactions involving the tasks

of surveillance, delivery and inspection. The experimental campaign com-

pared the deployment of the same system on both Ethereum and IOTA:

results demonstrate how deploying such a system on IOTA produces a much

faster and more energy efficient solution. In [74] a comparison of traditional

blockchain, DAG DLT and Holochain (https://www.holochain.org/) is

carried out through a case study based on energy trading: the work high-

lights how DAGs can effectively address scalability issues, but at the ex-

pense of greater vulnerability to attacks and less decentralization in sensi-

tive applications.

In many proposed applications, a DAG DLT middleware layer is used

for the exchange of data generated by individuals through their personal

30

https://www.holochain.org/


devices. In data marketplaces, IoT devices have the role of producers of

data that can be consumed by other parties interacting through a DLT

layer. Applications in [95, 42] are based on the IOTA framework and re-

lated protocols, such as IOTA Streams for securing message streams and

IOTA Wallet for the exchange of tokens. This enables the implementa-

tion of data marketplaces where information can also be protected against

fraud or manipulation and greater privacy can be guaranteed. However,

in the majority of state-of-the-art proposals, IoT devices are considered

merely as sources of data to be shared in the distributed ledger, rather

than agents with the ability to engage in complex interactions and coor-

dinate autonomously by leveraging a DLT platform. The main purpose of

using DLTs in these scenarios lies in its advantages of data protection, im-

mutability and transparency at the same time. This work aims to outline

an architecture able to show how the DLT substratum can play an active

role in coordinating agents in an IoT-based CPS.

Logic-based technologies represent a growing perspective for the integra-

tion and coordination of IoT devices and blockchain technologies in business

applications [43]. In [130], a blockchain-based framework mediates robot

coalition formation employing SCs, where both robot sensors/actuators and

environmental parameters are exposed as resources annotated w.r.t. an on-

tology. Ontology-based SC design in [54] is used for traceability purposes in

supply chains, while the ontology in [34] is proposed for annotating trans-

actions to facilitate searching for blockchain contents by semantic-enabled

user agents. Other existing logical frameworks have been suggested for

SC specification and execution, such as Defeasible Reasoning in [46] and

Linear Temporal Logic in [43], which are already employed widely for the

formalization of legal contracts and for model checking, respectively. In

[110] the first semantic-based resource discovery approach for blockchain

systems is proposed.
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Chapter 3

Interledger architecture for

Cyber-Physical System

coordination

Interledger architectures have been introduced in latest years to interface

different DLT platforms in a hierarchical system, in order to exploit the

peculiarities and benefits of each adopted DLT while minimizing their lim-

itations. This chapter describes a novel proposal for a dual-layer interledger

architecture to enable scalable and robust coordination of autonomous IoT-

based smart agents in distributed CPSs. As a notable feature, KRR lan-

guages and methods recalled in Chapter 2 provide the algorithmic foun-

dation for flexible SOA support including resource discovery, negotiation,

and composition.

3.1 Motivation

In recent years, several DLT architectures have been proposed to address

scalability limitations in traditional blockchain platforms and enhance in-

teroperability in IoT and CPS contexts.

In [50], the authors introduce a dual-layer infrastructure where a sub-

stratum of IoT devices and sensors are directly associated each with a

sidechain, while a consortium blockchain layer interconnects the sidechains

through notary nodes. The sidechains track sensor data and events in the

corresponding device network, while the consortium blockchain maintains
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the log of all events concerning the interconnected IoT networks. In many

applications, notary nodes play a relevant role to ensure interoperability

between different blockchains. In this context, they act as trusted inter-

mediaries that facilitate the communication and validation of transactions

between different blockchain networks, ensuring that transferred assets and

information are handled securely and consistently. In [50], notary nodes act

as gateways, enabling cross-chain transactions that involve micropayments

for IoT data and relying on decentralized file systems such as InterPlan-

etary File System (IPFS) as storage mechanism. In [40], a multi-chain

blockchain infrastructure employing notary schemes is introduced. Here,

a layer of sub-chains is tied to IoT devices to collect data, and each sub-

chain is linked to a main chain through dedicated notary modules. IoT

devices do not work as blockchain nodes, but they communicate with their

respective sub-chain through dedicated gateways that invoke SCs.

While both the above approaches leverage a multi-layer DLT infrastruc-

ture, their main purpose is facilitating data sharing among IoT devices,

rather than providing services for device coordination in complex architec-

tures, like CPSs. Thus, resource-constrained devices are treated only as

data sources for exchange or collection, rather than active agents. Fur-

thermore, even if the proposed approaches mention SC invocation, they

lack properly rigorous methods for managing the semantics of exchanged

information.

The architectural model outlined in [10] organizes the DLT-based infras-

tructure into four layers. Layer-1 includes a public blockchain infrastruc-

ture to ensure seamless interoperability among different blockchain plat-

forms employed on Layer-2. On Layer-2 each platform is local to a group of

IoT devices to gather their data and guarantee restricted access to sensitive

information. Interoperability among blockchains is enabled by a common

data structure to provide transfer of assets and, in general, information.

Layer-3 and Layer-4 concern IoT device network access and user autho-

rization, respectively, to make up a comprehensive security strategy.

Besides notary nodes acting as gateways, many proposed solutions for

the interoperability among DLT platforms are based on the establishment

of a shared standard for transaction exchange. An approach of this kind is

in [51], where a unified transaction format is defined to enable the packing

and unpacking of transactions between two communicating blockchains.
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With the goal of balancing throughput and number of nodes in blockchain

networks for IoT applications, the architecture proposed in [84] adopts

a hierarchical structure: a central, high-throughput blockchain network,

referred to as Core Engine, functions as the backbone, with a limited

number of nodes utilizing a BFT-variant consensus, whereas multiple sub-

blockchains are deployed to handle the scalability demands of high numbers

of IoT devices. These sub-blockchains delegate specific tasks from the Core

Engine, i.e. economic transactions with the Payment sub-engine, SC ex-

ecution with the Compute sub-engine and storage management with the

Storage sub-engine. Notary nodes govern the Core Engine and collaborate

with subordinate Agent nodes – ranging from servers to edge and IoT de-

vices – to manage the sub-engines. IoT applications are deployed on notary

nodes, which provide access to sub-engine functionalities through an Appli-

cation Programming Interface (API) and handle requests to enable parallel

processing and reduce the storage requirements for individual nodes, thus

facilitating broader participation in the network. Although this architec-

ture presents a valuable solution for a more scalable and service-oriented

architecture in IoT scenarios, it relies on fixed sub-modules each specialized

for a limited set of tasks, which restricts its potential for more generalized

and flexible interactions.

In [99] a two-tier blockchain architecture is proposed for IoT data record-

ing, particularly acting on the consensus mechanism. In this system,

blockchain nodes are subdivided in two levels, according to their differ-

ent roles they play. IoT data is initially acquired and processed by near

low-tier clusters of orderer nodes, and then another set of validator nodes

approves and stores the batches and blocks in the blockchain of the sin-

gle top-tier level. This work mainly addresses scalability issues by mini-

mizing processing delays and organizing computation and data storing in

geographically distributed clusters. Moreover, the authors highlight how

the leader-based Practical Byzantine Fault Tolerance (PBFT) consensus

mechanism adds complexity that hinders the system scalability, although

still proposing it as a solution to the computational burden of the classic

PoW consensus protocol. Instead of relying on a single centralized leader,

the network organizes consensus through a set of multiple entry points to

initiate a consensus round, with bandwidth reservation. This demonstrate

how the consensus algorithms pose a serious challenge when addressing
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interoperability and especially scalability issues in blockchain platforms;

thus, it is important to carefully chose optimized and faster consensus al-

gorithms when working with traditional blockchains, or opt for newer and

more streamlined DLT platforms.

This work proposes a DLT-based two-layer microservice architecture

to address scalability and interoperability challenges in the DLT scenario.

Traditional blockchain platforms are grouped in a layer called L2, ensur-

ing that each transaction is tracked on these local, privately managed

platforms. At the same time, a public layer named L1, based on the

lightweight IOTA DAG DLT, keeps track of processing steps executed in

L2 blockchains and can accept external requests. The proposed architec-

ture aims to offer several key advantages:

• modularity and decoupling : every layer includes components with a

well-defined role, and is designed to function as a stand-alone in-

frastructure, as explained in greater detail in the next section. In

fact, the L2 blockchains platforms and the L1 IOTA layer are always

able to operate independently to one another. Unlike the multi-layer

DLT-based architectures analyzed above, there are no tightly coupled

components, e.g. sidechains directly managing IoT data, sub-chains

linked through notaries or, in general, components binding a main

chain to different other chains and SCs whose execution and data

depend on SCs on other chains. The proposed modular, decoupled

design ensures that the system remains flexible, scalable, and adapt-

able to various blockchain technologies and services;

• scalability : the design of the system simplifies the addition of new

blockchain infrastructures to layer L2 in a way that is transparent

to both users and nodes utilizing the IOTA protocol. This means

that new data and services can be included seamlessly. For horizontal

scaling of blockchain platforms, minimal changes to the overall system

are required, e.g., only L2 components need to be properly notified of

the updates, leaving L1 unaffected, as specified in the next section.

This design can reduce the storage and computational load on each

individual blockchain platform in L2 ;

• suitability for IoT deployment : while other architectures rely on tra-

ditional blockchain platforms, the proposed system utilizes the IOTA
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Tangle to track all request-response interactions. The IOTA Tan-

gle is well-suited for IoT environments due to its lightweight design

and fee-less transactions, making it more appropriate for the con-

strained resources of IoT devices. A potential deployment scenario

could involve edge devices managing the L1 IOTA infrastructure,

while offloading the requested computations to (on premise, cloud or

hybrid) blockchain networks on L2. These features make the archi-

tecture suitable for deployment in CPS scenarios, enabling intelligent

coordination of devices not only by means of shared data, but also

exchanging useful services in a transparent and secure manner. As

outlined below, SOA primitives which can be built upon the proposed

architecture include device and service registration, device and ser-

vice discovery, service negotiation, and more.

The distribution of data and services on the traditional blockchain plat-

forms in L2 provides a further benefit, as it allows each one of them to be

independently managed by a single organization. For instance, in Smart

City scenarios, each blockchain could manage data or services whose do-

main is related to specific urban areas. This division of competences and

responsibilities can be applied in the field of supply chain management as

well. In such cases, each group of L2 blockchains can be managed by a spe-

cific consortium of enterprises and maintain data or provide services related

to their specific industry sector. By coordinating all private blockchains

within a network supported by the IOTA Tangle, it becomes possible to

track requests involving multiple entities and groups. The system presents

a unified interface to external users, while internally it manages data, ser-

vices, and infrastructure in a specialized manner.

An additional advantage of this approach is the ability to easily sup-

port semantic-based services. The core of the semantic layer in the pro-

posed infrastructure consists in knowledge bases distributed across several

blockchains, as opposing to more traditional approaches that concentrate

them on a single platform. This allows the realization of an interledger-

backed u-KB infrastructure, where the model described in Section 2.2.2

is realized by means of on-the-fly retrieval of resources from various au-

tonomous blockchains in response to a request.
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3.2 DLT-based microservice architecture

In the proposed architectural framework, users interact with the system as

if it were a black box, submitting service requests and receiving correspond-

ing responses, when required. Under the hood, the processing is executed

in a distributed manner, involving multiple blockchains interconnected via

a substrate based on the IOTA Tangle. This design ensures that every

processing step is recorded on the respective blockchains, while the IOTA

Tangle keeps track of all request-response interactions.

The overall architecture can be divided into two distinct layers, as shown

in Figure 3.1:

• Layer 1 (L1) (lower part in Figure 3.1, with blue background): this

layer comprises components that interact with the end users on one

side and a shared message broker on the other side, while keeping

track of the overall interaction flow into the IOTA Tangle;

• Layer 2 (L2) (upper part in Figure 3.1, with red background):

this layer consists of a component called gateway that interacts with

the shared message broker and communicates with the various inde-

pendent blockchain networks to coordinate distributed computation

through the manager.

In what follows, a detailed description of each component is provided.

IOTA Client. It is the L1 component, which manages user interac-

tions. The IOTA Client provides a set of endpoints that allow users to send

requests, which are tracked and forwarded to the appropriate components

capable of processing them. At this stage, the received user message is not

analyzed to interpret the details of the specific invocation. Instead, the

IOTA Client implements logic to package and store data into the IOTA

Tangle and to submit the request to the shared Message Broker (described

below). As a result, the IOTA Client is designed to work as a completely

agnostic entity with respect to both the specific service request and the

underlying L2 blockchain providing that service.

Furthermore, since IOTA has always been deemed as a protocol well-

suited for IoT, this client supports implementation as a lightweight process

on an IoT device, which sends requests and receives responses by interacting

with IOTA for invoking the specific associated services. In this way, several
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Figure 3.1: Proposed interledger architecture

38



IoT devices can interact as autonomous agents in a complex CPS, where

all interactions are service-oriented and mediated by the dual-layer DLT

infrastructure.

Gateway. In the L2 layer, a Gateway is responsible for managing the

interfacing logic between the shared Message Broker and the networks of

the available private blockchain platforms. This involves collecting and

interpreting requests from the Message Broker and subsequently routing

them to the appropriate set of blockchain platforms.

The Gateway provides an endpoint through which a Manager can reg-

ister itself as service provider within the system. The complete process is

illustrated in Figure 3.2. The Manager submits a registration message that

includes the following fields:

• networkID: identifier of the connected blockchain network;

• networkURL: address of the specific Manager component, enabling

the gateway to locate it when receiving a request message;

• services: list of services provided as SCs on the blockchain. For each

service, the following details are specified:

– list of required parameters to be included in the service invoca-

tion request;

– structure of the response, if provided.

The Gateway interprets registration messages, updates the list of avail-

able services in a dedicated storage, and creates a corresponding topic on

the shared Message Broker. The topic is named according to the networkID.

The Gateway then subscribes to this topic, allowing the reception of in-

coming messages: this mechanism ensures that the Gateway can properly

receive requests for specific services originating from IOTA Clients. In this

way, the services catalog that the connected blockchains intend to expose

becomes accessible publicly. It can be noticed that the process exclusively

involves components within layer L2, which is the only layer with knowl-

edge of the details regarding the available services.

The IOTA Client exposes a Representational State Transfer (ReST)

API endpoint to allow external users to obtain an overview of the services

registered with the associated Gateway component. For this purpose, the
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IOTA Client initializes two general topics that are not linked to any specific

Manager. The first topic is dedicated to collecting request messages, while

the other handles response messages. As illustrated in Figure 3.3, when

a user sends a request to retrieve all available services, the IOTA Client

component publishes the message to the general topic. Since the Gateway

has already subscribed to it, it retrieves the request and generates a re-

sponse that contains the information extracted from its private database,

updated during the registration phase of the Manager components. Specif-

ically, this response includes a comprehensive list of all services offered by

the L2 network. For each service, it specifies:

• the message broker topic, which corresponds to the registered net-

workID ;

• a description of the required parameters for the service request;

• the structure of the potential response.

The Gateway posts the response to the general topic, where it is retrieved

by the IOTA Client, which forwards it to the user. As usual, this inter-

action is mediated by the Message Broker: the decision of leveraging the

Message Broker and the Gateway for this interaction is driven by the goal

of maintaining the L1 layer agnostic to the specifications of the registered

services.

Message Broker. The Message Broker acts as a shared component,

enabling bidirectional, event-driven communication between the two lev-

els of the proposed architecture via the publish-subscribe paradigm. It

manages a set of topic pairs: each pair is associated with a network of

blockchain platforms that intend to expose specific services or public data.

Within the Message Broker, these topics are linked to individual Manager

components in the infrastructure and are organized as follows:

• one topic receives requests from users interacting with the IOTA

Client. It is created during the service registration phase when a

Manager registers to a Gateway, which, in turn, subscribes to the

topic;

• the other topic stores the responses generated by the Manager com-

ponents, which are inserted into this topic by the Gateway. When the
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IOTA Client receives a request specifying a given topic, it first checks

if the corresponding response topic already exist. If it does not, it

is created for the first time. Its name is directly derived from the

corresponding request topic name (e.g.,, by appending a response

suffix).

Manager The required services are executed involving procedures im-

plemented within Smart Contracts (SCs). Each L2 blockchain network is

linked to a Manager component that enables bidirectional communication

with the Gateway. This component allows the Gateway to send service

requests and it transmits back responses, containing data produced inter-

nally in the managed L2 blockchains. While the Manager’s implementation

is tailored to the specific blockchain platforms it can support, it still re-

mains decoupled from the remaining components. Furthermore, given the

Manager’s oversight of all connected blockchain platforms for executing

computations related to a particular SC, service availability can be im-

proved by distributing the computational load across these platforms using

load-balancing strategies. In this scenario, all the blockchain platforms

connected to the same Manager can make available the implementation of

the same SC, allowing the Manager to distribute the load accordingly to

their availability.

Although integrated into the proposed two-level DLT platform, the

Manager is designed to also work independently, outside the complete in-

frastructure. In general, when a SC is invoked using the Manager via one of

its endpoints, a response may be expected. If the request was forwarded by

the Gateway, the corresponding response is published to the relevant topic

on the shared Message Broker, as explained above. However, even if the

execution of the SC is purely local on a L2 blockchain platform, without

interledger distribution, the Manager provides the benefit of a continued

tracking of the overall flow of service requests and responses on the IOTA

Tangle at L1.

3.3 Public DAG-based integration layer

The IOTA Client component works as the main entry point of the in-

frastructure, and it is responsible to manage the connection to the IOTA
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Tangle. It is implemented as a server, configured to expose a set of end-

points through a ReST API. The primary purpose of this API is to allow

users to submit requests for services executed on connected distributed

blockchains. All requests and responses are tracked on the Tangle through

the IOTA platform substrate.

Additionally, the IOTA Client establishes a connection with the shared

Message Broker. This connection is employed to:

• publish requests messages on a given topic;

• subscribe to topics where responses will be posted.

When a user sends a request, the topic name is extracted from the request

message content, and the request is published to that topic. At the same

time, the IOTA Client subscribes to the associated response topic – creat-

ing it if it does not already exist – in order to be able to receive incoming

response messages. This setup allows the IOTA Client to operate asyn-

chronously: the only task it executes is publishing requests and process

responses as soon as they are produced on the corresponding topic. As a

result, multiple messages can be handled concurrently, improving overall

responsiveness.

For additional privacy guarantees, messages are stored in isolated chan-

nels on the Tangle, managed through the IOTA Streams1 framework, de-

signed for secure message transmission on the Tangle via a specific trans-

port layer. It offers the possibility to track messages on private channels,

where all users that wish to publish messages on said type of channel must

be authorized first (except for the channel author), after going through

the subscription process illustrated in Figure 3.4. In this context, two

types of users can be defined: authors and subscribers . First of all,

the author generates a private key that identifies its instance in the IOTA

framework and must be kept secret. The author is in charge of initializing

a channel: this process produces an announcement message that is shared

off-chain to all other agents that wish to interact on the created channel,

or it may be stored on the author’s running instance so that it can be ex-

plicitly requested by potential subscribers. In turn, a subscriber uses the

announcement message to connect to the channel by sending a subscription

1https://github.com/iotaledger/streams
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Figure 3.4: IOTA Streams channel creation and subscription process

request to the author, who can approve the subscription by replying with

a keyload message. Only after this approval, the subscriber can read/write

the channel using the keyload message.

By leveraging this approach, whenever an external user sends a request

message to the IOTA Client, the system first checks whether it is autho-

rized for one of the previously created channels. If so, the message, along

with the user identifier, is stored in the corresponding channel. Upon suc-

cessful completion of this process, the service request is forwarded to the

Message Broker for execution on L2. If the external user is not authorized

with respect to the corresponding IOTA Streams channel, then the request

execution is denied. This approach leverages IOTA Streams channels as a

method of user authentication, safeguarding the execution of services across

the entire architecture.
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3.4 Private semantic-enhanced blockchain

layer

The dual-layer DLT-based architecture described in Section 3.2 can offer its

architectural benefits while providing semantics-based services. A private

blockchain layer realization on L2 has been based on SeeSaw (SEmantic-

Enhanced SAWtooth), [111] a semantic-enabled SOA for trustless col-

laboration in MEC and pervasive computing, particularly aimed at ad-

vanced CPS scenarios. It is based on the Hyperledger Sawtooth open source

blockchain platform [85].

The SeeSaw proposal expands the distributed architecture of Sawtooth.

Figure 3.5 shows the overall infrastructure of the private L2 blockchain

instance, whose key elements are outlined in what follows.

• Producer (P): publishing resources by registering them on the block-

chain as assets.

• Consumer (C): requiring resources through a semantic-based pro-

cess comprising Discovery, Composition, Negotiation, Explanation

(optionally) and Selection.

• Web Interface (WI): collecting inputs from Producers and Con-

sumers and forwarding to a Validator. A WI can manage multiple C

and P instances; in the current implementation the WebSocket pro-

tocol [37] is adopted, which is suitable for resource-constrained IoT

contexts [77], anyway further point-to-point or mesh protocols for

IoT could be implemented. On the other side, the WI communicates

with exactly one Validator through ZeroMQ (http://zeromq.org/)

distributed messaging protocol.

• Transaction Processor (TP): executes transactions at the edge

of the network implementing smart contracts. Sawtooth supports

Transaction Processors written in Python, C++, Go, Java, JavaScript

or Rust. In the proposed approach C++ has been chosen for the sake

of efficiency. Each TP communicates with a Validator through Ze-

roMQ.

• Validator : accesses the radix Merkle tree data structure of the

blockchain. It receives transaction requests from a WI and dispatches

45

http://zeromq.org/


WEB
INTERFACE

C P

VALIDATOR VALIDATOR

C

VALIDATOR

TP TP TP TP TP TPTP

WEB
INTERFACE

C P

VALIDATOR VALIDATOR

C

VALIDATOR

TP TP TP TP TP TPTP

Sawtooth Blockchain

ZeroMQ

WebSocket
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them, balancing the load among all connected TPs, according to the

manager/workers model. If a TP is fully loaded, a transaction is re-

turned as invalid: WI typically implements a backoff mechanism for

waiting before resubmission. Validators form a peer-to-peer network,

communicating through a gossip protocol built on ZeroMQ for the

replication of smart contract execution and the consensus protocol.

Sawtooth adopts PoET: a Validator is elected as leader through a

lottery-like approach and is allowed to add a new block of transac-

tions to the chain. Sawtooth Validators are implemented in Python.

In this architecture, the WI component is responsible for aggregating

requests coming from Producers and Consumers in a format suitable for

processing by the Validator node, and then forward the resulting messages

to it. Alternatively, as also illustrated in Figure 3.5, Consumers can directly

forward properly pre-processed inputs to a Validator node as ZeroMQ mes-

sages.

Depending on target scenarios, several deployment configurations are

possible. First of all, Producers and Consumers are components that re-

quire minimal computational requirements, thus they can be aimed at

nodes deployed in the field (e.g., mobile devices or embedded in cyber-

physical system). WI nodes can be either dedicated devices at the edge of

the network or integrated into Validators. Instead, Validators require the

largest amounts of mass memory and bandwidth, mainly due to blockchain

storage and consensus. They are the most suitable to be hosted on premises
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at the core of the organization’s network. Conversely, TPs do not need large

storage or bandwidth, as they process one transaction at a time. They need

relatively fast processing capabilities, but with proper smart contract op-

timization even low-cost single-board computers like Raspberry Pi may be

a suitable platform. All exchanged messages are serialized in the Protocol

Buffers format https://protobuf.dev/). Transactions can be processed

and validated individually or in batches, depending on request parameters.

A batch induces a sequential dependency relationship among transactions:

if one fails, the subsequent ones are not processed and the whole batch is

invalidated.

3.4.1 Knowledge representation and Smart Contracts

The proposed approach enables a semantic-based resource/service discov-

ery and negotiation in an IoT-oriented blockchain. As a consequence, the

blockchain itself can be considered as a SOA, implementing resource reg-

istration, discovery, and selection as SCs, with distributed execution and

consensus-based validation.

The discovery, composition and negotiation services are based on se-

mantic matchmaking of descriptions of requests and a set of resources,

annotated as ALN DL concept expressions in OWL 2 w.r.t. a shared on-

tology. For each request-resource annotation pair, a semantic relevance

score is computed from a combination of penalties induced by Concept

Contraction and Concept Abduction [106] as recalled in Section 2.2.3. This

introduces a formally founded relevance ranking of all available resources on

the blockchain that are described w.r.t. the same ontology as the request.

The adopted inference services also return a logical explanation of service

outcomes, which improves understandability of results w.r.t. other types of

approaches. Transactions are recorded on the blockchain for robustness,

traceability and accountability purposes. SOA primitives and correspond-

ing SCs are reported hereafter.

A. Registration. Several resource domains can co-exist in the same

blockchain. Each domain is associated to a different ontology, which pro-

vides the reference conceptual vocabulary to annotate resources. Every

ontology is identified by a unique URI, as per OWL specifications. Each

node can own resource instances, characterized by:
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• a URI identifying the resource unambiguously;

• a semantic annotation in OWL language, modeling high-level descrip-

tive information of resource features;

• the URI of the reference ontology;

• a set of data-oriented attributes stored as a key-value pair, allowing to

integrate and extend logic-based inferences with application-specific

and context-aware information processing.

In order to make a resource available for discovery and usage, the owner

registers it as an asset on the blockchain storage. Ontologies are stored in

the same way. Through this SC a blockchain-backed u-KB is thus obtained.

B. Resource discovery. IoT-based applications vary widely in func-

tional and Service Level Agreement (SLA) requirements. Some use cases

need quick-response resource discovery and best-effort recall is tolerated;

this is typical of pervasive computing contexts. Other applications need

an exhaustive search space exploration to guarantee that the best possible

resources are found. In order to cope with the widest range of scenarios,

SeeSaw includes two discovery modes, named fast and full. Supposing n

annotated resources are associated with a domain ontology, any discovery

request will generate up to k + 1 SC transactions, one for each piece origi-

nated from considering different sets of p resources from the whole set (i.e.,

the ABox of the u-KB), with no overlap. Each of the first k = ⌊n/p⌋ trans-
actions will refer to exactly p resources and the last piece to the remaining

n− kp ones A transaction yields a hit if at least one of the resources in the

piece has a semantic affinity higher than a given threshold, a miss other-

wise. Hit resources are returned to the requester. In full discovery, all k+1

transactions are submitted simultaneously and the receiving Validator will

take care of load balancing among Transaction Processors; the requester

will receive all resources above the semantic relevance threshold. Further-

more, both hit and miss transactions are committed to the blockchain for

traceability purposes. Conversely, fast discovery submits clusters of at

most c ≤ k transactions at a time and it is limited by an overall timeout.

As soon as a cluster returns a hit or when the timeout expires, remaining

clusters are not submitted. Moreover, in fast discovery miss transactions
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are invalidated and not committed to the chain, in order to reduce con-

sensus stress on Validators. The adoption of clusters aims at a trade-off

between a completely serial and parallel piece processing: the former min-

imizes blockchain load, but may increase the length and variability of hit

latency, potentially incurring in more frequent timeouts; the latter ensures

that a hit is found if it exists in the chain, but places a heavier computa-

tional burden and incurs in higher turnaround time.

Parameters of the discovery SC are:

• mode: fast or full;

• URI of the reference ontology: this determines the resource domain

as well as the vocabulary used to express both the request and the

resources to be retrieved;

• semantic annotation of the request in OWL language, specifying de-

sired resource features and constraints;

• maximum acceptable value for the i th data-oriented attribute aimax

(e.g., the maximum price the requester is willing to pay). Resources

with at least one value higher than this threshold will be skipped

from matchmaking (thus reducing computational overhead);

• minimum semantic relevance threshold smin, as a floating-point num-

ber in the [0, 1] interval, with a value of 1 corresponding to a full

match and 0 to a complete mismatch (both rare situations in real-

istic scenarios); after matchmaking, resources with a relevance score

below this threshold will not be returned, as deemed irrelevant to the

requester.

C. Explanation. This SC is used to request a motivation for match-

making outcomes. This may be useful for request revision and refinement

[106] as well as post-hoc audit of the discovery process. Explanation re-

inforces the overall trust in the blockchain framework not only at data

management level, but also at application level. Parameters of the SC are:

• the request annotation;

• the URI of the discovered resource.
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SC result consists of the semantic affinity score 0 ≤ si ≤ 1 and concept

expressions of G and K from Concept Contraction and of H from Concept

Abduction.

D. Resource selection. After receiving all results exploiting full dis-

covery, or a subset with fast discovery, the requester can select the best

discovered resource with this SC. The complete registered resource rep-

resentation is retrieved from the blockchain and returned. The proposal

does not constrain resource fruition in any way, leaving application-specific

details –such as interface endpoint or payment method– to resource anno-

tations themselves.

E. Composition. Extension of the Discovery service based on the

non-standard inference of Concept Covering. The Composition SC takes

seeks to cover the request annotation as much as possible with all resource

annotations available in the blockchain related to the same reference on-

tology.

F. Negotiation. In physical marketplaces, after a successful discovery

but before resource fruition, provider and requester agents may need to

engage in a negotiation. This could involve a buyer wishing to purchase

from a seller, negotiating the characteristics of the product or service and

the terms of the transaction until a satisfactory agreement is reached. Given

negotiable descriptions of a request and a resource, an agreement is achieved

if certain characteristics, endowed with specific utility, are relinquished,

leading to a new compromise that deviates from the initial request but not

so much as to make the purchase unacceptable for either party.

Using Semantic Web techniques and technologies, it is possible to model

and execute automatic negotiation between two agents, referred to here as

the requester and provider. This negotiation will revolve around semantic

annotations respectively representing the request and an available resource

(typically the one resulting from a preliminary Discovery request). When

the requester wishes to make a purchase, i.e. access to a resource offered by

the provider, they will send a request containing the semantically annotated

description of the desired resource. The bargaining will be supported by the

blockchain, applying a Smart Contract that internally performs all the steps

of a bilateral negotiation algorithm to reach an agreement. The bilateral

nature of the negotiation means that the requirements and preferences of

both the requester and the provider are deemed equally important [100].
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However, it is not guaranteed that an acceptable agreement for both parties

will always be reached. For this reason, a semantic approach capable of

providing a precise and rigorous explanation of the negotiation process

is useful: the system will display the components each user must give up

relative to their initial proposal. When the negotiation process ends with an

agreement, it will be beneficial (positive utility) for both agents. Concept

Contraction is used to calculate the conflicting information during each

negotiation round.

The negotiation process is carried out by assigning a weight, known as

utility, to each element of the semantic annotation of both the resource

and the request. The sum of all weights of a single annotation must be

1. For each agent at the beginning of the negotiation, a disagreement

threshold is also defined, which will regulate whether the counterpart’s

proposal is acceptable or not and will dictate when the agent decides to exit

the negotiation with a failure. In detail, the SC follows a multi-attribute

bilateral negotiation protocol for mobile agents, consisting of the following

key phases:

1. Concept Contraction is executed alternately, reversing the annota-

tions of the requester and the provider. This allows to compute the

Contraction of the provider’s annotation relative to the requester’s

one and vice versa. Based on the principle of asymmetric match in

semantic matchmaking, these are not symmetrical operations and will

return different Give Up and Keep elements, implying the recalcula-

tion of the total utility for both agents and the reformulation. The

two Give Up concepts calculated represent the conflicting elements

between the buyer and vendor, which can be negotiated to seek an

agreement;

2. The total utility is computed to determine which element should be

removed at each round to attempt to complete the negotiation. This

operation is performed for both agents;

3. It is verified that the total utility is greater than the disagreement

threshold for both agents;

4. For both agents, it is checked whether the Give Up contains elements.

If so, the annotation is reformulated to attempt to conclude the ne-
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gotiation with an agreement by removing the elements indicated in

the Give Up concept expression, i.e. the element with the currently

lowest utility, and total utility is reduced by the utility value of the

removed element;

5. Steps 1-4 are repeated until one of the following conditions is met:

• Agreement: There are no more conflicting elements to negotiate

(both Give Ups are empty), indicating an agreement between

the parties and a successful negotiation outcome;

• Disagreement: for one of the parties, the total utility is less

than the disagreement threshold, leading to the conclusion of

the negotiation with a disagreement (this situation can occur

when an element with high utility must be relinquished, making

the lack of it unacceptable).

This structured approach ensures that the negotiation process is sys-

tematic and aimed at maximizing the possibility of reaching a mutually

acceptable agreement while minimizing the information each party must

relinquish. The implementation by means of a SC stored in the blockchain

guarantees both parties against cheating and on the correctness of the final

outcome, whatever it may be.

3.4.2 Integration into the two-layer DLT architecture

The described semantics-enhanced blockchain is easily integrated into the

two-layer DLT architecture. A network of blockchain platforms that imple-

ment the SCs described in Section 3.4 must be registered on the two-layer

DLT infrastructure, enabling distributed computation. According to the

architecture described in Section 3.4, the Web Interface serves as the Man-

ager of the Seesaw network in the DLT infrastructure. Thus, the Manager

is able to register with the Gateway by sending all details involving the

provided semantic-based services. Producers and Consumers can interact

through the IOTA Client component of the system. As a result, multiple

semantic-based blockchain infrastructures can be deployed on L2 to handle

all services described in Section 3.4.1 in a federated fashion. This can fur-

ther increase horizontal scalability in addition to the request partitioning

algorithm provided by SeeSaw.
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Federation of several SeeSaw instances can be setup in various ways.

In one possible approach, each one of the SeeSaw instances in L2 can be

deployed to manage a specific subset of resources for a given wider domain.

In this scenario, when a user submits a request to the IOTA Client, it

will trigger the SC execution on multiple semantics-enhanced blockchains

in L2. Subsequently, the separate results from these different executions

will be aggregated to produce a comprehensive response to the user. On

the other hand, federation can be leveraged to handle multiple different

domains within a single system. This creates a versatile, multi-purpose

solution, while still maintaining clear separation of concerns. Knowledge

describing different domains is handled by different platforms by means

of distinct ontologies, thereby preserving domain specificity while ensuring

system scalability and adaptability.

The following section details the complete interaction flow for the se-

mantic resource Discovery service within the two-layer DLT architecture,

serving as a clarifying example of how semantic SCs are integrated into the

proposed two-layer architecture.

1. The user sends a request to the IOTA Client contacting the appro-

priate endpoint of the ReST API. Internally, the ReST API performs

the following steps:

• insertion of the request into the dedicated IOTA Streams chan-

nel. The user who is inserting the message into the private

channel uses the keyload message obtained when the subscrip-

tion process was completed;

• if the insertion of the request message into the channel succeeds,

then it it published on the respective topic of theMessage Bro-

ker. Before performing this step, it computes a correlationID

inserted into the message and stored locally, together with the

details on how to contact the user when a response is ready;

• if it is the first time that a request is posted on a given topic,

the associated reply topic is created and the IOTA Client issues

a subscription;

2. the Gateway is notified that the request is available on one of the

topics it (created and) subscribed. It retrieves the message and it ex-
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tracts the name of the topic. Based on the name of the topic, it sends

it to the appropriate Manager that is in charge of the L2 blockchain

network. In order to reach the correct Manager, it leverages the topic

name–networkURL internal mapping and it passes the request to the

appropriate endpoint for request reception on the Manager;

3. the Manager that received the request message invokes the SC in-

stances on the connected blockchain(s), using libraries for the specific

platforms it interfaces with.

When a user issues a service discovery semantic request, the URI

of the reference ontology is specified in the request message. Using

this information, the Manager component maintains a mapping of

all connected blockchains that manage resources related to that spe-

cific ontology, thereby identifying the blockchain(s) responsible for

the specific domain or sub-domain. The Manager is able to contact

the correct SC instances to execute the discovery process across all

available resources. Each SC executes the algorithm described in 3.4,

resulting in a hit if one of the resources achieves a semantic score

higher than a given threshold or a miss otherwise.

The key distinction between integrating this algorithm within a single

blockchain platform and leveraging the two-layer DLT infrastructure

lies in the physical distribution of domain resources across differ-

ent platforms, rather than forcing a logical separation on a single

blockchain when the fast mode is required. This enables the imple-

mentation of a u-KB approach which offers the following benefits:

• higher scalability: resources are not stored together on a single

platform, but they are scattered on different blockchains, reduc-

ing the burden in terms of storage on any single blockchain that

implements semantic services. This approach allows for the ad-

dition of new resources without concerns for the growing size of

an ontology stored on a single blockchain;

• lower computational load: the overall computation associated

with resource handling during the execution of the semantic al-

gorithm can be simplified. The need for subdivision into pieces

can be reduced or deactivated in the SCs, since this process is
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handled physically and overseen directly by the Manager imple-

mentation.

4. the Gateway, which previously invoked the manager, receives the

result of the invoked service. In the case of a user requesting the

Discovery service, this response includes the set of resources retrieved,

if there was a hit on the resources available on the blockchain(s) that

executed the SC. The result is inserted in the response topic and it

is encapsulated in a message containing the correlationID computed

in the first step;

5. at level L1, the IOTA Client, listening on the topic on which the reply

is inserted, takes the incoming message with the resources obtained

from the semantic SC and performs the following steps:

• tracks the response on the same IOTA Streams channel where

the request was placed;

• leveraging the correlationID, it obtains the connection details to

reach the user and sends back the response.
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56



Chapter 4

Argumentative

decision-making framework for

Multi-Agent Cyber-Physical

Systems

The rapid expansion of the IoT has increased the number of agents em-

bedded within environments capable of recognizing situations, interpreting

events, coordinating actions, and collaboratively solving problems. This

requires flexible distributed cooperation in complex CPSs including hetero-

geneous components. Within this perspective, the SWoE envisions a new

generation of intelligent agents operating on personal devices, designed

to express, aggregate, and process meaningful information fragments by

means of interoperable coordination with local or remote hosts [13]. As

explained in Chapter 2, paradigms such as the Social IoT and the SWoE

can play a pivotal role.

In a CPS, sensors and actuators collect data from the physical world and

execute control decisions based on that data. Therefore, coordination in a

CPS requires that agents not only annotate sensed data with rich, formal

semantics, but also exchange information to manage agreements and dis-

agreements concerning perceptions as well as alternative decisions. While

Chapter 3 focuses on advanced communication and coordination among IoT

devices leveraging a novel DLT architecture to provide the semantic-based

services of discovery, composition and negotiation, this chapter describes
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an AI-based MAS layer to be deployed on top of it, in order to allow agents

to interact autonomously and make meaningful and informed decisions in

real-time, minimizing human intervention and establishing feedback loops

where computations influence physical processes and, conversely, physical

processes affect computational outcomes.

Specifically, the challenge of modeling and executing multi-agent discus-

sions is addressed by the Computational Argumentation framework. Specif-

ically, Dung’s Argumentation Framework (AF) [32] provides a graph-based

formalism for reasoning over conflicting knowledge by representing argu-

ments as atomic information units, disregarding their internal structure,

and focusing solely on their attack relations, which denote conflicts be-

tween arguments.

In a CPS scenario, as new information emerges, agents represent their

asserted knowledge as defeasible arguments whose validity may be con-

tested by others. To facilitate this, arguments are aggregated and organized

into a graph structure where edges denote the relationships between argu-

ment pairs. Building on this theoretical foundation, two primary families

of approaches for argument evaluation have been proposed in the literature

• Abstract Argumentation (AA) [32] evaluates the acceptability of each

argument solely based on their interrelations, abstracting away from

the content of the arguments themselves;

• Structured Argumentation (SA) [15] adopts formal models to repre-

sent arguments and applies inferences to assess relations.

This chapter introduces a general-purpose framework for SA that har-

ness KRR to represent arguments, evaluate relationships, and determine

their acceptability by exploiting non-standard inference services over infor-

mation fragments expressed in DLs, which support approximate matches

and explanation of results. Specifically, the framework aims to define an

ontology-based argumentation framework where OWL annotations are used

not only for modeling information, but also to introduce a process, based on

semantic matchmaking, identifying and weighting relations through non-

standard inferences. The framework components are designed for compu-

tational efficiency, facilitating implementation across diverse CPS contexts.
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4.1 Motivation

The application of Dung’s argumentation theory has notably expanded in

recent years within CPS scenarios, primarily to model interactions among

intelligent agents and to enable self-coordination grounded in argumenta-

tion. For instance, the study presented in [68], employs argumentation

to orchestrate smart vehicles navigating congested roadways. In this set-

ting, arguments encapsulate both the data harvested from vehicle sensors

and the array of possible actions available to each vehicle. By analyzing

the argumentation graph, each vehicle agent can resolve conflicts, discern

predominant arguments, essentially the recommended actions, and adjust

lane positions in alignment with current road conditions. Similarly, the

work in [64] utilizes argumentation graphs to model object interactions

akin to natural language dialogues. Through case studies focusing on traf-

fic management and ambient-assisted living, this research aims to develop

an argumentation-based decision-making system that addresses the limi-

tations inherent in traditional rule-based approaches within IoT environ-

ments. While both studies effectively demonstrate the practicality and

benefits of incorporating argumentation in IoT, they do not provide formal

argument models or methodologies for evaluating relationships among ar-

guments. Addressing conflict resolution from a different perspective, [39]

proposes a game-theoretic weighted voting scheme within the context of

Social IoT. In this approach, each smart object votes for or against specific

arguments to reach an optimal conclusion. However, this method is con-

strained by its inability to allow each social object to express a nuanced,

graduated vote for each identified conclusion, instead relying on a basic

binary ”yes/no” voting mechanism.

The integration of KRR methods, such as those provided by Seman-

tic Web technologies, enhance the potential for developing effective argu-

mentation frameworks to manage a multitude of agents. However, this

integration also presents challenges related to formal property characteri-

zation, explainability, computational feasibility, and practical applicability.

In this context, early research leverages AA to reason over inconsistent

KBs. Notably, [73] introduces the Generalized Argumentation Framework

(GenAF) , which constructs an argumentation graph upon an underly-

ing KB. In GenAF, each argument atom represents a formula within the
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KB, and attack relations between arguments model inconsistencies stem-

ming from conflicting information sources. Although GenAF provides a

versatile extension to abstract argumentation, adaptable to various logics

for knowledge representation, it relies exclusively on consistency checks,

specifically satisfiability assessments of argument conjunctions, for conflict

recognition. Further advancing this line of work, [20] proposes a deductive

argumentation framework aimed at reasoning with conflicting and uncer-

tain ontologies. This framework incorporates two distinct relations within

its argument structures and, unlike GenAF, assigns a weight to each argu-

ment to indicate the degree of information certainty. Despite these contri-

butions, both approaches utilize the final argumentation graph to evaluate

the acceptability of arguments without offering implementations in concrete

scenarios. Early proposals like DILIGENT [129] acknowledge the potential

of OWL-based formal models of argumentation, but express skepticism re-

garding their applicability among groups of human agents. Furthermore,

previous works do not integrate the underlying logical formalisms with

standard Semantic Web languages, resulting in the absence of a compre-

hensive and practical framework.

This dissertation introduces a framework where agents generate and

share semantic annotations using standard Semantic Web languages grounded

in DLs [8], specifically referencing domain ontologies. The framework

adopts a subset of OWL 2 [89] that corresponds to the ALN DL, which

supports polynomial-time standard and non-standard inferences on acyclic,

“bushy but not deep” ontologies [80]. Aligned with Dung-style AA [32],

each argument is represented through semantic-based metadata. It employs

a Bipolar Weighted Argumentation Framework (BWAF) [3], which en-

ables a nuanced characterization of argument relations by assigning weights

that indicate both their type (attack or support), and their strength. The

appraisal of relations leverages non-standard, non-monotonic logic-based

inferences, namely Concept Contraction, Concept Abduction and Concept

Bonus, each equipped with formal explanations of their outcomes [105].

After evaluating relations within the argumentative graph, the framework

computes an acceptability score for each argument using a novel propagation-

based gradual semantics. This approach produces more refined assessments

of arguments by assigning numerical scores, allowing for arguments to be

ranked from the most to the least acceptable [2]. This contrasts with tradi-
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tional applications that label arguments with a simplistic accepted/rejected

evaluation, which is inadequate for accurate decision-making by autonomous

agents. To address potential computational limitations of agents, the pro-

posed method incorporates a fading mechanism [18] into path strength

propagation as well. This mechanism accounts for the diminishing effec-

tiveness of long argumentation paths, thereby reducing the storage and

computational demands on devices in CPS environments. Moreover, un-

like many existing approaches, the proposed framework effectively handles

cyclic argumentative graphs by employing an iterative algorithm with de-

fined halt conditions. This ensures robustness and reliability in the argu-

mentation process, even in complex graph structures.

4.2 Bipolar Weighted Argumentation Frame-

work

A BWAF [3] integrates two significant extensions of Dung’s AFs: the bipo-

lar AF (BAF) and the weighted AF (WAF).

First of all, in a BAF [21], arguments can interact in two distinct ways:

through attack or support relations. Additionally, new forms of attacks

arise from the chaining of direct attacks and support relations. For instance,

a supported attack is characterized by a chain of supports culminating in

an attack, whereas an indirect attack involves an attack followed by a series

of supports. Instead, in WAFs [33], weights are associated with relations

to indicate their relative strength. Thus, the BWAF framework merge the

two theories by defining attacks and support relations and incorporating

weights for both. Specifically, each support is assigned a positive weight,

and each attack receives a negative one, allowing for both weighted attacks

and weighted supports.

The formal definition can be stated as follows:

Definition 1 (Bipolar Weighted Argumentation Framework) A BWAF

is a triple G = ⟨A, R̂, wR̂⟩, where A is a finite set of arguments, R̂ ⊆
A × A and wR̂ : R̂ ↦→ [−1, 0[ ∪ ]0, 1]. Attack relations are defined as

R̂att = {⟨a, b⟩ ∈ R̂ | wR̂(⟨a, b⟩) ∈ [−1, 0[} and support relations as R̂sup =

{⟨a, b⟩ ∈ R̂ | wR̂(⟨a, b⟩) ∈ ]0, 1]}. Given two arguments a, b ∈ A and a path

⟨a, x1, x2, . . . , xn, b⟩ from a to b, then:
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• a bw-attacks b if wR̂(⟨a, x1⟩) · wR̂(⟨x1, x2⟩) · . . . · wR̂(⟨xn, b⟩) < 0.

• a bw-supports b if wR̂(⟨a, x1⟩) · wR̂(⟨x1, x2⟩) · . . . · wR̂(⟨xn, b⟩) > 0.

In the context of a directed weighted graph, arguments are represented

as semantic annotations that agents exchange, expressed as concept expres-

sions in ALN (unfolded and normalized into Conjunctive Normal Form)

relative to a scenario-dependent ontology T . The collection of annotations

exchanged by agents corresponds to the set A in the BWAF G, while the

pairwise interactions between agents align with the set of relations R̂ be-

tween the respective arguments. More formally, consider two generic agents

AR and AS in a network (e.g., smart devices in a pervasive computing en-

vironment). The annotations associated with these agents – denoted as

R and S respectively – are interpreted as arguments, since they represent

the conclusions reached after internal information processing. If AS com-

municates with agent AR (AS ⇝ AR), the proposed matchmaking-based

approach considers R as request and S as resource. This is inspired by

CPS MASs such as [113], where S can be employed to “respond to needs”

expressed by R. This feature illustrates how an argumentative relationship

might be established, with the directional edge pointing from S to R.

Once the direction of a relation is established, the algorithm sketched

in Figure 2.2 assesses its type, determining whether S performs an attack

or a support towards R. For this purpose, a semantic consistency check is

conducted as the first step: if R ⊓S is satisfiable w.r.t. the ontology T , the

relation from S to R is classified as a support; otherwise it is categorized

as an attack.

wR̂ (⟨S,R⟩) =

⎧⎨⎩wR̂,att (⟨S,R⟩) if T |= R ⊓ S ⊑ ⊥

wR̂,sup (⟨S,R⟩) otherwise
(4.1)

For each case, specific strategies are outlined in Equation 4.1 to assign

appropriate weights to the S ⇝ R edge, leveraging non-standard inference

services. This process is repeated for each pair of nodes that interact within

the graph.

4.2.1 Attack relation weight assessment

When an inconsistency between the semantic annotations of two arguments

is detected, an attack relation arises only. The next step involves computing
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its weight taken into account the following informative contributions (here,

the attacker argument corresponds to the resource S and the attacked

argument is the request R):

1. the amount of conflicting information between the two arguments;

2. the amount of information that is confirmed by both arguments;

3. the amount of the information in the attacked argument that is nei-

ther confirmed nor refuted by the attacker;

4. any additional information present in the attacker that is absent in

the attacked argument.

This information is derived through the application of Concept Abduction,

Contraction and Bonus (Section 2.2.3). The final formula for the attack’s

weight must account for the scores generated by all these non-standard

inference services. Moreover, each of the contributions mentioned above is

expressed as a signed term in an algebraic sum. In general, the weight of

an attack in BWAF, must be a real negative value. Therefore, the term

representing the conflicting information (term 1) is assigned the greatest

importance and carries a negative sign. In contrast, the remaining three

contributions serve to intuitively reduce the attack’s overall strength, and

thus are assigned positive signs. This leads to the following formula:

wR̂,att (⟨S,R⟩) = −α
pc(R,S)

∥R∥
+ β

∥Bonus(Bonus(K,S), S)∥
∥R∥

+γ
pa(K,S)

∥R∥
+ δ

∥Bonus(R,S)∥
∥R∥ · ∥S∥

(4.2)

where pc and pa are the penalties of Concept Contraction and Abduction

(see Section 2.2.3), and ∥ · ∥ is the CNF norm. Coefficients allow giving

different emphasis to each term, as explained above.

Given an inconsistency between R and S, the amount of conflicting

information is given by Concept Contraction penalty pc(R, S). In detail,

it is computed as norm of the Give Up concept: pc(R, S) = ∥G∥. That

term is normalized by ∥R∥, i.e., the worst-case value of pc(R, S) (all the

information in R is rebutted by S).

The second term in Equation 4.2 takes into consideration:
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• the additional information in S w.r.t. K i.e., the consistent part of

R obtained from Concept Contraction;

• what is “not additional”, i.e., common to both K and S.

This is computed via a nested pair of Bonuses, with the inner Bonus(K,S)

gives the first contribution, and the outer Bonus corresponds to the second.

The third term considers the part of R which is neither in conflict nor

confirmed w.r.t. S: this comes from the penalty pa of Concept Abduction

between Keep K and S: it is computed as ∥H∥, where the Hypothesis H

is the part of K not matched by S.

Both the second and third terms are normalized by ∥R∥, which is the

maximum possible value.

Finally, the last component in Equation 4.2 quantifies the additional

information the attacking argument S has w.r.t. to the attacked one R; in

this case the normalization is by the product of the norms of R and S.

4.2.2 Support relation weight assessment

As previously discussed, an argument S can only support R if there is no

conflict between them. In typical matchmaking scenarios, where R repre-

sents the request and S the resource, the support relation is determined by

two factors:

1. the amount of information lacking in S to reach a full match with R;

2. the amount of additional information S has w.r.t. R.

This leads to the following formula:

wR̂,sup (⟨S,R⟩) = 1− pa(R,S)

∥R∥

(︃
1− ∥Bonus(R,S)∥

∥S∥

)︃
(4.3)

where pa and Bonus have been already defined. The maximum support of

S to R occurs when T |= S ⊑ R ⇔ H ≡ ⊤ ⇒ pa(R, S) = 0, whereas

support is minimum when H = R ⇒ pa(R, S)/∥R∥ = 1. The last term of

Equation 4.3 quantifies the additional information of S w.r.t. R through

the Bonus inference, analogously to the Attack formula.
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4.3 Propagation-based ranking semantics

4.3.1 Definitions

In this paragraph, a set of foundational definitions in BWAF are introduced.

The concept of path length is important to quantify the directness or

indirectness of the influence from one argument to another, thereby affect-

ing the propagation of argumentative strength across the network.

Definition 2 (Path length) Let G = ⟨A, R̂, wR̂⟩ be a BWAF and x1, xn ∈
A two arguments s.t. there exists a path p∗ = ⟨x1, x2, . . . , xn⟩. The length i

of the path p∗ is the number n−1 of relations ⟨xj−1, xj⟩, where j = 2, . . . , n.

The path length in BWAF defines the number of relations between two

arguments. Since every single relational step is associated with a weight,

strength propagation aggregates the strengths of weighted relations along

a path to determine the overall influence from the initial argument to the

terminal one.

Definition 3 (Strength Propagation) Let G = ⟨A, R̂, wR̂⟩ be a BWAF

and x1, xn ∈ A two arguments such that there exists a path p∗ = ⟨x1, x2, . . . , xn⟩.
The strength propagation (sp) from x1 to xn for p∗ is given by:

sp (x1, xn)p∗ =
n∏︂

i=2

wR̂ (⟨xi−1, xi⟩) (4.4)

This definition computes the strength of the path p∗ by multiplying

the weights of all constituent relations (regardless of their direction) be-

tween successive arguments along the path. By construction, the value

of sp (x1, xn)p∗ lies within the interval [−1, 0[∪]0, 1], serving as a quanti-

tative measure of the influence that x1 exerts on xn. A positive value of

sp (x1, xn)p∗ indicates a support (bw-supports) relation from x1 to xn, while

a negative value signifies an attack (bw-attacks) relation.

Furthermore, the significance of different paths converging on a partic-

ular argument xn is also determined by the nature of the initial argument

x1 of each path. This observation leads to the following definition.

Definition 4 (Connected and free arguments) Let G = ⟨A, R̂, wR̂⟩
be a BWAF. The set of arguments A is partitioned in two disjoint sub-

sets:
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• Ac = {y | y ∈ A ∧∃x ∈ A s.t. ⟨x, y⟩ ∈ R̂} is the subset of arguments

which receive at least one attack or support, denoted as connected

arguments;

• Af = A\Ac is the subset of arguments in A which are not attacked or

supported by any other argument, hereinafter called free arguments.

Moreover, the relative significance of different paths that culminate at a

particular argument is also influenced by the classification of the originating

node, as detailed in Definition 4.

Definition 5 (Free-born and connected-born paths) Let G = ⟨A, R̂, wR̂⟩
be a BWAF and α, θ ∈ A two arguments. Any path p∗ = ⟨α, . . . , θ⟩ of any
length i ending in θ belongs to one of the following two disjoint sets:

• Free-born paths Pf
i (θ), starting in an argument α ∈ Af

• Connected-born paths Pc
i (θ), starting in an argument α ∈ Ac

By analyzing a specific argument and all possible paths of any length

that converge upon it, we can further classify each of these paths based on

both their type and their associated strength propagation.

Definition 6 Let G = ⟨A, R̂, wR̂⟩ be a BWAF, θ ∈ A, Pf
i (θ) and Pc

i (θ)

the sets of Free-born paths and Connected-born paths of any length i ending

in θ. Each path p∗ ∈ Pf
i (θ) can be assigned to:

• Support Free-born paths set Pf+
i (θ), if sp (·)p∗ ∈]0, 1], or

• Attack Free-born paths set Pf−
i (θ), if sp (·)p∗ ∈ [−1, 0[

Similarly, each path q∗ ∈ Pc
i (θ) is in:

• Support Connected-born paths set Pc+
i (θ), if sp (·)q∗ ∈]0, 1], or

• Attack Connected-born paths set Pc−
i (θ) if, sp (·)q∗ ∈ [−1, 0[

Consequently Pf
i (θ) = Pf+

i (θ) ∪ Pf−
i (θ) and Pc

i (θ) = Pc+
i (θ) ∪ Pc−

i (θ).
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4.3.2 Algorithm

In the proposed BWAF ranking semantics, the assessment of an argument’s

acceptability is performed iteratively, as outlined in the Algorithm in Fig-

ure 4.1. The proposed ranking semantics takes into consideration the fading

principle [18]. This principle states that that the influence of a chain of

arguments on the final argument should decrease inversely with the chain’s

length. This stems from the observation that, in typical dialogues, longer

chains of reasoning tend to be less persuasive, and this diminished effective-

ness is due to the limitations of short-term memory. Since most pervasive

computing devices operate under strict memory and storage constraints,

applying the fading principle allows computational agents to effectively

“forget” arguments that are temporally or spatially distant, ensuring that

more immediate and relevant arguments have a greater impact on the ac-

ceptability assessment.

Formally, the algorithm outlined in Figure 4.1 takes into consideration

a BWAF G = ⟨A, R̂, wR̂⟩, and the constants ζ ∈]0, 1[, ϵ ∈ R+. Moreover, it

requires preliminary computation of Af , Ac. The final result consists in the

ranking of arguments R = {⟨ai, si⟩}, where ai ∈ A and si ∈ [−1, 1]. Each

argument ai ∈ A is associated with an acceptability score, a real number

in the [−1, 1] interval, where 0 stands for neutrality, and higher (respec-

tively, lower) values proportionally label acceptable (resp. unacceptable)

arguments.

The iterative process begins once the arguments in the graph have been

annotated with DL descriptions, and the relational edges have been both

directed and assigned weights. Is is initially assumed neutral acceptability

for all arguments: ∀ai ∈ A : s0(ai) = 0. This is also the final score for free

arguments.

In the subsequent loop, at each iteration step j > 0, the procedure

takes into account paths of length j. For each path length, the algo-

rithm iterates over arguments ai in the set of connected arguments Ac.

First of all, the retrievePaths function collects all free-born and connected

born paths (defined as per Definition 5) with length j ending in ai, p
∗ =

⟨x1, x2, . . . , xj, xj+1 = ai⟩ , suitable to update the acceptability score of said

argument according to these two constraints:

(C1) the source argument x1 and any other argument xk, with k = 2, 3, . . . , j
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are different from the argument xj+1 = ai whose acceptability is be-

ing evaluated;

(C2) for each argument b repeated n ≥ 3 times in the path p∗, all the n−1

sequences of arguments included between pairs of occurrences of b are

different from each other.

These restrictions are imposed to ensure termination and make the al-

gorithm less computationally expensive. Specifically, Constraint (C1) is

imposed because (i) the sp of any path originating from an argument θ

must not impact the computation of the acceptability rank of the same

argument θ, and, (ii) if the same θ is in a position k < j + 1 of path p∗, it

is plausible that the contribution of the path to the rank of θ has already

been considered in one of the previous iterations. Constraint (C2) prevents

infinite loops, instead, by discarding paths with repeated sub-paths.

Once paths are collected, the following value is computed:

sj(ai) = sj−1(ai) +X + Y (4.5)

where:

X =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
ζj

|Pf
j (ai)|

(|Pf+
j (ai)|

∑︁
p∈Pf+

j (ai)
sp(α, ai)

+|Pf−
j (ai)|

∑︁
p∈Pf−

j (ai)
sp(α, ai)

)︁
if Pf

j (ai) ̸= ∅

0 otherwise

Y =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
(1−ζ)j

|Pc
j (ai)|

(|Pc+
j (ai)|

∑︁
p∈Pc+

j (ai)
sp(α, ai)

+|Pc−
j (ai)|

∑︁
p∈Pc−

j (ai)
sp(α, ai) if Pc

j (ai) ̸= ∅

0 otherwise

with sp(α, ai) as per Equation 4.4 and 0 < ζ < 1 a coefficient having

two purposes: satisfy the fading principle (by means of the exponential)

and give greater weight to free-born paths. The latter idea is justified by

the void precedence property in ranking semantics [2]. In addition to path

admissibility, in order to prevent non-termination, the acceptability score

is further checked. In fact, if the absolute value of the difference between

si+j(ai) and sj(ai) is less than a constant ϵ for two consecutive iterations,
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score convergence is accepted and the procedure stops.

At the end of the algorithm, the convertRanking function is executed

to ensure the convergence of the acceptability scores of each argument of

a particular BWAF graph in the interval [-1,1] and to extract quantitative

information on the acceptability of the arguments from the ranking. Let f

be the logistic function and x = si the score of each argument ai computed

by the algorithm; then convertRanking(x) = 2f(kx) − 1, with k sigmoid

smoothing factor.

Excluding GP9, the proposed ranking semantics aligns with all the

group properties (GPs) identified in [9]. These GPs group together con-

ceptually related properties from the literature based on common pat-

terns observed in gradual argumentation frameworks. The deliberate non-

compliance with GP9 stems from the design choice of assigning an equal

base score to all arguments within the bipolar weighted graph.

A crucial aspect of this approach is the variable number of iterations

required to compute the acceptability scores of arguments in a BWAF.

Free arguments, those without incoming edges, are immediately assigned

a score of zero, eliminating the need for further computation. In contrast,

connected arguments necessitate a number of iterations that depends on

factors such as the number and length of paths leading to them, as well as

specific parameters associated with these paths. By employing this method-

ology, the proposed semantics induces a gradual ranking of arguments based

on their acceptability within a BWAF. This relationship is formalized in

the following property:

Property 1 For any BWAF G, the propagation-based semantics S(·) as-

signs a ranking relation ⪰S
G over the set of arguments A, such that ∀ a, b ∈

A, a ⪰S
G b iff S(a) ≥ S(b).

Consequently, the ranking procedure ensures a nuanced evaluation of

argument acceptability within a BWAF. The principal features of adopting

this semantics can be summarized as follows:

• capability to handle complex graphs: the approach can process bipo-

lar weighted graphs that include cycles and paths of arbitrary lengths,

thereby enhancing its applicability across diverse argumentative struc-

tures;
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• algorithmic completeness: completeness is guaranteed through the in-

corporation of path admissibility constraints and a convergence con-

dition, ensuring the robustness and reliability of the computational

process;

• consistency in acceptability thresholds: 0 is maintained as both the

acceptability threshold and the initial score for free arguments, pro-

viding a consistent baseline throughout the framework;

• convergence within a defined interval: acceptability scores for con-

nected arguments converge within the interval [−1, 1], with a direct

correlation between the numerical score and the argument’s accept-

ability—the closer the score is to 11, the higher the acceptability of

the argument

• adherence to the fading principle: the influence of longer paths dimin-

ishes due to damping effects, in line with the fading principle, which

reflects the decreasing impact of indirect support or attack over ex-

tended pathways.

Overall, this framework is designed to be general-purpose while em-

phasizing efficient utilization of computational resources. Such efficiency

is particularly crucial for agents operating within a CPS, where time and

resource constraints are a significant concern.
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Figure 4.1: Relation type definition algorithm between pairs of arguments

71



Chapter 5

Case studies

In this chapter, a series of case studies for the proposed Knowledge–Based

DLT infrastructure described in Chapter 3 are proposed. Specifically, the

first two use cases illustrate distinct DLT infrastructures for events track-

ing in both public and private industrial context. The former addresses the

steps involved in e-procurement processes within the supply chain, while

the latter focuses on management, secure storing and standardization of

supply chain documents. Furthermore, the following two use cases pro-

pose applications of semantic-based blockchain architectures in the field

of Smart Mobility. Ridesharing services first and electric mobility charging

infrastructures next are enhanced by means of formal and complete seman-

tic description of available resources and user requests, allowing automated

reasoning and, ultimately, user decision support.

These examples aim to assess the feasibility and practical applicability

of the approaches and infrastructure components outlined in the previous

chapters. In particular, each prototype illustrates how the paradigms in-

troduced in this dissertation can bring useful elements of innovation and

improvement in fields where the application of the adopted foundational

technologies is already starting to be explored. Early implementations in

these domains have highlighted some challenges, and the case studies pre-

sented here demonstrate how the proposed solutions can effectively address

some of these issues, mainly in terms of robust traceability and account-

ability, adherence to standards, and autonomous and intelligent knowledge

discovery and decision-making, thus representing a step further in maxi-

mizing the potential of these emerging technologies.
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5.1 Public traceability of confidential pro-

cesses in B2B marketplaces

E-procurement processes play a crucial role in modern supply chains, re-

quiring strong security and transparency mechanisms to prevent fraud

and ensure accountability. Hyperledger Fabric, an enterprise-grade permis-

sioned distributed ledger platform, offers the foundational infrastructure to

meet these requirements. The following use case for the DLT architecture

described in Chapter 3 outlines the architectural design of an e-procurement

system built on Hyperledger Fabric. A prototype has been implemented,

where data and procedures involved in tendering workflows have been mod-

eled.

Fabric 
       Peer

CouchDB

wallet

Fabric
Gateway

Fabric 
Peer

Org1

Org2

X.509

Smart Contract

Fabric 
Orderer

Org0

Figure 5.1: Architecture of the blockchain infrastructure based on Hyper-
ledger Fabric

According to Fabric specifications, there are two types of nodes: peer

nodes, that maintain the copies of the ledger and where SC are deployed

as chaincodes, and orderer nodes responsible for ordering transactions into
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blocks and distributing them to connected peers for validation and final

commit to the ledger. To sign and validate transactions, each client must

provide a signature using its private-public key pair.

As shown in Figure 5.1, the Fabric infrastructure is organized with three

nodes, each managed by a single distinct organization for simplicity. They

are structured as follows: (i) Org1 manages a peer node that includes a

Fabric Gateway component; (ii) Org2 manages a second peer node; (iii)

Org0 manages an orderer node. The cryptographic material of users (i.e.,

buyers and suppliers) interacting with the system, are stored in a deployed

instance of a CouchDB NoSQL DataBase Management System (DBMS),

which can be directly managed by the Fabric libraries. In detail, in the

CouchDB instance, a database acts as a wallet, storing user certificates.

Each certificate includes both the public and the private key of the user,

with the private key encrypted using a symmetric key. For this purpose,

the Fabric libraries have been modified to support automatic encryption

and decryption of private keys every time they are stored or retrieved when

needed.

Given these components, a Client exposes a set of endpoints in a ReST

API that buyers or suppliers can use to interact with the blockchain in-

frastructure and invoke the corresponding SCs. This abstraction hides the

internal complexities for SC invocation, transaction generation, validation,

final commit and interaction with the DBMS. Moreover, by using the ap-

propriate Client APIs, users can request their own certificate, in X.509

format, and private key from the DBMS before interacting with the sys-

tem. Once obtained, these credentials are passed to the API that interacts

with the Fabric Gateway1 component, along with the necessary details for

the specific SC invocation. From then on, the Fabric Gateway is in charge

of handling the workflow that involves the SC invocation, with the neces-

sary steps that include the modification of the state, the generation of the

transaction, the arrangement into blocks by the ordering node and the final

validation and commit by the peer nodes. Upon completion, the Gateway

sends a response to the user, indicating the state changes that have been

successfully executed.

1https://hyperledger-fabric.readthedocs.io/en/latest/gateway.html
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5.1.1 Modeling of assets for tendering

To register all potential assets and related events of a tendering process

on the blockchain, a specific data model has been defined using a series

of ProtocolBuffer 2 messages. Each method of the SC relies on these data

structures to store and modify data on the blockchain.

First of all, the generic asset registered on the blockchain consists of the

following fields:

• ID : unique identifier;

• created by : identifier of the user who created the asset (potentially

derived from the certificate passed when invoking the specific SC);

• type: type of registered asset;

• events : a set of all events related to that asset within the system.

message Asset

{

required string ID = 1;

required string created_by = 2;

required string type = 3;

repeated Event events = 4;

}

Then, each individual event is recorded with the following fields:

• event ID : identifier of the recorded event;

• type: type of recorded event;

• created by : identifier of the user who generated the event;

• timestamp: timestamp of the event registration in the system.

message Event {

required string event_id = 1;

required string type = 2;

required string created_by = 3;

required int64 timestamp = 4;

}

2https://protobuf.dev/
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This data structure is included in the ProtocolBuffer message that mod-

els a tendering process. It includes the following fields:

• an asset field of type Asset, including the list of events associated

with the corresponding tender (e.g., tender creation, field modifica-

tions, status changes, addition of communications or offers, addition

of evaluations, etc.);

• a set of metadata with specific parameters related to the tender, such

as status, subject, description, amount and type of offers that can be

submitted.

message Bidding {

required Asset asset = 1;

required string state = 2;

required string award_type = 3;

required string offer_type = 4;

required technical_score_weight = 5;

required economical_score_weight = 6;

[other metadata];

repeated Offer offers = 16;

repeated Message message = 17;

}

This data structure also includes all communications between the sup-

plier and the buyer, stored in a nested data structure format, which includes

the sender and the recipient, the subject of the message, its content, and

the timestamp.

message Message {

required string sender = 1;

required string receiver = 2;

required string object = 3;

required string text = 4;

required string timestamp = 5;

}

The tender also contains a field that collects all the submitted offers.

Each offer is modeled as follows:
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message Offer {

required string createdBy = 1;

required int32 amount = 2;

optional Approval administrative_evaluation = 3;

optional TechnicalEvaluation technical_evaluation = 4;

optional EconomicalEvaluation economical_evaluation = 5;

}

Thus, in the blockchain, a tendering data structure is designed to track

all offers submitted by suppliers, with fields that indicate the creator (cre-

ated by) and the specified offer amount (amount field). This data structure

also allows the storage of administrative, technical, and economic evalua-

tions recorded in the system before awarding the bidding, using the fields

administrative evaluation, technical evaluation, and economic evaluation,

respectively.

5.1.2 Smart Contract implementation

Specific auction operations have been implemented within the SCs. Rather

than handling generic assets and event, implementing the tendering process

in a more granular way, enables a better validation on input field values.

Conversely, registering only generic assets without additional details pre-

vents the validation of corresponding values and limits the ability of the

blockchain-based infrastructure to closely monitor the tendering process.

The main actors involved in the bidding processes are buyers and sup-

pliers. The former is in charge of defining and opening the bidding process

and has a complete view of all its steps, with the ability to also change the

state of the process and give evaluations for offers before closing it. The

suppliers are responsible for the insertion of offers and are authorized to

inspect the public details of the process. The implemented methods and

their respective validations are as follows:

• Create: creates a bidding data structure on the blockchain, includ-

ing all values for the specified parameters and recording the creation

event. After confirming that the auction does not already exist, the

following fields are validated:
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– award type: must be either “Most Economically Advantageous

Offer” or “Lowest Price”;

– offer type: must be either “Fixed Amount” or “Percentage Dis-

count” (on the initial price);

– the sum of the fields related to the weight of the economic score

and the technical score must equal 100;

• UpdateField: updates the auction fields recording a modification

event, while the auction is in the preparation phase and not yet in

progress. Validation ensures that the auction’s status is “In Prepa-

ration”, otherwise the transaction is rejected;

• StateChange: updates the auction’s state, according to the value of

the new state passed as input. Valid states, in sequential order, are

“In Preparation”, “In Progress”, “Under Evaluation” and “Closed”.

If the auction is not in a state from which it can transition to the

new subsequent state, the transaction is not applied;

• InsertOffer: adds an offer into the auction when its status is “In

Progress”, recording the related event. Validation ensures the auction

is actually “In Progress”;

• InsertMessage: inserts a message into an auction and records the

event. Validation checks if the auction’s status is not “In Prepara-

tion”.

• AddBiddingEvent: inserts a generic event without metadata re-

lated to a specific auction.

When any of the SC methods defined here is invoked, the user’s certifi-

cate is passed along. Then, the user’s role is always verified by extracting

the “role” field from the certificate. Based on this, the methods Create,

StateChange and UpdateField can only be invoked by users with a “buyer”

role. Additionally, this category of user can also invoke the InsertMessage

method. Conversely, users with a “supplier” role can only invoke InsertOf-

fer and InsertMessage. For the AddBiddingEvent method, which involves

a generic event type, validation can be performed based on the event type

to allow only specific roles to insert certain types of events.
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5.2 Industrial CPS event tracking

For this use case, a DLT-based platform for managing document flow in

supply chain processes has been designed and developed. The main features

and functional requirements of the system are as follows:

• the platform must enable the storage and tracking of structured doc-

uments in EPCIS 2.0 format;

• users must be able to upload documents produced by supply chain

processes in formats different from the EPCIS standard, e.g., sup-

ported by a third-party application. These documents will be inter-

nally converted to the EPCIS 2.0 format;

• users must have the ability to retrieve documents stored in the sys-

tem, and these documents must be returned in the original format

supported by the third-party application that generated them, de-

spite being stored in EPCIS 2.0 format internally;

• documents must be stored in a DAG-type DLT. Specifically, the pro-

posed system employs the IOTA distributed ledger;

• the platform must support the archival of generic EPCIS documents,

allowing users to record events related to different business processes.

Moreover, since the EPCIS standard documents are internally gener-

ated by the platform from external data provided by a third-party appli-

cation, it is assumed that users will have access to an additional front-

end interface (whose implementation is not detailed here). This interface

will perform client-side validation before actually transmitting data to the

framework endpoints. Such an approach would also help to reduce system

complexity and server load by offloading such tasks to external components.

Following these guidelines, the system is based on two main infrastruc-

tures, as shown in Figure 5.2:

• a service layer that includes two core components: the nodejs-service

and the rust-service;

• the IOTA network, comprising the nodes that manage the Tangle

data structure for document handling and storage.
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Figure 5.2: Architecture of the system

The rust-service component acts as the external access point for the

platform, providing a ReST API through which users can access the main

functionalities. In detail, the rust-service module consists of the following

components:

• controller: defines the endpoints for handling requests from external

applications and invokes the appropriate services defined by other

components;

• IOTA Client: manages the integration of the document tracking

system with the IOTA network. It utilizes the IOTA Streams library

– already discussed in Chapter 3 – to create separate and private

channels where only authorized parties can store and exchange data.

By interacting with the endpoints of the rust-service API, users can re-

quest data insertion into the system or read the stored information (Figure

5.3).

Before the data is inserted into the Tangle, a data pre-processing phase

is performed via interaction with the nodejs-service. In detail, as depicted

in Figure 5.3(a), whenever the rust-service controller receives a request

to insert a message, the content is passed to the nodejs-service through a

request to the HTTP POST endpoint /toEPCISDocument. At this point,

the nodejs-service initiates an internal task to convert the document into

the EPCIS standard using appropriate JSON mapper files. The translation

result is encapsulated in the response of the POST request and sent back to

the controller. Then, the internal IOTA client service is invoked to publish

the message to the DAG-based distributed ledger.
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Insertion Deletion Observation
EPCIS event type Object Object Object
Action ADD DELETE OBSERVE
Other fields EventId EventId EventId

Fields (what)
epcList

quantityList

epcList

quantityList

epcList

quantityList

Fields (when)
EventTime

EventTimeZoneOffset

EventTime

EventTimeZoneOffset

EventTime

EventTimeZoneOffset
Fields (where) bizLocation bizLocation bizLocation

Fields (why)
bizStep

disposition

bizStep

disposition

bizStep

disposition

Table 5.1: Modelled EPCIS events

Similarly in Figure 5.3(b), when a user sends a request to read a previ-

ously stored message, the controller passes the information transmitted in

the request to the IOTA client, which retrieves the relevant messages from

the Tangle. This is returned to the controller, which then forwards the data

to the /fromEPCISDocument endpoint of the nodejs-service. The nodejs-

service converts the message into the format supported by the third-party

platform and encapsulates the result in the response. The controller, in

turn, includes this document in the body of the HTTP response returned

to the user.

5.2.1 Definition of supported EPCIS documents

To enable the insertion of events related to various business processes, a

specific structure for EPCIS documents has been defined, outlining the

types of events the platform can handle. For this purpose, only a relevant

subset of the original set of EPCIS events has been considered. The struc-

ture of the events taken into consideration is detailed in Table 5.1.

All events managed by the platform are classified as ObjectEvent, rep-

resenting generic events. The Action field is responsible for identifying

the type of EPCIS document to be archived and the events to be tracked.

ObjectEvent events are characterized by the mandatory EventId field,

which uniquely identifies an event. The remaining fields define the struc-

ture of documents supported by the system and can be categorized into

four dimensions, What, When, Where, and Why, as follows:
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User Controller

POST /add

nodejs-service

POST /toEPCISDocument

epcis document

IOTA client

publish on Tangle

message address

(a)

User Controller

GET /read

IOTA client

read from Tangle

epcis document

nodejs-service

POST /fromEPCISDocument

third party document
response message

(b)

Figure 5.3: Sequence diagrams showing (a) the write operation and (b) the
read operation.
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• What dimension, with the fields:

– epcList: uniquely represents an object;

– quantityList: indicates the quantity and class of objects spec-

ified in epcList ;

• When dimension, with:

– EventTime: date and time of the event creation;

– EventTimeZoneOffset: time zone of the event creation location;

• Where:

– bizLocation: the business location associated with the event;

• Why :

– bizStep: the business process step in which the event takes

place;

– disposition: the current state of the objects involved in the

event.

The nodejs-service component is responsible for translating documents

from the format used by third-party platforms to the EPCIS 2.0 standard

document structure, and viceversa. Its architecture is illustrated in Figure

5.4. For this purpose, two endpoints have been defined:

• /toEPCISDocument: a POST HTTP request. The request body con-

tains data in application/json format, corresponding to the for-

mat generated by an external application. The returned response is

a JSON document compliant with the EPCIS 2.0 standard;

• /fromEPCISDocument: similar to the previous one, it is a POST re-

quest that accepts application/json content in EPCIS 2.0 format

and returns a response in a format related to that of an external ap-

plication.

Internally, the Document Generator component handles the translation

of the input document into the EPCIS 2.0 data structure. This translation

is accomplished using two JSON files:
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Server
Application

Document
generator

POST /toEPCISdocument

POST /fromEPCISdocument

Figure 5.4: Structure of the nodejs-service

• mapperJSONtoEPCIS.json: maintains a key-value mapping where the

keys represent field names from the document provided by the third-

party application, and the respective values correspond to the field

names compliant with the EPCIS standard;

• mapperEPCIStoJSON.json: defines the key-value mapping between

EPCIS fields and their corresponding proprietary format fields.

5.2.2 Document tracking on the IOTA Tangle

The structure of the rust-service component is depicted in Figure 5.5.

API
Server

IOTA
client

GET /init

POST /add

GET /read
IOTA

Streamsnodejs-service client

controller

IOTA node

Figure 5.5: Structure of the rust-service component

The component named Controller manages various workflows by in-

teracting with specific services at appropriate times. It incorporates two

services:

• API server : exposes endpoints for requests from proprietary appli-

cations;
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• nodejs-service client : an HTTP client used to requests document

translation from the nodejs-service.

The API server provides three ReST endpoints:

• /init: an HTTP GET request. Input parameters include the number

of IOTA Streams channels and subscribers to initiate. The platform

manager makes an init request specifying the number of channels and

subscribers expected in the Streams protocol. Upon successful com-

pletion of channel and subscriber creation, a confirmation message is

returned;

• /add: an HTTP POST request that archives a document in the sys-

tem. The document to be stored is included in the request body along

with two parameters: author seed, which determines the channel

on which the document will be published, and message id, a public

identifier of the sent message. In response to the add request, the

user will receive a confirmation message acknowledging receipt of the

document;

• /read: a GET request to retrieve documents from the system. It re-

quires three parameters: subscriber seed, which identifies the sub-

scriber fetching the message, channel, publicly identifying the IOTA

channel from which the message will be extracted, and message id,

which specifies the packet containing the requested document. The

response contains the requested document in the format supported

by the third-party application.

The IOTA node, depicted in Figure 5.5 represents the connection point

between the rust-service component and the IOTA network. This node can

be deployed as a peer connecting to one of the official IOTA networks such

as Devnet, e.g., the Chrysalis Devnet or Mainnet, or a network managing

a private Tangle.

The IOTA client, responsible for interacting with the Tangle, is defined

by two classes, TangleReader and TangleWriter (Figure 5.6), to manage

connection to IOTA Streams channels.

TangleWriter objects are structures defined by:

• an author of type User<Client> that defines the channel owner used

for publishing messages;
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TangleWriter

author
announcement

new()
restore()
get_announcement()
publish_message()

TangleReader

subscriber
announcement_addr

new()
restore()
send_subscription()
get_messages()

0..n1
subscribe

Figure 5.6: Class diagram for the rust-service component

• an announcement of type Address that corresponds to the announce-

ment link, i.e., the address of the announcement message of the chan-

nel created by the author.

In detail, when defining a TangleWriter object, the TangleWriter::new()

method is called. This is invoked following an /init request to instantiate

the number of authors required. To instantiate an author and its associated

channel, the transport mechanism must be defined, i.e., an object of type

Client that establishes the means for sending and receiving binary mes-

sages from an IOTA network node, thus interacting with the Tangle. Two

important configuration parameters passed for instantiating the Client

object are:

• node url: a mandatory value corresponding to the URL endpoint of

the node part of an IOTA network, used by the client to read from

and write to the Tangle;

• with local pow: it specifies whether the computation related to

PoW as an anti-spam mechanism is to be performed locally by the

client or directly on the node. When setting with local pow to false,

the client transmits the message directly to the specified node url,

and if this peer has local PoW enabled in its configuration, it will

execute it on the received packet before publishing it on the Tangle.

Once the author is defined, the channel, of which the author will be the

owner, is created. This operation is performed by calling the create streams()

function, which returns the announcement message of the channel to which

subsequent message traffic will be linked. Furthermore, the restore()

method is invoked for this purpose, which is very similar to the new()

method described above. Specifically, once a transport layer is defined, it
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retrieves a previously instantiated author, based on two needed parame-

ters:

• seed: a character string used to instantiate a user-type client;

• address: the address of the announcement message published when

the channel was initiated.

5.3 Smart mobility services

DLTs have showed several benefits across a wide variety of domains and

they can prove particularly interesting and suitable for innovative use cases

in the field of intelligent Mobility-as-a-Service (MaaS) infrastructures. One

key advantage is that blockchain can guarantee transparency and trust

in transportation systems, providing travellers with reliable access to im-

mutable information. Furthermore, the process of tokenizing and tracking

ticketing data, monetary transactions for service exchange, and personal in-

formation has effectively demonstrated the potential to increase efficiency

while ensuring secure and reliable communications, particularly for Inter-

net of Vehicles (IoV) applications.

Blockchain-based platforms have been applied in areas such as smart

car parking services [140], car leasing [67], autonomous cars training [131],

as well as the establishment of trusted multiparty insurance arrangements

[103]. Furthermore, these platforms have been employed for securing trans-

actions involving the buying and selling of used cars, as well as for trans-

parent and trusted dissemination of the usage history of motors for trad-

ing purposes [117]. In [11] a smart contract-based platform dedicated to

emerging transport services was proposed, allowing data about drivers and

vehicles profiles and privileges acquired after the completion of a service

to be stored and shared. To protect data stored on the limited pool of re-

sources of smart vehicles, a secure content caching scheme was developed,

employing a private blockchain alongside a Deep Reinforcement Learning

(DRL) approach [12].

The architecture proposed in [79] leverages blockchain inherent trans-

parency and trust to enable direct interactions between transport providers

and travellers, eliminating the need for intermediaries. Travellers request

routes and receive information on different transportation modes. Based
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on their preferences, they invoke a SC and transport providers execute

it to compare the request with their route data. Once verified, the SC

data is added to the blockchain. Scalability is addressed distributing the

computation on multiple blockchains, each managed by local transport

providers. The hierarchy of blockchains allows providers to join relevant

regional blockchains without storing extensive data. However, challenges

arise in connecting different blockchains and transferring route information

across in a consistent way.

The proposal in [48] focuses on the complex issue of billing in multi-

modal transport services involving various providers. To adress this, the

platform charges users based on actual usage via the MIOTA cryptocur-

rency. Vehicles publish their offers to the IOTA Tangle, enabling users to

browse and manage service details and payments directly with the vehicle,

independent of the blockchain. A user can browse mobility offers at a loca-

tion, choose a vehicle, and connect to it through an app. The transaction

takes place through an IOTA micropayments channel, allowing flexible and

precise travel. At the end of the journey, the channel automatically closes,

and the vehicle becomes available for other users. The vehicle registration

process is minimal, requiring only a check-in message on the IOTA address

of the location.

5.3.1 Blockchain-based ridesharing services enhanced

with semantics

In the context of Smart Mobiliy and MaaS, a prototypical carpooling service

named RideMATCHain3 has been developed to underline the benefits of

the semantic-based microservice framework described in Section 3.4.

Let us suppose a heterogeneous group of people is sending requests from

different places and at various times to a ridesharing service in order to

reach their destinations. For example, let us consider two drivers currently

available for ridesharing through the service with their cars. The prob-

lem consists in matching every passenger with the car better fulfilling their

requirements, considering user preferences and compatibility issues. All

passengers and vehicles are described according to a prototypical ontology,

whose taxonomy of concepts is depicted in Figure 5.7. Whenever possi-

3GitHub repository: https://github.com/sisinflab-swot/ridematchain
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ble, classes have been reused from SUMO-OWL (the OWL translation of

the Suggested Upper Merged Ontology) [69], e.g., Automobile, AgeGroup.

Each available ride is a resource, represented as an asset stored into the

blockchain with a semantic annotation split into two parts: the first one is

constant over time and summarizes the set of vehicle features relevant to

the service and the driver’s profile; the second part specifies information

about available space for passengers and their luggage.

Figure 5.7: Reference ontology top-level classes

An excerpt of the annotations linked to each car is shown below in

Manchester syntax [41]:

SUV1: SUV and (accepts only NonSmoking) and (has Feature only (Car Radio

and Air Conditioning and Baby Seat)) and (comfort Level only High Comfort)

and (driver Experience only High Xp) and (available Seats exactly 6)

and (available Capacity exactly 650)

Small CityCar1: Utility Car and (has Feature only (Sunroof and

No Baby Seat)) and (comfort Level only Standard Comfort) and

(driver Experience only High Xp) and (available Seats exactly 1) and

(available Capacity exactly 200)

Resource descriptions have been registered, distributed and synchro-

nized as assets among all participants in the blockchain, by means of the

Registration SC described in Section 3.4. For the sake of simplicity, to show

how the ridesharing service works, let us consider a single step iteration. A

user, headed downtown with her baby, is looking for a car with two seats,
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one of which equipped with baby seat. She would like to travel comfortably

in an air-conditioned, quiet and non-smoking environment. In formulas:

R ≡ (accepts only (NonSmoking and Quiet)) and (has Feature only

(Baby Seat and Air Conditioning)) and (comfort Level only High Comfort)

and (driver Experience only High Xp) and (available Seats min 2)

In order to take into account passenger-car and passenger-passenger

constraints, the framework invokes the Discovery SC, which in turn trig-

gers the semantic matchmaking task described in Section 2.2.3 and detailed

in [106]. After a pre-filtering step, exploited to discard cars with a heading

diverging from that of the passenger, the matchmaking finds which vehi-

cles of the fleet best meet the specified requirements. The returned list of

resources is ranked according to the following utility function:

u(R,C) = 100[1− s penalty(R,C)
s penalty(R,⊤)

(1 + distance(R,C)
max distance

)]

where s penalty(R,C) is the semantic distance between passenger profile R

and car annotation C; this value is normalized dividing by s penalty(R,⊤),

which is the distance between R and the universal concept ⊤ (a.k.a. Top

or Thing) and depends only on the ontology structure. The max distance

contextual data is used to take into account the car geographical distance,

combined as weighting factor. The purpose of the utility function is also

to convert the semantic distance score to a more user-friendly [0, 100]

ascending scale. It is important to notice that in case of a full match

s penalty(R,C) = 0 hence u(R,C) = 100 regardless of distance. Out-

comes, ranked according to the utility function, are 90.2 and 76.2 for SUV1

and Small CityCar1, respectively.

As evident, SUV and passenger semantic descriptions are very similar:

all atomic concepts, universal quantifiers and unqualified number restric-

tions on roles are compatible. Conversely, passenger requirements are not

compatible with the small city car: the user can get an explanation for this

from the Explanation SC by means of the Concept Contraction reasoning

task:

G: (has Feature only (Baby Seat)) and (available Seats min 2)

The best match for the passenger is with SUV1, so she is assigned to it.

When the passenger/car association is confirmed, the passenger’s prefer-

ences (modelled in the filler of the accepts object property) are appended

in conjunction with the SUV annotation. This task is performed by the
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Selection SC that enables the interaction with the selected resource and

updates its semantic description (modifications are underlined):

SUV1: SUV and (accepts only (NonSmoking and Quiet)) and (has Feature only

(Car Radio and Air Conditioning and Baby Seat)) and (comfort Level only

High Comfort) and (driver Experience only High Xp) and (available Seats

exactly 4) and (available Capacity exactly 350)

The selection transaction allows renewing the blockchain internal status

and repeating the allocation task for the remaining passengers, verifying

any incompatibility constraints.

5.3.2 CPS-oriented blockchain for green mobility

A case study on the power management of PEVs in a Smart Grid has been

developed to validate capabilities of the proposed framework in dynamic

CPS scenarios. The illustrative example discussed hereafter is provided to

clarify the proposal.

A smart PEV V1 informs its driver that battery level is below 50%.

The driver confirms that charging is needed. Blockchain assets available

are charging slots offered in parking areas. High-level descriptive features of

chargers are annotated w.r.t. a domain ontology (not reported due to dearth

of space). Data-oriented attributes (e.g., latitude and longitude of parking

areas) are also included. The providers register chargers by invoking the

Registration SC (described in 3.4) through smart parking area WI node.

Since V1’s battery level is not critical, it looks for the best available charg-

ing service in the area. The vehicle acts as a Consumer on the blockchain,

requesting the execution of a Discovery SC in full mode. Figure 5.8 reports

on V1’s charge request. For the sake of compactness, concept expressions

are simplified w.r.t. the ones actually used for the case study. In partic-

ular, for each universal restriction of the form role only concept, the

reader should assume there is a corresponding role some owl:Thing ex-

istential restriction in conjunction. Reported matchmaking results refer to

the complete expressions. in OWL 2 Manchester syntax [134]: charging

rate of at least 25 km per charging hour, minimum available energy of 12

kWh at charging station, maximum distance of 50 km between charging

station and energy dispatcher, and maximum fee of 50 cents per kWh are

requested. Car location and maximum distance between vehicle and charg-
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ChargeRequest EquivalentTo: V 1 and (has Charging Rate Per Hour only (km

min 25)) and (has Available Power only (kWh min 12)) and

(has Dispatcher Distance only (km max 50)) and (has Base Fee Per kWh only

(cents max 50))

V 1 EquivalentTo: Electric Vehicle and (has Output Rate only (daW max

37)) and (has Current only (Ampere max 16)) and (has Voltage only (Volt

max 230)) and (has AC Compatible Plug only VDE-AR-E 2623-2-2Type2 Plug)

and (has DC Compatible Plug only CCSCOMBO2 Plug)

Figure 5.8: Semantic annotation of vehicle request

WEB INTERFACE WEB INTERFACE

CONSUMER

TRANSACTION 
PROCESSORS

VALIDATOR

PRODUCER

VALIDATOR

PRODUCER

Figure 5.9: Roles in the Smart Mobility case study.

ing station are specified as data-oriented request attributes. The request

also defines the start time and duration of the charging service the vehicle is

willing to reserve. The vehicle model adopts a standard VDE-AR-E 2623-

2-2 (Type 2) connector and receptacle for AC charging, incompatible with

SAEJ1772 (Type 1). Mutually incompatible CHAdeMO, CCS Combo1 or

CCS Combo2 connectors exist for fast DC charging. Vehicle V1 supports

CCS Combo2 plug only.

The Discovery request is divided in pieces through the Web Interface

and forwarded to a Validator. In the reference scenario, parking areas play

the role of Validators because they have no mobility issues or energy supply

limits, so they can run the consensus protocol reliably. The smart vehicles

parked or in charging within parking areas work as Transaction Proces-

sors, since they have enough on-board computing capabilities; they receive

a compensation for their work in the form of savings on current or future

charging fees. However, as Figure 5.9 highlights, heterogeneous devices

–even embedded ones– can be also exploited as Transaction Processors,
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ChargingStationA Slot1 EquivalentTo: (has AC Compatible Plug only

SAEJ1772-2009Type1 Plug) and (has EVSE Profile only AC Level 2) and

(has Available Power only (kWh exactly 500)) and (has Base Fee Per kWh

only (cents exactly 55)) and (has Charging Rate Per Hour only (km exactly

45)) and (has Dispatcher Distance only (km exactly 60))

ChargingStationA Slot2 EquivalentTo: (has DC Compatible Plug only

CCSCOMBO2 Plug) and (has EVSE Profile only DC Level 1) and

(has Available Power only (kWh exactly 500)) and (has Base Fee Per kWh

only (cents exactly 85)) and (has Charging Rate Per Hour only (km exactly

200)) and (has Dispatcher Distance only (km exactly 60))

BuildingB Slot1 EquivalentTo: (has AC Compatible Plug only

VDE-AR-E 2623-2-2Type2 Plug) and (has EVSE Profile only AC Level 1) and

(has Available Power only (kWh exactly 100)) and (has Base Fee Per kWh

only (cents exactly 45)) and (has Charging Rate Per Hour only (km exactly

20)) and (has Dispatcher Distance only (km exactly 25))

Figure 5.10: Semantic annotations of available resources.

thanks to the multiplatform IoT-oriented support of Sawtooth. The Dis-

covery SC pre-filters available resources on location and temporal context

attributes: resources outside the query area or unavailable at the specified

time are discarded. The chain resources satisfying the above constraints

are shown in Figure 5.10. Full discovery based on semantic-matchmaking

returns a ranked list of the three resources w.r.t. the request, where Build-

ingB Slot1 is the resource having the highest semantic affinity score, despite

the low charging rate per hour. In detail, the overall match score s for re-

source Si is computed by means of the formula:

s(Si) =

⎧⎨⎩1− p(Si), 1− p(Si) > smin

0, otherwise
(5.1)

with the semantic penalty function p computed as:

p(Si) =
w · penaltyc(Si) + (1− w) · penaltya(Si)

penaltymax

(5.2)

where penaltyc is the penalty calculated by Concept Contraction between

the request R and each resource annotation Si, while penaltya is the penalty

value of the Concept Abduction procedure between the consistent part K

of the request R and Si. The value of p is normalized w.r.t. penaltymax, i.e.,

the maximum possible semantic distance (which is the one between R and

the most generic concept ⊤, and depends only on axioms in the reference
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domain ontology [105]). The parameter w can be set in the ]0, 1[ interval

and it determines the relative weight of explicitly conflicting elements in

Si w.r.t. R; for the proposed case study w = 0.8 has been selected after

preliminary tests.

ChargingStationA Slot1 and ChargingStationA Slot2 are both too ex-

pensive and too far, with ChargingStationA Slot2 being the most expensive

one. ChargingStationA Slot1 also equips an incompatible charging plug. V1

has the option to retrieve motivations for the discovery result by means of

the Explanation SC. Then the Selection SC allows selecting the best ser-

vice: V1 pays the charging fee and reserves its use for the booked time.

94



Chapter 6

Conclusions and perspectives

This thesis has addressed the main limitations of DLT infrastructures in

terms of interoperability and scalability, that hinder their applicability

in the CPS domain for effective multi-agent coordination. For this pur-

pose, an innovative architectural solution has been proposed to attempt

to tackle those issues by integrating different types of blockchain and DLT

platforms, leveraging the typical micro-service architectural approach of

IoT and MEC scenarios. Furthermore, a semantic-based approach has

been integrated to enhance coordination in complex CPS systems, enabling

resource-constrained devices to leverage processes of discovery, negotiation

and composition of available resources and services, annotated as infor-

mation fragments in standard OWL language. The overall direction is to

create an intelligent MAS environment in which devices can act as smart

context-aware agents capable of not only collecting information, but also

exchanging data and engage in articulate dialogues. The procedures have

all been grounded onto a decentralization and security substrate granted

by a DLT platform, leveraging SCs. Unifying KRR and DLT has demon-

strated to improve immutability, transparency and, ultimately, guarantee

a high degree of explainability of all decisions taken by coordinating agents

in a CPS.

A novel decentralized dual-layer architecture has been introduced to

enable different traditional blockchain platforms to offer services and pro-

vide resources in a collaborative way. In this infrastructure, a layer called

L1 serves as the main entry point for users to interact with the system

and leverages the IOTA Tangle to trace all interactions. IOTA has been
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selected due to its lightweight nature and high transaction throughput, ad-

vantages that makes it suitable for scenarios where a high responsiveness is

needed to coordinate several entities. A message broker enables a publish-

subscribe model for bidirectional communication between the public layer

L1 and the private layer L2. The latter can be considered as a federated

blockchain layer, where data and processing can be distributed on a set

of heterogeneous conventional blockchain platforms. In this architecture,

a request submitted by a user can be executed in a distributed manner

involving all traditional blockchain platforms that are able to execute the

requested service: this eases the computational burden w.r.t. to an ap-

proach in which a single blockchain platform is dedicated to the execution

of a given set of service. Moreover, the presence of different blockchains

on L2 can contribute to improve privacy and separation of concerns. Data

from multiple domains can be managed in the system by distributing it to

dedicated L2 blockchains. This enables a more granular control on avail-

able data, which is delegated to the traditional blockchain platforms that

manage it, rather than relying on a single platform to define privacy poli-

cies regarding the whole dataset. Overall, each component has a specific

function and the modular design can enhance scalability, since the addition

of new components requires little or no modification to other parts of the

system. This infrastructure has been integrated with a semantic-enhanced

blockchain layer to allow the execution of distributed discovery, negotiation

and composition procedures. In addition, a semantic-based argumentation

framework has been investigated, enabling agents to interpret data not

only using Semantic Web technologies, but also rely on computational ar-

gumentation for managing conflicts and reach consensus. This framework

defines a Bipolar Weighted Argumentation Framework (BWAF) that ap-

plies DL-based semantic matchmaking to evaluate arguments relations. It

categorizes and weights attacks and supports, building the argumentation

graph, then exploits it to rank acceptability scores for arguments. The pro-

posal caters particularly to resource-constrained environments, resulting in

a computationally efficient, general-purpose solution that enables agents to

autonomously make informed, justifiable decisions.

Future work includes a more torough experimental validation of the

dual-layer DLT architecture, integrating both domain specific and semantic-

based services, enabling the shift to a more scalable version of the Seesaw
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prototype. This can lead to a more extensive and detailed validation of the

proposed solution, as well as a test campaign to assess its performance and

sustainability in different scenarios, such as the ones explored in developed

case studies, i.e., B2B processes, Smart Mobility and tracking of indus-

trial CPS events. Moreover, the application of advanced semantic-based

techniques of knowledge fusion among knowledge scattered on different

blockchains on L2 can be investigated.

A more complete version of the two-layer DLT infrastructure may also

leverage the IOTA substrate to manage identities using the Decentralized

Identifiers (DIDs) standard [116], allowing all subjects interacting with

L1 to use verifiable and shared identities. Additional improvements may

involve embedding all logic regarding the management of communication

between L1 and L2 into IOTA Smart Contracts (ISC). With this improve-

ment, as soon as the user inserts messages in the IOTA Tangle, the related

Smart Contract produces an Event which, in turn, triggers the appropriate

notification on the Gateway, which is then ready to read from the Tangle,

thereby eliminating the need for a Message Broker, which remains as a

centralized component limiting the current proposal. For what concerns

the argumentative BWAF framework, future work will aim to embed se-

mantic explanations of relations into the argumentation graph in order to

further improve the explainability of the framework. Moreover, a network

of blockchain platforms can be leveraged to manage a larger graph, en-

abling a network of cooperating agents to discuss and dialogue and execute

the ranking semantics algorithm in a decentralized way.
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