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With the rise of both embedded technologies and the Internet of Things (IoT) integration, it is increasingly
possible to realize complex systems in which, for example, vehicles are connected to the IoT domain
capable of interacting directly with applications on mobile or embedded devices. In this work, a Machine
to Machine (M2M) based platform able to recognize the driving style will be presented. An embedded
device (On-Board Diagnostic (OBD)) has been considered to implement the Internet of Vehicles (IoV)
paradigm exporting recognized data to other systems to promote an eco-friendly driving style by suggesting

5%\‘;??& corrective actions to drivers. The architecture consists of the following elements: an on board device able
IoV to obtain information regarding speed, acceleration, jerk and fuel consumption, a cloud able to store
Fuzzy classifier all collected data, an M2M protocol such as Message Queuing Telemetry Transport (MQTT) to provide
MQTT scalability to the architecture, and a Fuzzy Inference System to classify user behavior. All these elements

Eco-friendly driving style are harmonized to achieve the common target of informing users about an Aggressive or Very-Aggressive
driving style with the aim of reducing both speed and acceleration. The smart alerting system will
promote a more eco-friendly driving style, contributing a reduction in CO; emissions and fuel consumption.
Performance evaluation confirms the efficiency of the proposed classifier and the overall benefits for

drivers in fuel consumption reduction.
© 2021 The Author(s). Published by Elsevier Inc. This is an open access article under the CC BY-NC-ND
license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

Manufactures are investing in vehicles with on-board high-tech
solutions to offer assisted driving features such as smart park-
ing or advanced systems for enhancing on-board safety. More-
over, advanced networking and embedded devices are also used
to supply on board services such as social networking, advanced
navigation, multimedia content distribution and assisted driving
[1]. In order to acquire information from the environment it is
necessary to build an infrastructure that is light, robust, flexible
and easy to implement and deploy. These features are commonly
recognized as the key of Internet of Things (IoT) devices [2]. IoT
devices use different communication protocols because, there is
currently no unique standard protocol. Several open source imple-
mentations for standards such as Constrained Application Protocol
(CoAP) [3], European Telecommunications Standards Institute Smart
Machine2Machine (ETSISmartM2M) [4], Message Queuing Telemetry
Transport (MQTT) [5] and Lightweight Machine2Machine (LWM2M)
[6] are widely spread across the communities, but each producer
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has their own standards and architectures. Connected vehicles
(CVs) are one of the possible applications of IoT in which ev-
ery car can share data with other cars. Data can also be sent to
cloud storage for a more complex analysis. The capability of shar-
ing important data through an internet connection transformed
the classic Vehicular Ad Hoc Network (VANET) [7] paradigm into
the new Internet of Vehicles (IoV) paradigm [8]. In VANETs, vehicles
can share data between themselves; the architecture is highly dy-
namic and cannot ensure a stable Internet connection. Instead, the
IoV paradigm focuses on smart integration between humans and
vehicles exploiting an always-on connection and offering the pos-
sibility of integrating Vehicles with Cloud and Artificial Intelligence
(AI) [9]. In the last few years, the optimization of routes and the
possibility to reduce CO, emissions of vehicles represent a signif-
icant challenge to be tackled [10]. Several studies have been con-
ducted approaching communication protocols, routing strategies,
mobility and prediction models, bandwidth and Intelligent Trans-
portation System (ITS) management [11], [12]. New technologies in
VANET such as Network Functions Virtualization (NFV) and Informa-
tion Centric Network (ICN) approaches in advanced driver-assistance
systems or Edge Computing in the content distribution between
vehicles have been proposed in [13], [14]. The possibility to un-
derstand drivers’ profiles represents an opportunity to find new
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solutions to increase the overall quality of connected applications
and services [15], [16]. An early attempt of driver classification
can be found in [17], in which authors use smartphone sensors
to determine whether a driver is using his or her smartphone
while driving. In this paper, we designed Cloud of Vehicle (CoV)
architecture [18] where cars can share some data such as speed,
accelerations, fuel consumption etc. through an embedded device
(On-Board Diagnostic (OBD)) mounted on each vehicle. Each car is
able to send these data collected by OBD through a lightway com-
munication protocol such as MQTT for Sensor Network (MQTT-SN)
[19] exploiting IoT architecture scalability. Data are analyzed in the
cloud domain through a Fuzzy Inference Systems (FIS) [20] to better
fit frequently changing driver dynamics, following road conditions
and to classify the driver behavior. The FIS based classifier is able
to detect the driver style by activating a smart alerting system per-
formed on MQTT-SN to suggest corrective actions for drivers in
order to reduce fuel consumption and maintain a more eco-friendly
driving style. Performance evaluation has been conducted not only
from a simulation viewpoint but also through collecting real data.
For this purpose, an android application to interface the embedded
device with an ad-hoc connection was developed which allowed
the use of a smartphone to send data to the cloud through a 3G/4G
connection. In [21], an early stage fuzzy-based classifier to charac-
terize different driving styles was proposed. However, differently
from [21], more insights and explanations are provided in the cur-
rent work to validate the proposal. The main contributions of the
paper can be briefly summarized as follows:

o Integration of a lightweight application layer protocols such as
MQTT-SN between smartphone and cloud to send data col-
lected by OBD device on cars. All topics and the message cus-
tomization are defined for the specific oV application domain
providing insights to researchers or developers about how to
extend services in the IoV paradigm.

e Design and analysis of a multi-stage FIS based classifier con-
sidering different parameters such as speed, acceleration, en-
vironment and jerk. All these parameters are considered in a
hierarchical FIS with the purpose to filter noise and improve
the overall driver classification.

e The proposal of an integrated smart alerting system based on
an MQTT-SN triggered by the FIS classifier to evaluate the pos-
itive/negative effect on the driving style and on the CO, emis-
sions are reported. The overall system considered also how
error communications affect driver classification.

e A real implementation and test-bed to evaluate the effective-
ness of CoV proposed architecture, customized MQTT-SN based
protocol, FIS based driver classifier and OBD based data collec-
tor are detailed.

2. Related works

In this work, we propose an embedded device that operates in
the IoT domain exploiting a lightweight communication protocol.
The application domain is very interesting and numerous works
have been proposed on the topic in the recent years. In particular,
we investigate the domain focusing on communication protocols
and driver classification.

2.1. Lightweight communication protocols

In [22] a comparison between lightweight communication pro-
tocols is performed. With the enormous growth of devices con-
nected to internet, billions of devices are expected to be deployed
in diverse industries (e.g., healthcare, automotive) during the next
decade. Consequently, communication between these devices is an
important aspect to be studied and analyzed. Some protocols have
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been proposed and in this work a performance evaluation of IoT
communication protocols for the Advanced Message Queuing Proto-
col (AMQP), CoAP, and MQTT application layers is presented. The
experiments were conducted taking into account different met-
rics such as: throughput, message size, packet loss. The results
reported in this article indicated that the CoAP protocol provides
the best results. In [23] the authors describe AMQP and MQTT
protocol behaviors in distributed environments also considering
high dynamics of mobile networks such as vehicles. In [24] authors
present a software platform enabling inter-operation between de-
vices in the IoT ecosystem. As is known, the IoT is fragmented and
it is very difficult to build a real cooperation between the multi-
tude of devices that form the ecosystem. To realize it easily, the
authors propose the &Cube software platform that allows com-
munication between a device and one Machine to Machine (M2M)
framework. &Cube is instantiated into the application layer of the
device and works like a middle-ware. There are currently no works
in the literature that address the issue of applying a lightweight
communication protocol such as MQTT through a deep analysis of
the topic definition, protocol messages customization and architec-
ture analysis.

2.2. Driver classification

In recent years, new techniques have been designed and pro-
posed to predict the influence of the user’s environment and activ-
ity information to the driving style in vehicular ad-hoc networks.
In [25], the authors present a set of experiments conducted pro-
viding two types of analysis: (i) the evaluation of a self-assessment
of the driving style; (ii) the prediction of Aggressive driving style
based on drivers’ activity and environment parameters. They pro-
pose an Android application called “Sensoric” that collects low-
level smartphone data about the users’ activity, and the driving
style was subsequently predicted from the user’s environment and
activity data collected before driving. The work proposed in [26]
analyzes the driver behavioral characteristics by collecting infor-
mation from Global Positioning System (GPS) sensors on the cars and
by applying three different analysis approaches (DP-means, Hidden
Markov Models, and Behavioral Topic Extraction) to the contextual
scene detection problems on car trips, in order to detect different
behavior along each trip. The authors of [27] propose a review of
the research dedicated to analyze driving behavior based on smart-
phone sensors’ data streams. They analyze the literature on data
collection and data mining discussing the limitations on the use
of smartphone for driving data collection. In [28] the authors pro-
pose to detect abnormal driving by analyzing normalized driving
behavior. They gathered data for testing their model from a simu-
lated model where three typical abnormal behaviors are taken into
account. This was due to the lack of real abnormal data available.
They consider fatigue/drunk driving, reckless driving, and phone
use while driving. In [29] the authors detect driver behaviors by
using a set of Fuzzy rules to identify their abnormal activities
achieving two profile classes. Driver characteristics and their be-
haviors are used to find the right class as either an aggressive
or passive driver. The authors of [30] show how it is possible to
collect data about users’ driving style and road conditions using
smartphone integrated sensors and compare different approaches
in literature for their management and analysis. Another inter-
esting approach based on video-analytic systems is presented in
[31]. In [32], traffic violations have been considered in the anal-
ysis of aggressive driving style. This paper proposes a model to
estimate driver’s aggressive driving style by considering aggres-
sive events from in-vehicle data, and traffic violations data using
a Fuzzy Logic model. A work on driver classification to estimate
the driver aggressiveness using the jerk parameter is presented in
[33]. It proposes two approaches for driving behavior supervision
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based on the vehicle velocity signal which is acquired from the
Global Positioning System (GPS). The first approach presents three
driving behavior indicators based on the vehicle acceleration and
jerk. The second approach is based on a developed Fuzzy Inference
System (FIS) model. The inputs of the FIS model are the vehicle
acceleration and jerk and the output remains the aggressiveness
score. In [34] authors proposes a driving performance inference
system based on the signature of acceleration in the two dimen-
sions and speed. Driving style can be categorized to: below normal,
normal,aggressive, and very aggressive. In [35], authors propose a
review of HMM and its applications. The aim of the contribution
is to analyze the current state of various driving behavior mod-
els and related HMM-based algorithms. In Fernandez and Ito [36]
a Fuzzy rule-based system to classify the drivers in different pro-
files according to their behavior is proposed. The system is inte-
grated in intelligent transportation architecture, which can be used
to predict and avoid traffic accidents and to optimize the routing
management. In [37] authors present a new methodology using an
expert knowledge rule system to predict the severity of distraction
in a contiguous set of video frames using the Naturalistic Driving
American University of Cairo (AUC) Distraction Dataset. A multi-
class distraction system comprises the face orientation, drivers’
activities, hands and previous driver distraction, a severity classifi-
cation model is developed as a discrete dynamic Bayesian (DDB).
Furthermore, a Mamdani-based fuzzy system was implemented to
detect multi-class of distractions into a severity level of safe, care-
less or dangerous driving).

On the basis of the related papers above, it is observed the pro-
posal of many single stage classifiers to classify drivers’ behaviors.
However, these proposals did not consider the effect of different
environments such as Urban, Sub-Urban and Extra-Urban contexts
on the classification error. This paper is the first contribution that
considers a multi-stage fuzzy classification in the vehicular con-
text that aims to remove noise and errors in the FIS classifier. FIS
has been evaluated also for each considered environment (urban,
sub-urban and extra-urban). This approach can be applied also
for other input parameters as methodology and it is not limited
only to parameters selected for this article opening the way to the
design of more complex hierarchical fuzzy classifiers. Moreover,
many works in literature analyze separately classification issues
and the communication protocols to send data to cloud. This is
one of the first work considering both aspects together to evalu-
ate the final effect of the classification on the CO; emissions under
a lightweight application layer protocol. Moreover, it is evaluated
also the effect of the communication error on the driving style
classification performance related also to the environment where
drivers move. A deep analysis of some input parameters affecting
the driving classifications is led out with easy examples and data
simulations to emphasize the motivations of our choices. This can
support researchers that want to work on this field in the design
of more complex classifier considering the proposed methodology.

3. System architecture

The reference architecture is shown in Fig. 1. Here, CoV can re-
ceive data by the Local Area Service (LAS), which is responsible
for managing the area in which the vehicle is moving. Moreover,
each LAS implements a topic queue where all cars under the LAS
coverage will subscribe to this topic and they will send their data.
Data collected on the CoV through the MQTT-SN protocol will be
then sent to the Classifier for data analysis [38]. Furthermore, it
instantiates mechanisms for congestion and flow control in the
managed area. The CoV is formed by Cloud and Local Area Service
(LAS) instances, and an MQTT broker. In order to allow commu-
nication between vehicles and the CoV, we designed our protocol
with the main goal of optimizing network resources. The IoV layer
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Table 1
Different communication protocols.

Communication protocols

Variable Pulse Width
Pulse-Width Modulation

Description

VPW, J1850, General Motors
PWM, ]J1850, Ford

ISO 9141 Chrysler in Asia and Europe
KeyWord Protocol 2000 KWP2000, ISO 14230
1SO15765 CAN

consists of on-board devices that we designed in this work. More
details about the adopted devices are reported in Section 3.1. The
device continuously collects data regarding the vehicle and the en-
vironment. It is connected through an ad-hoc connection to a local
internet gateway represented by a mobile node, which supplies a
4G data connection in order to reach LAS instances. These last ones
are connected to the cloud services; the main task of the LASs
is the data collection and elaboration by preparing messages to
be sent to the Fuzzy Classifier. Instead, the remote cloud services
elaborate data coming from LASs. They extract information about
drivers to better fit Al classifier to the driver. Section 5, provides
more details about the classifier.

3.1. IoT device in the IoV domain

The presented architecture exploits data coming from vehicles
in order to better understand driver behaviors and to promote
actions that may reduce collisions and their severity. Moreover,
when drivers are not aggressive a more eco-friendly driver style
is measured. In this section, the designed device is presented. As
previously stated it is compliant with the M2M paradigm and can
communicate with other devices interacting with users as well. In
order to supply these services, the device uses a customized proto-
col. Therefore, the device consists of at least of two layers: Sensing
Layer and LAS Layer.

3.2. Sensing layer

This subsection presents a sensing layer where sensors are con-
nected with the Raspberry Pi. This layer is very important because
it permits acquisition of a set of data needed to understand driver
behavior and vehicle performance in terms of fuel consumption,
average speed and so on. By exploiting Raspberry Bluetooth we
can directly connect the OBD-II interface that allows data to be
gather from the Controller Area Network (CAN)-bus of the vehicle.
Moreover, the Raspberry device will be equipped with accelerom-
eter, gyro and GPS sensors. The inertial sensors are important, and
they can be used to identify different behaviors of different users
[39].

3.2.1. The OBD-II equipment

The OBD can acquire, via a wired interface, the read-only di-
agnostic signals and data in real-time from all the control units
of the vehicle. In Europe this standard was introduced for gasoline
engines in 2001 along with the emission level Euro 3 with Directive
98/69/EC and is usually called European OBD (E-OBD). The standard
OBD-II specifies the type of diagnostic connector and its pins, the
available electrical signaling protocols, the message format, and a
list of monitoring parameters. Five different communication proto-
cols have been defined, although the majority of vehicles use only
one, see Table 1.

The OBD-II is no longer used only to diagnose vehicle prob-
lems: the provided information could be used by telecommunica-
tion systems or diagnostic applications installed on the vehicles to
communicate to third party systems. All the gathered data can be
useful for any kind of application aimed at enhancing the comfort
level of the driver.
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3.2.2. Local CAN protocol integration

The CAN-bus is a standard for serial bus, introduced in the
1980’s with the main aim of connecting various Electronic Con-
trol Units (ECU) in real-time. It is currently the most widespread
communication protocol in vehicles. CAN was specifically designed
for operation in environments affected by the presence of electro-
magnetic waves and using a dedicated line differently balanced in
potential, such as RS-485. Thanks to its simplicity and robustness
to noise, the CAN is now also widely used in industry. The ISO
15765-2 [40] is an international standard that defines the format
of data packets for the CAN-bus. The most common application of
this protocol is the transfer of diagnostic messages to devices that
use the OBD-II.

3.3. LAS layer

Each vehicle communicates with the platform by establishing
an ad-hoc connection with a smartphone. This device supplies con-
nection to reach LAS services. MQTT-SN is used to transmit data
from the device to LAS instance where device is registered [41].
Several instances can be realized to supply resources to the system.
The main idea is to exploit these services to aggregate and pre-
process data coming from devices. This step permits the Al module
to be trained avoiding network and computational resource wastes
as well. Moreover, these services are instantiated by the system to
guarantee computational load balancing. Each LAS manages several
devices that are registered to the platform. Finally, LAS instantiates
services are provided for the data collection and elaboration before
sending samples to the classification engine. The main goal of a
LAS instance is to assist the cloud in driver classification and take
under control a smaller set of vehicles. To do this, each LAS in-
stance receives Vehicle Status Update (VSU) messages from vehicles
in the managed area in order to collect both user and environment
data.

4. Protocol overview for data communication in IoV

In this work, a customized protocol able to operate with the
MQTT layer by publishing its data to the MQTT broker has been
applied. The default format of an MQTT message is shown in Fig. 2.
It consists of six mandatory fields and a variable payload that is
exploited to carry vehicle information. The used protocol and its
data format will be explained in detail in the following sections.

We use the MQTT protocol in the application layer as the mid-
dleware to enable cooperation between a physical world consist-

pic (registration/req)

<SUB> : Topic (registration/ack/MQTT._ID) Sensing Layer
\ :

available to user
that operates at
user interaction

layer

reference architecture.

Retain

‘ Message Type s
it:

QoS Level
Bits range : [7,4]

bits: [2,1]

DUP
[bit: [3]J

‘ Remain Length (At Least 1 Byte length) ‘

’ Payload Byte (1) ’

’ Payload Byte(n) ’

Fig. 2. MQTT basic message.

ing of devices and network elements responsible for messages
and data. MQTT is a lightweight publish-subscribe protocol that
can be implemented in embedded devices and is often used in
the M2M and IoT environment. This avoids resource wastage and
CPU overload because of message processing. This protocol of-
fers a wide range of possibilities and assures high performances
in terms of scalability and reliability (it also implements Qual-
ity of Service (QoS) mechanisms). It is widely used in consumer
electronics and M2M system implementations because it allows
message exchanging using a small code footprint as well as low
bandwidth requests. This is an important issue due to the poor re-
sources that remote devices commonly offer and the large number
of interconnected devices. The MQTT protocol permits customiza-
tion of QoS levels in order to match the application requirements.
Three different levels of QoS are implemented as shown in Ta-
ble 2.

Clearly, the QoS level-2 mechanism requires more resources and
more time to be performed. Given the delay requirements, in this
work we utilized the QoS Level-1. Duplicate messages are managed
by subscribers that check the MQTT_ID and Timestamp payload
fields so that duplicated messages can be discarded.

4.1. Data publishing procedure

The publish data procedure, shown in Algorithm 1, uses a timer
to send data periodically to the MQTT broker. When the timer ex-
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Table 2
Three different QoS levels.
QoS level  Description
Level-0 It does not ensure that any subscribers receive the message
Level-1 MQTT mechanisms ensure that the message is received at least one time but
duplicate messages can be received by a subscriber
Level-2 A more sophisticated mechanism is implemented to ensure that messages are

correctly received by subscribers. Moreover, no duplicate messages are traveling in

the network.

&

Registration

handover

|

feedback

devicedatareport

Fig. 3. Topic tree dependencies.

pires, the procedure uses the following steps:

e obtain the last GPS data (latitude, longitude and speed);

e obtain the last max values of accelerations along the X,Y and
Z axes occurred in the timer period;

e create an MQTT-SN message and formats the data;

e send an MQTT-SN message using publish method of the PAHO
library [42];

e reset the timer.

After all data are gathered, they are sent through an MQTT-SN
encapsulated inside messages, as shown in the following subsec-
tions.

4.2. Topics overview

In this subsection, we will describe the topics hierarchy adopted
for this application such as shown in Fig. 3. The organization of
topics in a topic tree allows a better management of published and
received messages, therefore, it is possible to achieve a reduction
of the protocol overhead.

4.2.1. Vehicle registration

This message is used by the vehicle to register itself to the
network. Once this message is received by a register service that
lays in the cloud it captures information about the user. More-
over, it takes position information and evaluates which LAS entity
can serve as a manager. This evaluation is based on the status
of each LAS and vehicle position and helps to balance the com-
putational load of the LASs. The registration scheme is shown in
Fig. 4. The vehicle on-board device starts with a registration mes-
sage. This message is pushed with the Topic registration/request to
the broker that notifies the cloud related service which is already

Algorithm 1: Publish data procedure.

1 initialize timer;
2 while True do

3 set value status to not sent;
4 if timerTick then
5 get last GPS position;
6 get last SPEED;
7 getMaxAccXYZ;
8 create and format MQTT message;
9 publish message;
10 reset timer;
11 set value status to sent;
12 end
13 if ModAccXYZ >Threshold and value is not sent then
14 get last GPS position;
15 get last SPEED;
16 getMaxAccXYZ;
17 create and format MQTT message;
18 publish message;
19 reset timer;
20 end
21 end

a subscriber to that topic. Once the cloud elaborates this message
it evaluates position and LASs status. Once elaboration has been
completed, a new message is pushed to the broker with the topic
registration/ack/device_id. The device_id is a field of the registration
request message and is used to send the ack directly to the device
using the MQTT topic tree. Each device, obviously, is a subscriber
of the topic registration/ack/own_id where the own_id field is the
own identification code for the device. The LAS and vehicle re-
ceive this message through MQTT services. Finally, the registration
process ends and the vehicle starts to send VSU messages to the
related LAS entity.
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Fig. 5. (a) MQTT message from IoT device to MQTT LAS; (b) MQTT message from IoT device to MQTT LAS.

4.2.2. VSU

The on-board device sends this message to the LAS that man-
ages the vehicle. As mentioned previously, the reference LAS in-
stance is chosen by cloud services during the registration step. In
Fig. 5a their structure is depicted. It contains the following fields:

e MQTT_ID: is the vehicle unique identifier;

e TIMESTAMP: is the timestamp of the MQTT message;

o CAR_ACC_XYZ: is the maximum value of vehicle acceleration
along the axes X,Y and Z detected during timer period;

o CAR_SPEED: is the last vehicle speed value detected;

e CAR_POS: is the last GPS vehicle position (latitude and longi-
tude) detected;

e USR_FREQ: is the last frequency that device uses to send status
messages.

4.2.3. Driver feedback notification
The received data are used to show driver’s behavior, environ-
ment classification and also possible dangerous situations in the

user’s area. In Fig. 5b the structure of two types of message is
presented. The Type-C message represents a standard message re-
ceived by the front-end periodically and it is used as status update.
It contains the following fields:

e MQTT_ID: is the vehicle unique identifier;

o CAR_AVG_SPEED: represents the average speed of the vehicles
in the user area;

e CAR_AVG_CONS: is the average consumption gathered from
the vehicles in the user area;

e USR_AVG_BHVR: represents the average driving behavior adop-
ted by other users in the area.

4.2.4. Alarm notification

The alarm message is shown in Fig. 6a and it represents an
alert message used to provide info about dangerous situations. It
reports:

e MQTT_ID: is the vehicle unique identifier;
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Fig. 6. (a) MQTT message (Type-C) from IoT device to MQTT LAS to notify an Alert; (b) Message (Type-D) sent by the server to user client application.

o TIMESTAMP: is the timestamp of the MQTT message;

o ALERT_TYPE: represents the warning type situation for exam-
ple a car accident, queues, dangerous driver behaviors, etc.;

e CAR_POS: is the last GPS vehicle position (latitude and longi-
tude) detected.

The Type-D message is shown in Fig. 6b and is an alert message.
It contains information about warnings that the driver will may
face when driving. It contains the following fields:

e MQTT_ID: is the same of Type-C message;

e ALERT_TYPE: represents the warning type situation is the
same field used in Type-B message;

o TIMESTAMP: is the timestamp of the MQTT message.

5. Fuzzy classifier

In this section, we discuss how to recognize driver behaviors
and how they are classified. The whole process is made through
two sub-processes that work as a two-step classifier. The first one
is responsible for understanding the context (Urban, Sub-Urban
and Extra-Urban) where the driver is moving; the second step has
the main task of understanding driver behavior (Normal, Aggres-
sive and Very-Aggressive) starting from the knowledge of the con-
text obtained as an output of the first step. In order to gather the
needed data, we used several sources and on-board OBD collected
data. Some of the most important data are speed, acceleration and
consumption. These data can provide important information about
driver habits. The main aim of this classification is to detect a driv-
ing style to alert the user in a timely manner in order to promote a
positive reaction in driving and lead to a more eco-friendly driving
style. In the following, the rationale behind the choice to design
a Fuzzy Classifier in Two Stages will be explained. It will high-
light how for one of the main variables such as car speed, a single
stage classifier led to poorer performance in comparison with a
two stage classifier. In the following subsections the two-step clas-
sifier is analyzed in details, exploiting data acquired from both the
OBD interface and field sensors.

5.1. Main motivations

The environment classification represents an important step be-
cause it is closely related to the driving style. In order to imple-
ment the classifier, we used an approach based on Fuzzy Logic (FL)
model. It implements the [43] inference model in the fuzzification
step and centroid based algorithm in the defuzzification process.
Fig. 8 shows a global scheme of the classifier. The Membership De-
gree (MD) of an object referred to a fuzzy set can assume any value
in the range [0,1], unlike a traditional set, which is restricted to the
values 0 and 1 (false and true): in FL, the MD is to be intended as
indicating “how much” a property is true. Through some input-
output relationships, it is possible to approximate any function or

system to either describe or control. One of the most usual in-
ference methods is the Mamdani approach [43], divided into four
main steps: input fuzzification, inference rule evaluation, aggrega-
tion and defuzzification. The other method, commonly used, is the
Sugeno one [44]. We preferred Mamdani FIS over Sugeno because
the fuzzy rules set for the classifier are more understandable and
easy to write. Using this semantic, it is easy to describe complex
systems behaviors tailored to the application environment. Fig. 7
represents the steps of the Mamdani Fuzzy Logic classifier. Before
being processed by the rules the inputs must be transformed from
crispy to fuzzy inputs. For each input all the fuzzy rules are applied
in parallels and their outputs are combined by an aggregator mod-
ule. The aggregate result is then processed by a defuzzifier that
computes a centroid representing the center of gravity of the fuzzy
set.

Fig. 8 and Algorithm 2 show the models used in this work
based on the method proposed in [43]. The FL classifier steps are
presented in Fig. 7.

Algorithm 2: Environment classifier based on FL.

Input : points to evaluate (Speed, Acceleration), cluster centers array
Output: Membership Degree Matrix (MD), Data samples ready to be
processed in the second classifier
envClassifier (points, centers);
MD = [[;
secondStepPoints = [];
samplesArraySize = size(points);
rowcount = samplesArraySize(1);
for j = 1: rowcount do
sizec = size(centers);
h = sizec(1);
9 index = 1;
valuetmp = 0;
11 for i=1:h do
12 MD(j,i) = evaluateU(points([j], :) ,centers,i);
13 if (MD(j,i) >valuetmp then
index = i;
valuetmp = MD(j,i);
end

VN WN =

17 end
secondStepPoints(j,1) = points(j,1);
secondStepPoints(j,2) = findEnvClass(index);

19
20 end
21 MembershipDegreeMatrix = MD;

To better understand the application of FL, let us define X as
the universe of the considered event, and x its elements. The Lin-
guistic Variables (LVs) theory is at the base of FL: an LV can as-
sume its values as linguistic terms. For example, if we consider the
“speed” variable, its universe X could be the set [0, vj;ax] km/h,
while the FL linguistic subsets could be ‘very slow’, ‘slow’, ‘medi-
um’, ‘fast’, ‘very fast’. If a classical Boolean approach is applied, the
classical theory, the set A is defined on X by the Characteristic
Function (CF) fa(x) of the A set:
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fa@): X —{0,1}, M
where

)L ifxeA
fa) = {07 if x ¢ A. (2)

Equation (2) represents a map of the universe X to the set {0,1}.
Instead, in the FL paradigm a Membership Function (MF) a(x) is
used:

pa) X —{0,1}, (3)
where

1, if x fully € A
naX)=130<ualx) <1, if x partially € A (4)
0, if x ¢ A.

Equation (4) indicates the membership amount of x to A. In our sce-
nario, FL seems to be more appropriate to use in the considered
scenario because our collected data samples cannot belong clearly
to a specific scenario such as Urban, Sub-urban or Extra-Urban, nor
to a specific driving style. The nature of the problem meets some
interesting characteristics of the FL because it is possible, for exam-
ple, having cases the speed is higher than 35 km/h the user could
drive in an Urban scenario and vice-versa cases where users mov-
ing at 30 km/h could belong to a Sub-Urban scenario. This means

that, in this kind of scenario, it could be more appropriate to ex-
press a MD rather than fully belonging to a category on the basis
of some key parameters such as speed and acceleration. Through
this membership degree it is possible to apply inference methods
such as approaches provided by FIS to classify as accurately as pos-
sible the scenario where drivers are moving.

5.2. Environment classification

In our case, we considered two input variables in the FL after
having verified that in our scenario it was not possible to con-
sider only speed, especially in some uncertain regions where users
can use speeds close to the borders of two adjacent operative re-
gions (environments). This concept will be described more clearly
in Subsection 7.2 of Section 7 where the results of the centroid
approach to defuzzify is applied. Also taking into consideration ac-
celerations, it is possible to collect more points in a bi-dimensional
space, where the considered points can be represented by speeds
and accelerations. Using a richer set of points, it is possible to
better express the MD as will be shown later through the repre-
sentations of different centroid points. In our specific case, a couple
of speed and acceleration can increase the cluster set and it is pos-
sible to better discriminate the belonging of a point to a cluster set.
For the First stage (Environment Classifier) the set of Fuzzy Rules
in Table 3 are used.
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Table 3
Fuzzy rules: first stage classifier.
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Table 4
Fuzzy rules: second stage classifier (speed + environment).

Speed Logical Operator Acceleration Output Speed Logical operator Environment Output (driving style)
SL AND L §) SL AND U N
SL AND N ) SL AND N N
SL AND H U N AND U A
N AND L §) N AND NS N
N AND N N N AND EU A
N AND H SU H AND u VA
H AND L SU H AND SuU N
H AND N sU H AND NS A
H AND H EU
1
1 == Normal
== Urban Aggressive
Sub-Urban Very-Aggressive
Extra-Urban 0,75
0,75
£
8 Q
S £ 05
H §
B " :
H s
5
H
0,25
0,25
0 / \
. 0 25 50 75 100
0 25 50 75 100 Speed [km/h]

Speed [km/h]

Fig. 9. Membership degree of Speed for fuzzification phase at first stage. (For inter-
pretation of the colors in the figure(s), the reader is referred to the web version of
this article.)

This step takes into account Speed and Acceleration and pro-
duces the environment as Urban, Sub-Urban and Extra-Urban for
each Fuzzy rule.

The input and output parameters are presented below:

Input1 Speed: Slow (SL) - Normal (N) - High (H);

Input2 Acceleration: Low (L) - Normal (N) - High (H);

Output (First Stage): Urban (U) - Sub-Urban (SU) - Extra-Urban
(EU).

The fuzzification process was conducted considering, for exam-
ple, a MD for speed as presented in Fig. 9.

5.3. Driver classification

In order to characterize the different driving styles, it is neces-
sary to identify the environment in which the driver is moving
in-advance. A human driver instantaneously recognizes the sur-
rounding context but, in order to automate the detection of a
possible Aggressive driving behavior, it is necessary to identify the
characteristics of the current environment. In our case we consid-
ered two approaches at the second stage: the first one is based
on the consideration of two input parameters such as environment
and speed; the second approach, instead, considers the jerk and
the environment parameters. The choice of the jerk is motivated
by some recent contributions in literature such as [33][34] where
jerk has been analyzed and it has been shown to be more effective
in urban scenario to better discriminate aggressive drivers from
normal ones.

5.3.1. Speed and environment at second stage classifier

After understanding the environment in the first stage, it is pos-
sible to provide two input variables in the second stage, namely:
speed and environment. We considered these two inputs without

Fig. 10. Membership degree of speed for fuzzification phase at the second stage.

further consideration of acceleration because, by obtaining the en-
vironment, it could be possible to associate a speed to a specific
behavior. For example, if we are in an Urban environment and a
driver is moving too fast (e.g. 80-100 km/h), his behavior could be
classified as Very-Aggressive in places where car speed should be
maintained low. The vehicle speed and the current environment,
as result of first stage fuzzy classifier, are used to define the FL
rules of the second stage classifier, see Table 4. An example of the
MD for the fuzzification process at the second stage for the speed
is presented in Fig. 10. The output of this stage represents the driv-
ing behavior as Normal, Aggressive and Very-Aggressive.
The input and output parameters are presented below:

Input1 (Second Stage) Environment: Urban (U) - Sub-Urban (SU) -
Extra-Urban (EU);

Input2 (Second Stage) Speed: Slow (SL) - Normal (N) - High (H);
Output (Final output after the second stage): Normal (N) - Aggres-
sive (A) - Very-Aggressive (VA).

5.3.2. Jerk, speed and environment at second stage classifier

The second approach at the second stage considers the jerk in
addition to speed and the environment. Jerk, such as referred in
Derbel et al. [33] represents the variation of acceleration in the
time.In this case the jerk range is [—4.5 m/s3, 3 m/s3], such as
suggested in the work of Molina in [45]. In Fig. 11, the jerk is
considered “Normal” when it is equal or less than 2.5 m/s>. It is a
risky jerk named as “Aggressive” when it is related to an aggressive
driver and it falls in the range [1 m/s?; 4.5 m/s3]. The jerk is con-
sidered as dangerous and it is related to a “Very Aggressive” be-
havior when it is equal or greater than 3 m/s> which corresponds
to an high positive variation in the acceleration. This situation can
happen in the Stop and Start scenario and it is verified to happen
much more in an urban scenario. In our case, we considered the
absolute value of the jerk because our purpose was the discrimina-
tion of “Normal”, “Aggressive” and “Very Aggressive” driving style
and for this reason positive or negative acceleration/jerk are con-
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Table 5
Fuzzy rules: second stage classifier (Jerk + Speed + Environment) for Urban and

Sub-urban environment.

Jerk Operator Speed Operator Env Output
(driving style)
N AND SL AND u N
N AND N AND U N
N AND H AND §) A
A AND SL AND U A
A AND N AND u A
A AND H AND §) VA
VA AND SL AND §) VA
VA AND N AND u VA
VA AND H AND §) VA
N AND SL AND su N
N AND N AND SU N
N AND H AND SU N
A AND SL AND su A
A AND N AND SU N
A AND H AND SU A
VA AND N AND N A
VA AND H AND su VA
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Fig. 11. Membership degree of Jerk for fuzzification phase at the second stage.

sidered at the same way. Fuzzy rules related to jerk, speed and
environment applied to led out the crispy output are presented in
Table 5 with reference to urban and sub-urban scenario.

5.4. Clustering evaluation

In the evaluation of the double-stage, classifier Mamdani FISs
output has been applied, and in particular the Centroid of Area
(CoA) defuzzification method. Even if there are more defuzzifica-
tion methods such as Sugeno based defuzzification, our choice has
been Mandami CoA based defuzzification because we wanted to
achieve a more robust classifier also at the costo of increasing a
little bit the computational complexity. Because the applied FIS is
not too complex, we considered sufficient Mamdani that is, such
as affirmed also in [46], a FIS approach with a better immunity
to noise and an higher robustness to missing data. In our sce-
nario, we applied a lightweight protocol such as MQTT-SN that is
encapsulated in UDP and this determines that it is not guaran-
teed a complete reliability in all data produced by vehicles. At this
purpose, it was preferred a robust classification technique even if
more complex such as Mandami CoA defuzzification method. Of
course, it is possible to consider other defuzzification approaches
or it is possible to evaluate also Sugeno FIS but it was out of the
scope of the current work and a deep FIS comparison in terms of
different properties such as computational complexity, noise im-
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munity, missing data, execution time etc. can be investigated as
future work.

The clustering algorithm used to evaluate the MD matrix is pre-
sented in Algorithm 2. An array of (n x 2) dimension, where the
value n, called rowcount, is used to collect the number of the
samples in the observation. In this matrix, sampled points meet
the environment class, which is identified by using a centroid al-
gorithm for defuzzification where the distance between a cluster
center and the point is minimized. The relationship between points
and clusters center is obtained by using Algorithm 3.

Algorithm 3: Evaluate distance between points and a given
cluster center.

Input : point to evaluate (Speed, Acceleration), cluster centers array, index
of considered environment
Output: U matrix representing relationship between points and
environment cluster center
1 evaluateU (points, centers, cldx);
2 Sum = 0;
3 centerX = centers(cldx,1);
4 centerY = centers(cldx,2);
5 sizec = size(centers);
6 rowcount = sizec (1);
7 for i=1:rowcount do
8 num = /(points(1) — centerX)2 + (point(2) — centerY)?
acquirecentercoordinate(X,Y)

9 centerdenx= centers(i,1);

10 centerdeny= centers(i,2);

11 den = sqrt((point(1) — centergenx)® + (point(2) — centerdeny)z);
num-\2

12 Sum = Sum+(—) )
den

13 end

- 1.
14 U= Sum

The cluster center is given by the following Equations:

Y UT]' *Xj
Cj= S, um
i=1%>1i,j
Value C; is important to assign further values of MD (U ;).
Since a data point may belong to different cluster, the MD in-
creases the importance of the data point in the considered cluster.
The achieved MD value is reported as follows:

(5)

1
Uij= ot (6)

I lIxi=Cjll 'y m=T
2 k=1 (||xi—C,J<H>
where, the symbols used in Equation (5) and (6) are defined be-
low:

e 1 is the number of data points;

e j is the number of current cluster;

e X; is the i — th data point;

e U; j is the MD of x; in the j —th cluster and it belongs to the
range [0, 1];

e [ is the size of clusters;

e m represents the fuzzification terms and it typically assumes

the value of 2.

In the Equation (6) the variables C; and Cj are respectively the
center of j —th and k — th cluster.

6. Real testbed implementation
In this section, the main system components utilized for the

real implementations are presented. In particular, the mobile gate-
way, the user interaction module and the CoV components are

10
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investigated. Embedded devices utilize a customized protocol to
communicate.

6.1. MQTT architecture

In this section, we discuss the core architecture implemented.
The software layer represents an important component of the en-
tire IoV ecosystem. Cloud services exploit MQTT specifications for
communicating with LAS instances. This module is deployed by us-
ing Eclipse Paho Java Client [42], an MQTT client library written in
Java. Mobile devices are used to send collected environment data
through a 3G/4G connection towards the MQTT broker. Embed-
ded devices connected to the vehicle gather data regarding both
its status and driving behavior. These data are captured by two in-
ner components called Danger Manager (DM) and Update Manager
(UM). The proposed architecture uses two different types of mes-
sages: standard and alert messages. The aforementioned messages
are collected by two software modules with a different computa-
tional priority: alert messages have an high priority due to their
safety content used in case of dangerous situations. These man-
agers store data in a Data Base (DB), which may be instantiated in
a remote location to better exploit distributed infrastructure and to
achieve a more robust and flexible system. Moreover, the compu-
tational load can be better distributed along the platform in order
to obtain better performance and a reduced response time for the
incoming queries [47].

6.2. User interaction layer: smartphone front-end module

In this section, we will provide a description of the devel-
oped Android APP. This is a front-end application used to receive
notification and data from the server. We use Firebase Cloud Mes-
saging (FCM) [48] to send messages between the server and the
Android APP. Our server system communicates with the FCM Con-
nection Servers through a simple HTTP protocol. The front-end app
is an FCM-enabled client app and receives messages sent by the
server side system using the android standard push notifications.
In Fig. 12 a possible front-end layout is shown, in which the user
has the possibility to check out their behavior, data about con-
sumption, average speed, alarms and warnings, location and inter-
net connection quality. Naturally, the application needs to have an
active internet connection to work correctly since they are based
on online services. In off-line mode we are designing a tempo-
rary solution based on an in-app database to store data locally;
these data are only collected for statistical post-analysis that will
be made when a connection is available.

6.3. Server-side architecture

In this section, we will present server-side architecture mod-
ules. These modules run as background daemons on a Linux-based
machine and are developed in Java. The software modules are:

Broker MQTT;

Update Manager;
Danger Manager;
Data Mining Services;
Notification System.

The broker MQTT used is HIVEMQ [49] to ensure real-time perfor-
mances with a high scalability and security. The Update Manager
module, as a subscriber of the “update topic”, receives and pro-
cesses data sent from user devices. The received data are parsed
and stored in a DB to be used during the Data Mining phase. The
Danger Manager module is a subscriber of the “warning topic” and
receives messages regarding car accidents or possible dangerous

11
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Fig. 12. Android APP layout.

situations. It queries the DB to retrieve the list of the users near
the dangerous event and it sends an alert message through FCM.
It stores data about the event in the DB after these operations.
In order to decrease the response time of each single operation,
NoSql Databases are commonly used in the IoT domain because
they are faster and more suitable in the case of unstructured data
[50,51]. The Data Mining services consists of several tasks that
process online data stored from other modules to notify behavior
and consumption anomalies to the users. FCM allows to send data
from our system to users’ devices. It handles all aspects of mes-
sage queuing and delivery to client applications running on target
devices.

7. Performance evaluation

In this section, the achieved results will be discussed. First of
all, it is important to describe how results have been achieved with
the testbed used. Several vehicles equipped with the described so-
lution were used. In particular, each vehicle was equipped with a
smart device connected with the CAN-bus through the OBD port.
The device is connected exploiting Raspberry-Pi bluetooth interface.
Data are elaborated on-board and then sent towards the server
through the MQTT service. Field sensors such as accelerometers
and gyros are installed directly on the Raspberry-Pi device and data
are sampled and sent towards the server for further analysis by
following the procedure shown in the Algorithm 1. The complete
testbed architecture is shown in Fig. 13. Table 6 gives the parame-
ters used in the simulator. This section provides information about
the real test-bed implemented to understand how some physical
parameters such as speeds and accelerations are distributed in real
paths with real car models, then a sub-paragraph is dedicated to
the evaluation of the double-stage classifier, while the last subsec-
tion presents the results of the smart alerting systems based on
the driving style classification.

7.1. Environment test
In this work, parameters to recognize an environment the aver-

age speed and accelerations were chosen as the main characteristics.
Numerous observations were made taking into account data from



F. De Rango, M. Tropea, A. Serianni et al.

Internet

Vehicular Communications 34 (2022) 100415

_ Google-cloud-message

_» S

< B 3
Local Router

Culture Web-Server

P

-

~——__ MQTT-Message

Fig. 13. Testbed architecture.

Table 6
Simulation parameters.

Parameter Description

3.5 km x 1.5 km
3.5 km x 2.5 km
1.0 km x 1.5 km

Map 1 Area Size
Map 2 Area Size
Map 3 Area Size

Environment Map 1 Urban
Environment Map 2 Mixed Urban and Sub-Urban
Environment Map 3 Urban

Number of Vehicle Flows 4

Vehicle Generation rate Flow 1 0.1 vehicle per seconds
Vehicle Generation rate Flow 2 0.25 vehicle per seconds
Vehicle Generation rate Flow 3 0.3 vehicle per seconds
Vehicle Generation rate Flow 4 0.4 vehicle per seconds

Vehicle Type 3
Transmission bitrate 6 Mbps
Vehicle Antenna Height 175 m
Antenna Tx power 20 mW
Thermal Noise 110 dBm
Message aging timeout 3s

several users and vehicles. In order to gather data, we directly in-
terfaced an OBD module acquiring vehicle dynamics such as fuel
consumption, acceleration/deceleration, torque, etc. Using this in-
formation and simulating a traffic flow according to the simulation
parameters listed in Table 6, we built a Probability Density Func-
tion (PDF) for Urban, Sub-Urban and Extra-Urban environments in
order to automatically recognize the MD in each case. The model
was created using Matlab software on pre-acquired data samples.
In order to accomplish this task, we tested the platform by sam-
pling several data from different trips and tracks. An example of
sampled tracks is reported in Fig. 14. In particular, in Fig. 14(a) we
considered Urban tracks of 4 km; in Fig. 14(b) we have a mixed
Urban and Sub-Urban track of 3 km; in Fig. 14(c) we again con-
sidered an Urban track of 2 km. All journeys were made around
University of Calabria (Italy) campus that is an environment very
close to an Urban and Sub-Urban area. After collecting samples re-
lated to these tracks, a probability density function related to the
acceleration was presented in Fig. 15. In this case, under users that
behave in the same way (Normal behavior) we can see a simi-
lar acceleration trend (a concentration of samples around 2m/s?).
This means that there is some information in the acceleration that
can be useful to understand some similar behavior in driving style.
Moreover, in Fig. 16, it is possible to see the acceleration occur-
rences in considered samples for Urban and Sub-Urban tracks. In
this case, increasing the vehicle accelerations from an Urban to a
Sub-Urban area, in which the average speed is higher, the acceler-
ations dispersion around the average value also increases.

12

In this case, we can recognize how acceleration dispersion is
higher in the Sub-Urban track. If samples for both tracks are more
concentrated around 1,5-2 m/s?, the dispersion around the average
is different. This will be clarified later in the environment classifi-
cation, where the acceleration characteristic is used. Moreover, the
average speed is different on the basis of the environment and this
can lead us to assume that speed can be an important parameter
to consider to discriminate the environment. However, as will be
shown in the next section there are some cases where the speed is
not enough and some additional information can come from accel-
eration on the basis of the characteristics that have been discussed
previously.

7.2. FIS classifier of environment and driving behavior

In this section, the clustering set after applying a classification
based only on speed and a classification based on speed and accel-
eration is shown. As reported in Fig. 17, by applying the centroid
algorithm that computes a centroid for three clusters of speeds, it
is possible to see how there are some uncertain regions around
samples that present speeds closer to both regions (e.g. 40 km/h
in the border of Urban and Sub-Urban clusters, 70 km/h in the Sub-
Urban and Extra-Urban cluster). This clustering has been applied
following Algorithm 2 and Equations (5) and (6). This graphic is
very important because it can give the idea how the data regarding
speed only may not be sufficient to classify the environment nor
the driving style. Even if a typically higher speed can be applied for
an Extra-Urban context, there are cases where some speeds may
be used in two adjacent contexts (e.g. a car is driving to 40 km/h
in an Extra-Urban area or vice-versa a speed of 70 km/h is used
in an Urban area). This means that some other parameter should
be used to better classify the environment and consequently the
driving style. We also have to consider that the driving style is
not only associated to the speed maintained during the travel but
also to the context where the driver is moving. This means that
a driver using very high speed in an Urban context can be classi-
fied as Very-Aggressive but he can also be classified as Aggressive
if he drives in an Extra-Urban context. Thus, it is important first
to classify the environment where the car is moving and then the
driving style. For this purpose, as we explained before, considering
only speed does not provide enough information about the en-
vironment since some samples with borderline speeds in Fig. 17
could belong to other clusters. Therefore, on the basis of the ob-
servations discussed in the previous subsection, acceleration could
be considered as additional discriminant of the environment. By
applying the clustering presented in Algorithm 2 and using the
Mandami model as discussed in Section 5, it is possible to see the
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Fig. 14. Example of recognition tracks used to evaluate performances of system.
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Fig. 15. PDF comparison achieved from data sampling of the same driver that
sumes the same behavior (Normal) on different tracks.

as-

representation of collected samples in a two-dimensional space. In
this case, always considering three clusters, another representation
of speed ranges with the additional contribution of acceleration is
presented in Fig. 18. In this case, it is possible to see other speed
ranges where the ambiguity for some speeds such as around 40
km/h and 65-70 km/h disappears. Moreover, through the centroid
algorithm in the defuzzification process, it is possible to better dis-
criminate the samples and apply a more effective classification.
This is justified by the different centroids that can be computed in
the data space of speeds and accelerations. For example, in Fig. 18
it is possible to see how in the Urban scenario there is a higher
concentration of samples with lower speed and lower acceleration.
On the other hand, in the second speed range [30-65] km/h the av-
erage concentration of speed is different and there are some points
with higher acceleration in the range [2-5] m/s2. Finally, in the
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Table 7
Measured errors in different environments: error classification (%) (environment).
Environment Speed Speed and #Samples
acceleration
Urban (U) 16% 8,2% Data 1-#1525
Sub-Urban (SU) 5,57% 3,36% Data 2-#1435
Extra-Urban (EU) 9,69% 4,2% Data 3-#1876

last speed range [65-100] km/h acceleration dispersion is different
and there are some more samples with very high acceleration [5-
10] m/s? and a higher concentration around [0-2] m/s2. Different
acceleration dispersions allow identification of different centroids
for each cluster where samples characterized by the couple speed
and accelerations are used and this consequently allows a better
discrimination for ambiguous samples. These observations are val-
idated by the Table 7 and Table 8 where classification errors are
presented.

Higher error level has been found for the classification of Ur-
ban environments where the error reaches the value of 16%. This
happens because more sample data with speeds near the border
between Urban and Sub-Urban areas are registered. However, the
application of a classifier based on speed and acceleration con-
tributes to a reduction of the classification error in the detection
environment. Furthermore, for the other environments, speed and
accelerations allow the building of a richer data set contributing
to the establishment of centroid points able to better discrimi-
nate some uncertain regions such as shown in Fig. 18. Concern-
ing driving style, Table 8 shows the classifier performance under
mono-stage and double-stage classifiers. In this case, we compared
a mono-stage classifier using just speed and acceleration with a
double-stage where two (speed and environment) or three inputs
(environment, speed and jerk) are applied in the second stage. Per-
formance improves for the double-stage because, in our proposal,
the environment obtained by the inference of the FIS classifier is
used as an additional input for the second classifier reducing the
error introduced by the environment classification. In the single-
stage classifier, instead, the environment is not detected and only
couples of speed and accelerations are used. It is interesting to ob-
serve also as the addition of jerk parameter can further improve
the classification at the second stage. This is due to the better dis-
crimination of aggressive and very Aggressive drivers that present
high jerk values. Moreover, also the normal driver style classifica-
tion can benefit by jerk because the classification error is reduce
of about 2%. This positive effect can be observed more in the ur-
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ban scenario where jerk can better discriminate driver behavior in
comparison to the speed parameter. On the other hand, when the
Extra-Urban scenario is considered, a few high jerk values are ob-
served and in this case speed parameter can better support the
classification of aggressive and very aggressive drivers such as it
is possible to see in Table 9. This is due to the different street
structure that can favorite higher speed on dedicated lanes for ag-
gressive and very aggressive users that do not need to change sud-
denly the acceleration increasing the jerk. On the contrary, aggres-
sive and very aggressive users present very high speed with very
low jerk value. Because the approach with three parameters (jerk,
speed and environment) is more general than second stage with
only speed and environment, its performance is a lightly better in
comparison with the application of only speed and environment at
the second stage. The effect of missing data on the classification
errors has been evaluated in Table 10. In this case, Mamdani de-
fuzzification, such as expected by other studies in literature such
as [46], confirmed a certain robustness to some missing data be-
cause the centroid defuzzification allows to provide a more stable
classification. However, when the communication error becomes
high (about 10%) the classification error increases a lot. This means
that as possible future work other defuzzification approaches could
be designed or applied to provide even higher robustness against
communication error.

7.3. Smart alerting system based on FIS classifier

This section shows how the whole information to recognize
driver’s’ behaviors can be used to influence driver actions, leading
to a more eco-friendly driving style. The smart alerting system based
on an alert driven by the FIS classifier and based on the MQTT-SN
protocol allows drivers to be alerted if they are using a bad driv-
ing style and if they should reduce their speed or their continuous
acceleration and acceleration variations in order to save more en-
ergy and to be more eco-friendly. Considering the tracks shown
in Fig. 19 and Fig. 20 we discovered interesting results regard-
ing the impact of the proposed system to promote an eco-friendly
driving style. From the acquired dataset, stored on our servers, we
compared the consumption trends of some driver classes. We con-
sider Very-Aggressive, Aggressive and Normal drivers. All classes of
drivers present some characteristics on measured speeds, accelera-
tions and jerks in all kinds of environments that help us to define
classes.

We reported the consumption trend measured along an obser-
vation time period of one month in order to verify whether a
more eco-friendly driving style was reached by the most Aggressive
drivers. This trend is reported in Table 11. It is possible to see how
drivers under the feedback and alerting triggered by the classifier
on CoV can affect the driver behavior reducing the fuel consump-
tion and increasing the number of km per liter. In this case, aggres-
sive users can improve performance more because their Aggressive
style, when mitigated, produces immediate energy consumption
and CO; reduction. In Table 12 main technical characteristics of
the considered vehicles are reported.

The improvement is less significant for Normal drivers where
fuel consumption is not so high and is, therefore, not so affected
by very high acceleration (low occurrences under a Normal driv-
ing style). Concerning the Very-Aggressive driving style, it could
seem surprising that a lower advantage is obtained for some ve-
hicles (Ford and Fiat) and higher advantage for Lancia. Moreover,
under a Normal behavior the advantage of the alert is reduced.
These results are justified by two aspects. The first one is related
to the vehicle type: if it is of low category (as for the Ford and
Fiat models) very high acceleration is not supported. In this case,
users do not overload the car engine. On the contrary, this does
not happen for Lancia under a Very-Aggressive and an Aggressive
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Table 8
Measured errors under different drivers: error classification (%) (driving style).
Driving style One-stage (speed Two-stage Two stage #Samples
and acceleration) (environment & (environment,
speed) speed & Jerk)
Normal (N) 19% 5,2% 3.4% Data 1 - #1525
Aggressive (A) 8,3% 3,1% 2.4% Data 2 - #1435
Very-Aggressive (VA) 11,7% 3,3% 2.1% Data 3 - #1876
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Fig. 19. Used path for Extra-Urban environment.

Table 9
Measured errors for two-stage FIS under different environments and drivers: error
classification (%) (driving style).

Driving style Environment  Two-stage Two stage
(environment & (environment,
speed) speed & Jerk)

Normal (N) U 4.7% 2.5%

Aggressive (A) U 2.8% 2.0%

Very-Aggressive (VA) U 3.0% 2.0%

Normal (N) SU 6.0% 4.0%

Aggressive (A) SU 2.5% 1.8%

Very-Aggressive (VA)  SU 3.2% 1.3%

Normal (N) EU 5.5% 5.0%

Aggressive (A) EU 5.0% 4.0%

Very-Aggressive (VA)  EU 4.5% 3.6%

Table 10
Driving style classification (two stage (environment, speed & Jerk)).

Mamdani Environment, Speed & Jerk
With error (5%)

Driving style Without error With error (10%)

Normal (N) 3.4% 3.9% 71%
Aggressive (A) 2.4% 2.8% 6.0%
Very Aggressive (VA) 2.2% 2.7% 5.7%

style. Concerning the Normal style, the vehicle type slightly affects
the driving style because it is the environment and some restric-
tions (speed limits and so on) that reduce too high acceleration,
also reducing the energy consumption, regardless of the car cat-
egory. In Fig. 21, Very-Aggressive and Aggressive occurrence trends
over one month of observations is shown. In this case, a higher re-
duction of percentage of Very-Aggressive drivers is shown able to
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Fig. 20. (a) Urban and (b) Sub-Urban tracks used to evaluate system performances.

better shape their acceleration and speed thanks to a smart alert
resulting in a driving style that conforms more to the environment.
Also Aggressive users change their behavior reducing the percent-
age in the weeks even though the reduction is lower. We justify
this result with the psychological effect of Aggressive drivers who
are aware they are being Aggressive and, when they are alerted,
they reduce their speed in order to show a Normal driving style.
On the other hand, an Aggressive driver can sometimes slightly re-
duce their speed and acceleration to show a Normal behavior but,
after some while, they may change their driving style and again
be classified as Aggressive. This means that we registered a higher
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Table 11
Fuel consumption under different driving styles.
Driving style  Very-aggressive Aggressive Normal
Car type no alerting alerting no alerting alerting no alerting alerting
km/1 km/1 km/1 km/1 km/1 km/1
Ford 14.8 15.2 17 18 18.4 19
Fiat 16.3 16.9 17.3 18.2 21 215
Lancia 13.7 16.0 17.2 19 19.2 20.5
Table 12 is possible to achieve such as execution time, model complexity,
Vehicles technical characteristics. noise immunity, missing data robustness etc. Moreover, it could
Ford Fiat Lancia be interesting to apply combined FIS with different defuzzification
Ka 12 500 1.6 MJ Delta 1.6 M] method at each stage to try to combine the strongest features of
Weight (kg) 865 1380 1410 each defuzzification algorithm keeping low the classifier complex-
Engine (cm?) 1242 1598 1598 ity. Moreover, the integration of FIS with other lightweight proto-
Max Power (kW) 51 88 77 cols such as COAP or the classical MQTT could be investigated to
Max Torque (N m/RPM) 102/3000 3201750 30071500 evaluate the joint FIS and communication protocol performance
O, Emission (g/km) 119 114 120 J p p :
Average Consumption (km/I) 19.6 23.8 21.7 . L.
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