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Abstract

Contemporary cyber-physical systems operating within urban infrastructures con-
front three fundamental challenges: establishing distributed trust mechanisms
absent centralized authorities, coordinating heterogeneous autonomous agents
under uncertainty, and optimizing resource allocation subject to competing stake-
holder objectives. The reconciliation of mathematical optimality with operational
constraints while maintaining cryptographically verifiable guarantees across hetero-
geneous ecosystems constitutes a critical research gap. This dissertation develops
and validates a unified methodological framework integrating distributed ledger
technologies with machine learning paradigms and mathematical optimization to
address these challenges systematically across autonomous vehicle coordination,
intelligent building energy management, and organizational resource allocation
domains.

The proposed framework instantiates a three-layer architectural pattern that
decomposes cyber-physical control into cryptographic trust establishment, in-
telligent decision synthesis, and domain-specific integration strata. The trust
layer transforms local observations into globally verifiable intelligence through
deterministic identification schemes. The intelligence layer implements domain-
adapted optimization strategies comprising Deep Reinforcement Learning, Model
Predictive Control augmented with Long Short-Term Memory networks, and
Integer Linear Programming formulations. The integration layer provides semantic
translation between mathematical abstractions and deployment-specific constraints
through standardized interfaces maintaining backward compatibility with legacy
systems.

The cryptographic foundation employs blockchain-based consensus mecha-
nisms with dynamic threshold adaptation that modulates validation requirements
according to event severity, temporal urgency, and proposer reputation. The
mathematical formulation of a dynamic threshold enables rapid dissemination
of critical infrastructure updates through economic incentive alignment. Smart
contract architectures execute on Ethereum Virtual Machine compatible platforms,
demonstrating gas-efficient operations through optimized storage patterns and
event-based logging mechanisms that reduce on-chain footprint by maintaining
only cryptographic commitments rather than complete datasets.

Experimental validation across three deployments substantiates the framework’s
efficacy and cross-domain transferability. The autonomous vehicle coordination
system reduces training convergence time while demonstrating superior mean
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rewards relative to monolithic baselines through hierarchical action space fac-
torization across four urban zones. The building automation implementation
achieves reduction in energy consumption while maintaining thermal comfort
within regulatory bounds through blockchain-notarized K-means clustering for
occupancy pattern classification integrated with lexicographic optimization. The
organizational allocation system generates optimal solutions for competing min-
imax fairness and team cohesion objectives, enabling practitioners to navigate
trade-offs through continuous parametrization of weighting coeflicient.

This research establishes that distributed intelligence in cyber-physical systems
emerges through systematic integration of cryptographic immutability providing
mathematical certainty at the data layer, economic incentive structures aligning
individual utility with collective optimum discovery, and algorithmic sophistication
matching computational strategies to problem characteristics. The limitations
identified include computational overhead of blockchain operations in resource-
constrained environments, sample complexity requirements for Deep Reinforce-
ment Learning convergence, and challenges in maintaining model accuracy when
system dynamics evolve beyond training distributions. These constraints delin-
eate boundaries for framework applicability while suggesting extensions through
layer-two scaling solutions, transfer learning mechanisms, and robust optimization
formulations that maintain performance despite modeling uncertainties. The vali-
dated methodological framework provides principled foundations for a trustworthy
system design, demonstrating that reliable distributed coordination emerges from
architectural coherence rather than technological innovation in isolation.
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Part I

Introduction



1 Introduction
1.1 Objectives

The primary objective of this dissertation is to develop and validate a comprehen-
sive methodological framework for designing trustworthy cyber-physical systems
through the synergistic integration of distributed ledger technologies, machine
learning paradigms, and optimization strategies. This framework addresses the
inherent complexity of modern urban environments by establishing formal guaran-
tees for security, efficiency, and deployability while maintaining computational
tractability across heterogeneous system architectures.

The second objective focuses on establishing the mathematical foundations and
computational primitives necessary for verifiable data exchange among distributed
agents operating under Byzantine fault conditions. This encompasses the for-
mulation of deterministic identification mechanisms through cryptographic hash
functions with collision resistance properties, the design of adaptive consensus
protocols featuring dynamic threshold adjustments based on contextual urgency
metrics, and the implementation of game-theoretic incentive structures that achieve
Nash equilibrium between individual utility maximization and collective truth
discovery. The research investigates how blockchain architectures can provide
immutable substrates for information dissemination while satisfying the stringent
latency constraints characteristic of real-time cyber-physical applications, with
particular emphasis on verification operations through Merkle tree structures.

A critical objective involves developing domain-specific optimization strategies
that exploit the mathematical structure inherent in distinct urban subsystems.
For autonomous vehicle coordination, this entails formulating modular deep
reinforcement learning architectures based on proximal policy optimization that
manage the NP-hard combinatorial complexity of urban routing while satisfying
multi-objective constraints spanning temporal efficiency, safety margins quantified
through time-to-collision metrics, and infrastructure utilization factors. In building
automation contexts, the objective extends to synthesizing model predictive
control schemes that employ Long Short-Term Memory networks for system
identification while maintaining convex optimization formulations that guarantee
global optimality within receding horizon frameworks. For organizational resource
allocation, the research demonstrates that integer linear programming retains
computational superiority when problem structure permits branch-and-bound
algorithms to achieve polynomial-time solutions despite theoretical intractability.
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1.1 Objectives 3

Another fundamental objective centers on validating the transferability of
proposed methodologies across disparate application domains through rigorous
empirical analysis. This requires demonstrating that the three-layer architectural
decomposition into cryptographic integrity, intelligent decision-making, and
system integration components represents an invariant design pattern emerging
from fundamental information-theoretic constraints rather than domain-specific
contingencies. The research establishes that successful methodological transfer
necessitates preserving mathematical invariants while adapting implementation
details to domain-specific constraint structures, identifying the homomorphic
mappings that enable cross-domain applicability while preserving correctness
guarantees.

The subsequent objective addresses the engineering challenge of transitioning
from theoretical contributions to operational deployment through the development
of production-grade implementations that encapsulate computational complexity
within accessible interfaces. This encompasses architecting RESTful APIs for
human resource optimization systems, implementing WebSocket-based real-time
dashboards for traffic management with sub-second latency requirements, and
establishing Hardware-in-the-Loop co-simulation frameworks that interface with
existing SCADA infrastructure through OPC UA protocols. The objective extends
to comprehensive lifecycle management, including continuous integration pipelines
for automated testing, telemetry collection for performance monitoring, and
feedback loops that enable online learning from deployment experiences.

The final objective involves conducting statistically rigorous experimental
validation across multiple case studies to quantify both individual component
performance and emergent system-level properties. This requires designing exper-
iments that control for confounding variables through randomized block designs,
establishing statistical significance through non-parametric tests that avoid normal-
ity assumptions, and conducting sensitivity analysis to identify parameter regimes
where different algorithmic choices dominate. The experimental campaigns span
temporal scales from millisecond-level control loops to seasonal variations in build-
ing occupancy patterns, spatial scales from individual intersection management to
metropolitan-area traffic coordination, and operational contexts from greenfield
deployments to brownfield integration scenarios, ultimately establishing empirical
bounds on performance metrics that validate theoretical predictions while revealing
implementation trade-offs that inform practical deployment strategies.



4 1. Introduction

1.2 Thesis structure

The structure of this dissertation reflects a deliberate progression from theoretical
foundations through domain-specific applications to culminate in a unified analysis
of transferability and generalization, organizing the research contributions into
six interconnected parts that collectively establish a comprehensive framework for
trustworthy cyber-physical systems.

The first part provides the introductory context and motivation for the research,
establishing the fundamental challenges that arise when attempting to coordinate
distributed agents in urban environments without centralized authority. Chapter 1
articulates the research objectives, delineates the scope of investigation, and
presents the key contributions that distinguish this work from existing approaches
in the intersection of blockchain technology, machine learning, and cyber-physical
systems.

The second part establishes the theoretical foundations and methodological
infrastructure upon which the subsequent contributions rest. Chapter 2 develops
the cryptographic primitives and distributed ledger mechanisms that enable
verifiable data exchange, progressing from fundamental concepts such as hash
functions and Merkle trees to sophisticated blockchain architectures supporting
smart contract execution. Chapter 3 presents the spectrum of optimization and
learning paradigms employed throughout the dissertation, encompassing graph-
theoretic models for discrete optimization, model predictive control augmented with
LSTM-based system identification, and deep reinforcement learning for sequential
decision-making under uncertainty. Chapter 4 synthesizes these elements into a
unified methodological framework, introducing the three-layer architectural pattern
that recurs throughout the applications while documenting the comprehensive
simulation and development toolchain that enables reproducible experimentation
across diverse domains.

The third part focuses on establishing identity and trust mechanisms within
networked mobility systems, addressing the fundamental challenge of coordinating
autonomous vehicles that lack pre-established trust relationships. Chapter 5
introduces a novel hash-based approach for deterministic intersection identification,
demonstrating how cryptographic techniques can resolve spatial ambiguities that
plague conventional location-based systems. Chapter 6 extends this foundation
by developing a complete blockchain framework for incentivized data sharing,
incorporating dynamic consensus thresholds and reputation mechanisms that
encourage truthful reporting while maintaining system resilience against adversarial
manipulation. Chapter 7 synthesizes these contributions to reveal the emergent
design patterns, demonstrating how the convergence of deterministic identification
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with economic incentivization creates self-reinforcing trust dynamics that transcend
the capabilities of either mechanism in isolation.

The fourth part addresses control and optimization challenges in smart urban
systems, showcasing how the established trust infrastructure enables sophisticated
coordination strategies. Chapter 8 presents a modular deep reinforcement learning
architecture for multi-objective routing in urban networks, demonstrating how
decomposition strategies can manage the computational complexity inherent in
city-scale optimization while preserving solution quality. Chapter 9 integrates
blockchain-based user classification with model predictive control for building
climate management, establishing how distributed ledger technologies can fa-
cilitate dynamic pricing mechanisms while LSTM networks capture building
thermodynamics for anticipatory control that balances comfort and efficiency
objectives.

The fifth part demonstrates the transferability of the developed methodologies
to organizational contexts, validating that the proposed frameworks extend beyond
purely technological systems. Chapter 10 provides a systematic analysis of how
optimization paradigms, architectural patterns, and design principles manifest
across the investigated domains, revealing the mathematical isomorphisms and
structural parallels that enable successful methodological transfer. Chapter 11
presents a concrete application to office space optimization, demonstrating how
integer linear programming techniques can address personnel allocation challenges
while maintaining the same fundamental constraint structures and multi-objective
trade-offs observed in vehicular and building automation contexts.

The sixth part concludes the dissertation by synthesizing the contributions
and establishing their broader implications for cyber-physical system design.



6 1. Introduction

1.3 Contributions

This thesis advances the state of knowledge in trustworthy cyber-physical systems
through nine interconnected contributions that collectively establish a unified
methodological framework transcending traditional domain boundaries.

The research introduces a comprehensive architectural pattern that system-
atically integrates distributed ledger technologies, machine learning paradigms,
and optimization strategies across heterogeneous urban domains. This three-layer
architecture decomposes systems into data integrity, intelligent decision-making,
and system integration components, representing fundamental functional require-
ments that emerge consistently across diverse cyber-physical contexts rather than
mere organizational convenience. The framework’s generality derives from its
mathematical foundations, wherein cryptographic primitives establish identity,
optimization algorithms navigate trade-off spaces, and temporal dynamics govern
adaptation mechanisms.

At the cryptographic layer, the thesis presents a novel hash-based identification
mechanism for autonomous vehicle coordination that resolves spatial ambiguities
inherent in GPS-based systems. Through the application of SHA-256 algorithms
to canonicalized intersection descriptors and the construction of hierarchical
Merkle trees, the method enables unambiguous spatial referencing even under
degraded GPS conditions. This deterministic approach establishes a mathematical
foundation for consensus protocols in vehicular networks, where agreement on
spatial entities precedes coordination decisions.

Building upon this identification layer, the research develops a sophisticated
blockchain framework incorporating dynamic consensus thresholds and rep-
utation mechanisms. The smart contract architecture comprises FilterContract
validation, VotingContract consensus, and TokenContract incentivization, wherein
the dynamic threshold mechanism adapts validation requirements based on event
severity, temporal urgency, and proposer reputation. This adaptation enables rapid
dissemination of critical information while maintaining resistance to adversarial
manipulation through game-theoretic equilibria.

The optimization contributions begin with a modular Deep Reinforcement
Learning architecture that addresses the computational intractability of exhaustive
training in urban routing contexts. By partitioning urban graphs into subsets and
enabling parallel training of specialized agents, the decomposition strategy reduces
training time from seven hours to three hours while demonstrating superior mean
rewards compared to monolithic approaches. This modularity principle extends
beyond computational efficiency to enable incremental system updates as urban
infrastructure evolves.
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The thesis pioneers the convergence of distributed ledger technologies
with Model Predictive Control for building automation, wherein K-means
clustering on blockchain-notarized consumption data creates dynamic pricing
classes while LSTM networks capture thermodynamic relationships for anticipatory
control. The lexicographic optimization framework prioritizes occupant comfort
before energy minimization, achieving twenty percent reduction in consumption
while maintaining thermal satisfaction. This integration demonstrates that trust
mechanisms and control strategies operate synergistically rather than independently.

For discrete allocation problems, the research establishes a mathematical
formalization of personnel allocation as an Integer Linear Programming problem
with minimax fairness objectives and team cohesion constraints. The multi-
objective formulation elegantly balances occupancy minimization with organi-
zational unit preservation, providing practitioners with interpretable trade-offs
through a weighting parameter. This contribution demonstrates that exact meth-
ods remain superior for discrete allocation problems with complete information,
contrasting with the learning-based approaches necessary for continuous, partially
observable domains.

Through systematic implementation across autonomous vehicles, building au-
tomation, and organizational management contexts, the thesis provides empirical
validation of cross-domain transferability. The identification of mathemati-
cal isomorphisms, e.g., collision avoidance in vehicles mapping to separation
constraints in personnel allocation, reveals fundamental structural patterns that
guide methodological extension to novel domains. These patterns suggest that
optimization principles transfer successfully when domain characteristics are
carefully mapped to algorithmic requirements.

The practical impact manifests through operational tools with user-accessible
interfaces, including web-based platforms, REST APIs, and visualization dash-
boards that abstract computational complexity while preserving system capa-
bilities. Validation through stakeholder engagement across traffic engineers,
facility managers, and human resource professionals demonstrates that sophisti-
cated optimization becomes accessible without requiring technical expertise from
end-users.

Finally, the research advances theoretical understanding of distributed
trust mechanisms by demonstrating how deterministic identification at the
cryptographic layer enables sophisticated consensus mechanisms at the application
layer. Trust amplification emerges through systematic layering of verification
mechanisms, wherein system reliability exceeds the sum of component reliabilities
when mathematical certainty, economic incentives, and game-theoretic principles
operate in concert.
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The thesis acknowledges computational overhead of blockchain operations
in resource-constrained environments, sample complexity requirements for deep
reinforcement learning convergence, and challenges in maintaining model accuracy
when system dynamics evolve beyond training distributions. These limitations are
addressed through subnet deployment for reduced transaction costs, modular train-
ing strategies enabling incremental updates, and robust optimization formulations
maintaining performance despite modeling uncertainties. While certain domains
may require specialized adaptations beyond those explored herein, particularly real-
time safety-critical systems demanding deterministic guarantees or environments
with extreme adversarial dynamics necessitating stronger cryptographic primitives,
the established methodological framework provides principled foundations for
such extensions through clear integration points within the three-layer architecture.
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Theoretical Foundations and
Methods



2 Trustworthy Data and Decentral-
ized Ledgers

The convergence of cyber-physical systems with decentralized architectures in-
troduces fundamental challenges in establishing trust without central authorities,
verifying data integrity across heterogeneous platforms, and coordinating actions
among autonomous agents that may have conflicting incentives. Traditional ap-
proaches to data management, which rely on trusted intermediaries or centralized
databases, become untenable when systems must operate across organizational
boundaries, function in adversarial environments, or provide transparent audit trails
for regulatory compliance. This chapter establishes the theoretical and practical
foundations for constructing trustworthy data systems in decentralized settings,
presenting a systematic progression from cryptographic primitives to distributed
execution environments. We begin in Section 2.1 by formalizing the mathematical
tools that enable tamper-evident data structures: cryptographic hash functions that
provide collision-resistant fingerprinting, canonicalization schemes that ensure
deterministic serialization across platforms, and Merkle trees that enable efficient
membership proofs while maintaining compact commitments. These primitives
serve as building blocks for the distributed systems examined in Section 2.2, where
we analyze blockchain platforms as instantiations of replicated state machines that
achieve consensus without central coordination. Through detailed examination of
execution semantics, economic incentives, and scaling mechanisms, we establish
how smart contracts can serve as trust anchors for cyber-physical systems, enabling
verifiable computation and automated settlement while maintaining deterministic
reproducibility essential for scientific evaluation.

10



2.1 Hashing, JSON canonicalization and Merkle trees 11

2.1 Hashing, JSON canonicalization and Merkle
trees

In cyber-physical systems where multiple autonomous agents must coordinate
actions based on shared observations, the fundamental challenge extends beyond
mere data exchange to establishing cryptographic guarantees about data integrity,
authenticity, and temporal ordering. Consider an autonomous vehicle network
where intersection states must be unambiguously identified across heterogeneous
platforms, or a distributed HVAC control system where sensor readings from
different manufacturers must be aggregated into verifiable commitments that
can later anchor economic settlements. These scenarios demand primitives that
transform arbitrary structured data into deterministic, fixed-length identifiers that
remain stable across different implementations, programming languages, and
execution environments. Furthermore, when such systems operate in adversarial or
economically-incentivized contexts, e.g., when blockchain-based rewards depend
on the correctness of reported measurements, the ability to prove membership in a
committed dataset without revealing the entire collection becomes paramount for
both privacy and efficiency. This section formalizes three foundational primitives
that address these requirements: cryptographic hashing provides collision-resistant
fingerprinting that enables content-addressed storage and tamper detection; JSON
canonicalization eliminates representation ambiguity by enforcing a unique byte-
level serialization for semantically equivalent data structures; and Merkle trees
enable logarithmic-cost membership proofs while committing entire datasets to a
single root digest that can be efficiently verified on resource-constrained platforms,
including smart contracts with strict gas limits.

2.1.1 Cryptographic Hash Functions and Encoding Conven-
tions

A cryptographic hash function serves as a digital fingerprint mechanism, trans-
forming arbitrary input data into a fixed-length output that uniquely represents the
original content while revealing nothing about its structure or composition. This
primitive underpins virtually all modern cryptographic protocols, from digital
signatures to blockchain consensus, by providing a deterministic yet unpredictable
mapping that preserves integrity without preserving reversibility. In the context
of cyber-physical systems and decentralized architectures, hash functions enable
compact commitments to large datasets, efficient verification of data integrity,
and stable content-based addressing that remains invariant across platforms and
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implementations.

To formalize this transformation and establish precise security properties that
our protocols will rely upon, we require a mathematical characterization of the
hash function’s behavior. At its core, a cryptographic hash function operates on
binary representations of data, accepting inputs of arbitrary size while consistently
producing outputs of predetermined length. This size-agnostic property proves
essential for cyber-physical systems where sensor readings might range from
single bytes to megabyte-scale images, yet all must be reduced to uniformly-sized
identifiers for efficient indexing and verification. The mathematical abstraction
captures this transformation as a function

H: {0,1} = {0, 1}¢ 2.1)

that maps bit strings of arbitrary length to digests of exactly d bits, where
the notation {0, 1}* denotes the set of all finite binary sequences and {0, 1}¢
represents the set of binary strings of precisely d bits. Throughout this work,
we adopt d = 256 to align with contemporary security margins and standard
implementations [4,5]. The choice of 256-bit output provides sufficient collision
resistance against foreseeable computational advances while remaining efficient on
modern architectures, particularly when leveraging hardware acceleration available
in contemporary processors and cryptographic coprocessors.

For a hash function to be considered cryptographically secure in the context
of our distributed protocols, it must exhibit three fundamental properties that
collectively prevent adversarial manipulation [6]. The first property, preimage
resistance, ensures that given only a hash output, no computationally bounded
adversary can efficiently discover any input that produces that specific digest. This
property protects the confidentiality of hashed data and enables secure password
storage, among other applications. Formally, for any digest y selected uniformly
from {0, 1}¢, the probability that a polynomial-time adversary can find an x such
that H(x) = y must be negligible in the security parameter A:

Pr[adversary finds x : H(x) = y] < negl(Q). (2.2)

The second property, second-preimage resistance, guarantees that even when
an adversary knows one valid input-output pair, finding a different input with
the same hash remains computationally infeasible. This property is crucial for
preventing substitution attacks where an attacker might attempt to replace legitimate
data with malicious content while preserving the cryptographic commitment. Given
any input x, the probability of finding a distinct x” # x where H(x") = H(x) must
remain negligible.
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The third and strongest property, collision resistance, asserts that finding
any two distinct inputs that hash to the same output should be computationally
intractable, even when the adversary has complete freedom in choosing both
inputs. This property underpins the security of digital signatures and Merkle
tree constructions discussed in Section 2.1.3. While generic birthday attacks
theoretically require approximately 24/ hash evaluations to find collisions [6],
our choice of 256-bit outputs ensures that such attacks remain beyond practical
computational reach for the foreseeable future [7].

Beyond these formal security properties, practical hash functions exhibit strong
diffusion characteristics through the avalanche effect, whereby the slightest pertur-
bation in the input cascades through the computation to produce radically different
outputs that appear statistically independent. This sensitivity extends to modifica-
tions that remain imperceptible to human observation, such as trailing whitespace
characters, non-printing Unicode symbols, or variations in encoding normaliza-
tion, where semantically equivalent representations yield entirely divergent hash
values. Such behavior ensures that hash functions serve as effective randomization
primitives while simultaneously preventing information leakage through output
correlation patterns, though it necessitates careful input canonicalization when
deterministic identification across heterogeneous systems becomes paramount.

In the context of structured data processing, particularly when handling
JSON objects or complex data structures, we must address the challenge of
semantic equivalence versus byte-level representation. Two JSON objects may
represent identical information while differing in their serialization due to key
ordering, whitespace, or numeric formatting. To ensure deterministic hashing
across implementations, we employ a canonicalization procedure C(-) that maps
semantically equivalent values to identical byte sequences. The content digest
of any value v is then defined as the composition D (v) := H(C(v)), where the
canonicalization step, detailed in Section 2.1.2, guarantees platform-independent
reproducibility.

When hash functions are employed within hierarchical structures such as
Merkle trees, careful attention to domain separation becomes essential to prevent
cross-protocol attacks and structural ambiguities. We adopt a systematic tagging
scheme where different structural roles receive distinct single-octet prefixes,
ensuring that leaf nodes and internal nodes occupy disjoint input spaces. Let
H : {0,1}* — {0, 1}*° denote the cryptographic hash function employed (either
SHA-256 or Keccak-256 as specified in Section 2.1.1). Leaf values are computed
by prepending a null byte to the content digest:

hieat (v) = H(0x00 || D(v)), (2.3)
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where D(v) = H(Cjcs(v)) represents the content digest as previously defined.
Internal nodes combining left and right child digests L and R are similarly tagged
with a distinct prefix:

hi(L, R) := H(0x01 || L || R). (2.4)

This tagged encoding scheme serves multiple security purposes simultaneously.
It prevents type confusion attacks where an adversary might attempt to reinterpret
internal nodes as leaves or vice versa, it ensures fixed-length inputs when combining
digests, and it provides protection against length-extension vulnerabilities that
historically affected certain hash constructions [8]. While modern sponge-based
constructions such as Keccak-256, which underlies Ethereum’s native hash function,
are inherently immune to length extension, we maintain consistent encoding
practices across all hash function families to ensure portability and defense in
depth [9, 10].

The practical instantiation of these primitives depends on the deployment
context. For off-chain computation and cross-platform interoperability, we stan-
dardize on SHA-256 given its ubiquitous support across programming languages,
hardware security modules, and cryptographic libraries [11]. When on-chain veri-
fication within EVM-compatible environments is required, we adopt Keccak-256
to leverage the native keccak256 opcode, thereby minimizing gas consumption
as discussed in Section 2.2.3. This dual-hash strategy, with explicit application-
layer tagging to distinguish the two variants, optimizes for both computational
efficiency and deployment flexibility while maintaining cryptographic integrity
across heterogeneous environments.

2.1.2 JSON Canonicalization (JCS)

The ability to produce identical byte sequences from semantically equivalent
data is fundamental to distributed systems that rely on cryptographic verification.
JavaScript Object Notation (JSON), while ubiquitous in web-services and Appli-
cation Programming Interfaces (APIs), allows multiple textual representations for
the same abstract value: object members may appear in any order, insignificant
whitespace can be inserted freely, and equal numbers may be written with different
decimal spellings. In systems that rely on signatures, commitments, or Merkle
roots, this variability is unacceptable because cryptographic operations must
bind to one and only one byte sequence; otherwise the same data could hash to
different digests depending on superficial formatting choices, breaking consensus
mechanisms and invalidating proofs.
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We adopt the JSON Canonicalization Scheme (JCS, RFC 8785), a deterministic
transformation that maps any valid JSON value to a unique UTF-8 serialization [12].
The choice of UTF-8 encoding is critical for interoperability: it provides a univer-
sally accepted, byte-level representation that produces identical sequences across
different programming languages, operating systems, and hardware architectures,
eliminating platform-specific encoding variations that could compromise deter-
minism. The scheme requires that objects do not contain duplicate member names
and that their keys are ordered according to a total, reproducible ordering based on
Unicode code points, with no locale or case-dependent rules. Arrays preserve their
inherent order. Strings are emitted using minimal escaping and encoded in UTF-8
without applying Unicode normalization; characters that do not require escaping
remain unescaped, while control characters, quotes, and backslashes are escaped as
in standard JSON. Numbers are rendered in a minimal, unambiguous decimal form
that preserves the exact binary value when converted back to IEEE 754 double
precision [13]; this round-trip guarantee ensures that the same floating-point
value always produces the same textual representation, regardless of the original
decimal notation. Representations that are not valid JSON numbers in RFC 8259
(e.g., NaN or Infinity) are rejected during canonicalization. The result is a single,
platform-independent byte string for each abstract JSON value.

Let Cycs(+) denote this canonicalization function. Consistently with Sec-
tion 2.1.1, we define the content digest of a value v by hashing its canonical bytes,
so that semantically equivalent values yield identical identifiers while any semantic
modification triggers a different digest:

D(V) = H(CJCS (V)) (2.5)

A concrete intuition helps clarify the transformation process. Consider
the three JSON texts {"b": 2, "a": 1.00}, {"a":1,"b":2}, and {\n
"a":1,"b":2}, which are semantically identical despite differences in whitespace,
key order, and numeric spelling. JCS parses them to the same abstract value, orders
the object keys by Unicode code points (placing "a" before "b"), renders the
number 1.00 as 1 because this decimal representation is the shortest that converts
back to the same binary value [14], removes superfluous whitespace, and emits
the unique canonical UTF-8 serialization {"a":1,"b":2}. For strings, a value
such as "café" remains unescaped and is encoded directly in UTF-8 as the byte
sequence 0x63 0x61 0x66 0xC3 0xA9 (where € becomes the two-byte UTF-8
sequence), whereas a value containing a newline, e.g., "a\nb", is rendered with
the minimal escape sequence "a\nb". By construction, the canonicalization does
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not depend on parser quirks or runtime locales; the same input value always leads
to the same byte sequence on all compliant implementations and platforms.

From a complexity standpoint, key sorting for an object with m members
requires O (m log m) comparisons, which in practice is dominated by parsing and
by the normalization of strings and numbers. Canonicalizing arrays is naturally
streaming-friendly because order is preserved and elements can be emitted as
they are parsed. For objects, JCS is not intrinsically streaming since all keys
must be known before serialization; nevertheless, memory-bounded designs are
feasible, e.g., by buffering only object keys and metadata before emitting the
canonical order, while streaming array segments as usual. When strict streaming
is a hard system requirement and both endpoints can agree on a binary format,
Concise Binary Object Representation (CBOR) with deterministic encoding is a
viable alternative [15]; in this thesis we retain JSON/JCS to maximize web-native
interoperability and to align with widely deployed tooling.

2.1.3 Merkle Trees as Cryptographic Commitments

A fundamental challenge in distributed systems is efficiently proving that a
specific piece of data belongs to a larger collection without transmitting the entire
dataset. Merkle trees address this challenge by organizing data into a binary tree
structure where each parent node contains the cryptographic hash of its children,
ultimately producing a single root hash that serves as a compact fingerprint of
the entire collection [16]. This construction enables a remarkable property: any
element’s membership can be verified by examining only a logarithmic number
of hashes relative to the collection size, making verification feasible even for
resource-constrained devices operating at the edge of cyber-physical systems.

To illustrate the practical value of this construction, consider applying it to
a scenario in connected mobility where a vehicle needs to verify that a specific
traffic update belongs to a certified dataset of thousands of updates. Rather than
downloading and checking the entire dataset, the vehicle receives a short proof
consisting of a path from the data item to the root, along with the necessary sibling
hashes encountered along this path. By recomputing the hashes upward and
comparing the final result with the known root, the vehicle achieves cryptographic
certainty about the data’s membership while consuming minimal bandwidth and
computational resources. This same principle extends naturally to any cyber-
physical system where edge devices must verify data authenticity without accessing
complete datasets, e.g., [oT sensors validating configuration updates, smart building
systems confirming energy pricing schedules, or distributed manufacturing nodes
verifying production parameters.
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The construction begins with a collection of values vy, ..., v, that we wish
to commit to. Each value is first canonicalized using JCS as described in
Section 2.1.2, yielding the content digest D(v;) = H(Cjycs(v;)). To ensure
deterministic tree construction independent of input ordering while preserving
the ability to distinguish duplicate items, we impose a total order by sorting pairs
(D(v;), 1) lexicographically, first by digest and then by the original index i to break
ties when multiple items share the same content. This approach maintains multiset
semantics, e.g., two identical values at different positions remain distinguishable
through their indices.

The tree structure employs explicit domain separation to prevent ambiguity
between leaf and internal nodes. Each leaf is computed by prepending a distinctive
tag to the content digest, while internal nodes combine their children’s hashes with
a different tag:

hieat (v) = H(0x00 || D(v)), (2.6)
hnode (L, R) = H(0x01 || L || R), 2.7)

where L and R represent the left and right child digests respectively, each of
fixed length 256 bits. This tagged structure ensures that the tree’s topology is
unambiguous and that no valid leaf can be misinterpreted as an internal node or
vice versa, a property essential for security in systems where adversaries might
attempt to forge proofs by exploiting structural ambiguities.

The tree is constructed bottom-up by pairing adjacent nodes at each level.
When a level contains an odd number of nodes, the last unpaired node is promoted
unchanged to the next level rather than being duplicated or paired with a synthetic
value. This convention avoids introducing artificial redundancy and maintains a
canonical tree shape for any given input set. The process continues until a single
digest remains, which becomes the Merkle root r—a fixed-size commitment to the
entire collection that changes unpredictably if any element is modified, added, or
removed.

Verification of membership proceeds efficiently without reconstructing the
entire tree. To prove that a value v; is part of the committed collection, a prover
supplies the value itself along with an authentication path consisting of the sibling
hashes encountered from the leaf to the root, together with directional information
(left or right) at each level. The verifier recomputes the leaf hash from the provided
value, then iteratively combines it with the sibling hashes following the specified
path directions, ultimately producing a candidate root. The proof is accepted if and
only if this computed root matches the published commitment r. Both the proof
size and verification complexity scale as O(log n), enabling practical verification
even for collections containing millions of elements.
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The security of this construction rests on the collision resistance of the
underlying hash function. An adversary attempting to produce a fraudulent proof
would need to find either a collision in H or a second preimage for one of the
intermediate hashes, both of which are computationally infeasible for cryptographic
hash functions [6, 17]. Furthermore, the deterministic ordering and explicit domain
separation ensure that semantically different collections cannot produce the same
root without violating the hash function’s collision resistance, providing strong
integrity guarantees for the committed data.

In our implementation, we standardize on SHA-256 for general-purpose
deployments due to its widespread availability, hardware acceleration support,
and extensive security analysis spanning decades. When on-chain verification
is required on EVM-compatible platforms, we adopt Keccak-256 to align with
the platform’s native primitives and minimize gas costs. The choice between
these hash functions is made explicit at the application layer through appropriate
tagging, preventing any ambiguity when both variants coexist in a system. The
concrete cost implications and optimization strategies for on-chain Merkle proof
verification are examined in detail in Section 2.2.
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2.2 Blockchain Platforms: Execution Semantics,
Gas Economics, and Scaling)

The cryptographic primitives established in the previous section provide the mathe-
matical foundation for data integrity and efficient verification, yet they alone cannot
coordinate state transitions among mutually distrusting parties or enforce consistent
execution of complex protocols across distributed systems. Blockchain platforms
emerge as a systematic solution to this coordination problem, implementing repli-
cated state machines that achieve Byzantine fault tolerance through a combination
of cryptographic commitments, economic incentives, and deterministic execution
environments. This section examines the architectural principles and operational
mechanics of blockchain systems, with particular emphasis on platforms sup-
porting programmable smart contracts that can encode arbitrary computational
logic while maintaining consensus properties. We begin by establishing a tax-
onomy of distributed ledgers and their access models, clarifying the distinctions
between blockchain and alternative DLT architectures while identifying the specific
properties that make linear blockchains suitable for our experimental protocols.
The analysis then proceeds to examine the Ethereum Virtual Machine as our
reference execution environment, detailing how deterministic bytecode execution,
atomic state transitions, and gas-based resource metering create a predictable
computational substrate for decentralized applications. The economic dimensions
of blockchain operation, particularly the gas cost model and its implications for
protocol design, receive detailed treatment as these constraints fundamentally shape
architectural decisions in resource-constrained environments. Finally, we survey
contemporary scaling solutions including rollups and application-specific chains,
analyzing how these architectures achieve higher throughput while preserving the
execution semantics and security properties required for the cyber-physical system
protocols developed in this dissertation.

2.2.1 Blockchain, Distributed Ledgers, and Access Taxonomy

Distributed Ledger Technologies (DLTs) are a family of replicated data structures
designed to maintain a shared state across multiple nodes in the presence of faults or
adversarial behavior [18]. At their core, DLTs implement state machine replication,
a paradigm where multiple nodes maintain identical copies of a system’s state
and agree on the sequence of state transitions to apply, ensuring that each honest
participant converges to the same global state despite network delays or Byzantine
failures [19]. The concrete data structure and consensus mechanism that realize
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this abstraction vary across systems.

Blockchains represent the most prominent subclass of DLTs, characterized by
an append-only chain of blocks where each block cryptographically commits to
its predecessor through hash pointers, forming an immutable historical record.
Alternative DLT designs adopt different topological structures, most notably
Directed Acyclic Graphs (DAGs), which organize transactions as vertices in a
graph where edges represent causal dependencies, allowing multiple chains to
coexist and merge rather than enforcing a single linear sequence [18,20]. This
structural difference enables DAG-based systems to process transactions in parallel,
potentially increasing throughput at the cost of more complex finality rules and
partial ordering semantics. In essence, all blockchains are DLTs, but not all DLTs
are blockchains.

This dissertation focuses specifically on blockchain architectures because the
protocols and measurements we develop rely on two fundamental properties that
linear blockchains provide naturally. First, the total ordering of transactions,
established by the underlying consensus protocol and embodied in the sequen-
tial block structure, simplifies both the formalization of on-chain governance
mechanisms and the reproducible evaluation of execution costs and latencies, as
every node processes transactions in the same deterministic sequence. Second,
the hash-chained structure yields strong tamper-evidence through cryptographic
commitments as detailed in Section 2.1.3, enabling succinct integrity anchoring
for off-chain artifacts and providing auditable, verifiable experiment logs. While
DAG-based ledgers offer valuable properties such as higher parallelism and poten-
tially lower latency, their partial-order semantics and heterogeneous confirmation
rules introduce complexities that are orthogonal to our evaluation goals and thus
remain outside our scope.

Within the blockchain subclass, systems can be characterized along two
orthogonal dimensions that determine their accessibility and governance model [21].
The first dimension concerns read visibility of the ledger state and transaction history.
Public blockchains expose both current state and complete historical records to
any observer without requiring authentication, thereby fostering independent
verification, open auditability, and scientific reproducibility (these properties
are central to our experimental methodology). In contrast, private blockchains
restrict read access to authorized parties through cryptographic access controls or
network-level restrictions, which can be advantageous in enterprise settings where
data confidentiality is paramount but which inherently limit external auditability
and independent verification.

The second dimension pertains to write permissions and the right to partic-
ipate in consensus. Permissionless blockchains allow any participant to submit
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transactions and, subject to the consensus protocol’s rules such as proof-of-work
or proof-of-stake requirements, to compete for the right to produce new blocks and
extend the chain. Conversely, permissioned blockchains restrict these capabilities
to a predetermined set of vetted identities operating under an explicit governance
framework, typically managed through certificate authorities or multi-signature
schemes. The four combinations arising from these two axes all exist in practice
and serve different use cases. Public and permissionless systems, exemplified
by Ethereum and Bitcoin, maximize openness and decentralization, forming the
default substrate for our experiments due to their transparency and resistance to
censorship. Public-permissioned deployments expose their state for audit purposes
while confining block production rights to a controlled committee, balancing
transparency with operational control. Private-permissioned solutions, common in
consortium and enterprise deployments, prioritize regulatory compliance and data
confidentiality while maintaining controlled membership. Private-permissionless
configurations, while conceptually possible in specialized environments such as
test networks, are uncommon in production systems and not pertinent to our
evaluation goals.

We adopt public, permissionless platforms compatible with the Ethereum
Virtual Machine (EVM) as our reference environment, as these systems provide the
optimal combination of transparency, reproducibility, and decentralization required
for our experiments. We occasionally contrast these with EVM-compatible subnets,
which are sovereign blockchains that implement the EVM execution model but
operate with independent validator sets and can configure custom parameters.
These subnets trade the shared security guarantees of a global blockchain for
greater configurability, enabling features such as deterministic fees or domain-
specific permissioning models that can be valuable for controlled experiments
while preserving the execution semantics required by our protocols.

2.2.2 EVM and Smart-Contract Execution Model

The execution environment that we considered in this dissertation, the EVM, has
a computational engine that processes smart contract bytecode deterministically
across all nodes in the network. The EVM operates as a stack-based virtual
machine with 256-bit word size, meaning that it manipulates data through a
last-in-first-out stack structure where each element occupies 256 bits, chosen to
align with the cryptographic primitives commonly used in blockchain systems
such as Keccak-256 hashes and elliptic curve signatures [22,23]. This architecture
eschews traditional register-based designs in favor of stack operations, simplifying
the instruction set while ensuring that identical bytecode produces identical results
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on any compliant implementation, a property essential for consensus among
distributed nodes. The machine executes within a sandboxed environment on
every validating node, ensuring that given an ordered transaction sequence and a
fixed block environment, all honest nodes compute the same post-state and emit
identical receipt logs, which proves essential for both the reproducibility of our
experiments and the safety of the governance routines developed in subsequent
chapters.

The EVM employs an account-based model that distinguishes between two
fundamental types of accounts [24]. Externally Owned Accounts (EOAs) are
controlled directly by users through cryptographic private keys and serve as the
origin points for all transactions in the system, as only an entity possessing the
corresponding private key can generate valid signatures to initiate state changes.
Contract accounts, in contrast, are controlled by deployed bytecode and cannot
initiate transactions independently but instead execute their code in response to
being called by EOAs or other contracts. This distinction creates a clear security
boundary where user intent, expressed through signed transactions from EOAs,
triggers deterministic execution of contract logic that can manipulate state, transfer
value, and invoke other contracts according to programmed rules.

Execution within the EVM follows strict atomicity and synchronicity principles
that govern how state changes propagate through the system. When a contract
function is invoked, whether directly from an EOA transaction or through an
internal call from another contract, the execution proceeds synchronously within
the current transaction context and must either complete successfully in its entirety
or revert completely without any partial state modifications. This all-or-nothing
semantic extends recursively through the entire call graph, meaning that if a
deeply nested contract call fails, all state changes initiated by parent calls within
the same transaction are rolled back, ensuring consistency even in complex
multi-contract interactions. The atomic nature of transactions guarantees that the
global state transitions from one consistent state to another without intermediate
partially-applied states being visible to other transactions.

The EVM’s isolation model strictly constrains how smart contracts interact
with their environment, enforcing determinism and security through deliberate
limitations. Contracts execute without access to system calls, network interfaces,
or filesystem operations, operating instead through a carefully controlled set of
opcodes that can only read and modify the blockchain’s global state and emit event
logs. Their persistent storage consists of a key-value mapping from 256-bit words
to 256-bit words, providing durable state that survives between transactions, while
transient memory exists only for the duration of a single transaction execution. The
only mechanism for contracts to communicate information to off-chain observers
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is through event logs, which are recorded immutably in transaction receipts and
indexed for efficient querying but do not constitute part of the consensus state itself.
This design ensures that contract execution remains deterministic and verifiable
while providing sufficient expressiveness for complex decentralized applications.

Gas metering serves as the fundamental resource accounting mechanism that
prevents infinite loops and ensures fair resource allocation across the network.
Every operation in the EVM, from arithmetic operations to memory allocation to
storage modifications, consumes a predetermined amount of gas that reflects its
computational and storage burden on the network. Storage operations command
particularly high gas costs, especially when writing to previously uninitialized
storage slots, as these operations permanently expand the global state that all nodes
must maintain. Memory expansion follows a quadratic cost model that grows
super-linearly with peak usage, incentivizing efficient memory management, while
operations that reduce state size, such as clearing storage slots, receive gas refunds
to encourage state pruning. Detailed fee mechanics and their implications for
protocol design are analyzed comprehensively in Subsection 2.2.3, but the key
insight is that minimizing on-chain state footprint becomes a first-class design
objective that fundamentally shapes architectural decisions.

Two architectural principles permeate the smart contract designs developed in
this dissertation, both emerging from the constraints and capabilities of the EVM
execution model. First, we adopt a commit-and-verify paradigm that maintains
minimal on-chain footprints while cryptographically anchoring rich off-chain
artifacts through the canonicalization pipelines and Merkle aggregation techniques
introduced in Section 2.1.3. Contracts persist only succinct commitments in
the form of single content hashes or Merkle roots, typically requiring just 32
bytes of storage, while complete data structures and their proofs remain off-chain
until verification is required, at which point verifiers supply compact inclusion
proofs that the EVM can validate efficiently. Second, we decompose contract
systems into single-responsibility modules that communicate through explicit
state transitions and structured event emissions, separating concerns such as data
filtering, reputation management, voting mechanics, and settlement logic into
distinct contracts. This modular boundary enforcement makes invariants explicit
and verifiable while constraining persistent storage to safety-critical variables such
as counters, reputation scores, governance flags, and commitment roots, whereas
per-item details and individual vote records are externalized to event logs that
provide auditability without storage overhead.

Temporal semantics in the EVM derive exclusively from the consensus layer’s
view of time, as smart contracts have no access to wall-clock time or external
temporal sources. Block timestamps, provided by block producers and validated
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through consensus rules, serve as the only temporal reference available on-chain,
though their granularity and potential for minor manipulation within protocol
bounds must be considered in mechanism design [25,26]. Consequently, all
time-dependent logic including deadline enforcement, voting periods, reputation
decay, and settlement windows must be expressed in terms of block numbers or
block timestamps rather than real-world time. Settlement routines are designed
to be idempotent, meaning they can be safely executed multiple times without
causing duplicate effects, which proves essential for handling the variable finality
characteristics of different blockchain platforms and protecting against accidental
or malicious replay attempts.

The portability of the EVM execution model across multiple blockchain
platforms proves instrumental for our experimental methodology. Identical smart
contract bytecode executes deterministically on Ethereum mainnet, Layer-2 rollup
solutions that will be detailed in Subsection 2.2.4, the Avalanche C-Chain, and
various Avalanche subnets configured with EVM-compatible runtimes [27]. While
minor variations exist in gas schedules, available precompiled contracts, or block
time parameters, these differences do not affect the functional determinism of
contract logic and can be quantified through systematic profiling during evaluation.
This cross-platform compatibility enables us to conduct experiments under different
economic and performance conditions while maintaining consistent execution
semantics, facilitating both cost-effective development on test networks and
production deployment on mainnet infrastructure when appropriate.

2.2.3 Gas Economics and Cost Model

The execution of arbitrary computation on a decentralized network introduces
fundamental challenges that do not arise in traditional computing environments.
Without a central authority to regulate resource consumption, malicious actors
could submit transactions containing infinite loops or computationally intensive
operations that would permanently stall the network, rendering it unusable for
legitimate participants. This vulnerability, rooted in the undecidability of the
halting problem, necessitates a mechanism that bounds computational resources
consumed by any single transaction while preventing denial-of-service attacks
through transaction spam [28]. The Ethereum Virtual Machine addresses these
challenges through a gas metering system that serves as both a resource accounting
mechanism and an economic deterrent against network abuse.

Gas functions as an abstract unit of computation that meters every operation
executed within the EVM, from simple arithmetic to complex state modifications.
Each opcode in the EVM instruction set carries a predetermined gas cost that reflects
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its computational complexity and its burden on network resources, particularly
the permanent storage requirements that all nodes must maintain in perpetuity.
Crucially, gas costs are borne exclusively by the entity initiating a state-changing
transaction—the sender who signs and broadcasts the transaction to the network.
This asymmetric cost model creates a fundamental distinction between two classes
of operations: state-changing transactions that modify the blockchain’s global
state and must be included in blocks by miners or validators, thereby consuming
network resources and requiring gas payment; and read-only queries that execute
locally on individual nodes without consensus participation, incurring no gas costs
to the caller. This distinction proves essential for protocol design, as it incentivizes
architectures that minimize on-chain state mutations while enabling unlimited
off-chain verification and querying.

The gas mechanism operates through a prepayment model that guarantees
termination and prevents resource exhaustion. When submitting a transaction, the
sender specifies a gas limit representing the maximum computational resources
they are willing to purchase, along with a gas price indicating their willingness
to pay per unit of gas consumed. The EVM interpreter tracks gas consumption
incrementally as it processes each opcode, deducting the appropriate cost from
the transaction’s gas allowance. If the transaction completes successfully within
the allocated gas budget, any unused gas is refunded to the sender; however, if
the gas is exhausted before completion, the EVM immediately halts execution,
reverts all state changes made within that transaction, yet still charges the sender
for the gas consumed up to the point of failure. This atomic reversion ensures state
consistency while the irrevocable gas charge prevents attackers from deliberately
crafting failing transactions to waste network resources without cost.

The EVM meters state-changing execution in gas, an abstract unit accounting
for opcode steps, memory expansion, persistent storage writes, and the size of
calldata and logs. A transaction declares an upper gas limit; the interpreter
consumes gas as execution progresses and either completes if the budget suffices
or reverts on exhaustion. On fee-market networks, the effective payment is

feePaid = gasUsed-

2.8
min (maxFeePerGas, baseFee + maxPriorityFeePerGas), 8)

with the base fee burned and the priority tip accruing to the block producer.
This mechanism stabilizes congestion without altering opcode-level determinism
[22,29].

Call data is charged per byte, with different rates for zero and nonzero bytes,
making compact binary encodings desirable. Memory expansion follows a
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super-linear schedule, so algorithms should limit peak memory. Emitting logs
incurs a fee per topic and per byte; although logs do not enlarge the Merkle state,
they are charged at emission time.

Read-only execution is free to the caller only off the consensus path: the
JSON-RPC eth_call primitive runs bytecode locally against a chosen state and
pays no fees, whereas the same path within a transaction is fully metered. At block
granularity, a bounded gas target regulates throughput via the base-fee adjustment.
Execution is atomic: any revert discards state changes while still charging for gas
consumed up to the failure point. Receipts expose gasUsed and structured logs
uniformly across success and failure, enabling reproducible profiling.

These constraints inform the design choices adopted here without repeating
the architectural discussion in Subsection 2.2.2. On-chain state is kept compact;
voluminous artifacts are replaced with succinct commitments (single hashes or
Merkle roots) whose canonicalization and verification are detailed in Section 2.1;
per-item data travel as events rather than persistent storage. Aggregations that must
be on chain are maintained as monotone counters to avoid write amplification,
and settlement routines are idempotent to permit safe retries. In aggregate,
these patterns bound SSTORE operations, keep calldata to a handful of 256-bit
words, and limit memory footprints, yielding predictable fees on L1, rollups, and
EVM-compatible subnets.

2.2.4 Scaling the EVM: Rollups, Validity Systems, and EVM-
Compatible Subnets

The proliferation of EVM-compatible execution environments across diverse
blockchain architectures creates a remarkable property for smart contract develop-
ment: contracts written in Solidity, the predominant high-level language for EVM
bytecode generation, compile to identical bytecode that executes deterministically
across any compliant implementation. This portability transcends mere syntactic
compatibility, as the deterministic compilation from Solidity source to EVM byte-
code, combined with the standardized opcode semantics specified in the Ethereum
Yellow Paper [22], ensures that a contract deployed with identical initialization
parameters will exhibit functionally equivalent behavior whether executing on
Ethereum mainnet, a Layer-2 rollup, an Avalanche subnet, or a local development
environment. The practical implications for research and development prove
substantial: protocols can be iteratively refined on low-cost test networks where
transactions cost fractions of a cent, systematically validated on public testnets
that mirror mainnet conditions without economic risk, and ultimately deployed
to production environments with confidence that the extensively tested logic will
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execute identically. This write-once, deploy-anywhere paradigm, reminiscent of
Java’s platform independence but achieved through cryptographic consensus rather
than virtual machine abstraction, fundamentally shapes the experimental meth-
odology employed throughout this dissertation, enabling cost-effective iteration
cycles where complex multi-contract systems can be stress-tested across different
economic and performance regimes before committing to more expensive and
critical mainnet deployment.

The fundamental scalability constraints of blockchain systems arise from the
requirement that every full node must process every transaction and maintain the
complete global state, creating an inherent tension between decentralization, which
demands low hardware requirements for node operators, and throughput, which
would benefit from more powerful infrastructure. This trilemma has motivated the
development of Layer-2 scaling solutions, a term that encompasses architectures
which move computation and state transitions off the primary blockchain (Layer 1)
while inheriting its security guarantees through cryptographic proofs or economic
mechanisms [30,31]. Rather than requiring every node to execute every transaction,
these systems perform execution in a more restricted environment and then provide
the main chain with sufficient evidence to verify that the execution was correct,
thereby achieving higher throughput without compromising the security properties
of the underlying Layer-1 blockchain.

The predominant Layer-2 architecture for EVM compatibility consists of
rollups, systems that execute transactions in an off-chain environment running a
full EVM implementation and periodically submit compressed representations of
state transitions back to Layer 1 [32]. Two fundamentally different security models
have emerged for ensuring the validity of these off-chain computations, each
making distinct trade-offs between complexity, cost, and finality characteristics.

Optimistic rollups adopt a fraud-proof paradigm where submitted state transi-
tions are presumed valid unless challenged within a specified time window, typically
one to seven days. During this challenge period, any observer can submit a fraud
proof demonstrating that a state transition was computed incorrectly, triggering
an on-chain verification process that either confirms the original submission or
proves the fraud and reverts the invalid state transition. This optimistic assumption
dramatically reduces computational overhead since proofs are only generated and
verified when disputes arise, and the system can maintain near-perfect EVM com-
patibility since the fraud-proof mechanism can accommodate the full complexity
of EVM execution. The primary drawback manifests in withdrawal latency, as
users must wait for the challenge period to expire before Layer-1 finality is achieved
and funds can be safely withdrawn to the main chain, though various liquidity
mechanisms have emerged to mitigate this delay for typical users.
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Validity rollups, often referred to as zero-knowledge rollups despite not all
implementations requiring zero-knowledge properties, take the opposite approach
by generating cryptographic proofs that mathematically demonstrate the correctness
of every state transition [33]. These systems employ sophisticated cryptographic
techniques, such as SNARKSs (Succinct Non-interactive Arguments of Knowledge)
or STARKSs (Scalable Transparent Arguments of Knowledge), to produce proofs
that can be verified on-chain in constant time regardless of the complexity of
the underlying computation. The implementation of these proof systems for the
EVM, termed zkEVM, represents a significant engineering achievement as it
requires encoding the entire EVM execution semantics into arithmetic circuits
or polynomial constraints that can be proven efficiently [34]. The term zkEVM
itself encompasses a spectrum of approaches ranging from full bytecode-level
compatibility, where existing Ethereum contracts can be deployed unchanged, to
high-level language compatibility, where contracts must be written in specialized
languages that compile to more proof-friendly representations.

A variant architecture known as validium extends the validity rollup concept
by decoupling data availability from data validity [35]. While traditional rollups
publish complete transaction data to Layer 1, ensuring that anyone can reconstruct
the full state, validium systems store transaction data off-chain with a separate
data availability provider and only submit validity proofs and state commitments
to Layer 1. This approach dramatically reduces Layer-1 storage costs and enables
even higher throughput, as the main chain only needs to verify succinct proofs
rather than store full transaction data. The trade-off manifests in additional trust
assumptions regarding data availability, as users must trust that the off-chain data
will remain accessible for them to generate withdrawal proofs, though various
mechanisms such as data availability committees or decentralized storage networks
can mitigate this risk.

The economics of Layer-2 systems reflect their architectural differences and
create distinct incentive structures for users and operators. Transaction fees in
rollup systems decompose into two components that reflect the dual nature of the
computation:

feer, = gasUsed, , - (baseFeey + priorityFee, ,)

execution on Layer 2

. (2.9)
+ bytespy - priceps g -

data availability on Layer 1

The execution component follows standard EVM gas accounting but at Layer-2
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prices, which are typically orders of magnitude lower than Layer 1 due to the more
centralized and efficient execution environment. The data availability component
captures the cost of publishing transaction data or state commitments to Layer
1, where bytesp, represents the compressed size of the transaction data and
pricepa_,1 ; reflects the current cost of Layer-1 block space. The introduction of
EIP-4844 has created a separate fee market for blob data specifically designed for
rollup data publication, substantially reducing this component of Layer-2 fees [36].
Validium architectures eliminate the data availability fee entirely by keeping data
off Layer 1, though they may introduce alternative costs for off-chain data storage
and availability guarantees.

Current rollup implementations typically employ centralized sequencers that
order transactions and produce blocks, improving latency and user experience
through instant soft confirmations while introducing temporary trust assumptions
in the sequencer’s behavior [37]. This centralization is mitigated through various
mechanisms including forced transaction inclusion, where users can submit
transactions directly to Layer 1 if the sequencer censors or becomes unavailable,
and escape hatches that enable users to exit the rollup even in adversarial scenarios.
The roadmap toward decentralized sequencing involves either rotating sequencer
responsibilities among a permissioned set or implementing fair ordering protocols
that prevent front-running and maximize extractable value capture, though these
mechanisms remain in active development across different rollup implementations.

An orthogonal approach to EVM scaling emerges through application-specific
blockchains, exemplified by the Avalanche platform’s subnet architecture [27].
Avalanche itself operates as an independent Layer-1 blockchain with its C-Chain
providing native EVM compeatibility, achieving high throughput through its novel
consensus protocol while maintaining full smart contract portability. Beyond
this base layer, Avalanche introduces subnets, which are sovereign blockchains
that can spawn from the primary network while implementing their own EVM-
compatible execution environments with independent validator sets and economic
parameters. This architectural pattern bears structural similarities to Ethereum’s
Layer-2 scaling approach, yet differs fundamentally in its security model: while
Ethereum rollups inherit security from the base chain through cryptographic proofs
or fraud challenges, Avalanche subnets derive their security entirely from their own
validator set, creating a distinct trust boundary. This sovereignty enables subnets
to implement custom gas tokens, modify fee schedules, enforce permissioned
access, or optimize for specific application requirements without affecting the
parent C-Chain.

The trade-off between sovereignty and shared security is explicit in this subnet
model. While rollups benefit from the accumulated security of Ethereum’s vast
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validator network through cryptographic or economic bonds, subnets operate with
complete autonomy, where security scales with the value staked by their specific
validators rather than inheriting guarantees from the underlying platform. This
independence provides a controlled experimental environment that proves valuable
for testing novel mechanisms before deployment on public networks. Subnets can
therefore serve as application-specific testing grounds where developers iterate
on economic models and governance mechanisms without the constraints or
costs associated with public mainnet deployment, though they must carefully
consider the reduced security guarantees that come from operating outside a highly
decentralized Layer-1 anchor.

The practical implications of these scaling approaches for the protocols
developed in this dissertation center on three key considerations. First, the identical
EVM execution semantics across Layer 1, Layer-2 rollups, and EVM-compatible
subnets ensure that our smart contract logic remains portable and deterministic
regardless of the deployment target, though gas optimization strategies must
account for the different cost structures. Second, the varying finality models, from
immediate soft confirmation to delayed hard finality, necessitate careful design of
settlement mechanisms that remain safe under different confirmation assumptions,
motivating the idempotent settlement routines discussed in Subsection 2.2.2. Third,
the dramatic cost differences between platforms, potentially spanning three orders
of magnitude from mainnet to subnets, enable iterative development workflows
where contracts are tested extensively on low-cost environments before production
deployment, while the experimental methodology must account for these cost
variations when evaluating economic mechanisms.



3 Optimization and Learning for
CPS

3.1 Graph-Theoretic Models and Integer Program-
ming Paradigms

Graph-theoretic representations provide the fundamental abstraction for modeling
discrete optimization problems that arise in cyber-physical systems, where entities
and their relationships naturally map to nodes and edges. In urban contexts,
road networks become directed graphs with intersections as vertices and street
segments as edges, while in organizational settings, compatibility constraints
between personnel and resources translate into bipartite matching structures. This
representational framework enables the systematic encoding of spatial, temporal,
and relational constraints that govern real-world systems, transforming complex
operational requirements into mathematically tractable formulations.

Integer Linear Programming (ILP) and its generalization, Mixed-Integer Pro-
gramming (MIP), constitute the predominant paradigm for solving combinatorial
optimization problems on these graph structures. The restriction to integer-valued
decision variables captures the inherently discrete nature of many allocation and
routing decisions: a vehicle either traverses a specific road segment or does not, a
person is assigned to exactly one office, a resource is allocated in whole units rather
than fractions. While the integrality constraints render these problems NP-hard
in general, modern solvers leverage sophisticated branch-and-bound algorithms,
cutting plane methods, and preprocessing techniques to solve practical instances
with thousands of variables and constraints within acceptable time bounds.

The strength of the ILP/MIP framework lies not merely in its computational
tractability but in its expressiveness. Linear constraints naturally encode capacity
limitations, precedence relationships, mutual exclusion requirements, and conser-
vation laws that govern physical systems. The objective function, being a linear
combination of decision variables, can represent total costs, distances, delays, or
any additive performance metric. This linearity assumption, while restrictive, often
suffices for practical applications and enables the exploitation of duality theory,
sensitivity analysis, and decomposition techniques that would be intractable for
general nonlinear formulations.

Three solution paradigms emerge as particularly relevant for cyber-physical
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applications, each addressing distinct aspects of multi-stakeholder decision-making
under uncertainty and competing objectives. The first paradigm employs minimax
objectives to ensure fairness and robustness under worst-case scenarios. Rather
than optimizing average performance, which might mask severe imbalances or
leave certain entities severely disadvantaged, the minimax formulation explicitly
minimizes the maximum cost, delay, or resource consumption experienced by any
participant. This egalitarian approach proves essential when system acceptability
depends on avoiding extreme outcomes, such as preventing any single room from
becoming overcrowded or ensuring that no vehicle experiences excessive delays.

The mathematical formulation of minimax objectives introduces an auxiliary
variable that bounds the individual costs from above, transforming the nonlinear
max operator into a set of linear constraints. Specifically, if ¢; represents the cost
incurred by entity i, the minimax objective min max; ¢; becomes min z subject
to z > ¢; for all i, where z is the auxiliary variable. This linearization preserves
optimality while maintaining compatibility with standard ILP solvers, though it
increases the problem dimensionality by one variable and adds as many constraints
as there are entities to consider.

The second paradigm, lexicographic optimization, addresses scenarios where
objectives exhibit strict priority orderings that cannot be captured by weighted-sum
scalarization. In multi-objective settings, stakeholders often express preferences
not as numerical trade-offs but as hierarchical priorities: safety must be guaranteed
before efficiency is considered, regulatory compliance takes precedence over cost
minimization, or user comfort is optimized only after capacity constraints are
satisfied. Lexicographic optimization operationalizes these priorities by solving a
sequence of optimization problems, where each successive problem incorporates
the optimal value of higher-priority objectives as constraints.

The lexicographic approach proceeds iteratively: first, the highest-priority
objective is optimized to obtain its optimal value; then, this value is fixed as
a constraint while optimizing the second-priority objective, and the process
continues through all objectives in order. This methodology guarantees Pareto
optimality while respecting the prescribed priority structure, though it requires
solving multiple optimization problems and may yield solutions that are arbitrarily
poor in lower-priority objectives if the constraint hierarchy is too restrictive.
The computational burden can be mitigated by allowing small tolerances in
the constraint enforcement, effectively trading strict lexicographic ordering for
improved lower-priority performance within acceptable bounds.

The third paradigm introduces feasibility-switching mechanisms that grace-
fully handle overconstrained problems by automatically relaxing requirements
when no feasible solution exists under the original specification. Real-world
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systems often operate under aspirational targets that may become unattainable
due to unexpected disruptions, resource limitations, or conflicting requirements.
Rather than declaring the problem infeasible and providing no solution, feasibility-
switching techniques employ a hierarchy of constraint sets, attempting to satisfy the
most stringent requirements first and progressively relaxing them until a feasible
solution emerges.

The implementation of feasibility switching typically involves binary indicator
variables that activate or deactivate constraint sets, coupled with big-M formulations
that render constraints ineffective when their corresponding indicators are zero.
Consider a capacity constraint requiring room occupancy below eighty percent: if
this proves infeasible, the system automatically switches to a fallback constraint
allowing full occupancy. The switching logic is encoded through complementary
constraints that ensure exactly one constraint set is active, while the objective
function may include penalty terms that discourage unnecessary relaxation. This
approach guarantees that some solution is always returned while maintaining
transparency about which requirements were relaxed.

These three paradigms (minimax fairness, lexicographic prioritization, and fea-
sibility switching) are not mutually exclusive but rather complementary techniques
that can be combined within a single optimization framework. A lexicographic
formulation might use minimax objectives at certain priority levels, while feasibil-
ity switching ensures that each lexicographic stage yields some solution even if
ideal targets prove unattainable. The resulting models exhibit both robustness to
uncertainty and adaptability to varying operational contexts, essential properties
for deployment in dynamic urban environments.

The computational complexity of ILP/MIP problems necessitates careful
consideration of solution quality versus computation time trade-offs. While
small instances may be solved to proven optimality using exact algorithms, larger
problems often require approximation techniques or heuristic methods. Valid
inequalities constitute a powerful class of cutting planes that strengthen the linear
programming relaxation by eliminating fractional solutions from the feasible
region while preserving all integer feasible points, thereby significantly reducing
solution times through more aggressive pruning of the branch-and-bound search
tree [38,39]. Problem-specific decomposition techniques, such as Dantzig-Wolfe
decomposition for problems with block structure [40] or Benders decomposition
for problems with complicating variables, enable the solution of problems that
would be intractable if approached monolithically [41].

Performance guarantees for polynomial-time approximation algorithms depend
critically on problem structure, revealing a fundamental dichotomy in computa-
tional complexity that governs practical solvability. For certain graph problems,
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such as minimum vertex cover or maximum matching, constant-factor approxi-
mations exist, enabling solutions within provable bounds of optimality through
efficient algorithms. Conversely, the general integer programming problem ex-
hibits a more pessimistic complexity-theoretic landscape, where the existence
of efficient approximation schemes would imply the unexpected resolution of
foundational questions in theoretical computer science regarding the relationship
between deterministic and nondeterministic polynomial-time computation. This
theoretical barrier manifests practically as an inherent trade-off: as we seek
approximations with tighter optimality guarantees, the required computational
effort grows prohibitively, often matching or exceeding that of exact solution
methods. The identification of special cases where efficient algorithms exist—such
as totally unimodular constraint matrices that guarantee integer vertices in the
linear programming relaxation, or network flow problems that admit polynomial
(time exact solutions through specialized algorithms) guides the modeling process
toward formulations that exploit these structural properties. This awareness of
computational boundaries shapes not merely the choice of solution algorithm but
the very formulation of the optimization model itself, encouraging reformulations
that transform intractable problems into sequences of tractable subproblems or
relaxations that preserve essential solution characteristics while enabling efficient
computation.

The transition from theoretical formulation to practical implementation requires
careful attention to numerical stability, solver selection, and parameter tuning.
Modern commercial solvers like CPLEX (IBM ILOG CPLEX Optimizer; IBM)
and Gurobi (Gurobi Optimizer; Gurobi Optimization, LL.C) incorporate decades
of algorithmic improvements and can exploit problem structure through automatic
reformulation, symmetry detection, and parallel processing. Open-source alter-
natives such as CBC (COIN-OR Branch-and-Cut; COIN-OR Foundation) and
SCIP (Solving Constraint Integer Programs; developed at the Zuse Institute Berlin)
provide comparable functionality for many applications while enabling deeper
customization. The choice of solver, along with decisions about preprocessing,
cutting plane generation, and branching strategies, can affect solution times by
orders of magnitude for the same mathematical model.
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3.2 Model Predictive Control with LSTM-Based Sys-
tem Identification

Model Predictive Control represents a sophisticated control methodology that
distinguishes itself from classical feedback approaches through its explicit in-
corporation of future behavior predictions into current control decisions. At its
core, MPC operates by solving an optimization problem at each control instant,
considering a finite prediction horizon while respecting system constraints and
performance objectives. This receding-horizon philosophy, where the optimization
window continuously shifts forward in time, enables the controller to anticipate
future system evolution and preemptively adjust control actions, rather than merely
reacting to observed deviations.

The fundamental challenge in deploying MPC for complex cyber-physical
systems lies in obtaining accurate predictive models that capture the intricate
dynamics of real-world processes. Traditional physics-based modeling approaches,
while providing interpretable representations grounded in first principles, often
struggle with nonlinear phenomena, time-varying parameters, and the presence
of unmeasured disturbances. Building thermal dynamics, for instance, involve
complex heat transfer mechanisms, occupancy patterns, and weather-dependent
behaviors that resist precise analytical characterization. Similarly, traffic flow
exhibits emergent properties arising from individual driver decisions, infrastructure
constraints, and stochastic events that challenge conventional modeling paradigms.

Long Short-Term Memory (LSTM) networks emerged from the recognition
that standard recurrent neural architectures suffer from vanishing and exploding
gradient problems when learning long-term temporal dependencies [42]. The
LSTM architecture introduces a sophisticated gating mechanism (comprising input,
forget, and output gates) that selectively retains, updates, and exposes information
across time steps. This controlled information flow through the cell state enables
LSTMs to maintain relevant historical context over extended sequences, making
them particularly suited for modeling systems where current behavior depends on
events from the distant past. The gates themselves are learned during training,
allowing the network to automatically discover which temporal patterns and
dependencies are most relevant for accurate prediction.

The synergy between MPC and LSTM architectures arises from their comple-
mentary strengths. While MPC provides a principled optimization framework for
constraint-aware decision-making, it requires accurate multi-step-ahead predic-
tions to compute effective control trajectories [43]. LSTMs, having demonstrated
exceptional capability in sequence-to-sequence learning tasks, naturally fulfill this
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requirement by learning complex temporal mappings from historical data. The
learned LSTM model serves as the prediction engine within the MPC formulation,
transforming the control problem from one requiring explicit system identification
to one leveraging data-driven function approximation.

Training an LSTM for integration with MPC involves several methodological
considerations that extend beyond standard supervised learning practices. The
prediction model must not only minimize one-step-ahead forecast errors but
also maintain accuracy over the entire prediction horizon employed by the MPC
controller. This requirement motivates the use of multi-step-ahead loss functions
during training, where the network is penalized for prediction errors at multiple
future time steps. Teacher forcing, a training technique where ground-truth values
are fed as inputs during the learning phase, accelerates convergence but can create
a mismatch between training and deployment conditions [44,45]. To address this
exposure bias, scheduled sampling gradually transitions from teacher forcing to
using the model’s own predictions as inputs, improving robustness to prediction
errors that accumulate during multi-step forecasting.

The temporal structure of the training data significantly influences model
performance. Time series from cyber-physical systems often exhibit multiple
periodicities (daily, weekly, and seasonal patterns) alongside trend components and
irregular variations. The training dataset must be sufficiently rich to capture these
diverse temporal scales while avoiding overfitting to specific historical episodes.
Data augmentation techniques, such as adding controlled noise or generating
synthetic trajectories through simulation, can enhance model generalization,
particularly when historical data is limited or does not fully explore the operational
envelope.

Validation of LSTM-based predictive models for MPC applications requires
assessment beyond conventional machine learning metrics. While mean squared
error and other point-wise accuracy measures provide useful diagnostics, the
ultimate validation criterion is closed-loop control performance. This necessitates
evaluating how prediction errors propagate through the MPC optimization and
affect tracking accuracy, constraint satisfaction, and control effort. Monte Carlo
simulations with randomized initial conditions and disturbance sequences reveal
the robustness of the integrated system, while hardware-in-the-loop testing provides
final validation before deployment.

The computational architecture for real-time implementation presents additional
design considerations. The LSTM inference must execute within the sampling
period of the control system, potentially on edge devices with limited computational
resources. Model compression techniques, including pruning, quantization, and
knowledge distillation, can reduce the computational footprint while preserving
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prediction accuracy. The MPC optimization itself benefits from warm-starting
strategies, where the solution from the previous time step initializes the current
optimization, reducing iteration counts and ensuring timely completion.

The integration of learning-based components into safety-critical control
systems raises important questions about reliability and interpretability. Unlike
physics-based models whose behavior can be analyzed through established control-
theoretic tools, LSTM predictions may exhibit unexpected behaviors outside the
training distribution. Techniques for uncertainty quantification, such as ensemble
methods or Bayesian neural networks, provide confidence bounds on predictions
that can be incorporated into robust MPC formulations. These approaches enable
the controller to adopt conservative strategies when prediction uncertainty is high,
trading performance for safety.

The described architecture, combining the systematic optimization of MPC
with the adaptive modeling capacity of LSTMs, establishes a flexible framework for
controlling complex cyber-physical systems. The methodology adapts to diverse
application domains (from building climate control to traffic management—by
learning domain-specific dynamics from data while maintaining the constraint-
handling and multi) objective optimization capabilities essential for practical
deployment.
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3.3 Deep Reinforcement Learning for Sequential
Decision-Making

Reinforcement Learning (RL) constitutes a computational paradigm wherein
agents learn optimal behavioral policies through iterative interactions with an
environment, receiving scalar feedback signals that encode the desirability of
state-action pairs. Unlike supervised learning, which relies on labeled examples of
correct input-output mappings, and unsupervised learning, which discovers latent
structure in unlabeled data, reinforcement learning addresses the fundamental
problem of learning what actions to take, in which situations, to maximize a notion
of cumulative reward over time. The theoretical foundations of RL rest upon the
framework of Markov Decision Processes (MDPs), which provide a mathematically
tractable formalization of sequential decision-making under uncertainty, while
modern deep reinforcement learning (DRL) extends these classical methods by
leveraging neural networks as function approximators, enabling the treatment of
high-dimensional state and action spaces that characterize real-world cyber-physical
systems.

The canonical MDP formulation comprises a five-tuple (S, A, 7, R, y), where
S denotes the state space encompassing all possible configurations of the environ-
ment, A represents the action space available to the agent, 7 : SXAXS — [0, 1]
defines the state transition probability function encoding the environment’s dy-
namics, R : S X A — R specifies the immediate reward function, and y € [0, 1)
serves as the discount factor that controls the trade-off between immediate and
future rewards [46,47].

The Markov property, which asserts that future states depend only on the current
state and action rather than the entire history, enables tractable solution methods
while remaining sufficiently expressive to model a broad class of sequential decision
problems. An agent’s behavior is characterized by a policy 7 : § — P(A),
mapping states to probability distributions over actions, with the objective of
finding an optimal policy 7* that maximizes the expected discounted cumulative
reward, formalized as the value function or its action-value counterpart.

Among the constellation of algorithms developed for solving MDPs in the rein-
forcement learning context, policy gradient methods have emerged as particularly
effective for continuous control problems and scenarios with large or continuous
action spaces. These methods directly optimize parameterized policies through
gradient ascent on expected returns, circumventing the need for explicit value func-
tion estimation that characterizes value-based approaches such as Q-learning [48].
The theoretical elegance of policy gradient approaches, first formalized through
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the policy gradient theorem, establishes that the gradient of expected returns can
be estimated through Monte Carlo sampling without requiring knowledge of the en-
vironment dynamics, a property that proves invaluable when dealing with complex
cyber-physical systems where accurate models are difficult to obtain. However, the
vanilla policy gradient formulation suffers from high variance in gradient estimates
and sensitivity to step size selection, where excessively large updates can catas-
trophically degrade previously learned behaviors while conservative steps result
in prohibitively slow convergence. These limitations motivated the development
of natural policy gradient methods that incorporate Fisher information to achieve
invariance to policy parameterization, though at substantial computational cost,
and subsequently led to trust region policy optimization approaches that explicitly
constrain the magnitude of policy updates through KL-divergence penalties be-
tween successive policies. Proximal Policy Optimization (PPO), emerging from
this evolutionary trajectory as an ingenious simplification of trust region methods,
achieves comparable performance through a clipped surrogate objective that im-
plicitly enforces trust region constraints without requiring complex second-order
optimization or conjugate gradient procedures [49]. The clipped objective function,
which takes the minimum between the standard importance-weighted advantage
estimate and a pessimistically clipped version, elegantly prevents both excessively
large policy improvements that might destabilize training and the exploitation
of advantage estimation errors that plague importance sampling methods. This
balance between theoretical rigor and computational practicality has established
PPO as a de facto standard for practical applications, particularly in domains where
sample collection is expensive or where training robustness across diverse initial
conditions is paramount, characteristics that precisely match the requirements of
urban cyber-physical systems where real-world deployment demands both sample
efficiency and reliable convergence.

The core innovation of PPO lies in its treatment of the policy optimization
problem through a surrogate objective that approximates the true policy gradient
while incorporating safeguards against excessive updates. Rather than directly
maximizing the expected return, PPO optimizes a clipped probability ratio that
effectively limits the magnitude of policy changes between successive iterations,
preventing the algorithm from taking overly aggressive steps that might lead to
performance degradation. The clipping mechanism operates by computing the
ratio between the new and old policy probabilities for each state-action pair, then
constraining this ratio to lie within a specified range, typically parameterized
by a hyperparameter (€). This approach elegantly sidesteps the computational
complexity of second-order methods while retaining their stability benefits, making
PPO particularly well-suited for problems where the policy must be refined
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over extended training periods without manual intervention or hyperparameter
scheduling.

A critical consideration in applying reinforcement learning to real-world
problems involves the design of reward functions that accurately capture the
desired behavior while remaining learnable through exploration. Reward shaping,
the practice of augmenting or modifying the natural reward signal to accelerate
learning or guide exploration, represents both an opportunity and a challenge in
practical deployments. While carefully designed shaped rewards can dramatically
improve sample efficiency and convergence speed, poorly conceived modifications
may introduce unintended biases or lead to suboptimal policies that exploit the
shaped signal rather than solving the true underlying task. The principle of
potential-based reward shaping provides theoretical guarantees that certain forms
of reward augmentation preserve optimal policies, allowing domain knowledge
to be incorporated without fundamentally altering the problem structure. This
theoretical foundation enables practitioners to encode prior knowledge about
desirable intermediate behaviors, safety constraints, or efficiency objectives while
maintaining convergence to globally optimal solutions.

The challenge of multi-objective optimization frequently arises in cyber-
physical systems, where multiple, potentially conflicting performance criteria
must be balanced. Scalarization techniques transform vector-valued reward
signals into scalar quantities suitable for standard RL algorithms, with linear
scalarization representing the simplest approach through weighted combination
of individual objectives. More sophisticated methods, including lexicographic
ordering and Pareto-based approaches [50,51], provide alternative frameworks
for handling objective trade-offs, each with distinct implications for the resulting
policies and computational requirements [52,53]. The choice of scalarization
scheme profoundly influences the learned behavior, determining not only the final
performance across different metrics but also the exploration dynamics during
training and the interpretability of the resulting policies.

Curriculum learning strategies address the sample complexity challenge by
structuring the learning process as a progression through increasingly difficult
tasks, mirroring pedagogical principles from human education [54]. Rather
than immediately confronting the agent with the full complexity of the target
domain, curriculum learning begins with simplified scenarios that establish
fundamental skills, gradually introducing additional challenges as competence
develops. This approach can dramatically accelerate convergence, particularly in
domains with sparse rewards or complex hierarchical structure, by ensuring that
the agent maintains a reasonable success rate throughout training. The curriculum
design itself becomes a critical consideration, requiring careful sequencing of
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task difficulty, appropriate metrics for assessing readiness for progression, and
mechanisms for preventing catastrophic forgetting of earlier skills.

Evaluation of reinforcement learning systems demands careful consideration
of multiple performance dimensions beyond simple reward accumulation. Sample
efficiency, measuring the amount of environment interaction required to achieve a
given performance level, assumes particular importance in domains where data
collection is expensive or time-consuming. Generalization capability, assessed
through performance on previously unseen scenarios or parameter configurations,
determines the practical applicability of learned policies beyond the training distri-
bution. Robustness to distribution shift, quantified through systematic perturbation
of environment dynamics or observation noise, characterizes the reliability of
deployed systems under real-world variability. These evaluation criteria, together
with computational requirements and interpretability considerations, inform the
selection and refinement of algorithms for specific application domains.



42 3. Optimization and Learning for CPS

3.4 User Segmentation through Clustering and Co-
hesion Metrics

Unsupervised clustering constitutes a fundamental pillar in the analysis of hetero-
geneous cyber-physical systems, where the inherent diversity of users, devices,
and operational contexts precludes simple, uniform treatment. The challenge of
partitioning complex, multi-dimensional populations into meaningful subgroups
extends far beyond the mechanical application of clustering algorithms, encom-
passing critical decisions about feature representation, distance metrics, cluster
validation, and the operationalization of results in distributed environments. The
apparent simplicity of clustering (grouping similar entities together) belies the
profound technical challenges that arise when these techniques must operate on
mixed-type data, adapt to temporal dynamics, provide verifiable results in trustless
settings, and yield actionable insights for real-time control systems.

The K-means algorithm, despite its conceptual elegance and decades-long
history, remains remarkably relevant for modern cyber-physical applications due to
its computational efficiency and amenability to distributed implementation [55,56].
However, deploying K-means effectively in urban systems requires addressing
multiple interconnected challenges that span theoretical, algorithmic, and systems-
level considerations. The non-convex optimization landscape leads to sensitivity
to initialization and local minimum, necessitating careful analysis of convergence
properties and initialization strategies. The assumption of spherical clusters with
equal variance often conflicts with the natural structure of real-world data, requiring
sophisticated validation metrics that can detect and quantify violations of these
assumptions. The presence of mixed continuous and categorical features in cyber-
physical datasets invalidates the standard Euclidean distance, demanding alternative
metrics that respect the heterogeneous nature of the feature space. Furthermore,
the dynamic nature of urban systems introduces temporal considerations that static
clustering cannot address, while the decentralized architecture of blockchain-based
systems imposes stringent requirements on how clustering models are stored,
transmitted, and verified across trust boundaries.

The introduction of the normalized mean squared distance metric (described
as ynmsdin in Chapter 9) addresses a specific but critical gap in cluster evaluation:
the need for scale-invariant, interpretable measures of cluster cohesion that remain
meaningful across different feature spaces, dataset sizes, and application domains.
Traditional metrics such as inertia or sum of squared errors are heavily influenced
by the absolute scale of features and the number of observations, making cross-
domain comparisons problematic. The normalization strategy must account for
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both the intrinsic variability of the data and the expected behavior under null
models, requiring careful mathematical formulation and empirical validation.

This section provides a comprehensive treatment of these multifaceted chal-
lenges, establishing the theoretical foundations necessary for the practical deploy-
ment of clustering in the subsequent chapters.

3.4.1 K-means Algorithm and Convergence Properties

The K-means algorithm partitions a dataset of n observations into k clusters
by iteratively refining cluster assignments and centroid positions to minimize
the within-cluster sum of squared distances. Given a set of feature vectors
X = {x1,X2,...,X,} where x; € R?, the algorithm seeks to find k cluster centroids
C = {c1,¢2,...,¢c} and corresponding cluster assignments that minimize the
total inertia, defined as the sum of squared Euclidean distances between each point
and its assigned centroid.

The iterative procedure alternates between two phases: the assignment step,
where each observation is allocated to the cluster whose centroid is nearest
according to the Euclidean metric, and the update step, where each centroid is
recomputed as the mean of all observations currently assigned to that cluster.
This alternating optimization guarantees monotonic decrease of the objective
function, though convergence to a global minimum is not assured due to the non-
convex nature of the optimization landscape. The quality of the final clustering
depends critically on the initial centroid positions, motivating various initialization
strategies that balance computational cost with solution quality.

Standard initialization methods include random selection from the dataset,
which offers simplicity but high variance in solution quality, and the K-means++
algorithm, which selects initial centroids through a probabilistic scheme that favors
spatial dispersion [57]. The latter approach provides theoretical guarantees on
the expected approximation ratio relative to the optimal clustering, though at
increased computational cost during initialization. In practice, multiple runs with
different random seeds are often employed, selecting the solution with minimum
final inertia to mitigate the impact of poor local minima.

3.4.2 Normalized Mean Squared Distance Metric

While the standard within-cluster sum of squares provides a natural optimization
target, comparing cluster quality across different feature scales, dimensionalities, or
dataset sizes requires normalized metrics. The normalized mean squared distance,
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denoted ynmsd, addresses these limitations by accounting for both the inherent
variance in the feature space and the expected distances under random clustering.

For a given clustering configuration with k clusters, let S; denote the set
of observations assigned to cluster i with centroid ¢;. The normalized mean
squared distance for cluster i is computed by first calculating the mean squared
distance from the centroid, then normalizing by a reference scale that captures
the characteristic spread of the data. This reference scale can be derived from the
total variance of the dataset, the average inter-cluster distance, or domain-specific
thresholds that reflect meaningful distinctions in the application context.

The aggregate cohesion metric ynmsg combines the individual cluster con-
tributions through a weighted average, where weights may reflect cluster sizes,
importance factors derived from domain knowledge, or uniform weighting for
balanced assessment. Values approaching zero indicate tight, well-separated
clusters, while larger values suggest either poor cluster definition or inherent
overlap in the feature space. This normalization enables meaningful comparisons
across different clustering runs, parameter settings, or even different datasets within
the same application domain.

3.4.3 Optimal Cluster Number Selection

Determining the appropriate number of clusters remains a fundamental challenge
in unsupervised learning, as the true number of natural groupings is rarely known
a priori. The elbow method provides a heuristic approach by plotting the total
within-cluster sum of squares against the number of clusters and identifying
the point where the rate of decrease sharply diminishes. This inflection point,
resembling an elbow in the curve, suggests a balance between model complexity
and explanatory power.

However, the elbow point is often ambiguous in real datasets, particularly
when clusters exhibit varying densities or non-spherical shapes. The silhouette
coefficient offers a complementary perspective by quantifying how similar each
observation is to its assigned cluster compared to neighboring clusters. For each
observation, the silhouette value ranges from -1 to 1, where positive values indicate
appropriate assignment and negative values suggest potential misclassification.
The average silhouette coeflicient across all observations provides a global measure
of clustering quality that peaks at the optimal number of clusters.

Additional validation indices, such as the Calinski-Harabasz [58] score and
the Davies-Bouldin [59] index, provide alternative perspectives on cluster validity
by considering different aspects of cluster separation and compactness. Cross-
validation approaches can also be adapted to clustering by holding out portions of
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the data and assessing the stability of cluster assignments or the predictive power
of the learned centroids on unseen observations.

3.4.4 Mixed-Type Features and Distance Metrics

Cyber-physical systems often generate heterogeneous data combining continuous
measurements, categorical attributes, and discrete counts, necessitating careful
consideration of distance metrics. The standard Euclidean distance assumes all
features are continuous and equally scaled, which rarely holds in practice. Feature
standardization through z-score normalization or min-max scaling addresses scale
disparities but does not handle categorical variables.

For mixed-type data, Gower’s distance provides a unified framework by
computing partial distances for each feature type and combining them through
weighted averaging [60]. Continuous features contribute squared differences after
appropriate scaling, binary features contribute simple matching coefficients, and
categorical features contribute indicator functions for equality. The weights can be
adjusted to reflect the relative importance of different feature types or to account
for missing values through available-case analysis.

Alternative approaches include encoding categorical variables as binary indi-
cators through one-hot encoding, though this can lead to high-dimensional sparse
representations that complicate distance calculations and increase computational
requirements. Embedding methods that map categorical values to continuous
representations learned from data offer a middle ground, preserving semantic
relationships while maintaining computational tractability.

3.4.5 Distributed Storage and Verification

In decentralized systems where clustering results must be shared and verified
across multiple nodes, efficient representation and validation of cluster models
become critical concerns. Storing complete cluster memberships for large datasets
would be prohibitive, both in terms of storage requirements and verification
complexity. Instead, compact representations focusing on cluster centroids and
summary statistics enable efficient validation while preserving privacy.

Each cluster can be characterized by its centroid coordinates, the number of
assigned observations, and dispersion metrics such as the covariance matrix or
radius containing a specified percentage of members. These parameters, typically
requiring only O (kd) storage for k clusters in d dimensions, can be serialized into
standardized formats and committed to distributed ledgers through cryptographic
hashes. Subsequent classification of new observations requires only the centroids
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and distance calculations, enabling efficient on-chain verification without exposing
individual data points.

The validation process involves computing distances from a query point to all
stored centroids and assigning membership based on the nearest neighbor rule.
For probabilistic assignments, the distances can be transformed into membership
probabilities through softmax normalization or Gaussian mixture model inter-
pretations. Into a blockchain environment, smart contracts can implement these
calculations directly when the dimensionality is modest, or can verify proof of
correct computation when the calculations are performed off-chain, balancing
computational cost with trust requirements.

3.4.6 Temporal Dynamics and Incremental Updates

Static clustering assumes that the underlying population characteristics remain
constant, yet cyber-physical systems often exhibit temporal variations in user
behavior, environmental conditions, or system states. Incremental clustering
algorithms address this challenge by updating cluster assignments and centroids
as new observations arrive, avoiding complete reclustering while adapting to
distribution shifts.

Online K-means variants process observations sequentially, updating the nearest
centroid through exponentially weighted moving averages that balance stability
with responsiveness. The learning rate parameter controls this trade-off, with
smaller values preserving historical patterns and larger values rapidly adapting to
new data. Adaptive learning rates that decrease over time or increase in response
to detected distribution shifts provide additional flexibility.

Change detection mechanisms monitor clustering quality metrics over time,
triggering complete reclustering when the incremental updates can no longer ade-
quately represent the current data distribution. Statistical tests comparing current
observations to historical cluster profiles, tracking the fraction of observations
falling outside established cluster boundaries, or monitoring the stability of cluster
assignments across sliding windows provide signals for when comprehensive
model updates are necessary. These mechanisms ensure that the clustering model
remains representative while avoiding unnecessary computational overhead from
frequent complete reclustering.
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3.5 Algorithmic Decision Framework for Cyber-
Physical Systems

The taxonomy establishes a systematic mapping from fundamental problem
characteristics of state-space dimensionality, temporal coupling, stochasticity,
and multi-agent interactions to their corresponding algorithmic families, thereby
providing clear criteria for selecting among exact optimization through ILP/MIP
formulations, predictive control via MPC augmented with learned dynamics
models, or adaptive policies acquired through reinforcement learning paradigms.
Each method occupies a distinct position in the complexity-performance spectrum:
ILP/MIP provides global optimality guarantees for discrete problems with moderate
dimensionality but requires complete problem specification and scales poorly
with instance size; MPC+LSTM balances model-based prediction with receding-
horizon optimization, excelling in systems with measurable dynamics and explicit
constraints but demanding accurate system identification; DRL offers model-free
adaptation to complex, partially observable environments at the cost of sample
efficiency and interpretability.

Beyond these core methodologies, auxiliary techniques complement the de-
cision layer when specific data-processing needs arise. Unsupervised clustering
via K-means, for instance, segments heterogeneous user populations into homoge-
neous groups, enabling personalized control strategies without explicit labeling.
This is a capability particularly valuable in building automation contexts where
occupant preferences vary significantly but ground-truth categories are unavailable.
The normalized mean squared distance metric, expressed as ynmsd, provides a
scale-invariant measure of cluster cohesion, facilitating cross-domain comparisons
and on-chain validation through compact centroid representations. The technical
details of such clustering approaches, including mixed-type distance metrics and
distributed storage mechanisms, are deferred to their specific application contexts
in subsequent chapters.

The toolkit operationalizes these algorithmic choices through standardized
interfaces, benchmark suites, and evaluation protocols that ensure reproducibility
across diverse application domains. Reference implementations employ consistent
design patterns that encompass modular architectures, explicit state management,
and comprehensive logging capabilities, thereby facilitating both standalone ex-
perimentation and integration with the blockchain-based trust layer. Performance
metrics span multiple dimensions, from computational efficiency metrics such as
runtime, memory footprint, and gas costs for on-chain components to solution
quality indicators including optimality gaps, constraint violations, and convergence
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rates, while robustness assessment encompasses sensitivity to initialization, gener-
alization across problem instances, and performance degradation under adversarial
inputs. This multi-criteria evaluation framework acknowledges that no single
algorithm dominates across all cyber-physical contexts; instead, the appropriate
choice depends on the specific trade-offs between solution quality, computational
resources, real-time constraints, and verification requirements that characterize
each application domain.



4 Methodological Architecture and
Experimental Protocols

The systematic investigation of cyber-physical systems necessitates a rigorous
methodological framework that transcends the boundaries of individual application
domains while maintaining the specificity required for meaningful empirical
validation. This chapter establishes the foundational infrastructure upon which the
experimental contributions of this dissertation rest, delineating the computational
tools, architectural patterns, and validation protocols that enable reproducible
and transferable research outcomes across the diverse spectrum of applications
spanning from autonomous mobility to intelligent building management.

The methodological architecture presented herein emerges from the recognition
that the complexity inherent in modern cyber-physical systems demands not merely
sophisticated algorithms or advanced technologies, but rather a holistic integration
framework that orchestrates multiple computational paradigms within a unified
conceptual structure. The development of such a framework requires careful
consideration of the tensions between generality and specificity, between theoretical
elegance and practical constraints, and between computational optimality and
real-time feasibility.

The organization of this chapter reflects the hierarchical nature of the method-
ological framework itself, proceeding from high-level architectural patterns through
specific technical implementations to conclude with rigorous validation protocols.
Section 4.1 introduces the three-layer architectural pattern that recurs throughout the
dissertation, establishing the conceptual foundation for systematic decomposition
of complex cyber-physical control problems. Section 4.2 provides comprehensive
documentation of the simulation and development infrastructure, encompassing
traffic modeling through SUMO, building energy simulation via EnergyPlus,
blockchain development using Hardhat, and machine learning implementations
leveraging state-of-the-art frameworks. Section 4.3 establishes the statistical
validation framework and performance metrics that ensure rigorous empirical
assessment. Section 4.4 addresses implementation challenges and their mitigation
strategies, while Section 4.5 synthesizes these elements into a unified experimental
protocol that guides the empirical investigations presented in subsequent chapters.

49
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4.1 Unified Methodological Framework

The systematic investigation of cyber-physical systems demands a methodological
architecture that transcends individual application boundaries while preserving
the specificity required for empirical validation. The framework presented herein
emerges from the recognition that complex distributed systems, regardless of
their specific domain, exhibit recurring patterns in their fundamental challenges:
establishing data integrity in untrusted environments, making intelligent decisions
under uncertainty, and bridging the gap between computational intelligence and
physical actuation.

The theoretical foundations and computational primitives delineated thus
far converge toward the construction of an integrated methodological scaffold
that transcends isolated technical contributions. The subsequent exposition
synthesizes these disparate elements into cohesive architectural patterns and
operational protocols that constitute the methodological substrate upon which
the specific research contributions are constructed. This synthesis transforms
abstract computational concepts and isolated technical mechanisms into actionable
frameworks that demonstrate consistent efficacy across the investigated cyber-
physical domains, establishing not merely a collection of techniques but rather
a unified methodological philosophy that guides the systematic investigation of
complex distributed systems.

4.1.1 The Three-Layer Architectural Pattern

The decomposition of cyber-physical control problems into three distinct yet
interconnected layers represents a fundamental design principle that emerges
consistently across the investigated domains. This stratification, far from being an
arbitrary organizational choice, reflects the natural separation of concerns inherent
in systems that must simultaneously ensure data trustworthiness, compute optimal
decisions, and execute actions in physical environments. Each layer encapsulates
specific functionalities while maintaining well-defined interfaces that facilitate
both vertical integration within a single system and horizontal composition across
multiple domains.

Layer 1: Data Integrity and Trust Mechanisms. The foundational layer
establishes the cryptographic and distributed consensus infrastructure necessary
for operating in environments where data sources cannot be implicitly trusted.
At its core, this layer employs one-way cryptographic hash functions to create
tamper-evident fingerprints of system states and events, with the SHA-256 algo-
rithm providing the requisite collision resistance and avalanche properties. The
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construction of Merkle trees atop individual hashes enables efficient verification
of data subset membership with logarithmic complexity, creating hierarchical
commitment structures that scale to large datasets while maintaining constant-size
root proofs.

The integration of blockchain technology within this layer transcends simple
data storage, establishing temporal ordering through cryptographically-linked
blocks and enabling programmable trust through smart contracts. The notarization
workflow transforms ephemeral system observations into immutable records, while
consensus mechanisms with dynamic thresholds adapt validation requirements
based on contextual factors. The mathematical foundation for these adaptive
thresholds incorporates severity metrics normalized to the interval [0, 1] and
temporal decay functions that prevent indefinite postponement of decisions while
maintaining robustness against premature acceptance.

JSON canonicalization addresses the critical challenge of ensuring determinis-
tic serialization across heterogeneous implementations, establishing a bijective
mapping between logical data structures and their canonical representations. This
standardization proves essential when multiple independent nodes must reach
consensus on data equality without centralized coordination, as even semantically
equivalent JSON objects might produce different hash values without proper
canonicalization.

Layer 2: Intelligent Decision Making. The intermediate layer encompasses
the algorithmic intelligence that transforms verified observations into optimal or
near-optimal action policies. The computational approaches employed at this layer
span multiple paradigms, from model-free reinforcement learning that discovers
policies through environmental interaction to model-based predictive control that
exploits explicit system dynamics for anticipatory optimization.

Deep Reinforcement Learning architectures, particularly those employing
policy gradient methods with function approximation, enable adaptive behav-
ior in stochastic environments where traditional control approaches fail due to
dimensionality or uncertainty. The modular decomposition of these learning
systems, wherein specialized agents handle tractable subproblems before policy
composition, addresses the computational intractability of monolithic approaches
while preserving convergence guarantees under appropriate assumptions.

Model Predictive Control formulations introduce receding-horizon optimization
that naturally handles state and input constraints while providing robustness through
feedback. The integration of Long Short-Term Memory networks for system
identification enables these controllers to capture complex temporal dependencies
and non-linear dynamics that characterize real-world cyber-physical systems. The
lexicographic optimization framework employed for multi-objective scenarios
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provides a principled approach to handling competing goals, solving a sequence
of constrained problems that maintain higher-priority objective values while
optimizing lower-priority criteria.

For discrete resource allocation problems, Integer Linear Programming pro-
vides globally optimal solutions through systematic exploration of the feasible
region, with modern branch-and-cut algorithms achieving practical solve times
for problems of moderate scale. The unsupervised learning components, particu-
larly clustering algorithms for behavioral categorization, operate without labeled
training data, discovering latent patterns that inform both real-time decisions and
long-term system adaptation.

Layer 3: System Actuation and Validation. The uppermost layer manages the
critical transition from computational decisions to physical actions, implementing
the interfaces and protocols necessary for real-world deployment. This layer
encompasses not merely the mechanical execution of computed policies but also
the validation infrastructure that ensures actions achieve their intended effects
while maintaining system safety and stability.

The actuation mechanisms employ domain-specific interfaces that abstract
hardware heterogeneity while providing deterministic execution guarantees. In
vehicular applications, this manifests through traffic control protocols that manipu-
late vehicle trajectories and signal timings, while building automation scenarios
require integration with HVAC actuators and occupancy sensors. The abstraction
provided at this layer enables the same decision-making components to control
diverse physical systems through standardized command interfaces.

Smart contract interactions at this layer extend beyond simple state updates to
encompass complex workflows involving conditional execution, event emission,
and cross-contract calls. The implementation of token economics creates incentive
alignment between individual participants and system-wide objectives, with
reputation scores evolving according to contribution quality and consistency.
These economic mechanisms, grounded in game-theoretic principles, ensure that
rational participants find cooperation more profitable than defection, thereby
maintaining system integrity without centralized enforcement.

The validation framework operates continuously, comparing predicted out-
comes against observed reality and triggering corrective actions when deviations
exceed acceptable thresholds. This closed-loop architecture ensures that the
system maintains responsiveness to environmental changes and modeling errors,
with performance metrics flowing back to influence future decision-making and
potentially trigger model retraining or architectural adaptation.
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4.1.2 Cross-Domain Applicability and Methodological Transfer

The power of the three-layer architecture lies not in its application to any single
domain but in its demonstrated transferability across radically different cyber-
physical contexts. This transferability emerges from careful abstraction of domain-
independent computational patterns coupled with well-defined specialization
points that accommodate context-specific requirements without compromising
architectural integrity.

The transformation from autonomous vehicle coordination to intelligent build-
ing management exemplifies this methodological transfer. In mobility applications,
cryptographic hashes identify unique intersections, consensus mechanisms validate
traffic events, and reinforcement learning optimizes routing decisions. The same
architectural skeleton, when applied to building systems, employs hashes for
consumption profile identification, consensus for data notarization, and predic-
tive control for HVAC optimization. The fundamental computational patterns
remain invariant while their instantiation adapts to domain-specific constraints and
objectives.

The abstraction process identifies computational primitives that transcend
application boundaries. Cryptographic commitments, whether applied to inter-
section topology or energy consumption patterns, follow identical mathematical
principles. Optimization algorithms modify their objective functions and constraint
sets according to domain requirements while preserving fundamental solution
strategies. The consensus layer adapts its thresholds and timing parameters but
maintains consistent voting semantics and Byzantine fault tolerance properties.

Specialization occurs through three primary mechanisms: parameter configu-
ration, interface adaptation, and objective redefinition. Parameter configuration
adjusts numerical constants such as consensus thresholds, learning rates, and
prediction horizons to match domain-specific dynamics. Interface adaptation
maps abstract commands to concrete actuators, translating high-level decisions
into domain-appropriate actions. Objective redefinition reformulates optimiza-
tion goals while preserving the mathematical structure of the solution approach,
enabling algorithm reuse across diverse applications.

The systematic documentation of successful transfers and failed attempts estab-
lishes empirical boundaries for methodological applicability. Not all techniques
transfer with equal success; the effectiveness of specific approaches depends on
structural similarities between source and target domains. Temporal dynamics,
state space characteristics, and constraint patterns influence transfer success rates,
with closely related domains exhibiting higher transfer efficiency than disparate
applications. This accumulated knowledge guides future transfer attempts, sug-



54 4. Methodological Architecture and Experimental Protocols

gesting appropriate adaptation strategies and identifying potential pitfalls before
implementation.

The architectural pattern thus provides both a descriptive framework for
understanding existing cyber-physical systems and a prescriptive methodology
for developing new applications. By maintaining consistent structure while
permitting domain-specific customization, the framework achieves an optimal
balance between standardization and flexibility, establishing a foundation for
systematic advancement of cyber-physical system engineering across diverse
application domains.
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4.2 Simulation and Development Toolchain

The computational infrastructure underpinning the research presented in this
dissertation encompasses a comprehensive suite of simulation environments and
development frameworks, each meticulously selected to address the unique require-
ments of cyber-physical systems modeling across multiple application domains.
The integration of these heterogeneous platforms necessitates a sophisticated
orchestration methodology that preserves the fidelity of domain-specific dynamics
while enabling cross-layer communication and control architectures.

4.2.1 Traffic and Urban Mobility Simulation Environment

The selection of simulation infrastructure for urban mobility studies necessitates
careful consideration of the trade-off between microscopic fidelity and computa-
tional tractability. The methodology adopted employs the Simulation of Urban
Mobility (SUMO) platform, chosen after systematic evaluation against alternative
frameworks including VISSIM, MATSim, and Paramics [61]. The decisive factors
favoring SUMO encompass its open-source architecture enabling deep customiza-
tion, the availability of programmatic runtime control through the Traffic Control
Interface (TraCl), and demonstrated scalability to city-scale networks exceeding
10° edges without prohibitive computational overhead [62].

The methodological requirement for real-time intervention capabilities during
simulation execution eliminates purely analytical or mesoscopic approaches that
sacrifice individual vehicle controllability for computational efficiency. The
TraClI protocol provides synchronous state observation and control injection at
configurable time steps, typically set at 1Hz for strategic planning applications
or up to 10Hz for safety-critical scenarios. This temporal granularity proves
sufficient for validating learning-based controllers while maintaining deterministic
reproducibility essential for algorithm comparison.

Geographic representativeness is achieved through OpenStreetMap integration,
which provides topologically consistent road networks while preserving essential
traffic management infrastructure. The automated import pipeline maintains lane-
level detail and intersection geometry, though manual validation remains necessary
for complex junctions where heuristic inference may produce suboptimal lane
connectivity. The selection of test scenarios spanning from grid-like American
cities to organic European medieval centers ensures that developed methodologies
generalize beyond specific urban morphologies, with particular attention to edge
cases such as the "Swindon Magic Roundabout" that challenge conventional
intersection modeling paradigms.
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4.2.2 Building Energy and Thermodynamic Simulation

EnergyPlus represents the state-of-the-art in whole-building energy simulation,
implementing fundamental heat transfer equations and thermodynamic principles
to model the complex interactions between building envelope systems, HVAC
equipment, and environmental conditions. The simulation engine employs a mod-
ular architecture wherein building components are represented as interconnected
objects that exchange thermal energy through conduction, convection, and radiation
mechanisms, with the heat balance method operating at user-defined time steps to
solve the coupled differential equations governing zone air temperature evolution,
surface heat fluxes, and moisture transport while simultaneously accounting for
internal heat gains from occupants, lighting, and equipment [63].

The mathematical foundation of EnergyPlus rests upon the zone heat balance
equation, which captures the fundamental thermodynamic principle that the rate
of change of internal energy equals the sum of all heat transfer mechanisms:

darT,
Czd—tZ = Z qurf,i + Qinf + Qvent + Qint + sts 4.1

where C; represents the zone thermal capacitance, T, denotes the zone air tempera-
ture, Q,, r,; captures convective heat transfer from surface 7, while Q;, ¢ and Q¢
account for infiltration and ventilation loads respectively, Q;,; represents internal
gains, and Qg denotes the HVAC system heat addition or removal rate [64].
This formulation enables the accurate prediction of transient thermal responses to
time-varying boundary conditions and control inputs, providing the essential state
evolution model upon which predictive control algorithms can operate.

The EnergyPlus Weather (EPW) file format encapsulates comprehensive
meteorological data through standardized fields including dry-bulb temperature,
Direct Normal Irradiance (DNI), Diffuse Horizontal Irradiance (DHI), Global
Horizontal Irradiance (GHI), wind speed and direction, atmospheric pressure,
and sky cover observations, with wet-bulb temperature notably absent from
the standard field definitions but derivable through auxiliary processing when
humidity data permits. These datasets, typically derived from ground-based
weather stations or reanalysis products, undergo quality assurance procedures
through the Weather Converter utility to identify and correct anomalous values
while maintaining statistical consistency with long-term climate patterns, ensuring
that interpolation schemes for sub-hourly time steps preserve the integrity of the
original hourly observations. The temporal resolution of EPW files, standardized
at hourly intervals, provides sufficient granularity for annual energy simulations
while the simulation engine’s internal interpolation algorithms generate smooth
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transitions between discrete meteorological observations, thereby preventing
numerical instabilities in the heat balance calculations.

The canonical five-zone building model serves as a representative testbed
for HVAC control strategy development, incorporating architectural features
commonly encountered in commercial and institutional facilities while maintaining
computational tractability for iterative optimization procedures. This single-story
rectangular structure, measuring 30.5 X 15.2 meters with a total conditioned
floor area of 463.6 square meters, comprises four perimeter zones and one
interior zone, each equipped with independent thermostat control and configured
to reflect the asymmetric thermal loads arising from solar exposure variations
throughout the diurnal cycle. The construction assembly specifications incorporate
multi-layer wall compositions with explicitly defined thermal resistance values
conforming to ASHRAE 90.1 standards, double-pane windows characterized
by solar heat gain coefficients that account for both transmitted and absorbed
radiation components [65], and a roof structure integrating insulation layers whose
thermal properties reflect contemporary energy code requirements while the
HVAC system configuration, consisting of a centralized air handling unit with
variable air volume distribution terminals, an electric chiller providing chilled
water for cooling coils, and zone-level reheat capabilities implemented through hot
water or electric resistance elements, represents the prevalent mechanical system
architecture deployed in modern commercial buildings.

The integration pathway between EnergyPlus and external Model Predic-
tive Control algorithms leverages either the Building Controls Virtual Test Bed
(BCVTB) middleware for legacy implementations or direct Python bindings
through the EnergyPlus Runtime Language (ERL) interface for contemporary
deployments, with both approaches facilitating bidirectional data exchange at each
simulation time step. This co-simulation framework orchestrates the exchange of
sensor measurements including zone temperatures, humidity ratios, and occupancy
states from the building model to the control algorithm, while actuator commands
comprising setpoint trajectories, equipment staging decisions, and damper po-
sitions flow from the optimizer to the simulation engine, with synchronization
mechanisms ensuring that thermodynamic state progression occurs only after
control calculations complete. The temporal coupling between the plant model and
the control algorithm maintains causality constraints inherent in predictive control
formulations, enabling the MPC optimizer to exploit forecasted disturbances and
anticipated occupancy patterns while respecting the fundamental thermodynamic
constraints governing building thermal dynamics, ultimately facilitating the evalu-
ation of advanced control strategies that minimize energy consumption subject to
comfort bounds expressed as time-varying constraints on zone temperature and
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humidity trajectories.

4.2.3 Blockchain Development Infrastructure

The implementation of decentralized trust mechanisms and smart contract ar-
chitectures necessitates a comprehensive development infrastructure capable of
supporting both rapid prototyping and production-grade deployment. The Hardhat
framework emerges as the cornerstone of our blockchain development meth-
odology, providing an integrated environment for smart contract compilation,
testing, and deployment. This framework facilitates the creation of sophisticated
testing suites through its built-in network emulation capabilities, enabling the
simulation of complex multi-agent interactions without incurring actual transaction
costs. The framework’s architecture supports deterministic testing through con-
trolled block mining and timestamp manipulation, essential features for validating
time-dependent consensus mechanisms and dynamic threshold adjustments.

Central to the blockchain infrastructure is the Ethereum Virtual Machine
(EVM) emulation environment, which provides a sandboxed execution context for
smart contract development. The EVM’s stack-based architecture and deterministic
execution model ensure that contract behavior remains consistent across different
deployment targets, from local development networks to public mainnets. This
compatibility layer proves particularly valuable when considering the portability of
developed solutions across multiple blockchain platforms, as the EVM specification
has become a de facto standard adopted by numerous blockchain networks beyond
Ethereum itself.

The development of modular smart contracts in Solidity requires careful
consideration of established programming patterns that balance functionality
with gas efficiency. The adopted architectural approach emphasizes contract
composability through well-defined interfaces, enabling the separation of concerns
between data storage, business logic, and access control mechanisms. This modular
design philosophy manifests through the implementation of upgradeable proxy
patterns, which allow for contract logic updates while preserving state continuity,
and the factory pattern, which enables the dynamic instantiation of contract
instances with standardized configurations. Furthermore, the integration of library
contracts for common functionalities reduces code duplication and deployment
costs while maintaining security through bytecode verification.

The selection of Avalanche subnets as a production deployment target reflects
a strategic consideration of scalability, cost-effectiveness, and customizability
requirements. Avalanche’s subnet architecture enables the creation of application-
specific blockchains that inherit the security properties of the primary network while
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allowing for customized virtual machines and fee structures. This architectural
flexibility proves essential when optimizing for high-throughput scenarios where
traditional public blockchains might impose prohibitive transaction costs or latency
constraints. The subnet’s ability to define custom gas economics and validator
requirements enables fine-tuning of the network parameters to match specific
application demands while maintaining the decentralized trust guarantees inherent
to blockchain systems.

Gas optimization strategies permeate every aspect of the smart contract
development process, from algorithmic design choices to low-level implementation
details. The analysis of gas consumption patterns reveals that storage operations
constitute the primary cost driver, necessitating careful data structure selection
and the strategic use of memory versus storage variables. Advanced optimization
techniques, such as packed struct encoding and the utilization of events for
data logging rather than storage, significantly reduce operational costs without
compromising functionality. The implementation of gas-efficient algorithms for
consensus mechanisms, particularly those involving iterative voting processes,
requires careful consideration of loop bounds and early termination conditions to
prevent excessive gas consumption during peak network congestion periods.

4.2.4 Machine Learning and Optimization Stack

The computational infrastructure for intelligent decision-making components
reflects a deliberate selection process prioritizing algorithmic flexibility, distributed
scalability, and production stability over cutting-edge experimental frameworks.
The reinforcement learning infrastructure centers on Ray RLIib, selected for its
native support of distributed training and standardized algorithm implementations
that facilitate reproducible benchmarking [66]. Alternative frameworks such as
Stable Baselines3 and ACME were evaluated but ultimately rejected due to limited
multi-agent support and insufficient production hardening, respectively [67].

For time-series modeling and system identification tasks, the TensorFlow
ecosystem provides the necessary balance between low-level control for custom
layer implementations and high-level abstractions for standard architectures. The
critical requirement for exporting trained models to edge devices with limited
computational resources eliminates frameworks lacking comprehensive deployment
toolchains. The integration with TensorFlow Lite enables model quantization
and hardware acceleration on embedded platforms, essential for real-time control
applications where cloud-based inference introduces unacceptable latency.

Discrete optimization problems leverage commercial-grade solvers, specifically
CPLEX for integer programming and Gurobi as a fallback option, recognizing that
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open-source alternatives such as CBC and GLPK exhibit performance degradation
exceeding an order of magnitude on realistically-sized problems [68]. The
investment in commercial solver licenses is justified by the guaranteed optimality
and solution certificates they provide, critical for safety-critical applications where
heuristic solutions are unacceptable. For continuous nonlinear optimization
where global optimality cannot be guaranteed, the Sequential Least Squares
Programming implementation in SciPy offers robust convergence properties with
minimal dependencies, though specialized solvers such as [IPOPT are employed
when problem structure permits exploitation of sparsity patterns.

The selection criteria explicitly prioritize mature, well-documented tools
over experimental frameworks, acknowledging that methodological contributions
should remain independent of implementation artifacts. This conservative approach
ensures that reported improvements reflect genuine algorithmic advances rather
than benefiting from implementation-specific optimizations that may not generalize
across platforms.

4.2.5 Edge Computing and Distributed Test Infrastructure

The validation of distributed cyber-physical architectures necessitates a hetero-
geneous computational infrastructure that transcends the limitations of purely
simulated environments, establishing a continuum from resource-constrained edge
devices to high-performance computing clusters that faithfully reproduces the
computational asymmetries inherent in production deployments. The methodolog-
ical imperative for hardware-in-the-loop validation emerges from the recognition
that algorithmic performance metrics obtained through idealized simulations
frequently exhibit significant degradation when confronted with the realities of
network latency, memory constraints, and processor heterogeneity that characterize
distributed cyber-physical systems.

The foundational tier of the test infrastructure comprises a cluster of Raspberry
Pi 4 Model B units, depicted in Fig. 4.1, each equipped with quad-core ARM
Cortex-A72 processors and 8GB LPDDR4 memory, interconnected through a
dedicated gigabit Ethernet switch to isolate experimental traffic from institutional
network fluctuations. To facilitate mounting and repeatable cable routing, we also
employed custom 3D-printed supports. This configuration deliberately mirrors the
computational capabilities of automotive electronic control units and smart build-
ing controllers, where ARM-based architectures dominate due to their favorable
performance-per-watt characteristics. The deployment of containerized applica-
tions through Docker Swarm orchestration enables rapid reconfiguration between
experimental scenarios while maintaining reproducible execution environments,
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with resource constraints artificially imposed through cgroups to emulate devices
with even more limited capabilities, thereby stress-testing algorithmic robustness
under severe computational limitations [69].
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Figure 4.1: Experimental hardware setup with a Raspberry Pi 4
Model B mounted on a custom 3-D-printed bracket

The intermediate computational tier leverages Intel Next Unit of Computing
(NUC) platforms, specifically the configuration featuring 11th generation Core i7
processors with integrated Iris Xe graphics, representing the class of edge servers
increasingly deployed in intelligent transportation infrastructure and building
automation systems. These platforms bridge the gap between embedded devices
and cloud resources, executing computationally intensive tasks such as LSTM
inference for thermodynamic prediction and local optimization routines that would
overwhelm resource-constrained endpoints while maintaining sub-second response
latencies critical for real-time control applications. The heterogeneous instruction
set architectures between ARM and x86 platforms necessitate careful attention to
numerical stability and floating-point consistency, particularly when distributed
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consensus algorithms depend on deterministic computation across heterogeneous
nodes.

The elasticity requirements for large-scale experiments, particularly those in-
volving multi-agent reinforcement learning with thousands of concurrent episodes,
necessitate dynamic provisioning of cloud-based resources through infrastructure-
as-a-service platforms. Virtual machine instances ranging from general-purpose
configurations for parameter sweep studies to GPU-accelerated instances for neural
network training are orchestrated through Terraform scripts that ensure repro-
ducible infrastructure deployment while maintaining cost optimization through
spot instance utilization when experimental deadlines permit interruption tolerance.
The geographic distribution of compute resources across multiple availability
zones enables the evaluation of consensus algorithms under realistic wide-area
network conditions, where packet loss rates and latency distributions reflect the
challenges of coordinating cyber-physical systems across metropolitan or regional
scales.

For computationally intensive optimization workloads that exceed the capabili-
ties of virtualized infrastructure, dedicated bare-metal servers equipped with dual
Intel Xeon Platinum 8280 processors providing 56 physical cores and 768GB of
ECC memory enable the solution of large-scale integer programming problems
and exhaustive hyperparameter searches that would require prohibitive execution
times on commodity hardware. These high-performance computing resources,
accessed through institutional clusters or commercial providers such as IBM Cloud
Bare Metal Servers, prove essential when validating scalability claims through
systematic weak and strong scaling studies that quantify the relationship between
problem size and computational requirements.

The network topology interconnecting these heterogeneous computational
resources deliberately introduces controlled variability through software-defined
networking configurations that emulate the communication characteristics of
deployed cyber-physical systems, including variable bandwidth constraints repre-
sentative of cellular backhaul links, asymmetric routing paths that mirror the reality
of internet transit arrangements, and artificial packet loss injection to stress-test the
robustness of distributed algorithms. The implementation of network emulation
through tc (traffic control) and netem (network emulation) utilities enables fine-
grained control over latency distributions, including the long-tail characteristics
observed in congested urban wireless networks, while maintaining experimental
reproducibility through deterministic pseudo-random number generation.

The orchestration of experiments across this heterogeneous infrastructure
leverages Ansible playbooks for configuration management and Prometheus for
performance monitoring, establishing a comprehensive observability framework
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that captures system-level metrics including CPU utilization, memory pressure,
network throughput, and application-specific key performance indicators. The
aggregation of telemetry data through Grafana dashboards enables real-time visu-
alization of experimental progress while time-series databases preserve detailed
performance traces for post-hoc analysis, facilitating the identification of perfor-
mance bottlenecks and the validation of theoretical complexity bounds through
empirical measurement.

This multi-tiered infrastructure strategy acknowledges that no single computa-
tional platform adequately represents the diversity of deployment environments
encountered in cyber-physical systems, necessitating a portfolio approach that
validates algorithmic contributions across the entire spectrum from severely
resource-constrained edge devices to effectively unlimited cloud resources.
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4.3 Evaluation Protocol and Metrics

The rigorous assessment of cyber-physical systems across heterogeneous domains
necessitates a comprehensive evaluation framework that transcends traditional
single-metric approaches. This section establishes the theoretical foundations
for performance evaluation, baseline comparison, and statistical validation that
underpin the experimental methodology adopted throughout this dissertation. The
framework addresses the inherent complexity of evaluating systems that operate
simultaneously in physical, computational, and distributed ledger domains, each
characterized by distinct performance indicators and validation requirements.

4.3.1 Domain-Specific Performance Metrics

The quantitative assessment of cyber-physical systems operating across heteroge-
neous domains necessitates the formulation of a unified metric framework that
preserves domain-specific semantics while enabling meaningful cross-domain
comparisons. This framework rests upon the mathematical foundation of normal-
ized metric spaces, wherein domain-specific measurements undergo systematic
transformation to enable commensurable evaluation across disparate operational
contexts.

The composite performance function for any given domain d assumes the
general form Py = 377 | w; - iy, where i1; € [0, 1] represents the normalized value
of metric m;, and the weight vector w = [wj, ..., a)n]T satisfies the convexity
constraints >, w; = 1 and w; > 0 for all i. The normalization function
m; = ¢;(m;) maps raw measurements to the unit interval through domain-specific
transformations that preserve ordering relationships while accounting for the
inherent scale and distribution characteristics of each metric [70].

In autonomous mobility applications, the metric space encompasses geometric
path efficiency, kinematic smoothness, and safety-oriented indicators. The path
efficiency metric incorporates not merely Euclidean distance but also the energetic
cost associated with acceleration and deceleration cycles, formalized through the
integral Epah = fOT (ala(?)|* + Bv(t)?) dt, where a(t) and v(t) denote instanta-
neous acceleration and velocity respectively, with weighting parameters @ and
B calibrated to vehicle-specific dynamics. The turn severity metric quantifies
directional changes through a composite function accounting for both angular dis-
placement and the differential risk associated with crossing opposing traffic flows,
particularly relevant in jurisdictions where left turns (or their mirror equivalent)
introduce asymmetric hazards.
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Building energy management systems require fundamentally different eval-
uation criteria that capture the inherent tension between energy efficiency and
occupant satisfaction. The performance assessment employs a bi-objective for-
mulation wherein energy consumption minimization operates under time-varying
comfort constraints expressed as C(t) = exp (—A - |T%(¢) — Tprer(?) |2), where T, (1)
represents the zone temperature, T,er(f) denotes the occupant preference profile,
and A controls the sensitivity to deviations. The introduction of consumption class
membership functions u.(x) enables the quantification of behavioral transitions,
where x represents the feature vector characterizing consumption patterns and
c € {1,...,K} indexes predefined consumption archetypes.

Distributed ledger systems introduce metrics that capture both computational
efficiency and trust dynamics. The consensus achievement time 7, must be
evaluated not in isolation but relative to the information criticality factor x € [0, 1],
yielding the urgency-adjusted latency metric Lagj = .- (1 +«)~!. Gas consumption
in smart contract execution requires decomposition into deployment overhead
G geploy and operational costs G, with the amortized cost per transaction computed
as G = G deploy/ Nexpected + E[Gopl, Where Nexpecied Tepresents the anticipated
transaction volume over the contract lifetime.

The establishment of cross-domain comparison capability requires the pro-
jection of domain-specific metrics onto a common evaluation manifold through
dimensionality-preserving transformations. The normalized metric tensor M €
RP*K encodes performance across D domains and K standardized criteria, with
each element M, ; representing the projection of domain d metrics onto criterion
k through learned mapping functions. The singular value decomposition of M
reveals the principal performance dimensions that account for variance across
domains, enabling the identification of methodological contributions that tran-
scend specific application contexts. This mathematical framework ensures that
performance improvements in one domain can be rigorously compared against
achievements in another, despite the absence of directly comparable raw metrics.

4.3.2 Baseline Establishment and Comparative Analysis

The establishment of appropriate baselines constitutes a critical component of
experimental validation, providing reference points against which proposed method-
ologies can be rigorously evaluated. In the context of learning-based approaches,
the comparison between exhaustive and modular training paradigms reveals
fundamental trade-offs between computational complexity and solution quality.
Exhaustive approaches, which consider all possible state-action pairs in rein-
forcement learning contexts, provide theoretical optimal solutions but suffer from
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exponential scaling with problem dimensionality. Modular decomposition strate-
gies, conversely, sacrifice global optimality guarantees in exchange for tractable
computation and improved generalization capabilities.

The juxtaposition of traditional control methodologies with predictive control
schemes illuminates the advantages of anticipatory decision-making in dynamic
environments. Traditional proportional-integral-derivative (PID) controllers, while
robust and well-understood, operate purely on feedback mechanisms without ex-
plicit consideration of future states. Model Predictive Control (MPC) frameworks,
by contrast, optimize control actions over finite prediction horizons, enabling
proactive response to anticipated disturbances. The performance gap between
these approaches becomes particularly pronounced in systems with significant time
delays or complex multi-variable interactions, where the predictive capability of
MPC yields substantial improvements in both transient response and steady-state
error.

Architectural comparisons between centralized and decentralized systems
reveal fundamental differences in scalability, fault tolerance, and coordination
overhead. Centralized architectures, exemplified by traditional client-server models,
offer simplified coordination and global optimization potential but introduce single
points of failure and scalability bottlenecks. Decentralized approaches, particularly
those leveraging blockchain consensus mechanisms, distribute both computation
and decision-making authority, enhancing system resilience at the potential cost of
increased communication overhead and consensus latency. The quantification of
these trade-offs requires careful consideration of multiple performance dimensions,
including throughput, latency, fault tolerance, and resource utilization.

Performance gap quantification necessitates the development of rigorous
comparative methodologies that account for both statistical significance and
practical relevance. The establishment of confidence intervals through repeated
experimentation ensures that observed differences reflect genuine performance
variations rather than stochastic fluctuations. Moreover, the analysis must consider
the computational resources required to achieve reported performance levels,
as superior results obtained through disproportionate resource allocation may
lack practical applicability. The concept of Pareto efficiency provides a valuable
framework for evaluating multi-objective trade-offs, identifying solutions that
cannot be improved in one dimension without degradation in another [50,71].

4.3.3 Statistical Validation Framework

The establishment of statistical rigor in cyber-physical system evaluation demands
a comprehensive validation framework that addresses the unique challenges posed
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by high-dimensional state spaces, temporal dependencies, and multiple hypothesis
testing scenarios. This framework extends beyond conventional statistical testing
to encompass power analysis for experimental design, appropriate corrections for
multiple comparisons, and specialized techniques for time-series validation in
non-stationary environments.

The determination of adequate sample sizes through power analysis requires
careful consideration of the effect sizes meaningful within each application domain.
For a desired statistical power of 1 — 8 (conventionally 0.8) and significance
level a (typically 0.05), the minimum sample size for detecting an effect of
magnitude ¢ follows from the non-central distribution of the test statistic. In the
context of two-sample comparisons with pooled variance o2, the required sample
size per group satisfies n > 20'2(za/2 + z/g)2 /6%, where Z¢/2 and zg denote the
corresponding quantiles of the standard normal distribution [72]. This classical
formulation requires adaptation for cyber-physical systems where observations
exhibit temporal or spatial correlations, necessitating the incorporation of effective
sample size adjustments through autocorrelation-based deflation factors.

Monte Carlo simulation protocols provide the computational foundation for
exploring system behavior across the operational parameter space. The sampling
strategy must balance computational tractability with comprehensive coverage,
employing variance reduction techniques such as stratified sampling or Latin
hypercube designs when exhaustive exploration proves infeasible [73,74]. The
selection of batch size requires careful tuning to ensure approximate independence
between batch means while maintaining sufficient samples per batch for reliable
variance estimation.

The multiple comparison problem emerges prominently when evaluating
numerous configurations or testing multiple hypotheses simultaneously. While the
Bonferroni correction provides strong control of the family-wise error rate through
the adjusted significance threshold @’ = a/m for m comparisons, its conservative
nature often proves excessively stringent for exploratory analyses. The False
Discovery Rate control proposed by Benjamini and Hochberg offers a more
nuanced approach, ordering the m p-values as p(;) < ... < p(,) and rejecting
hypotheses 1,...,k* where k* = max{k : py) < ka/m}. This procedure
maintains the expected proportion of false discoveries below « while preserving
greater statistical power for detecting true effects [75, 76].

Time-series validation in cyber-physical systems confronts the challenge of
preserving temporal dependencies while ensuring unbiased performance estimation.
The walk-forward validation scheme maintains temporal causality by training on
data up to time ¢ and evaluating on the subsequent period [#+ 1, # + h], progressively
advancing the training window. This approach naturally accommodates concept
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drift and non-stationary dynamics inherent in real-world deployments. The
block bootstrap methodology provides an alternative framework for uncertainty
quantification, resampling contiguous blocks of length / to preserve local temporal
structure while enabling the construction of confidence intervals through percentile
methods.

The selection of appropriate test statistics requires alignment with the dis-
tributional characteristics of the observed data. When normality assumptions
prove untenable, as frequently occurs with heavy-tailed distributions in network
latency measurements or multimodal distributions in user behavior patterns, non-
parametric alternatives provide robust inference. The Wilcoxon signed-rank test for
paired comparisons [77] and the Mann-Whitney U test for independent samples [78]
offer distribution-free alternatives that maintain validity under weaker assumptions.
For multivariate comparisons, permutation tests provide exact p-values through
exhaustive or Monte Carlo enumeration of the permutation distribution, requiring
only the exchangeability assumption under the null hypothesis.

The quantification of uncertainty in complex cyber-physical systems extends
beyond point estimates to encompass prediction intervals and confidence regions
that acknowledge multiple sources of variability. The bootstrap percentile method
constructs confidence intervals by resampling the empirical distribution, while para-
metric approaches based on asymptotic theory provide computationally efficient
alternatives when distributional assumptions can be justified. The propagation of
uncertainty through composed systems requires careful attention to dependency
structures, employing techniques from sensitivity analysis to quantify how input
uncertainties manifest in output variability.
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4.4 Implementation Challenges and Solutions

4.4.1 Scalability and Computational Complexity

The implementation of cyber-physical systems that integrate autonomous decision-
making, distributed consensus mechanisms, and real-time optimization presents
fundamental scalability challenges that must be addressed through systematic archi-
tectural design. The computational complexity inherent in exhaustive optimization
approaches becomes prohibitive when dealing with large-scale urban environments
or extensive sensor networks, necessitating the adoption of modular decomposition
strategies that partition the problem space into manageable subproblems while
preserving global optimality guarantees.

The modular decomposition approach enables the transformation of monolithic
optimization problems into sets of smaller, tractable subproblems that can be solved
independently or with limited interdependencies. This architectural pattern reduces
the computational burden from exponential to polynomial complexity in many
practical scenarios, though careful attention must be paid to the interfaces between
modules to ensure that the decomposition does not introduce suboptimality or
coordination failures. The theoretical foundation for such decomposition rests
on the principle of separability in the objective function and the identification of
weakly coupled constraints that can be relaxed without significantly affecting the
solution quality.

Parallel training architectures become essential when deploying machine learn-
ing models across distributed systems, particularly in reinforcement learning
scenarios where multiple agents must explore vast state-action spaces. The paral-
lelization strategy must balance the trade-off between exploration efficiency and
computational resource utilization, ensuring that parallel agents maintain sufficient
diversity in their exploration patterns while avoiding redundant computation. The
synchronization overhead in parallel architectures introduces additional complexity
that must be carefully managed through asynchronous update schemes or periodic
synchronization barriers that minimize communication latency while maintaining
convergence properties.

The deployment of blockchain-based consensus mechanisms introduces unique
scalability considerations related to transaction throughput, block propagation
latency, and state storage requirements. The adoption of subnet architectures or
layer-two scaling solutions provides a pathway to achieving the necessary trans-
action rates for real-time applications while maintaining the security guarantees
of the underlying blockchain. However, this architectural choice introduces addi-
tional complexity in terms of cross-subnet communication and state consistency,
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requiring careful protocol design to ensure that the benefits of horizontal scaling
are not negated by increased coordination overhead.

Computational resource optimization in distributed cyber-physical systems
requires a holistic approach that considers not only the raw computational re-
quirements but also the communication bandwidth, storage capacity, and energy
constraints of the participating nodes. The heterogeneity of computational re-
sources across the network necessitates adaptive algorithms that can dynamically
adjust their computational intensity based on available resources, potentially
degrading gracefully when resources are constrained while maintaining essential
safety and correctness properties.

The fundamental trade-off between accuracy and computational efficiency
manifests differently across various system components. In optimization contexts,
this trade-off often involves choosing between exact and approximate solution
methods, where heuristic approaches can provide near-optimal solutions with
significantly reduced computational requirements. In machine learning applica-
tions, model complexity must be balanced against inference latency, particularly
in real-time control scenarios where decision delays can have safety implications.
The selection of appropriate trade-off points requires careful empirical evaluation
and often domain-specific knowledge about the relative importance of solution
quality versus computational efficiency.

4.4.2 Data Quality and System Integrity

The preservation of system integrity in distributed cyber-physical architectures
necessitates sophisticated mechanisms for distinguishing between legitimate obser-
vations, transient errors, and deliberate misinformation. The fundamental challenge
arises from the inherent uncertainty in sensor measurements compounded by the
possibility of both unintentional failures and adversarial manipulation, requiring
a multi-layered approach that balances robustness against false positives with
protection against coordinated attacks.

The theoretical foundation for data quality assurance in distributed systems
draws from the intersection of fault-tolerant computing and game-theoretic rep-
utation models. In environments where multiple autonomous agents contribute
observations, the distinction between Byzantine failures and benign errors becomes
critical for system design. Classical Byzantine fault tolerance results establish
that achieving consensus in the presence of f Byzantine nodes requires at least
3f + 1 total participants [79], though these bounds assume worst-case adversarial
behavior that may be overly conservative for practical cyber-physical systems
where physical constraints and redundant sensing modalities provide additional
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validation mechanisms.

Reputation-based filtering emerges as a probabilistic framework for assessing
data source reliability through the lens of repeated game theory. Let each agent
v maintain a reputation score rep(v) € Ry, initialized at a baseline value and
evolving according to the observed accuracy of contributed data. The evolution of
reputation follows a Markovian process where future trustworthiness assessments
depend on the accumulated history of past interactions, creating evolutionary stable
strategies that incentivize truthful reporting while accommodating occasional
errors inherent in physical measurement systems [80].

A critical design consideration in reputation systems involves the calibration of
penalty mechanisms to distinguish between systematic failures and transient errors.
The double-hit penalty policy exemplifies this principle through its two-stage
warning system: an initial detection of erroneous data triggers a binary flag
f(v) € {0, 1} without immediate reputation degradation, with actual penalties
applied only upon consecutive failures [81-83]. This approach acknowledges
the stochastic nature of sensor systems operating in uncertain environments,
where electromagnetic interference, temporary occlusions, or communication
disruptions may cause isolated errors without indicating systematic unreliability.
The mathematical formulation ensures that the probability of false penalization
decreases exponentially with the tolerance threshold, while the detection probability
for persistent malicious behavior remains high.

Hash-based duplicate detection provides an efficient mechanism for identifying
redundant submissions in distributed sensor networks, leveraging the collision-
resistance properties of cryptographic hash functions. The challenge lies in
establishing canonical representations of sensor observations that remain invariant
under semantically insignificant transformations while detecting meaningful
variations. JSON Canonicalization Scheme (JCS) addresses this requirement
by defining deterministic serialization rules that ensure identical logical content
produces identical hash values regardless of the originating system’s internal
representation, as discussed in Section 2.1.2. The resulting hash values serve as
unique identifiers for detecting duplicate submissions across temporal and spatial
dimensions, preventing both inadvertent redundancy and deliberate replay attacks.

The propagation of uncertainty through multi-stage processing pipelines
requires careful tracking of confidence bounds to maintain meaningful quality
assessments. When sensor measurements with known error distributions undergo
transformations through state estimation, data fusion, and decision algorithms, the
resulting uncertainty must be quantified to inform downstream consumers about
data reliability. Bayesian frameworks provide principled approaches for uncertainty
propagation, though computational constraints often necessitate approximations
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through techniques such as unscented transforms or Monte Carlo sampling.

The integration of physical and cyber validation mechanisms creates defense-
in-depth against sophisticated attacks that might compromise individual detection
methods. Physical invariants, such as conservation laws or kinematic constraints,
provide domain-specific validation criteria that complement cryptographic in-
tegrity checks. For instance, vehicle trajectories must satisfy acceleration and
turning radius limits imposed by physical dynamics, enabling the detection of
spoofed location reports that violate these constraints. Similarly, thermodynamic
systems must respect energy conservation principles, allowing the identification of
manipulated sensor readings that would imply physically impossible heat transfers.

The temporal correlation of errors provides additional discriminatory power
between random failures and coordinated attacks. Legitimate sensor errors
typically exhibit statistical independence across time and space, while adversarial
manipulations often display correlated patterns reflecting the attacker’s objectives.
Time-series analysis techniques, particularly those based on autoregressive models
or hidden Markov processes, enable the detection of anomalous correlation
structures that deviate from expected error distributions. The establishment
of baseline error models through historical data analysis provides reference
distributions against which current observations can be compared, with significant
deviations triggering enhanced scrutiny or temporary exclusion from consensus
processes.

The economic dimension of data quality assurance introduces mechanism
design considerations wherein the cost of providing high-quality data must be
balanced against the rewards for participation. The alignment of individual
incentives with collective data quality objectives requires careful calibration of
reward structures, penalty mechanisms, and participation thresholds. Token-based
economies provide flexible frameworks for implementing such incentive structures,
where the value of contributions reflects both immediate data utility and long-term
reputation effects, creating sustainable equilibria that promote honest participation
while remaining robust against exploitation attempts.

4.4.3 Real-Time Constraints and Responsiveness

The deployment of cyber-physical systems across diverse application domains
necessitates careful consideration of temporal constraints and system responsive-
ness. In Model Predictive Control architectures, the selection of an appropriate
prediction horizon represents a fundamental trade-off between computational
tractability and control optimality. The horizon length S must be sufficiently ex-
tensive to capture the system dynamics while remaining computationally feasible
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for real-time execution within the sampling period. This temporal decomposition
becomes particularly critical when integrating learning-based components, where
the inference latency of neural network models must be accommodated within the
control loop timing constraints.

Dynamic threshold adjustment mechanisms introduce additional complexity in
distributed consensus protocols. The mathematical formulation of time-varying
acceptance criteria requires careful balancing between responsiveness to urgent
events and robustness against spurious or malicious inputs. The incorporation
of temporal decay functions, e.g., logarithmic time penalties of the form In(1 +
At), ensures that pending decisions naturally progress toward resolution while
maintaining system stability. Such mechanisms must be designed to prevent both
premature acceptance of unvalidated information and excessive delays in critical
decision-making processes.

The establishment of immediate decision criteria serves as a crucial safety
mechanism in time-critical scenarios. These deterministic rules, triggered when
specific conditions are satisfied, bypass the standard consensus waiting period to
enable rapid system response. The mathematical formulation of such criteria must
account for the inherent trade-off between false positive and false negative rates,
particularly in safety-critical applications where the cost of incorrect decisions may
be asymmetric. The implementation of these immediate triggers requires careful
consideration of race conditions and potential exploitation vectors, necessitating
formal verification of the decision logic under all possible system states.

Latency optimization in distributed architectures demands a holistic approach
encompassing network communication, computation, and storage operations. The
decomposition of complex optimization problems into parallelizable subproblems
enables significant latency reduction through concurrent execution. However,
this parallelization introduces synchronization challenges and potential consis-
tency issues that must be carefully managed through appropriate coordination
mechanisms. The selection of communication protocols and data serialization
formats directly impacts the achievable latency bounds, with binary protocols
offering superior performance characteristics compared to text-based alternatives
in bandwidth-constrained environments.

Time-critical system guarantees require formal analysis of worst-case execution
times and probabilistic characterization of typical performance. The integration
of multiple heterogeneous components, each with distinct timing characteristics,
necessitates compositional verification techniques to establish end-to-end latency
bounds. Statistical approaches based on extreme value theory provide probabilistic
guarantees for systems where deterministic bounds are either infeasible or overly
conservative. The establishment of graceful degradation mechanisms ensures



74 4. Methodological Architecture and Experimental Protocols

that system functionality is maintained even when ideal timing constraints cannot
be satisfied, with progressive quality reduction preferred over complete system
failure.

4.4.4 Blockchain Computational Overhead and Real-Time Im-
plications

The integration of blockchain technology into cyber-physical control architectures
introduces computational overhead that warrants careful analysis with respect to
real-time operational requirements. The additional complexity manifests through
three primary mechanisms: transaction construction and signing operations,
network propagation latency, and consensus finalization delays, each contributing
distinct temporal components to the overall system response time.

Transaction construction encompasses the serialization of application data
into blockchain-compatible formats, the computation of cryptographic signatures
using elliptic curve operations, and the preparation of transaction metadata
including nonce management and gas estimation. On contemporary hardware,
these operations typically require between 10 and 50 milliseconds per transaction,
a latency that proves negligible for building automation applications operating on
minute-scale control horizons but potentially significant for vehicular coordination
scenarios demanding sub-second response times. The adoption of hardware
security modules or dedicated cryptographic accelerators can reduce signing latency
to sub-millisecond levels when throughput requirements justify the additional
infrastructure investment.

Network propagation and consensus finalization introduce latencies funda-
mentally bounded by the underlying blockchain platform’s block time and finality
characteristics. Public Ethereum mainnet exhibits block times of approximately
12 seconds with probabilistic finality requiring multiple confirmations, rendering
it unsuitable for time-critical control loops. However, the architectural flexibility
enabled by EVM-compatible platforms, as discussed in Section 2.2, permits
deployment on networks with substantially reduced latency profiles. Avalanche
subnets achieve sub-second finality through the Snowman consensus protocol,
while Layer-2 rollup solutions provide instant soft confirmations suitable for
optimistic real-time operation with eventual cryptographic settlement.

The critical insight emerging from this analysis is that blockchain integration
need not impose real-time constraints when architectural decisions appropriately
separate time-critical control paths from trust-establishment mechanisms. In
the HVAC control system presented in Chapter 9, the MPC optimization loop
executes locally at minute-scale intervals without blockchain involvement, while
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consumption data notarization and payment settlement occur asynchronously at
billing-period boundaries where multi-second latencies prove entirely acceptable.
Similarly, the vehicular data sharing framework of Chapter 6 employs blockchain
for incentive distribution and reputation management rather than real-time collision
avoidance, with time-critical coordination occurring through direct vehicle-to-
vehicle communication channels that bypass blockchain latency entirely. This
architectural pattern of decoupling real-time control from blockchain-mediated
trust establishment enables the benefits of cryptographic verification and economic
incentivization without compromising the temporal responsiveness essential for
cyber-physical system safety and performance.

4.4.5 Interoperability and Platform Independence

The achievement of genuine platform independence in distributed cyber-physical
systems requires careful abstraction of platform-specific details while maintaining
operational efficiency. The Ethereum Virtual Machine (EVM) compatibility layer
represents a significant advancement in blockchain interoperability, enabling smart
contract portability across diverse blockchain implementations. This abstraction,
however, introduces computational overhead that must be carefully characterized
and optimized for production deployments. The bytecode representation provides a
platform-agnostic execution model, yet the underlying consensus mechanisms and
economic models may vary significantly across compatible platforms, necessitating
adaptive deployment strategies.

Standardized data format adoption constitutes a cornerstone of system inter-
operability. The JSON has emerged as a de facto standard for structured data
exchange, offering human readability and broad programming language support.
However, the inherent ambiguity in JSON representation, particularly regarding
numerical precision and object key ordering, necessitates additional canonicaliza-
tion procedures to ensure deterministic processing. The JSON Canonicalization
Scheme addresses these concerns through strict ordering rules and normalized
representations, enabling reproducible cryptographic hashing of structured data.
For domain-specific applications, specialized formats such as EnergyPlus Weather
files provide standardized representations of environmental data, facilitating model
portability across simulation platforms.

Application Programming Interface design patterns significantly influence
system extensibility and third-party integration capabilities. The adoption of
RESTH(ul architectural principles provides stateless, resource-oriented interfaces
that align naturally with distributed system architectures. The versioning strategy
for APIs must balance backward compatibility with the need for protocol evolution,



76 4. Methodological Architecture and Experimental Protocols

often requiring the simultaneous support of multiple API versions during transition
periods. The specification of clear interface contracts through formal schemas,
e.g., OpenAPI specifications, enables automated client generation and reduces
integration errors arising from interface misunderstandings.

Cross-platform deployment strategies must account for heterogeneous execution
environments ranging from resource-constrained embedded systems to cloud-based
computational clusters. The containerization of application components through
technologies such as Docker provides environmental isolation and dependency
management, yet introduces additional resource overhead that may be prohibitive
in certain deployment contexts. The selection of appropriate middleware layers
and communication protocols must consider the specific constraints of each target
platform while maintaining functional equivalence across deployments. Network
topology variations, particularly in vehicular ad-hoc networks, require adaptive
routing strategies that can accommodate dynamic connectivity patterns without
compromising system functionality.

Legacy system integration presents unique challenges arising from technologi-
cal obsolescence and architectural mismatches. The implementation of adapter
patterns and protocol translation layers enables bidirectional communication
between modern distributed systems and existing infrastructure. However, the
semantic gap between legacy data models and contemporary representations often
requires sophisticated mapping logic that must be carefully validated to prevent
information loss or misinterpretation. The gradual migration strategy, wherein
legacy components are progressively replaced while maintaining system opera-
tion, demands careful orchestration of parallel systems and controlled switchover
mechanisms to minimize disruption to ongoing operations.
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4.5 Unified Experimental Protocol

The research methodology adopted throughout this dissertation establishes a com-
prehensive experimental framework that ensures consistency, reproducibility, and
transferability across diverse cyber-physical system domains. This unified protocol
emerges from the necessity to bridge theoretical contributions with practical
implementations while maintaining scientific rigor and facilitating independent
validation of results.

4.5.1 Standardized Experimental Workflow

The experimental methodology follows a structured five-phase approach, depicted
in Fig. 4.2, wherein each phase builds upon the outcomes of its predecessors while
maintaining sufficient modularity to accommodate domain-specific requirements.
This systematic progression ensures that the transition from theoretical formulation
to practical validation proceeds through well-defined stages, each characterized by
specific objectives, deliverables, and validation criteria, with embedded quality
checkpoints that determine progression or iteration requirements.

The initial phase of data acquisition and curation establishes the empirical
foundation upon which subsequent analyses rest. This phase encompasses the col-
lection of domain-specific datasets through simulation environments or real-world
deployments, followed by systematic preprocessing operations including temporal
alignment, synchronization, and quality assessment metrics. The preprocessing
pipeline incorporates standardized transformations that preserve essential statistical
properties while ensuring compatibility with downstream learning algorithms.
Particular attention is devoted to maintaining temporal coherence in time-series
data and spatial relationships in network-structured information, as these character-
istics prove fundamental for cyber-physical system applications. The data quality
assessment checkpoint determines whether the curated datasets satisfy minimum
requirements for model development or necessitate recollection efforts.

The second phase addresses model development through architecture selection
and hyperparameter optimization, wherein machine learning components undergo
systematic optimization to achieve desired performance characteristics. This
phase employs cross-validation strategies to prevent overfitting while ensuring
generalization capabilities across diverse operational scenarios. The optimization
process extends beyond simple parameter tuning to encompass comprehensive
hyperparameter search through grid search or Bayesian optimization techniques,
with careful documentation of the search space and selection criteria. The training
methodology incorporates convergence monitoring mechanisms and regularization
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EXPERIMENTAL PROTOCOL

PHASE 1: Data Acquisition & Curation
* Domain-specific dataset collection
* Temporal alignment & synchronization
* Quality assessment metrics

Are Data Quality
Satisfying?

PHASE 2: Model Development
* Architecture selection
¢ Hyperparameter optimization
¢ Convergence monitoring

Recollect

Training Convergence
Loss gradient stable for
k consecutive epochs?.

PHASE 3: Controlled Validation
* Scenario generation
¢ Analytic Exploration
* Failure mode analysis

Continue Training
(adjust, extend and

Coverage Criteria:
Sufficient scenario
coverage achieved?

PHASE 4: Statistical Assessment
 Performance quantification
* Hypothesis testing
o Effect size estimation

ent Scenario Set

Significant effect with
meaningful magnitude?

PHASE 5: Robustness Certification
e Ablation studies
* Sensitivity analysis
Architectural Redesign « Transferability assessment

VALIDATED METHODOLOGY
cross-domain transferable framework with empirically demonstrated effectiveness

Figure 4.2: Five-phase experimental protocol with iterative quality
control checkpoints
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techniques to balance model complexity with predictive accuracy, while main-
taining computational tractability for real-time deployment scenarios. Training
convergence criteria establish whether the model achieves stable performance for
k consecutive epochs before proceeding to validation.

Controlled validation constitutes the third phase, leveraging scenario generation
and analytic exploration to assess system behavior under controlled conditions
before deployment. This phase conducts comprehensive failure mode analysis
through stochastic sampling methodologies (e.g., Monte Carlo techniques) to
explore the operational envelope of proposed solutions, systematically varying
environmental parameters, initial conditions, and disturbance patterns to char-
acterize robustness and failure modes. The simulation framework maintains
strict separation between training and validation scenarios to ensure unbiased
performance assessment, while providing sufficient coverage of edge cases and
adversarial conditions that might compromise system integrity. The coverage
criteria checkpoint ensures sufficient scenario exploration has been achieved,
potentially requiring augmentation of the scenario set when coverage remains
incomplete.

The fourth phase focuses on statistical assessment through performance quan-
tification and hypothesis testing that capture both domain-specific objectives and
cross-cutting concerns such as computational efficiency and scalability. The
evaluation protocol employs multiple complementary metrics including effect
size estimation to provide holistic assessment of system performance, avoiding
the pitfalls of single-metric optimization that might obscure important trade-
offs. Statistical significance testing accompanies all performance comparisons,
with appropriate corrections for multiple hypothesis testing when evaluating
across numerous experimental conditions. The significance threshold determines
whether results demonstrate meaningful improvements warranting progression or
necessitate architectural redesign.

Robustness certification in the fifth phase systematically examines ablation
studies, sensitivity analysis, and transferability assessment to establish operational
guarantees. This phase employs controlled experiments that isolate specific
architectural elements or algorithmic choices, quantifying their impact on overall
system performance. The sensitivity analysis explores the parameter space through
systematic perturbation studies, identifying critical parameters that significantly
influence system behavior and establishing operational boundaries within which
performance guarantees can be maintained. The transferability assessment validates
cross-domain applicability, ensuring that the methodology achieves its intended
generalization objectives.

The iterative refinement process that encompasses all phases acknowledges that
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experimental insights frequently necessitate revisiting earlier design decisions or
methodological choices, as explicitly captured by the feedback loops in the experi-
mental protocol. This iterative approach maintains a formal feedback mechanism
whereby performance deficiencies identified during evaluation trigger targeted
modifications to data preprocessing, model architecture, or validation procedures.
Each iteration generates documented improvements and lessons learned, contribut-
ing to a cumulative knowledge base that informs future experimental campaigns
and ultimately produces a validated methodology demonstrating cross-domain
transferable framework with empirically demonstrated effectiveness.

4.5.2 Reproducibility and Open Science Guidelines

The commitment to reproducible research manifests through systematic documenta-
tion practices and standardized development workflows that facilitate independent
verification of experimental results. The adoption of version control systems
extends beyond source code management to encompass configuration files, experi-
mental scripts, and documentation, ensuring complete traceability of the research
evolution.

Code repository organization follows established best practices with clear
separation between data processing pipelines, model implementations, evaluation
scripts, and visualization utilities. Each repository maintains comprehensive
README documentation that guides users through installation procedures, de-
pendency management, and execution workflows. The modular code architecture
facilitates component reuse while maintaining clear interfaces between functional
units, enabling researchers to adapt specific elements for their applications without
requiring wholesale system reimplementation.

Parameter documentation standards ensure that all experimental configurations
remain fully specified and reproducible. Configuration files employ human-
readable formats such as YAML or JSON, with extensive inline comments
explaining parameter semantics and acceptable value ranges. The documentation
explicitly captures not only the final parameter selections but also the rationale
behind these choices, including failed experiments and parameter combinations
that proved ineffective, thereby preventing repetition of unsuccessful approaches.

Environment containerization through technologies such as Docker ensures
consistent execution environments across different computational platforms, elimi-
nating the notorious "works on my machine" problem that plagues computational
research. Container definitions specify exact versions of all dependencies, from op-
erating system libraries to domain-specific simulation tools, creating reproducible
computational environments that persist independently of underlying infrastructure
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changes. The containerization strategy extends to include data processing pipelines
and evaluation frameworks, ensuring that the entire experimental workflow remains
portable and reproducible.

Dataset versioning and availability protocols ensure that experimental data
remains accessible for validation and extension of research findings. The versioning
system tracks not only raw data but also preprocessed datasets and intermediate
results, maintaining clear provenance chains that link final outcomes to original
data sources. When data privacy or proprietary concerns preclude full data release,
the documentation provides synthetic data generators or anonymization procedures
that preserve essential statistical properties while protecting sensitive information.

Computational resource requirements receive explicit documentation to enable
accurate reproduction of experimental timelines and facilitate resource planning
for validation studies. This documentation encompasses hardware specifica-
tions including processor architectures, memory configurations, and accelerator
availability, along with execution time measurements for critical experimental
phases. The resource documentation distinguishes between minimum requirements
for functional execution and recommended configurations for practical experi-
mental timelines, acknowledging that computational constraints often influence
methodological choices in resource-limited settings.

4.5.3 Transferability Assessment Protocol

The systematic evaluation of methodological transferability across domains es-
tablishes the broader applicability of proposed approaches beyond their initial
application contexts. This assessment protocol recognizes that successful trans-
fer requires not merely technical compatibility but also careful consideration of
domain-specific constraints, objectives, and evaluation criteria.

Domain adaptation methodologies address the challenge of applying models
trained in one context to related but distinct application scenarios. The adap-
tation process encompasses both parameter-level adjustments, where existing
models undergo fine-tuning for new domains, and architectural modifications that
accommodate domain-specific requirements while preserving core algorithmic
innovations. The protocol systematically documents successful and unsuccessful
transfer attempts, identifying critical factors that facilitate or impede cross-domain
application.

Parameter transfer strategies explore the extent to which optimized parameters
from one domain provide effective initialization points for related applications. This
analysis distinguishes between parameters that encode domain-invariant patterns,
which transfer successfully across contexts, and those that capture domain-specific
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characteristics requiring recalibration. The transfer protocol includes systematic
ablation studies that quantify the benefit of transferred parameters compared to
random initialization, establishing empirical foundations for transfer learning
approaches.

Generalization metrics definition extends beyond traditional performance mea-
sures to capture the degree of successful knowledge transfer across domains. These
metrics quantify not only predictive accuracy but also computational efficiency
gains, convergence acceleration, and stability improvements achieved through trans-
fer learning. The metric framework acknowledges that successful transfer might
manifest differently across domains, with some applications prioritizing accuracy
while others emphasize computational efficiency or robustness guarantees.

Cross-domain validation procedures establish rigorous protocols for assessing
transferability claims through systematic experimentation across multiple target
domains. These procedures mandate that validation datasets remain strictly inde-
pendent of any data used during initial model development or transfer adaptation,
preventing optimistic bias in transferability assessments. The validation protocol
includes stress testing under domain-shift conditions that deliberately violate
assumptions from the source domain, characterizing graceful degradation patterns
and identifying failure modes that might compromise transferred models.

The accumulation of lessons learned and best practices through systematic
documentation of transfer experiences creates a knowledge base that guides future
transferability efforts.
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S Enhancing Intersection Identifica-
tion for Autonomous Vehicles: A
Hash-Based Approach

5.1 Introduction

The rapid advancement and deployment of Autonomous Vehicles (AVs) need
to develop efficient strategies for uniquely identifying intersections [84]. The
complexity of road networks, particularly in urban macro centers and especially
in intersection areas, represents a challenge for current map matching algorithms.
Furthermore, in the context of intersection management and Autonomous Intersec-
tion Management (AIM), the problem arises of potential conflicts between AVs
that may erroneously agree on the same intersection, being instead at different
intersections, for example, overlapping.

GPS alone is insufficient for robust AV navigation in large cities. Indeed,
urban structures like tall buildings and tunnels degrade GPS accuracy through
occlusion and multipath interference, producing localization errors exceeding 20
meters (over four times the 5 meter precision in ideal conditions). Such significant
discrepancies between actual and estimated positions compromise autonomous
driving safety and GPS outages from tunnels and underground streets also disrupt
urban operations [85].

In recent years, the rapid development of AVs has led to a growing research
interest in algorithms and related technologies. Chang and Shih [86] proposed an
Intersection Location Service and Gao et al. [87] studied autonomous car vision
systems, focusing on automatically detecting and classifying road contexts and
traffic intersections under different weather conditions. Connected Autonomous
Vehicles (CAVs) intersection management is outlined in a comprehensive survey
by Khayatian et al. [88], which discusses key facets of real-world intersection
management strategy development, including intersection management interfaces.
However, despite the attention to details of the road context, these studies do
not provide a specific solution for the unique identification of intersections. In
the Jabbar et al. review [89], blockchain is viewed mainly as an enabler for
secure vehicular communication, decentralized data management, payments, and
other Internet of Vehicles applications. Although spatial hashing techniques are

84
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effective for collision detection and may have great applicability for intersection
identification [90], there is still ample space for further research in this area.

To fill this gap, we propose a novel approach that employs blockchain-inspired
hash algorithms to identify intersections uniquely. In particular, this technique
applies a hash algorithm to the intersection data, producing a unique fingerprint of
the intersection itself. The proposed approach is inspired by blockchain systems,
where similar hash generation is used to create Transaction Hash and Block
Hash. The utilization of the proposed methodology is twofold: first, it allows
the creation of a unique intersection footprint, enabling us to recall or uniquely
identify the considered intersection in various contexts involving AVs. Secondly, it
is conceivable that, at the end of their routes, AVs could potentially notarize on the
blockchain, through a specific transaction or within a particular smart contract,
the decisions made at every intersection, thereby unambiguously identifying
them. This approach could trigger dedicated actions or smart contracts within the
blockchain, such as imposing penalties for crossing into a restricted traffic zone, as
a possibility for future application.

The remaining parts of the chapter are organized as follows. Section 5.2
describes the problem and Section 5.3 proposes the hash-based solution. In
addition, Section 5.4 proposes a decentralized approach for hash generation and
depicts the procedure for the AVs. Eventually, Section 5.5 describes and discusses
a case study and Section 5.6 draws the conclusions.
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5.2 Problem Description

In the related literature, the Autonomous Intersection Management (AIM) can be
faced in centralized or decentralized approaches. In centralized AIM, vehicles
communicate with an intersection manager to reserve conflict-free trajectories
through the intersection space-time [91]. Overlapping adjacent intersections
create difficulties in delineating clear communication zone boundaries. Vehicles
may interact with multiple intersection managers simultaneously or experience
confusion determining which manager to contact [92]. Centralized approaches to
combining nearby intersections into a single coordination zone have been explored
but face drawbacks like single points of failure, infrastructure constraints, and
limited scalability [93]. The decentralized AIM has advantages in robustness and
flexibility, but ambiguities in intersection boundaries can lead to coordination and
interpretation issues between vehicles.

The introduction of lane-free AIM schemes by Li et al. [94], where batch-
processing frameworks leverage, points out the necessity of having a unique
identifier for each intersection. In such dynamic environments where CAVs adjust
their velocities and paths continuously and cooperatively within an intersection, the
absence of a unique identifier can escalate the complexity of the batch coordination
process. It might give rise to scenarios where batches from different intersections
incorrectly intertwine due to the need for precise intersection delineations, leading
to safety hazards and inefficiencies. As proposed in this chapter, establishing a
unique intersection hash would facilitate seamless batch processing by clearly
defining the bounds of each intersection, thereby ensuring that the cooperative
trajectory planning within each batch is confined to the correct intersection space.

Despite the challenges identified with both centralized and decentralized AIM
systems, there has been a promising approach leveraged by DRL proposed by
Isele et al. [95] to address the safety and efficiency in unsignaled intersections.
Furthermore, integrating a unique intersection identification system, as proposed
in this chapter, could work synergistically with DRL approaches, offering a more
data-driven solution to navigate through intersections efficiently. Establishing
a unique fingerprint for each intersection makes channeling more data into the
DRL systems possible. This approach can simplify the learning processes and
facilitate the application of the consensus protocols in real-world scenarios at
intersections. Then, we face the problem of accurately identifying intersections
and their associated communication zones in efficient AIM systems.



5.3 Hash-Based Solution 87

Code 1 Block Data

1 { "hash": "0000000000000000001
ca3f1c683b050242df5842a20692515793b7c051b2b0f",
"height": 571119,

[...] "merkleroot": "9f217be3a492ebbab53fb207092204flc
b8530ae1144038848e8db0®44862ea53",

4 "tx":r [

5 "a654a7f137b660d4d36973084c34d152e1e1970ecee8753057
c4936427171cf1",

6 [...1,

7 "6a747d2b4c98bc7a8e510e6b50abd0®36553eeefe66c86633bf 5
ec7c444947e0b",

8 [...1,

9 "be3728bb8cdch0®957fc6c600a094£f34£521£f09d46b2c450009
bc65cbebdal975"

10 1,

B "nonce": 334061627,

12 "difficulty": 6393023717201.863,

13 "chainwork": "0000000000000000000000000000000000000000 05
c7966f5de524c504466£30",

14 "nTx": 2100,

15 "previousblockhash": "000000000000000000027703744d8d48 4
a7fda73al6cd88af92fab3ea6£9d297" }

5.3 Hash-Based Solution

5.3.1 Inspirations from the Blockchain: The Role of Hash
Algorithms

Satoshi Nakamoto, in 2009, already made extensive use of hash algorithms to
uniquely identify transactions within his blockchain and subsequently to identify
each block uniquely [96]. Hash algorithms are cryptographic functions that input
data of any size and output a fixed-length string. This string is essentially a unique
"fingerprint" of the original data. A key feature of hash algorithms is that even
a small change to the input data produces an entirely different hash. This makes
hash algorithms extremely useful for verifying data integrity [97].

The Code 1 shows block 571119’s raw code of the Bitcoin blockchain. Note
that all transactions included within this specific block are reported as a hash,
where a654a7...7171cfl is the hash of the first one and be3728...bda1975
is the hash of the last transaction included in the block. Along with the transactions
in the block, a series of collateral information is also inserted into the block,
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including the previous block’s hash. With this method, the Bitcoin blockchain
uniquely identifies blocks and individual transactions.

In cryptographic theory, it is recognized that alterations to a given piece of
information invariably result in a corresponding change to its hash. A slight
modification in the input, even a change as minor as flipping a single bit, leads
to a significant alteration in the output hash, a phenomenon commonly known as
the "avalanche effect". This property is critical in numerous applications of hash
functions, including digital signatures, integrity checks, and password security,
among others. This sensitivity to input data contributes to the robustness of hash
functions in detecting tampering or corruption in the original information [98].

5.3.2 Proposed Solution

There is a consensus among researchers that GPS alone does not provide sufficient
accuracy for autonomous vehicle navigation [99, 100].

Pal et al. [101] proposed recording the locations of traffic signs in a database
and then using the database to complement GPS and sensor data in autonomous
vehicles. Inspired by this approach, we build a JavaScript Object Notation (JSON)
object that could be replicated deterministically and straightforwardly. Since a
JSON object is a collection of key-value pairs, where the "value" can be a number,
a string, a Boolean, an array, or even another JSON object, we choose to include in
the JSON the attributes depicted in Table 5.1 to identify an intersection uniquely.
This allows us to nest three different JSON objects within the identifying data of
our intersection (location, toponymy and parameters); these data are based on the
vehicle’s Navigation System.

A critical issue is determining the level of accuracy required for GPS coordinates
since excessive precision could generate different hashes. In this approach,
excessive precision by the GPS device could be a problem since two vehicles
within the same smaller roundabout, even just being at two different points, could
produce two different hashes. To address this problem, it must be taken into
account that within GPS coordinates, one degree without decimal places has an
approximation of about 111 km [102], three decimal places offer an accuracy of
111 meters and four decimal places offer an accuracy of 11 meters. Since GPS is
not the only tool for the univocal identification of the intersection, it was chosen to
approximate it up to three digits. The same approach has been used for the altitude.

Utilizing the attributes of the intersection to create a JSON object, the decision
to process it through the SHA256 algorithm was determined after carefully
considering the prevalent SHA-256, part of the SHA-2 family, over SHA-3
alternatives. Despite the potentially higher security of SHA-3 options, SHA-256
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Table 5.1: Attributes of the Intersection Data JSON Object

Key Type Description
location Obiect An object containing the geographical coordi-
) nates of the intersection.
. The latitude of the intersection, in decimal
- latitude Number degrees
. The longitude of the intersection, in decimal
- longitude Number degrees
. The altitude of the intersection, in meters
L altitude Number
above sea level.
{oDONYM Obiect An object containing the names associated
ponymy ) with the intersection.
Array of The streets names designating the intersection
F streetNames . ) ..
Strings provided by the navigation system..
L . The ISO 639-1 code of the language set in the
language String .
Navigation System
arameters Obiect An object containing details describing the
p ) characteristics of the intersection.
The number of streets intersecting at the inter-
F streetCount Number section
. A boolean indicating the presence of traffic
- trafficLights Boolean & p

lights at the intersection.
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was favored due to its demonstrated stability, uniqueness of the results with the
same inputs and uniform and rapid processing capabilities unaffected by input size
variations [103].

Algorithm 1 specifies the JSON objects that are defined using the dictionary
data structure in Python, which closely aligns with the conventions of JSON. Here,
we choose to produce the hashes of the single JSON-child objects to use them
separately.

Algorithm 1 Hashing JSON Object Children
1: procedure HAsHJsoNOBIECTS(0b )
childl, child?2, child3 « ExtractChildren(obj)
> Extract the three JSON child objects

2
3
4 fori € {1,2,3} do

5: jsonString; < SortAndStringify(child;)
6 > Convert the i-th JSON object to a sorted string
7 encodedString; «— Encode(jsonString;)

8 > Encode the i-th JSON string
9: hash; < InitializeHash("SHA-256")

10: > Initialize a new SHA-256 hash object for the i-th child

11: Update(hash;, encodedString;)

12: > Update the i-th hash with the encoded JSON string
13: hashedJson; «— Finalize(hash;)

14: > Convert the i-th hash to a hexadecimal string
15: return hashedJsony, hashedJson,, hashedJsons

Following the execution of Algorithm 1, each JSON child object is individually
processed through a series of transformations to obtain their SHA-256 hash
representations eventually.

Firstly, the SortAndStringify function ensures a consistent, ordered serialization
of the dictionary entries, a crucial aspect given that the SHA-256 hashing algorithm
operates sequentially on the input data; different ordering would result in distinct
hashes. This function can also include other normalization parameters, such as
avoiding capital letters or replacing toponymic abbreviations. Downstream of the
actual transformation of the information into hashes, finally the SHA-256 hash
objects are converted to their hexadecimal string representations facilitating easy
readability and further analytical processing. Through this structured approach,
the algorithm ensures the consistent and reliable hashing of JSON object children,
readying them for subsequent use or analysis.

To obtain the unique identifier of the entire intersection, the path to follow is
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not the creation of the hash of the JSON as a whole object but rather the result of
the hash of the hashes of the child JSON, making a Merkle Tree. A Merkle Tree is
a hash-based data structure that generalizes the hash list. It is a tree structure in
which each leaf node is a hash of a block of data, and each non-leaf node is a hash
of its children [104].

Particularly when dealing with complex JSON objects that encompass multiple
keys such as "location", "toponymy", and "parameters”, a Merkle Tree allows
granular integrity checks. Each key-value pair can be hashed individually to
form leaf nodes in the tree, enabling rapid and resource-efficient verification of
sub-components of the data. This hierarchical structure facilitates pinpointing
discrepancies down to specific keys, obviating the need to traverse or verify the
entire dataset. At that point, the AV can check whether the hashes of the smaller
objects match or not and where the discrepancies are. By doing this, we establish
that the threshold to be respected is that 2/3 of the child hashes must match.
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5.4 Intersection Identification for Autonomous Vehi-
cles

This section provides a tool for mitigating the problems that can occur when
autonomous vehicles have to cross an intersection.

In the related literature the intersection is divided into two zones: the Control
Zone (CZ), where the vehicles communicate to find an agreement about the order
by which they get through the intersection, and the Merging Zone (MZ), where the
collisions can occur [105,106].

The generation of a hash that identifies the intersection allows the vehicles to
unequivocally identify the intersection before entering the CZ to guarantee that
the autonomous vehicles communicate with the vehicles involved in the same
intersection.

To avoid single points of failure within the system and to increase scalability
and flexibility, we adopted a decentralized approach, so the vehicle can calculate the
hashes of the intersections when planning the route, verifying them and proceeding
when all the vehicles approaching the intersection agree on the identifier of the
crossing they are facing.

Algorithm 2 reports the steps the autonomous vehicles can perform. As
the vehicle approaches an intersection, it uses the ApproachControlZone
(intersection) function to enter the designated control zone. Within this
zone, the vehicle utilizes the CollectDataAndRecheckHash(zone) function
to harvest real-time data and recompute the hash accordingly. This fetches the
necessary data and validates the hash, thus ensuring a secure traversal through the
intersection. A consensus mechanism is instituted, wherein the newly obtained hash
is exchanged with other vehicles in the vicinity using the ExchangeHash (hash,
hashes) function. If a consensus isn’t achieved, then a secondary level of
consensus is sought by exchanging child hashes, which have a more granu-
lar data management. This strategy needs at least a 2/3 agreement via the
ExchangeChildHashes(childHashes) function. If consensus remains elusive
and if our approach has been layered "on top" of another type of consensus, it
is possible to revert the procedure to the original consensus mechanism (or to
the standard rules of the road) through the FallbackToOriginalConsensus ()
function, ensuring navigation continuity while maintaining safety.
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Algorithm 2 Procedure of Autonomous Vehicle
1: procedure AuTONOMOUSVEHICLEPROCEDURE

2: route «— DefineRoute() > Define route
3: path < CalculatePath(route) > Get path
4: intersections < IdentifyIntersections(path)
5: > Find intersections
6: hashes < Calc.IntersectionsHashes(intersections)
7: > Get hashes
8: StartJourney(path)
9: for each intersection in intersections do

10 zone «— ApproachControlZone(intersection)

11: data, hash < CollectDataAndRecheckHash(zone)

12: > Get data and recheck hash
13: consensus < ExchangeHash(hash, hashes)

14: if not consensus then

15: childHashes < GetChildHashes(data)

16: consensus < ExchangeChildHashes(childHashes)

17: > 2/3 consensus
18: if not consensus then

19: FallbackToOriginalConsensus()

20: ReachDestination()

21: UploadToBlockchain(hashes) > Upload data
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5.5 Case study

5.5.1 Case study description

In this section, we show an application of the proposed solution to a real complex
case study: the Magic Roundabout in Swindon, England formed by an unconven-
tional multi-roundabout configuration as illustrated in Fig. 5.1. With five satellite
roundabouts encircling a central hub, identifying the correct pathway through this
complex traffic circle is non-trivial compared to traditional single-ring layouts.

Several factors contribute to the difficulty autonomous vehicles face when
approaching this particular roundabout:

e The unusual arrangement of alternating clockwise and counter-clockwise
flows across multiple intersections introduces ambiguity in determining
the appropriate yielding behavior. Unlike single roundabouts where the
right-of-way is clear, the crisscrossing of traffic directions at the Magic
Roundabout leads to confusion.

e Occlusions from infrastructure and other vehicles can obstruct sensor
visibility. With multiple intersections in close proximity, obstructions are
more likely to prevent early detection of crossing traffic flows.

* The complexity makes a priory mapping of valid trajectories difficult.
Predefined driving routes are less effective since the environment is highly
dynamic.

* Close proximity of entry and exit points creates uncertainty in intersection
identification. Determining which specific roundabout an autonomous
vehicle should target is obscured by near parallel roads.

5.5.2 Proposed Solution

The considered Magic Roundabout is divided into a set of sections as illustrated
in Fig. 5.2, and each section represents a roundabout and is denoted with a
different color. We focus on two roundabouts, named Blue and Pink. These
roundabouts are characterized by unique features, ensuring their unequivocal
identification. In particular, this precise identification is attainable even under
conditions where the GPS signal’s accuracy, traditionally considered the primary
source of location information, is compromised. This resilience is due to the
inclusion of additional data stored securely within the individual JSON objects
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Figure 5.1: Map view of the "Magic Roundabout" in Swindon, England
(UK) [1]

corresponding to each roundabout. Essentially, each roundabout is seen as an
independent entity possessing its unique data.

After obtaining the unique hash derived from the JSON objects, the vehicles
initiate a data-sharing protocol with the other vehicles circulating within the
Magic Roundabout. This protocol provides these vehicles with access to accurate,
real-time data regarding the behavior and movement of vehicles within the smaller
roundabouts.

For instance, a vehicle traveling on the A 4259 and wishing to continue on it,
will approach this junction by first crossing the Pink roundabout, then the
and finally the Blue roundabout. Then, the vehicle communicates its
movements to all the present vehicles, identifying precisely which sections of the
macro roundabout it will face at each time interval. This allows it to negotiate the
intersection simultaneously with vehicles that do not need the smaller roundabouts
it uses in the same time interval.

In the following, we describe the distinguishing features of the JSON objects
associated with the two roundabouts Blue and Pink that are determined by Code 2
and Code 3, respectively.
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Figure 5.2: Control Zones intersections on Swindon Magic Round-
about.svg by Hk kng [2]

Code 2 Data of the Blue roundabout in 5.2 in JSON format.

i {"location": {"latitude": 51.562, "longitude": -1.771, "
altitude": 102},

2 "toponymy": {"streetNames": ["County Road", "Magic
Roundabout", "Private Road", "A 4259"], "Language": "en"},

3 "parameters": {"streetCount": 4, "trafficLights": false}}

Code 3 Data of the Pink roundabout in 5.2 in JSON format.

i {"location": {"latitude": 51.562, "longitude": -1.771, "
altitude": 101},

2 "toponymy": {"streetNames": ["A 4259", "Magic Roundabout", "
Queen’s Drive"], "Language": "en"},

3 "parameters": {"streetCount": 3, "trafficLights": false}}

According to Algorithm 1, the SHA-256 hash of the JSON object representing
the Blue and the Pink roundabout are represented in Table 5.2 where, for brevity,
only the first hash is reported.

Drawing parallels with operational protocols in the context of blockchain
systems, our approach can be compared to the methodology employed within
a Bitcoin block. In such a system, each transaction is represented not by its
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specific details but through a unique hash that encapsulates all the requisite
information. Likewise, according to the Merkle Tree structure, a unique identifier
could be assigned to the entire roundabout, which is a composite hash computed
by aggregating the hashes of all the smaller roundabouts (Blue, Cyan, Pink, etc.).

Table 5.2: Computed SHA-256 Hashes for the Child Objects in the
Blue and Pink JSON Representations

g)?:if:t JSON-child SHA-256 Hash
location 7b01cba7acb9b65b4b726289d66
64e19be3le243beba38491del6d d16£610ech
Blue toponymy 275b8a67be38...cf3c09784elb
parameters 05ad4e76a622...252ad6a4d1b7
location a3d51bacbb32...17e2733b96b7
Pink toponymy 607a69ded6d6. . . 168bab948a4c
parameters 062bf46d1d72...c£f5db03£f0d16

Following the construction of the Merkle Tree, the hash of the Blue roundabout
is82fb8b6622ae104£f323ed77d7a35££f120362£f7d8£257a7822£185e67b460
f£2c8 and the hash of the Pink one is cce096295cfe607badb2a37c6a34c9584
e78f5720ba678b17ff2e66d£3726502.

5.5.3 Discussion of the results and critical issues analysis

The proposed approach allows us to divide a very complex intersection with a
huge CZ into smaller and more manageable intersections and CZs. Although
these new CZs overlap, each one is distinctly identified, thereby accelerating the
consensus-reaching process for approaching vehicles.

The considered case study has an overall circumference of approximately 100
meters. Therefore, given how the system has been devised, every single argument
of the JSON object does not need to be unique, given that the uniqueness of the
object is given by the sum of the elements it contains and not by the single data.
So, even if we choose to cut the GPS coordinates at 3 digits, having two small
roundabouts utterly identical regarding GPS coordinates, the identification hashes
will still be unique.

An additional problem that can occur is the nomenclature of the streets. For
example, having two systems in different languages could produce slightly different
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input data; e.g., it could happen if a vehicle with the Latin alphabet generated the
unique identifiers of Greek road junctions, which local cars identify with the Greek
alphabet. The "toponymy" child hash match could be deprioritized to resolve this
issue so that other data are preferred. It should also be noted that the number of
child objects within the JSON can be enriched or modified depending on particular
needs.

Utilizing unique intersection identification can enhance application scenarios
significantly, enabling the navigation of autonomous vehicles with increased
precision. Furthermore, remaining in the blockchain realm, our solution can be
used to notarize the route expressed as an array of intersection hashes recorded by
the autonomous vehicle throughout a journey or a day. This information, being
uniquely notarized on the blockchain, would also allow the resolution of disputes,
eliminating data uncertainty.
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5.6 Conclusions

This chapter leveraged features inspired by blockchain technology, specifically
employing hash algorithms, to make a significant advancement in the unam-
biguous identification of road intersections, a critical aspect in the autonomous
vehicle (AV) field. With this approach, intersections can now be distinguished
unequivocally based on their unique characteristics, thereby enhancing resilience
against inaccuracies inherent in GPS technology. We described a methodology
to assign a unique identifier to each intersection. Moreover, the delineation of
CZs facilitates swift consensus among vehicles, even amidst visual barriers. The
efficacy of this approach is evidenced in the proposed case study, showing the
practical applicability of the proposed solution. In future research, we plan to
add a quantitative and qualitative analysis in order to show the effectiveness of
the proposed method and to use Artificial Intelligence to draw a basic pattern
of the intersections and hash the derived image composed only of uniquely raw
geometric shapes.



6 A Blockchain Framework for In-
centivized Data Sharing in Au-
tonomous Vehicle Networks

6.1 Introduction

Autonomous vehicles (AVs) generate vast, high-resolution datasets through ad-
vanced sensor networks (including LiDAR, camera arrays, and radar systems),
capturing everything from evolving road conditions to near-instantaneous traffic up-
dates. Although these data are essential for enhancing road safety, optimizing route
planning, and guiding infrastructure development, most information remains locked
within brand-specific platforms. As a result, AVs from different manufacturers do
not benefit from each other’s real-time observations, and public authorities, service
providers, and end users miss out on crucial insights for city-wide traffic manage-
ment, road maintenance, and urban planning. Additionally, modern proprietary
navigation platforms typically operate under centralized, closed-source paradigms,
offering no direct economic incentives to users for sharing high-precision data and
severely limiting data ownership transparency within the provider’s ecosystem.

Recently, blockchain-based architectures have emerged as promising ap-
proaches for addressing information sharing, interoperability, and trust issues in
Intelligent Transportation Systems (ITS) [107]. Rajkumar et al. [108] proposed
vehicular data architectures leveraging trusted execution environments, and Cui
et al. [109] introduced consortium blockchains for secure V2V communications.
Both works, however, primarily focus on privacy/security without considering
economic incentives or reputation-driven consensus mechanisms, which are essen-
tial factors pursued in our approach. Moreover, discrete event system techniques
have also been considered for enhancing cyber-attack detection, security, and fault
diagnosis in decentralized AV data-sharing systems [110, 111].

Recent systematic reviews, such as those by Sarwatt et al. [112], Alherimi et
al. [113], Kim and Vong [114], and Vairam et al. [115], catalog diverse blockchain
applications spanning automotive, IoT, and ITS domains. These contributions
generally overlook barriers associated with cross-manufacturer collaboration, open
participation, and economically-driven data-sharing ecosystems, which constitute
core challenges our work explicitly tackles.

100
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Additionally, Yang et al. [116] and Rasool et al. [117] explored Decentral-
ized Autonomous Organizations (DAOs) as governance frameworks, enabling
decentralized decision-making processes. Nevertheless, these contributions do
not directly support dynamic sensor-data monetization or cross-brand interoper-
ability. Similarly, Qin et al. [118] introduced a multi-blockchain ("TriBoDeS")
architecture suited to hazard dissemination in vehicular environments. Despite the
innovation, the tri-blockchain configuration brings significant operational com-
plexity, impeding applicability to realistic AV scenarios involving heterogeneous
manufacturers.

Motivated by these limitations, this chapter proposes a lightweight, decen-
tralized framework for real-time AV data exchange, integrating modular smart
contracts, dynamic consensus threshold mechanisms, vehicle reputation-based in-
centivization, and blockchain tokenomics. Unlike existing solutions, our approach
uniquely combines cross-brand interoperability, real-time validation, economic
incentivization, and high scalability, ultimately fostering open, collaborative vehic-
ular data marketplaces. Verified contributions directly translate into incentives
(tokens) redeemable as practical benefits (charging discounts, parking fees, toll re-
ductions), thereby aligning individual vehicle incentives with collective intelligent
mobility objectives.

The remainder of this chapter proceeds as follows: Section 6.2 describes
the problem, and Section 6.3 outlines the System Architecture. Section 6.4
mathematically outlines the dynamic threshold of the considered system, Section
6.5 presents the blockchain simulation and Section 6.6 draws the conclusions.
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6.2 Problem Description

Autonomous vehicles can collect both static information, such as road infrastructure
characteristics and classification, and dynamic phenomena, such as unexpected
traffic incidents, temporary road closures, or routine maintenance work. Despite
the critical importance of these insights for real-time decision-making and broader
traffic management, the data collected often remains confined within proprietary
ecosystems belonging to individual manufacturers.

The isolation of data within brand-specific platforms severely limits inter-
operability and stifles the potential benefits of a more comprehensive, cross-
manufacturer data repository. For instance, consider a scenario in which a vehicle
navigates what was initially marked as a secondary, paved route in its onboard
navigation system yet encounters an unpaved, rough terrain in reality. The AV’s
sensors detect this mismatch, generating valuable information about the true state
of the roadway. However, because this information remains locked within a single
manufacturer’s proprietary system, other AVs and stakeholders do not benefit from
these real-time observations.

A key challenge in addressing these limitations lies in establishing a secure,
trust-based mechanism that incentivizes the seamless exchange of vehicular data
across multiple stakeholders, specifically addressing several key elements. Firstly,
ensuring robust data provenance and integrity is imperative to guarantee confidence
in the origin and authenticity of shared information and effectively mitigate risks
associated with falsification or unauthorized tampering. Secondly, owner privacy
must be meticulously preserved, especially in contexts where vehicular datasets
encompass sensitive or personally identifiable information, necessitating advanced
anonymization and privacy-preserving strategies. Thirdly, a carefully structured
monetization and incentive system is essential to motivate extensive and willing
participation in data-sharing initiatives. Finally, the capability to support real-time
processing and scalability is vital, enabling rapid, near-instantaneous transactions
within distributed environments and adequately managing the substantial through-
put demands typical of contemporary sensor networks deployed in autonomous
vehicles.

In light of these considerations, the need for a distributed data framework
becomes evident. By leveraging blockchain-based architectures, smart contracts,
and advanced cryptographic techniques, AV data can be securely exchanged and
monetized across brand and platform boundaries.
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6.3 System Architecture and Modular Smart Con-
tracts

The system architecture, depicted in Fig. 6.1, enables autonomous vehicles from
different manufacturers to detect, broadcast, and validate critical environmental
changes through a public, permissionless blockchain infrastructure. The core
components and interactions are summarized in the following subsections.
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Figure 6.1: System architecture [3]
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6.3.1 Overview of the Proposed Workflow

Step 1: Detection of Discrepancy. Vehicle A (shown in orange in Fig. 6.1)
identifies a mismatch between the real-world state of an infrastructure element
(e.g., a newly unpaved road or a temporary closure) and the existing information in
its onboard navigation system. This discrepancy can arise from ad hoc changes
(e.g., ongoing construction) or more permanent infrastructural modifications.

Step 2: Broadcast of New Information. Once Vehicle A detects this discrep-
ancy, it encodes the updated information (e.g., the exact location, time, and nature
of the change) in a structured JSON object. Our earlier research [119] indicates
that implementing a hash-based system for uniquely identifying intersections
is feasible. This JSON payload is then submitted to the smart contract system
(further elaborated in Algorithm 3), triggering a blockchain transaction. This
transaction records key metadata such as a timestamp, vehicle pseudonym (to
preserve privacy), and event category.

Step 3: Pending State Creation. Upon receiving the transaction, the
blockchain-based smart contract appends the new data to a global dataset in a
pending state. At this stage, the reported change has no immediate effect on
navigation systems; rather, it awaits consensus from other vehicles.

Step 4: Crowd-Sourced Validation. As vehicles B, C, and D traverse or
otherwise sense the same region, they submit confirmation or rejection transactions
to the smart contract. These vehicles also rely on their own sensor inputs to verify
the reported information. Multiple confirmation transactions strengthen the claim,
while multiple rejection transactions may overturn it.

Step 5: Consensus Threshold. Once the threshold discussed in Section 6.4
is reached, the pending state is resolved. The threshold is dynamically adjusted
based on road type, event severity, and vehicle reputation. If consensus deems the
newly reported data to be accurate, it is marked as confirmed. Otherwise, the entry
is rejected.

Step 6: Data Finalization and Reward. In the event of a successful
confirmation, the updated information is promoted to the structured data layer
and disseminated to all vehicles’ navigation systems. This ensures that other AVs
immediately benefit from the new information, improving their route planning and
operational safety. Vehicle A —the original proposer of the valid data— is awarded
a token as an incentive.
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6.3.2 Modular Smart Contracts System

The proposed framework achieves flexibility and scalability by deploying three
closely integrated smart contracts, each with a distinct but interlocking responsi-
bility. As detailed in Algorithm 3, the FilterContract first receives every new data
submission transmitted by a vehicle, performing checks on the JSON-encoded pay-
load and verifying that no identical pending entry exists for the same event. When
a new submission is found to be unique, the contract relays it to the VotingContract
with pending status;

Once a proposal is marked as pending, the VotingContract takes over to manage
crowd-sourced validation. Each vehicle with relevant sensor data can cast a
CONFIRM or REJECT vote. The contract keeps a running tally of both counts and,
after each vote, recalculates a dynamic acceptance threshold according to the
methodology presented in Section 6.4. This threshold, denoted Ty, (i), varies
based on different factors such as the severity of the event, the criticality of the road
segment, the elapsed time since the proposal was submitted, and the reputation
of the proposer. In this way, the VotingContract can either finalize an outcome
before the voting window concludes —triggered by immediate confirmation or
rejection criteria— or wait until a predefined time limit or a minimum vote count
is reached. Once a decision has been reached, the result is irrevocably recorded
on-chain, ensuring transparency and accountability in the consensus process. The
final module, the TokenContract, governs the system’s incentive layer. Suppose
the VotingContract signals that a proposal has been confirmed. In that case, the
TokenContract mints one or more tokens in the name of the original proposer,
thereby acknowledging a valid and beneficial data contribution to the network.
Note that all reputation updates and flag management, incorporating the double-
hit logic (discussed further below in Section 6.4.3) for handling consecutive
negative proposals, are performed within the VotingContract, which decouples
these operations from token management. The TokenContract further handles
an array of token lifecycle operations, including transfer, balance tracking, and
burn logic. This modular design, wherein the tokenomics are confined to a
dedicated contract, allows for tailored governance and dynamic adjustments to
reward policies without disrupting the consensus or filtering processes.

Together, these three smart contracts operate in unison to secure real-time data,
validate its authenticity, and incentivize honest reporting. By cleanly separating the
filtering, consensus, and reward functionalities, the architecture remains flexible
to evolving requirements while preserving core trust assumptions.
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Algorithm 3 Workflow for Distributed AV Data Sharing via Modular Smart
Contracts
1: Step 1: FilterContract - Initial Validation and Duplicate Checking

Receive txData (e.g., infrastructure mismatch) and vprqp (vehicle pseudonym).
Perform basic checks on txData (required fields in JSON format).
Verify whether an identical pending entry already exists for the same issue.
if no matching entry is found then

Forward #xData to VotingContract with pending status.
else

Convert this submission into a CONFIRM vote for the existing pending entry
in VotingContract.
9: Do not create a new pending record.

10: Step 2: VotingContract - Consensus Mechanism

11: Initialize vote counts for each pending proposal: yesVotes = 0, noVotes = 0.
12: for each vote received from vehicles do

13: if vote is CONFIRM then

14: Increment yesVotes.

15: else if vote is REJECT then

16: Increment noVotes.

17: Dynamic recalculation of Tay, (i) and immediate check

18: Check if yesVotes and noVotes trigger immediate approval or rejection.

19: At the end of the voting window or upon reaching the minimum required
number of votes

20: Check final consensus according to Section 6.4.

21: if proposal is approved then

22: Forward the approval result to TokenContract.

23: else

24: Mark the proposal as rejected.

25: Emit an event indicating the outcome (" CONFIRMED" or "REJECTED").
26: Update rep(v) and f{v) in accordance with Section 6.4.3.

27: Step 3: TokenContract - Token Management

28: if proposal is approved then

29: Mint a reward token to the proposer v yp.

30: Store the validated data in the confirmed repository.

31: Handle all token lifecycle operations (e.g., emission, balance tracking, burn
logic).
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6.3.3 Blockchain Platform

In order to maximize transparency, immutability, and cross-brand participation,
the proposed system leverages a blockchain public, one in which every transaction
on the ledger is openly readable, enabling stakeholders to audit data flows and
verify event integrity, and permissionless, meaning that any entity may participate
in block validation or production (in accordance with the network’s consensus
rules).

Since vehicles remain pseudonymized via cryptographic addresses, privacy
concerns are mitigated while retaining the benefits of a trustless, decentralized
architecture. This permissionless approach fosters an open ecosystem where
entities from multiple automotive manufacturers can seamlessly contribute to and
benefit from the shared dataset by obviating the need for a central authority.

Although the proposed system already integrates a reputation model and dy-
namic thresholding, additional mechanisms could further refine both the consensus
process and the reward structure. Under such a dynamically weighted scheme,
submissions from reputable entities could reach an accelerated consensus on
critical events while mitigating the influence of malicious actors. Similarly, the
token issuance could be tied to contextual factors such as the severity or criticality
of the event, effectively rewarding contributors based on the guality or importance
of their reports.

Furthermore, practical considerations for real-time, large-scale deployments
underscore the need to minimize transaction costs and ensure network scalability.
One viable solution is to adopt a high-throughput platform or a specialized subnet
on public permissionless blockchains like Avalanche [27], or to employ a layer-two
scaling solution on Ethereum [120]. By leveraging existing validator infrastructures,
the system can dramatically reduce per-transaction fees and latencies, thereby
enhancing both cost-effectiveness and responsiveness. Such an approach also
preserves the trustless, decentralized nature of the network, which is essential for
an open, multi-vendor ecosystem of autonomous vehicles.

6.3.4 Real-World Applications of the Reward Mechanism

The token-based reward mechanism introduced in our framework offers practical
utilities beyond data contribution incentives, encouraging continuous engagement
and fostering an ecosystem of mutual value creation among vehicles, users, and
service providers. Specifically, tokens can be practically redeemed in multiple key
scenarios within the autonomous vehicle ecosystem, such as:

* Premium Data Access: Vehicles holding tokens can utilize them to reduce
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or waive fees for accessing specialized or high-value data within the system,
thus incentivizing continued participation.

» Charging Discounts: Electric and hybrid vehicles may redeem tokens to
obtain discounts at charging stations, thereby reducing operational expendi-
tures.

 Parking Fee Management: Integration of tokens into urban parking systems
allows users to conveniently pay parking fees or receive price reductions.

* Toll Payment Reduction: Toll authorities can offer preferential toll rates or
facilitate smoother billing transactions through token adoption, rewarding
vehicles that actively contribute reliable road-condition data.

These practical applications, which can be later implemented, establish a
continuous cycle of economic incentives, fostering widespread adoption by aligning
individual benefits with collective improvements in road safety and efficiency.
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6.4 Mathematical Formulation for Determining the
Dynamic Threshold

This section proposes a mathematical formulation for a dynamic threshold to
efficiently manage the second smart contract described in Section 6.3.2 and
Algorithm 3. The goal is to parameterize the various factors involved to allow
urgent information to be accepted and transmitted to navigation systems in a timely
manner. At the same time, it is crucial to prevent system manipulation by entities
that repeatedly provide incorrect or fraudulent information, disfavoring them in
the long term while accounting for possible detection and transmission errors.

A reputation system was introduced for vehicles transmitting new information
to the system; this parameter will play a role in modeling the dynamic acceptance
threshold. However, we have chosen not to have the reputation affect the reaching
of consensus (so individual vehicles will not have different weights when voting
on whether a piece of information is correct or not). This ensures that the system
is as distributed as possible and avoids single points of failure.

6.4.1 Dynamic Acceptance Threshold: Formulation and Nota-
tion

Parameters and variables employed throughout this section are summarized in
Table 6.1.
The dynamic acceptance threshold Ty, (i) for proposal 7 is defined as:

Tayn (i) = clamp[Tbase + asev(i) + Broad(i)
6.1)
- ')/ ln(l +Atl) - Arep(Vprop(i))a Tmina Tmax]

where clamp[x, a, b] = min(max(x, a), b) ensures that x is limited between
a and b, preventing the threshold from becoming negative or excessively high and
the parameters Tpase, @, 5, ¥, and A are weighting coeflicients that determine the
influence of each factor on the dynamic threshold.

In this initial application scenario, we opted to initially set all coefficients equal
tol (@ =8=7y=A4=Tye = 1), deferring a more detailed parameter tuning
to subsequent analyses. This allows us to assess the behavior of the normalized
variables before applying different weights and to lay the groundwork for future
multi-objective optimization as part of a simulation. Retaining the coeflicients in
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the formula provides flexibility for potential adjustments based on empirical data
or changing requirements.

Variables sev (i) and road(i) are normalized within the range [0, 1] for consis-
tency. The term At; is measured in terms of the number of blocks emitted by the
network, as it is the basic unit within the blockchain. Its scaling will depend on
the selected blockchain platform.

The reputation rep(v) is updated according to the rules specified in Section 6.4.3.
The global thresholds Ti,i, and Tinax ensure that Tyy, (i) stays within acceptable
bounds. With this formulation, if the proposer’s reputation is very high and/or a
significant amount of time has passed (large At;), the threshold lowers but never
goes below Thin. Conversely, if the event’s severity or the road segment’s criticality
is very high, the threshold cannot rise indefinitely due to T,x. Defining Tiyi, and
Tmax based on preliminary tests or simulations to reflect real voting conditions and
vehicle participation is advisable.

6.4.2 Voting Rules and Final Decision

Let Y(i) € Ny and N(i) € N5 respectively denote the cumulative counts of
approval (CONFIRM) and rejection (REJECT) votes for a pending proposal i. Let
Tayn (i) represent the dynamic validation threshold for proposal i, calculated
according to the formula presented in Sec. 6.4.1. Additionally, let k,;, represent
the minimum number of votes necessary and timeWindow the maximum allowed
voting duration.

The decision-making follows four phases:

1. Immediate Confirmation Criterion: A submitted data item is immediately
accepted and finalized as confirmed if:

Y(i) > Tyyn(i) and Y(i) > N(). (6.2)

2. Immediate Rejection Criterion: Conversely, a proposal is immediately
marked as rejected if either of the following conditions holds:

N(i) = Tagn(i) or N() > Y(i). (6.3)

3. Final Resolution at Voting Closure: If neither immediate confirmation
nor immediate rejection criteria have been triggered by the end of the voting
window (i.e., upon completion of time timeWindow or upon reaching the
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minimum vote requirement k), the final state of the proposal is decided
according to the majority criterion:

confirmed, Y (i) > N(i),
status(i) = 6.4)
rejected,  Y(i) < N().

4. Resolving Simultaneous Threshold Exceedance: In scenarios where both
approvals votes Y (#) and rejection votes N(7) concurrently cross the dynamic
threshold T4y, (7) within the same time interval (e.g., within the same block
of blockchain transactions), we deterministically resolve the ambiguity by
evaluating the vote difference:

confirmed if Y(i) — N(i) >0,
status(i) = (6.5)
rejected, otherwise.

This deterministic voting scheme effectively prevents ambiguity and mitigates
potential manipulation or exploitation of the voting system. The combination
of dynamic thresholding, minimum vote counts, and defined timing windows
guarantees reliable and timely decision-making, thereby enhancing overall data
accuracy and consistency across automotive platforms.

6.4.3 Vehicle Reputation and Incentive Mechanism

A simple reputation model inspired by repeated-game frameworks is implemented to
incentivize truthful data submission and build long-term vehicle collaboration [83].
Each vehicle v € V maintains a reputation score rep(v), initialized at a positive
default value repy.g, -

Our system adopts a double-hit penalty policy to balance fairness and robustness
to errors. Specifically, when a vehicle proposes information that is subsequently
rejected through the consensus procedure, it does not suffer an immediate penalty,
rather receiving a one-time binary warning flag f(v). Only upon submitting
two consecutive rejected proposals does the vehicle incur a reputation penalty.
Conversely, if previously decreased, a successfully confirmed contribution resets
the flagged status and increases the vehicle’s reputation score.

These reputation adjustments have a twofold benefit: on the one hand, they
discourage malicious and careless behavior while avoiding excessively penalizing
occasional sensor inaccuracies or unavoidable false positives. This straightforward
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yet effective logic creates incentives for sustained collaborative participation by
rewarding accurate, timely inputs and gently discouraging unreliable submissions.
In our implementation, the reputation updating logic remains encapsulated within
the VotingContract (Section 6.3.2), thus clearly separating incentive management
from foundational blockchain transactions.
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Table 6.1: Summary of Symbols and Notation

Symbol Description

V={vi,...,vn} Set of vehicles involved.

Vprop (i) € V Vehicle (proposer) that submits proposal i.

sev(i) € [0, 1] Severity of the event reported by proposal i.
road(7) € [0, 1] Criticality of the road segment for proposal i.

At; >0 Time elapsed since the initial submission of pro-

(@)

posali,i.e., At; = timestamp, ., — timestampg_ ..

rep(v) € Ryg Reputation score of vehicle v.

f(v) e{0,1} Alert flag: f(v) = 1 if vehicle v is flagged in an
alert state due to a recently rejected proposal

Thase = 0 Base threshold for approving a proposal with mini-
mum severity and criticality.

A Weighting coeflicient for the proposer’s reputation
term rep(Vprop ().

a Weighting coefficient for the event severity term
sev(i).

B Weighting coefficient for the road criticality term
road (7).

Yy Weighting coefficient for the elapsed time term

In(1 + At;), ensuring diminishing returns.
Tayn (7) Dynamic acceptance threshold for proposal i

Tin = 0, Thmax = Tmin Global minimum and maximum bounds for the
dynamic threshold Ty, (7).

timeWindow > 0 Maximum time window within which a proposal
must be confirmed or rejected.

kmin = 1 Minimum number of votes required to reach a
decision.
Y (i) € Nyg Number of CONFIRM/YES votes for proposal i.

N(i) € Nxq Number of REJECT/NO votes for proposal .




114 6. A Blockchain Framework for Incentivized Data Sharing in. . .

6.5 Blockchain Simulation and Experimental Vali-
dation

To preliminarily validate the proposed blockchain architecture, the modular smart
contract system outlined in Algorithm 3 was implemented and tested, including the
FilterContract, Voting Contract, and TokenContract. Experiments were conducted
using the Hardhat Ethereum development environment, deploying Solidity-based
smart contracts on an Ethereum Virtual Machine (EVM) emulator. All simulations
were executed under a modest computer environment hosted by Ubuntu Linux 20.04
LTS system, powered by an Intel Core i3 processor and 8 GB of RAM. Additionally,
to thoroughly emulate multiple interacting vehicles, the Hardhat environment was
configured to feature an increased number of default accounts to carry out an
extensive simulation. The simulation involved scripting in JavaScript to automate
testing, thus ensuring repeatability and reproducibility. Notably, deploying the
simulation on an EVM-based emulator allowed the immediate transferability of
validated smart contracts to any compatible Ethereum-like blockchain network,
such as an Ethereum public testnet or Avalanche Fuji public testnet.

Specifically, our simulations successfully demonstrated on-chain dynamic
threshold updates in accordance with the mathematical formulation defined in
Section 6.4. As illustrated in the Hardhat simulation output in Fig. 6.2, test I
verifies the correct deployment of all smart contracts and confirms that the initial
reward token balance for the proposer account Oxf[...]226 is zero. Test IT
focuses on duplicate submission handling: the same submission —e.g., an identical
JSON payload-is sent from a different proposer account. In this scenario, the smart
contract identifies the duplicate event, but (since the submission originates from a
distinct account) it automatically counts this as an affirmative vote for the initial
proposal. Test IIT evaluates the dynamic acceptance threshold, confirming that it
properly decreases over time as expected, and test IV demonstrates the dynamic
threshold’s sensitivity to the proposer’s reputation. Here, the same proposer
submits two proposals characterized by different parameters, each exerting the
same weight on the dynamic threshold, both of which are rejected. Notably, the
threshold value for both proposals remains unchanged, as the flag mechanism
described in Section 6.4.3 is activated after the first rejection. However, the
proposer’s reputation score is decreased upon the second consecutive rejection.
As a result, when the same proposer submits a third proposal, the initial dynamic
threshold increases from 14 to 15 votes. Following the acceptance of this third
proposal, the reward token balance for the proposer is incremented by one unit,
and the proposer’s reputation is restored to its default value. The code behind these
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DYNAMIC THRESHOLD VOTING AND REPUTATION MECHANISM SIMULATION
I) Deployment and Proposal Initiation

v Proposer: Oxf[...]266

v/ Initial token balance: 0.0

II) Duplicate Submission Handling
v Duplicate submission processed as vote from accountl. yes: 1

II1I) Dynamic Threshold Behavior
Dynamic Threshold Test: Proposal submitted. Proposal ID: Ox6[...]

Initial dynamic threshold (norm.): 14
Dynamic threshold after 6 hours (norm.): 5

IV) Proposals Lifecycle and Reputation Update
First Proposal *Initial* Dynamic Threshold: 14 votes

Second Proposal *Initial* Dynamic Threshold: 14 votes
Proposer Reputation After Second Proposal: 0.5

Third Proposal *Initial* Dynamic Threshold: 15 votes
v Proposer token balance increased by: 1.0 tokens
Proposer Reputation After Third Proposal: 1.0

Figure 6.2: Excerpt from the Hardhat simulation logs
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tests is publicly available in the GitHub repository [121]. All experimentations and
validations confirmed the practical feasibility and functionality of the designed

system architecture.
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6.6 Conclusions

This chapter presents a novel decentralized, blockchain-based framework designed
to facilitate the secure and trustworthy exchange of sensor data among autonomous
vehicles produced by diverse manufacturers. By employing a carefully designed
modular smart contract architecture (comprising distinct filtering, consensus
voting, and reward modules) long-standing challenges related to interoperability,
validation, and incentivization in Intelligent Transportation Systems are effec-
tively addressed. Specifically, our proposed approach leverages smart contracts,
reputation-based voting mechanisms, and blockchain-based tokenization for eco-
nomically incentivizing authenticated real-time data exchanges, thus significantly
enhancing cross-brand cooperation.

The key of the proposed contribution is the dynamic threshold model, formulated
to support real-time decision-making processes. The model incorporates multiple
parameters, including event severity, road segment criticality, elapsed time, and
submitter reputation, thereby enabling agile responses to critical infrastructural
changes while mitigating adversarial input from malicious entities. A simulation
using Hardhat, a widely adopted smart contract testing platform, was conducted to
evaluate the approach’s effectiveness and practical performance rigorously.

Simulation results validate the efficacy and robustness of our proposed frame-
work. Specifically, the implemented voting mechanism efficiently adapted the
consensus conditions to varying contextual parameters, accurately adjusting accep-
tance thresholds. Furthermore, the smart contracts adequately managed proposal
processing, validation, and reward token issuing, underscoring the system’s
operational feasibility and potential scalability.

Future work will implement realistic traffic simulations and optimize threshold
coeflicients through adaptive multi-objective optimization approaches.



7 From Identity to Incentives: De-
sign Patterns for Trust in Mobility
CPS

The architectural patterns emerging from the integration of cryptographic identi-
fication mechanisms with blockchain-based incentivization reveal fundamental
principles for establishing trust in distributed cyber-physical systems that operate
without central coordination. The works presented in Chapters 5 and 6 transcends
their individual technical contributions, crystallizing into a compositional frame-
work where mathematical certainty at the data layer enables economic coordination
at the application layer, ultimately yielding emergent trust properties that exceed
the sum of constituent guarantees. This architectural evolution establishes a
methodological template applicable across diverse cyber-physical domains where
multiple stakeholders must coordinate despite potentially misaligned interests and
the absence of pre-established trust relationships.

The theoretical contribution extends beyond mechanical integration of exist-
ing technologies, elucidating instead the fundamental principles governing the
transformation of local observations into globally trusted intelligence through
systematic layering of cryptographic, consensus, and game-theoretic mechanisms.
The architecture that emerges from this analysis provides a structured approach
to decomposing complex trust requirements into tractable subproblems, each
addressed at the appropriate abstraction level while maintaining compositional
guarantees that propagate throughout the system. This chapter examines how the
convergence of deterministic identification with economic incentivization creates a
self-reinforcing trust dynamic, analyzes the complete data lifecycle from detection
through dissemination, synthesizes these patterns into a generalizable architectural
framework, and demonstrates the transferability of these design patterns to broader
cyber-physical system contexts beyond the mobility domain.
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7.1 Architectural Convergence: From Deterministic
Identification to Distributed Trust

7.1.1 The Foundational Role of Deterministic Identification

The transformation of physical infrastructure characteristics into cryptographic
commitments establishes the fundamental substrate upon which distributed trust
mechanisms operate, creating an invariant namespace that transcends the ambi-
guities inherent in conventional spatial referencing systems. This deterministic
transformation, achieved through the systematic application of cryptographic
hashing to canonicalized data representations, provides the mathematical certainty
required for consensus mechanisms to function effectively across heterogeneous
vehicular networks where participants lack pre-established trust relationships. The
significance of this architectural choice extends beyond mere technical elegance,
fundamentally reshaping how distributed systems reason about spatial identity
and enabling consensus protocols that would otherwise founder on referential
ambiguity.

The hierarchical structuring through Merkle tree constructions introduces a
critical capability for granular verification that proves instrumental when environ-
mental conditions, sensor limitations, or temporal variations prevent complete data
agreement among observing vehicles. This compositional approach acknowledges
the fundamental tension between the desire for complete consensus and the practi-
cal realities of distributed sensing, where legitimate observational differences must
be distinguished from adversarial manipulation. The mathematical properties of
the chosen cryptographic primitives, particularly their collision resistance and
one-way characteristics, provide the foundation upon which higher-level protocols
establish trust guarantees that propagate throughout the entire system architecture.

7.1.2 From Local Hashing to Global Consensus

The architectural evolution from locally computed identifiers to globally validated
consensus represents a fundamental phase transition in system capabilities, bridging
the gap between individual vehicle observations and collective network intelligence
through blockchain-mediated coordination mechanisms. The integration of hash-
based identification with smart contract validation creates a unified framework
where spatial references achieve both local precision and global verifiability,
enabling multiple vehicles to collaboratively establish ground truth without recourse
to centralized authorities. This convergence manifests through the natural alignment
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between Merkle tree structures and blockchain validation requirements, where
cryptographic commitments generated at the edge seamlessly integrate with
consensus protocols executing within the distributed ledger.

The modular smart contract architecture leverages deterministic identification
to implement sophisticated deduplication and aggregation mechanisms that would
be computationally infeasible with probabilistic location references. When multi-
ple vehicles independently observe identical infrastructure states, their submissions
converge to the same cryptographic fingerprint despite originating from different
observers, enabling the system to aggregate corroborating evidence while maintain-
ing precise spatial attribution. This architectural synergy between deterministic
identification and blockchain consensus creates emergent properties that exceed
the capabilities of either component in isolation, establishing a foundation for
trusted information dissemination across heterogeneous vehicular networks.

7.1.3 Trust Amplification through Layered Verification

The progression from simple threshold validation to sophisticated reputation-
modulated consensus exemplifies how architectural layering amplifies trust guar-
antees through the systematic composition of verification mechanisms operating
at different abstraction levels. The evolution from static two-thirds thresholds to
dynamic acceptance criteria that incorporate temporal urgency, event criticality,
and participant reputation demonstrates how simple cryptographic primitives at
the foundation enable complex trust dynamics at higher architectural layers. This
amplification effect emerges through the careful orchestration of complementary
mechanisms: cryptographic commitments provide mathematical certainty, hierar-
chical verification enables partial consensus despite incomplete agreement, and
economic incentives align individual behavior with collective truth discovery.

The reputation system’s integration with the underlying deterministic identifi-
cation framework creates a positive feedback loop where consistent accuracy in
reporting verifiable events accumulates long-term value that transcends individual
transactions. This architectural pattern, wherein cryptographic certainty at the data
layer enables sophisticated trust mechanisms at the application layer, establishes
a generalizable template for constructing resilient cyber-physical systems. The
synthesis of these layered verification mechanisms creates a trust amplification
effect whereby system reliability exceeds the sum of component reliabilities, trans-
forming uncertain local observations into globally trusted intelligence through the
systematic application of mathematical, economic, and game-theoretic principles
that operate in concert rather than isolation.
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7.2 Data Lifecycle: From Detection to Dissemination

The transformation of raw vehicular sensor observations into trusted, network-wide
intelligence unfolds through six distinct yet interdependent phases that collectively
ensure information integrity while maintaining system responsiveness. This lifecy-
cle (encompassing detection, cryptographic fingerprinting, proposal submission,
distributed validation, economic incentivization, and network-wide dissemination)
represents a carefully orchestrated pipeline wherein each phase contributes spe-
cific guarantees while building upon properties established by its predecessors.
The architectural pattern that emerges from this sequential processing creates a
compositional framework where trust accumulates progressively, transforming un-
certain local observations into globally accepted knowledge through the systematic
application of cryptographic, game-theoretic, and distributed systems principles.

7.2.1 Detection and Canonicalization Phase

The initiation of the data lifecycle occurs at the precise moment when vehicular
sensor arrays detect discrepancies between observed physical infrastructure and
their internally maintained navigational baselines, triggering a capture protocol
that must balance comprehensiveness with computational efficiency. The multi-
modal sensor fusion process, integrating LiDAR point clouds with visual imagery
and radar signatures, produces a high-dimensional representation that undergoes
dimensionality reduction through feature extraction algorithms specifically tuned
to preserve those characteristics most salient for intersection identification. This
reduction process, far from being merely a compression technique, embodies
domain-specific knowledge about which infrastructure attributes exhibit temporal
stability versus those subject to frequent variation, thereby ensuring that the
resulting representation captures the essence of the intersection while remaining
robust to transient environmental conditions.

The transformation of this feature-rich representation into a canonicalized
form represents a critical juncture where implementation-specific variations must
yield to protocol-level standardization. The canonicalization pipeline operates
through a sequence of normalization operations that systematically eliminate
sources of representational ambiguity: coordinate systems undergo transformation
to a universal reference frame, numerical values are rounded to protocol-specified
precision levels, and optional fields are either populated with default values
or excluded according to deterministic rules. This process culminates in the
generation of a byte sequence that serves as input to the cryptographic hashing
operation, producing the deterministic fingerprint that will identify this specific
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infrastructure state throughout all subsequent processing phases.

The temporal dynamics of the detection phase introduce subtle complexities
that influence the entire downstream lifecycle. Vehicles traversing the same
intersection within short temporal windows may observe slightly different con-
figurations due to traffic signal state changes, temporary obstructions, or varying
illumination conditions affecting sensor performance. The system addresses this
inherent variability through a two-tier detection strategy: immediate anomalies that
suggest safety-critical infrastructure changes trigger expedited processing paths,
while gradual deviations accumulate evidence over multiple observations before
initiating the proposal phase. This temporal aggregation mechanism reduces the
computational and economic overhead of processing transient variations while
maintaining responsiveness to genuine infrastructure modifications.

7.2.2 Proposal and Consensus Mechanisms

The transition from local detection to network-wide proposal marks the evolution
from individual observation to collective validation, wherein the detecting vehicle
must package its findings into a format that enables meaningful evaluation by
other network participants. The proposal transaction encompasses not merely the
computed hash value but a comprehensive metadata structure that provides context
for validation: the precise timestamp of observation enables other vehicles to
account for temporal evolution, the classified severity level influences the urgency of
validation efforts, and the proposer’s pseudonymous identifier allows the reputation
system to modulate trust levels appropriately. This metadata packaging represents
a delicate balance between providing sufficient information for informed validation
and maintaining privacy guarantees that prevent the tracking of individual vehicle
movements.

The smart contract infrastructure orchestrates a sophisticated state machine
that governs the proposal’s evolution from submission through final determination.
Upon receipt, a dedicated smart contract performs structural validation and dedupli-
cation, leveraging the deterministic hash values to identify when multiple vehicles
have independently detected the same infrastructure modification. This dedupli-
cation mechanism operates through a temporal sliding window that aggregates
proposals referring to identical hashes, treating them as corroborating evidence
rather than independent events, thereby strengthening the statistical confidence in
the observation while reducing blockchain storage requirements. The aggregation
process must account for the possibility that identical hashes might represent
different temporal observations of a recurring phenomenon, necessitating care-
ful examination of timestamp distributions to distinguish between simultaneous
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corroboration and sequential re-observation.

The consensus mechanism implements a sophisticated voting protocol that
extends beyond simple majority rule to incorporate contextual factors that influence
the reliability and urgency of different proposals. Rather than applying uniform
validation criteria, the system modulates its acceptance thresholds based on multiple
dimensions of context: infrastructure elements along emergency evacuation routes
receive expedited validation to ensure rapid dissemination of critical safety
information, while cosmetic modifications to low-traffic areas may undergo
extended validation periods to accumulate higher statistical confidence. The voting
process itself operates through cryptographically signed attestations that bind each
validator’s assessment to their identity, creating an auditable trail that enables
post-hoc analysis of validation patterns and the identification of systematic biases
or adversarial behavior. The accumulation of votes proceeds asynchronously, with
the smart contract continuously evaluating whether the accumulated evidence has
crossed the dynamically determined threshold for acceptance or rejection, enabling
rapid convergence for unambiguous cases while allowing extended deliberation
for contested observations.

7.2.3 Incentivization and Network Effects

The crystallization of validated proposals into economic rewards represents a
phase transition wherein abstract contributions to collective knowledge transform
into tangible value within the mobility ecosystem, creating cascading effects
that extend far beyond the immediate participants. The temporal dynamics of
reward distribution exhibit critical influence on system behavior: immediate
token minting upon validation creates strong short-term incentives for rapid
proposal submission, yet the introduction of vesting schedules or graduated release
mechanisms could encourage longer-term engagement and reduce the likelihood
of hit-and-run participation patterns. This temporal structuring of incentives
operates in concert with the reputation system to create a multi-dimensional value
proposition where immediate economic gains complement long-term reputational
capital accumulation.

The emergence of secondary markets for validated information introduces
complex dynamics that fundamentally alter the economics of participation. When
third-party navigation services, insurance companies, or urban planning authorities
express willingness to purchase verified infrastructure updates, the token ecosystem
evolves from a closed-loop reward system to an open marketplace where information
quality directly translates to economic value. This marketization process creates
price discovery mechanisms that reveal the true economic value of different
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categories of infrastructure information: safety-critical updates command premium
valuations, while routine traffic pattern observations may trade at commodity prices.
The stratification of information value creates specialization incentives, potentially
leading to the emergence of professional validators who develop expertise in
specific geographic regions or infrastructure types, thereby improving overall
system quality through division of labor.

The network effects that materialize within this incentivized ecosystem exhibit
non-linear growth patterns characterized by tipping points and phase transitions.
Initial participation may remain modest until the validated information density
reaches a critical threshold where the navigation improvements become perceptible
to average users, triggering exponential adoption as word-of-mouth propagation
amplifies the perceived benefits. This growth trajectory, however, must contend
with potential negative network effects that emerge at scale: as participant
numbers increase, the probability of conflicting observations rises, potentially
creating validation gridlock where consensus becomes increasingly difficult to
achieve. The system must therefore implement adaptive mechanisms that scale
consensus requirements with network size while maintaining decision latency
within acceptable bounds, potentially through hierarchical validation structures
or probabilistic sampling techniques that achieve statistical confidence without
requiring universal participation.

The sustainability of the incentive ecosystem depends critically on maintaining
equilibrium between token emission through rewards and token consumption
through service redemption. Excessive emission without corresponding demand
creates inflationary pressure that erodes participation incentives, while insufficient
rewards relative to redemption opportunities may create deflationary spirals that
concentrate tokens among early participants and discourage new entrants. The
system must therefore implement dynamic adjustment mechanisms, potentially
governed by algorithmic monetary policy encoded in smart contracts, that modulate
reward rates based on participation levels, validation accuracy, and token velocity
metrics. These adjustments must occur gradually enough to maintain predictability
for participants while remaining responsive to changing market conditions and
network growth patterns.

7.2.4 Dissemination and Integration Patterns

The propagation of validated infrastructure updates through the heterogeneous
landscape of navigation systems, vehicle control platforms, and urban management
infrastructure necessitates sophisticated translation and adaptation mechanisms that
preserve semantic integrity while accommodating diverse technical requirements.
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The initial broadcast phase leverages the inherent properties of blockchain systems
where confirmed transactions become visible to all network observers, yet this
passive visibility must transform into active integration through purpose-built
middleware that monitors blockchain events, extracts relevant updates, and refor-
mats them according to recipient-specific schemas. This transformation pipeline
must maintain cryptographic proofs of validation throughout the translation pro-
cess, enabling downstream consumers to independently verify the authenticity
and consensus status of received updates without requiring direct blockchain
interaction.

The temporal coherence of disseminated information presents particular chal-
lenges when dealing with systems operating at different update frequencies and
exhibiting varying tolerance for staleness. High-frequency trading algorithms
optimizing delivery routes may require sub-second update latency, while municipal
planning systems might aggregate weekly infrastructure changes for batch process-
ing. The dissemination architecture must therefore implement multi-resolution
temporal views that enable consumers to subscribe to update streams matching
their specific temporal requirements: real-time event streams for safety-critical
applications, aggregated summaries for planning purposes, and historical archives
for trend analysis. This temporal multiplexing requires sophisticated caching
and aggregation mechanisms that maintain consistency across different temporal
resolutions while minimizing redundant processing and storage overhead.

The integration patterns that emerge from successful deployments reveal a
consistent evolution from peripheral augmentation toward core system integration.
Initial adoptions typically manifest as overlay systems that supplement existing nav-
igation databases with blockchain-validated updates, maintaining clear separation
between traditional trusted sources and crowd-sourced information. As confidence
in the validation mechanism grows through empirical verification of accuracy,
the integration deepens: validated updates begin influencing routing algorithms,
then inform predictive models, and eventually achieve parity with traditional data
sources in terms of trust and authority. This evolutionary trajectory necessitates
careful versioning and rollback mechanisms that enable graceful degradation
when validated updates prove erroneous, maintaining system resilience while
encouraging experimentation and adoption.

The establishment of feedback mechanisms that close the loop between infor-
mation consumers and producers creates opportunities for continuous refinement of
both data quality and dissemination efficiency. When navigation systems encounter
discrepancies between validated updates and ground truth, their reports flow back
through the system as new proposals or challenges to existing information, creating
a self-correcting dynamic that improves accuracy over time. These feedback
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loops operate across multiple timescales: immediate corrections for critical errors,
daily reconciliation for minor discrepancies, and long-term pattern analysis that
identifies systematic biases or recurring failure modes. The aggregation of feed-
back across multiple consumers provides statistical power to distinguish between
isolated anomalies and genuine validation failures, enabling the system to adapt its
validation parameters and improve its resilience against both innocent errors and
adversarial manipulation. Furthermore, the patterns observed in feedback data
inform the evolution of the canonicalization and validation protocols themselves,
creating a meta-learning dynamic where the system progressively refines its ability
to distinguish signal from noise in the complex, ever-changing landscape of urban
infrastructure.
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7.3 Architectural Synthesis: The Three-Layer Trust
Framework

The convergence of cryptographic identification mechanisms and blockchain-based
incentivization strategies crystallizes into a stratified architectural framework that
transcends the immediate application domain of autonomous vehicle navigation.
This three-layer architecture emerges as a natural consequence of separating con-
cerns between cryptographic guarantees, economic coordination, and user-facing
functionality, establishing a generalizable pattern for constructing trustworthy
cyber-physical systems where multiple stakeholders coordinate without centralized
authority.

7.3.1 Layer 1: Cryptographic Identity and Immutability

The foundational stratum establishes the cryptographic substrate upon which all
trust guarantees ultimately rest, transforming physical-world observations into
mathematically verifiable commitments that resist both temporal degradation and
adversarial manipulation. Within this layer, the deterministic transformation of
intersection descriptors into fingerprints through cryptographic hashing creates
an invariant namespace where spatial references achieve mathematical precision,
while the hierarchical organization through Merkle structures enables granular
verification capabilities essential for partial consensus scenarios. The blockchain’s
append-only ledger extends these guarantees temporally, creating a distributed state
machine where the computational cost of historical revisionism grows exponentially
with confirmation depth.

The critical contribution of this layer extends beyond mere data integrity to
establish what constitutes a universal source of truth accessible to all network
participants regardless of their computational capabilities or trust relationships.
The canonicalization protocols ensure that heterogeneous implementations achieve
consensus not through administrative fiat but through deterministic algorithms that
produce identical outputs given identical inputs, thereby eliminating the coordina-
tion ambiguities that plague systems relying on natural language descriptions or
probabilistic identifiers. This foundational certainty propagates upward through
the architecture, enabling higher layers to reason about data authenticity without
reimplementing verification logic.
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7.3.2 Layer 2: Distributed Validation and Economic Alignment

The intermediate layer transforms cryptographically secured data into economically
validated information through sophisticated orchestration of consensus mechanisms
and incentive structures that align individual profit maximization with collective
truth discovery. Rather than imposing uniform validation criteria, the smart contract
infrastructure implements context-aware consensus that modulates acceptance
thresholds based on event criticality, temporal urgency, and participant reputation,
creating a responsive system that adapts to varying operational requirements while
maintaining resistance to manipulation.

The economic mechanisms operating at this layer establish a repeated game
structure where truthful reporting emerges as the dominant strategy through careful
calibration of rewards and penalties that account for both immediate payofts and
long-term reputational consequences. The separation between reputation tracking
and token management enables independent evolution of social and economic
incentives, preventing plutocratic capture while still differentiating between con-
sistently reliable contributors and sporadic participants. This layer effectively
mediates between the mathematical certainty of cryptographic commitments
and the probabilistic nature of real-world observations, creating a bridge where
Byzantine fault tolerance meets practical sensor uncertainties.

The validation orchestration extends beyond simple voting to encompass sophis-
ticated state management that tracks proposal lifecycles, aggregates corroborating
evidence, and manages the temporal dynamics of consensus formation. The smart
contract architecture provides the computational substrate for these complex inter-
actions while maintaining transparency and auditability, ensuring that validation
decisions can be retrospectively examined and systematically improved based on
empirical outcomes.

7.3.3 Layer 3: Application Integration and User Experience

The uppermost layer mediates between the blockchain-based trust infrastructure
and the diverse ecosystem of applications that consume validated mobility data,
abstracting away protocol complexity while preserving cryptographic guarantees.
Through carefully designed APIs and middleware services, traditional navigation
systems integrate with the trust framework without requiring architectural overhauls,
enabling incremental adoption paths that respect existing technology investments
while progressively enhancing data reliability.

The token redemption mechanisms implemented at this layer establish tangible
value propositions that sustain long-term engagement, creating closed-loop eco-
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nomic cycles where earned tokens translate into operational benefits that directly
enhance participant welfare. These redemption pathways extend beyond simple
monetary exchanges to encompass priority services, computational resources, and
information access privileges that create multi-dimensional value beyond immedi-
ate economic gains. The careful design of these economic loops, with appropriate
controls on emission and consumption rates, maintains system sustainability while
fostering network effects that amplify participation value as the ecosystem grows.

The dissemination protocols operating at this layer acknowledge the funda-
mental tension between immediacy and accuracy, implementing probabilistic
propagation schemes that enable risk-adjusted incorporation of validated updates
based on specific operational requirements. High-confidence information spreads
rapidly through priority channels, while contested observations undergo extended
validation before integration, allowing individual systems to calibrate their trust-
latency trade-offs according to their specific safety requirements and operational
constraints. This graduated approach to information integration enables the frame-
work to simultaneously serve applications with diverse temporal requirements and
risk tolerances, from real-time collision avoidance systems demanding immediate
updates to urban planning tools prioritizing comprehensive accuracy over response
speed.
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7.4 Generalization to Cyber-Physical Systems

The architectural patterns developed throughout this chapter exhibit fundamental
properties that transcend the specific context of vehicular networks, offering a
methodological template for establishing trust in diverse cyber-physical domains
where distributed entities must coordinate without central authorities. Progress-
ing from cryptographic identity through distributed validation to application
integration, the methodology proposed addresses challenges inherent to any sys-
tem requiring verifiable data exchange among heterogeneous participants with
potentially misaligned incentives.

7.4.1 Transferable Design Patterns

The compositional architecture presented herein manifests applicability across
multiple cyber-physical domains through three core abstractions that remain in-
variant despite contextual variations. First, the deterministic transformation of
physical-world states into cryptographic commitments provides unambiguous refer-
encing capabilities essential in any domain requiring precise identification—from
smart grid prosumer contributions to industrial IoT production stages. Second,
the separation between reputation accumulation and economic rewards enables
flexible adaptation to domains with varying trust dynamics, whether rapid-turnover
emergency response systems or long-term infrastructure monitoring networks.
Third, the modular smart contract design, decomposing complex workflows into
filtering, validation, and incentivization components, facilitates domain-specific
customization while preserving the overall trust guarantees.

Smart grid applications exemplify this transferability through direct architec-
tural correspondence: distributed energy resources require deterministic identi-
fication analogous to intersection fingerprinting, prosumer energy contributions
demand validation mechanisms similar to vehicular data proposals, and grid
stability concerns map naturally to our severity-based threshold modulation. The
hierarchical validation enabled by Merkle structures proves particularly valuable
when aggregating measurements from heterogeneous smart meters with varying
precision and reliability characteristics. Similarly, supply chain management sys-
tems benefit from the same cryptographic audit trails, where production milestones
generate verifiable commitments that accumulate into comprehensive provenance
records, while the dynamic consensus thresholds naturally accommodate varying
criticality levels from pharmaceutical cold chains to consumer goods logistics.

The double-hit penalty mechanism, balancing tolerance for honest errors
against adversarial deterrence, generalizes to any cyber-physical system where
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sensor inaccuracies coexist with potential manipulation attempts. Environmental
monitoring networks, for instance, must distinguish between calibration drift
in low-cost sensors and deliberate misreporting of pollution levels, a challenge
structurally identical to our vehicular scenario. The economic incentivization
layer similarly translates across domains: citizen science initiatives benefit from
token rewards for validated observations, while industrial predictive maintenance
systems could implement internal markets where equipment operators earn credits
for accurate failure predictions, redeemable for priority maintenance scheduling or
resource allocation.

7.4.2 Scalability Considerations and Trade-offs

The application of our framework to diverse cyber-physical domains reveals
fundamental tensions between architectural choices that manifest differently
across deployment scales and operational constraints. The granularity of consen-
sus—exemplified by our two-thirds threshold for partial validation—must adapt to
domain-specific reliability requirements: medical device networks might demand
near-unanimous consensus given patient safety implications, while crowd-sourced
weather observations could operate with simple majority validation given their
non-critical nature. This calibration extends beyond static threshold adjustment
to encompass the temporal dynamics of consensus formation, where real-time
control systems cannot accommodate the extended voting periods acceptable in
urban planning applications.

The choice between on-chain data storage and hash-only notarization becomes
particularly acute when considering domains with vastly different data generation
rates. While vehicular networks produce manageable volumes of intersection
observations, continuous industrial process monitoring or high-frequency trading
systems would rapidly saturate any blockchain’s capacity if attempting full on-
chain storage. Layer-two solutions, such as state channels for high-frequency
bilateral exchanges or optimistic rollups for batched validation, become essential
architectural components rather than optional optimizations. The economic
implications compound this technical challenge: domains with thin profit margins
cannot sustain the transaction fees associated with frequent on-chain operations,
necessitating careful analysis of which commitments truly require blockchain
immutability versus those manageable through traditional databases with periodic
blockchain checkpointing.

Cross-domain interoperability introduces additional scalability challenges
absent from single-domain deployments. When smart city systems attempt to
correlate vehicular data with energy consumption patterns and air quality mea-
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surements, the heterogeneous nature of these data streams—varying in frequency,
format, and validation requirements—demands sophisticated middleware that can
maintain cryptographic guarantees while performing necessary transformations.
The reputation portability across domains presents another complex trade-off:
while unified reputation scores enable participants to leverage their credibility
across multiple systems, domain-specific expertise may be lost in aggregation,
potentially allowing actors with strong reputation in one domain to make unreliable
contributions in another where their expertise does not transfer.

7.4.3 Architectural Requirements for Domain Adaptation

The successful instantiation of our framework in new cyber-physical domains
necessitates careful consideration of domain-specific characteristics that influence
architectural choices while preserving core trust guarantees. The identification
mechanism must accommodate the inherent identifiability of domain entities: while
road intersections possess stable physical characteristics amenable to deterministic
hashing, phenomena such as air quality or electromagnetic interference exhibit
continuous spatial variation requiring alternative approaches, potentially combining
geographic tessellation with temporal aggregation to create identifiable observation
units. The consensus mechanism similarly requires domain-aware configuration,
accounting for factors such as the natural update frequency of observed phenomena,
the availability and distribution of validators, and the consequences of false positives
versus false negatives in validation decisions.

The incentive structure must align with domain-specific value creation and
capture dynamics. Domains with clear beneficiaries of improved data quality, such
as insurance companies utilizing verified driver behavior data, can sustain market-
based token economies where consumers purchase information from producers.
Conversely, public goods domains such as disaster response may require subsidized
incentive mechanisms funded through governmental or philanthropic sources,
fundamentally altering the economic sustainability model. The temporal dynamics
of value realization also vary significantly: immediate benefits in navigation
optimization contrast with long-term value in climate monitoring, necessitating
different approaches to token vesting and reputation accumulation that maintain
participant engagement across these varying timescales.

The integration requirements at the application layer depend critically on
existing infrastructure maturity and regulatory constraints within target domains.
Healthcare applications must accommodate HIPAA compliance while maintaining
cryptographic verifiability, potentially requiring zero-knowledge proofs to validate
data properties without revealing protected information. Critical infrastructure
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domains may mandate permissioned blockchain deployments for regulatory compli-
ance, sacrificing some decentralization benefits for auditability and accountability.
These adaptations, while necessary for practical deployment, must be carefully
designed to preserve the fundamental trust properties that motivate blockchain
adoption, avoiding architectural compromises that inadvertently reintroduce the
centralization vulnerabilities the framework seeks to eliminate.
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8 A Deep Reinforcement Learning
Approach for Route Planning of
Autonomous Vehicles

8.1 Introduction

With the evolution of the urban autonomous driving, the choice of personalized and
optimal routes is emerging as a crucial element in the context of roadway planning.
The customized routes is based on the dynamic adaptation of pathways in response
to urban context variables, such as traffic and user preferences. Optimizing
routes and travel times is a way to reduce congestion, decrease gas emissions and
contribute to global efforts to mitigate climate change [122], [123].

In the recent years, the research and innovation areas focus on Cooperative,
Connected and Automated Mobility topics and services for managing and control-
ling autonomous driving systems. In particular, the related literature is large so that
only the most relevant studies are cited here. For instance, some novel contributions
enlighten that the most modern technologies based on Information and commu-
nications technologies, such as Connected and Cooperative Services, Artificial
Intelligence and Big Data allow to connect users, vehicles and infrastructures in
an intelligent, efficient, safe and sustainable manner [124—126].

In the route planning, Ma et al. [127] propose a graph convolutional network-
based multi-objective meta-deep Q-learning method to efficiently learn a dynam-
ically changing signalized traffic network and automatically explore eco-routes
based on drivers’ preferences for travel time and fuel consumption.

Sharma et al. [128] propose a Graph Neural Network based approach for
real-time estimation of traffic speed in sustainable smart cities, which has impor-
tant implications for route planning applications. The authors develop a novel
Spatio-Temporal Gated Graph Attention Network model that captures both spatial
dependencies and temporal dynamics within the road network graph structure.

Efficiently matching trip requests and available drivers are central operational
problems, as pointed out by Qin et al. [129]. The authors propose a Reinforcement
Learning (RL) based approach to tackle the challenge of finding an optimal delayed
matching policy in a complex ride-hailing environment, where the efficiency of
matching can be substantially improved by adaptively adjusting the matching time
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interval.

In a comprehensive systematic literature review, Teusch et al. [130] provide
an in-depth exploration of the diverse applications of Machine Learning (ML)
techniques in Shared Mobility Systems (SMS), offering invaluable insights for
service providers seeking to optimize their decision-making processes and enhance
daily operations. The review highlights the transformative potential of ML as a
powerful methodological solution to tackle specific management challenges that
are pivotal for the efficient and effective functioning of SMS.

Amarnath et al. [131] propose a novel ML-based approach to enhance trans-
portation services through route-based user segmentation and clustering. The
method harnesses real-time location data and users’ route preferences to dynami-
cally group travelers sharing common routes, facilitating efficient communication
and information sharing during transit.

Moreover, some works are oriented to optimize only specific features of a
scenario or finding the shortest path. For instance, Chen et al. [132] propose a
generic bi-criteria optimum path-finding framework based on deep reinforcement
learning (DRL). Simulations are performed to verify the effectiveness of the
proposed approach, where two criteria (e.g., solar radiation and crime risk) are
modeled based on the real-world data in downtown New York.

Indeed, DRL is a promising solution especially in the domains of driving
policy, predictive perception, path and motion planning, and low level controller
design. Reinforcement learning is still an active and emerging area in real-world
autonomous driving applications. Although there are a few successful commercial
applications, there is very little literature or large-scale public datasets available.
Open issues will include: validating the performance of RL based systems,
the simulation-reality gap, sample efficiency, designing good reward functions,
incorporating safety into decision making RL systems for autonomous agents.

The development of explicitly multi-agent DRL approaches to the autonomous
driving problem is an important future challenge that has not received a lot of
attention [133]. Some recent studies use DRL to train a driving agent by using
Light Detection and Ranging (Lidar), and a camera sensor. E.g., a study by
Shafique et al. [134] uses Lidar for path tracking and a combination of Lidar
and a camera sensor for obstacle avoidance. On the contrary, Durgabhavani et
al. [135] proposes an adaptive path planning approach of Autonomous Vehicle
(AV) established multi-light trained RL, aimed to enhance the fuel cost as well as
AV comfort. However, a path planning that seeks to limit safety problems for an
AV during its journey, such as avoiding left/right turns or using priority lanes, has
not been proposed.

This chapter aims to address these gaps and considers the basic problem of
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designing suitable routes in the cities for AVs by focusing on multi objectives that
are the length of the routes, the requirements of minimizing the turns during the
travel and the selection of dedicated lanes. The problem is solved by applying
a modular DRL model based on the training of agents associated with the AVs.
Since, considering all the possible routes of the cities for completing the training
is a very time consuming and complex task, we address such issue by proposing a
modular DRL architecture based on the division of the city in a set of zones. A
set of agents is trained and each agent is associated to routes starting from a zone
and ending to a different one. The AV will select the route that exhibits the best
multi-objective strategy enlightened by the best value of the reward. The modular
approach allows us to train the agents in parallel and in limited urban areas.

The proposed modular DRL based strategy is applied to the city center of Bari,
a town of Southern Italy and the agents are trained in a simulation environment.
Some results show the advantages of the proposed methodology. Naturally, if the
city of study changes a new agent training is needed to take in account different
characteristic as traffic patterns and road network.

The rest of the chapter is organized as follows. Section II presents the
formulation of the problem and Section III introduces the used deep reinforcement
learning model. Moreover, Section IV describes the case study and the obtained
results. Finally, Section VI draws conclusions and future works.
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8.2 Problem Formulation

Let us consider an AV that has to travel in the city: the problem is to find the
optimal path p starting from a generic point of the city to a final point with the
aim of minimizing the length of the route, minimizing the number of right and left
turns and using the lanes dedicated to the AVs.

The road network is modeled as a graph G(J, E) where the set of nodes
J ={Jjlj = 1,...,n} is the set of junctions or intersections and the set of edges
E = {ey, e, ...e;; } denotes the set of the city streets. In particular, it holds that
an edge ¢; = (j,r) € E if there exists a street starting from j € J and ending
to r € J. Moreover, we consider a set of edges E, C E that are priority edges,
i.e., they correspond to streets dedicated to the AVs. We consider the problem
of determining the route that connects a pair of edges ¢ = (ey, e) where e is
the starting edge and e is the ending edge. A possible route connecting the pair
c = (ey, ey) is a path p represented by a sequence of edges p = (ey, ....€j, .., ef).
The problem to be solved for a given pair ¢ = (e, e), is determining the optimum
path exhibiting the minimum path length, the minimum number of right/left turns
crossed and the maximum number of priority traveled routes.
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8.3 Deep Reinforcement Learning Model

The Markov decision processes (MDPs) are considered the standard when formal-
ising sequential decision making problems involving a single RL agent. A MDP is
defined as a five-tuple

<S,AT,R,y>

where S is the set of states, A is the set of actions which could change the status, T’
is the transition function, which is the probability of the state change under the
certain action, R is the reward function, and y is known as the discount factor,
which models the importance of the future and immediate rewards.

We model the route planner problem as a MDP, where the agents follow a
policy 7 (als) in a predetermined environment. More specifically, at each time
step ¢, given the current state s(#) € S, each agent chooses an action a(?) € A,
according to the current policy, transits to the next state s(z + 1) and finally receives
a reward r(z) € R. The agent purpose is to maximize the expectation of the
return over time that is called the discounted cumulative reward and is defined as
G(s(1) =2 y"r(t + h + 1), where y € [0, 1] is the discount factor.

For a given couple of source and destination edges ¢ = (e, e) , in the proposed
system an RL agent is associated with the AV that chooses the best action to
obtain the minimum distance, with the minimum number of right/left turns and
the maximum number of priority edges.

8.3.1 State Space and Action Space

The state of the agent s(¢) € S at time 7 is the following:

s(1) = [x(1), ¢v (1), e1)]

where x(t) = (Lat(t), Lon(t)) denotes the latitude Lat(z) and the longitude
Lon(t) of the position of the AV at time 7 respectively, ¢, (¢) represents the heading
angle of the AV (i.e., the angle of the AV, going clockwise with 0 at the 12’0 clock
position) and e(¢) € E is the edge occupied by the AV at time ¢.

When an AV arrives to a node j € J at time ¢, it can change the edge and can
decide among three possible actions: A = {Gostraight, Turnright, Turnleft}.

8.3.2 Multi-objective Reward function

We define a Multi-objective Reward function composed by a reward for shortest
path, by left and right turns and finally a reward to use a priority path for the AV.
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8.3.2.1 Shortest path

To describe a reward that show how the agent moves towards the destination edge,
we define the distance d(¢) between the current edge at time 7, and the destination
edge es. In case of the current distance d(¢) is less than the distance d(r — 1) at
time ¢ — 1, then it means that the AV moves towards destination, instead if d(7) is
higher that the distance d(t — 1), then the agent moves far. The reward function is
defined as follows:

Fonorrest () = {1 ifd(r) <dt=1) 8.1)

—0.5 otherwise.

8.3.2.2 Avoiding left/right turns

If the modulus of the difference between the angle at time 7 ¢(¢) and the angle
¢(t+ 1) at time ¢ + 1 is greater than a fixed angle ¢ 7.4, then we suppose that the
AV turns. In such a case the agent is penalized:

=1 if[¢p(1) = p(t — 1)| = firea

0 otherwise.

rrirr (1) = { (8.2)
8.3.2.3 Priority lanes

For considering the priority lanes, it is enough to define a positive reward if at the
step ¢, the current edge e(?) € E,:

1 ife(t) €eE, 8.3)

0 otherwise.

rpriority(t) = {

8.3.2.4 Multi-objective reward

A multi-objective reward function r;,, at each time ¢ is formulated as follows:

Fiot (1) = QFghortest + ﬁrTlTr(t) + ')’rpriarity(t) (8.4)

where «, 8 and y are the weights assigned to each reward component.



8.3 Deep Reinforcement Learning Model 141

8.3.3 The Modular DRL Architecture

The standard training of the DRL model should consider all possible pairs of
(es, e f) so as to cover the considered map. Such exhaustive approach is depicted
in Fig. 8.1. However, when the cardinality of set E is high, i.e. , when it is
necessary to deal with big maps with thousand of edges, this approach becomes
infeasible due to the very long training times and high variance of the resulting
neural network.

Irpeat

Figure 8.1: DRL training considering all possible pairs of (es, e)

In this chapter, we propose a modular architecture approach in which the set £
is partitioned in N subsets such that E = EyUE,U...Eyand E;NE; =0 Vi, j =
1,2,...,N and i # j. Then, as Fig. 8.2 shows, we train N agents in a parallel
fashion, each with a randomly selected pair ¢; = (es, e f), where e; € E; and
er EE]' Vi,j = 1,...,N.
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Figure 8.2: Modular DRL training
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At the end of the training, we obtain N agents that can be used at runtime to
calculate N suboptimal paths for a specific pair of ¢; = (ey, e ) requested by an
AV. Each agent determines a suboptimal path pf that is associated with a reward
re, with k = 1,..., N . At this point the proposed strategy chooses the path p"** to
which is associated the highest reward r{”"x . Hence, the obtained optimal solution
the path p}"** is returned to the AV. The modular DRL-based route planner scheme
is depicted in Fig. 8.3. Note that the agents do not communicate with each other
since it is the system manger that select the best route.

In contrast to the exhaustive approach, the advantage of the proposed modular
strategy is that the main problem is split in N smaller sub-problems that cover all
different zones of the map and can be trained in parallel to reduce complexity of
the resulting neural networks and reducing training time. The number N of the
considered subsets should be chosen according to the size of the map.
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Figure 8.3: Modular DRL-based route planner.

Figure 8.4: Map of city centre of Bari, Italy.
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8.4 Case Study

In this section, we implement the proposed modular DRL-based strategy to
calculate optimal routes for AVs operating in the city center of Bari (Italy).

8.4.1 SUMO Simulation Environment

We consider a map of the city centre of Bari extracted from OpenStreetMap. We
import the map in SUMO [136] Simulator obtaining a graph network of 3426
edges. Each edge comes with several spatial information such as road segment
type, allowed maximum speed limits, the number of lanes and the number of traffic
signs. The map is depicted in Fig. 8.4.

The edge set E of the graph modeling the city center is partitioned in N = 4
subsets E; withi = 1,...,4.. We use a standard passenger car to emulate an AV
and we place random traffic on the map to make the simulation more realistic.

The modular DRL training is implemented in Python language using the
RLLib [137] libraries. The Python script is continuously connected to the SUMO
environment by the 7raCi interface. After the training, we use a REST-Api that
exposes the trained agents and allows the AV to dispatch a route planning request.

We run all the simulations by a personal computer equipped with Intel(R)
Core(TM) i7-8565U CPU and 32 GB of RAM.

8.4.2 Modular DRL Training Results

A PPO-Clip DRL algorithm provided by RLLib is used to train the agents. In
particular, the discount factor is set to 0.99, the clip parameter to 0.2 and learning
rate to 2.5e-4.

Four random pairs of source and destination edges are selected from subsets
E1,E>,E3 and E4. For each pair, p; = (e, er) the points e and e are chosen so
that the Euclidean distance between the two edges is at least 500 meters.

After each simulation step ¢, the AV chooses and executes one of the available
actions. Then, we use the TraCi interface to collect the current position x(¢) of the
AV on the map, the heading angle ¢, (¢) and the current edge e(t). The collected
values are used to calculate the reward ry,,(¢). In this work, we set the weights
a=pB=y=1.

Each episode terminates when the AV arrives at its destination or if an error
occurs in the simulation environment. The results of the training are depicted in
Fig. 8.5. In detail, Fig. 8.5a-8.5d show the mean reward of each episode for the
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Figure 8.5: DRL episode mean reward with modular strategy.

four agents. We observe that all the agents converge to a mean value of 0 in almost
400k episodes after three hours of training.

We perform the same training using the exhaustive approach described in
Section 8.3.3 to compare the results. In contrast to the proposed method, in this
case we use only a single agent and we choose a random pair of edges ¢ = (ey, )
for each training episode. As Fig. 8.6 shows, the exhaustive approach converges to
a value of -5 after 400k episodes and seven hour of training.
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Figure 8.6: DRL episode mean reward with exhaustive approach.

(c) Agent 3 (Reward = -6) (d) Agent 4 (Reward = -12)

Figure 8.7: Paths and rewards returned by the Modular DRL Route
Planner.

Since the mean reward obtained by the four agents is greater than the one
obtained by the exhaustive approach, it is evident that the modular DRL strategy
is better in terms of performances. Moreover, due to the less complexity of the
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sub-problems compared to the main problem, the training time is also much less
than the traditional approach.

8.4.3 Modular DRL Route Planner Example

In this subsection, we show an example of a route planning request dispatched by
an AV and processed by the agents trained in Section 8.4.2 and the architecture
described in Fig. 8.3.

More in detail, the AV chooses two edges e and e s as origin and destination
edge to form the pair ¢ = (ey, e¢) and sends the request by the REST-Api interface
to agents 1, 2, 3 and 4 and collects the paths and the associated rewards.

In Fig. 8.7, the paths returned by the agents are shown. We observe that each
agent determined a different path for the trip from e, to es. The four returned
paths p1, p2, p3, p4 received the following rewards: of r; = =9, r, = —-49,r3 = -6
and rqy = —12.

The path calculated by Agent 1 is shown in Fig. 8.7a and is the shortest path.
However, it does not pass by the priority edges that are marked in red in Fig.
8.4 and does not contribute to the third component of the multi-objective reward
defined in Section 8.3.2. On the contrary, Fig. 8.7b shows that the path calculated
by Agent 2 passes by the priority edges but it is too long and exhibits many turns.
Moreover, the path returned by Agent 4 is similar to the one of Agent 1.

Finally, the path calculated by Agent 3 passes by the priority edge, includes
only one turn and has a total length slightly higher than the one calculated by Agent
1. Moreover, it passes by the priority edges defined on the map and contributes to
all the components of the multi-objective proposed reward. As expected, this path
received the highest reward (-6) and is selected as the optimal path by the AV.
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8.5 Conclusion

The approach used in this chapter highlights the effectiveness of the modular
Deep Reinforcement Learning (DRL)approach in urban routing optimization. By
integrating modular DRL algorithms, we are able to dynamically adapt to changing
urban traffic conditions and user preferences.

Training the model on data extracted from the open-source platform Open-
StreetMap, using diverse urban scenarios diversified with the SUMO simulator,
allowed us to optimize routes considering factors such as user preferences, costs,
and utility.

These findings support the idea that combining artificial intelligence with
urban planning can lead to smarter and more responsive transportation systems in
the smart cities of the future.

The future research will integrate the proposed modular DRL approach with
other technologies such as vehicle-to-everything (V2X) communication in order
to enable more efficient and safer coordination of urban traffic. Moreover, the
weights assigned to each reward component and the the rules for the map division
will be optimized.



9 A User Based HVAC System Man-
agement Through Blockchain Tech-
nology and Model Predictive Con-
trol

9.1 Introduction

The quest for energy efficiency and consumption control is fundamental from an
environmental perspective. Fifty percent of building energy consumption is used
in Heating, Ventilation, and Air-Conditioning (HVAC) systems [138]. Hence,
effective HVAC control techniques for energy consumption minimization and
thermal comfort guarantee have attracted the attention of researchers. In order
to simultaneously maximize comfort and minimize energy consumption, it is
essential to manage the building network (district) in a way that optimally balances
real-time energy usage.

While existing regulations have initiated some changes, traditional penalty-
based systems often fail to encourage full user compliance. Emerging researchers
advocate for integrating blockchain technology, like proposing a novel system that
dynamically rewards or penalizes users based on their real-time energy consumption.
This approach promises enhanced security and privacy, addressing key concerns
in energy management [139]. The concept of bestowing complimentary energy
credits to domestic end-users as a means to mitigate the demands during periods of
peak loads, leveraging a direct load control mechanism envisaged by Erdinc et al.
[140], has also undergone scrutiny. Furthermore, Shi et al. work [141] elucidates
the efficacy of incentive-based demand response in eliciting shifts in consumer
energy usage, providing a refined methodology for assessing load profiles and
attenuating peak loads through economic inducements.

In the context of decentralized energy management, it is crucial to consider
the market dynamics. Mnatsakanyan et al. [142] propose an innovative electricity
market structure emphasizing individual pricing mechanisms for fairer demand
response benefits distribution. Brahmia et al. [143] highlight the challenges of
electricity price forecasting in multi-microgrid systems, advocating for advanced
predictive models. Additionally, using reinforcement learning, Biemann et al. [144]

149
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explore real-time pricing optimization in data center HVAC control, underscoring
the need for responsive management solutions in fluctuating market conditions.

Advanced control and prediction algorithms, such as Long Short-Term Memory
(LSTM) networks, have been utilized effectively for time-series prediction in energy
management, capturing temporal dependencies for accurate real-time predictions
and enabling more efficient energy resource utilization [145]. In parallel, Model
Predictive Control (MPC) has proven pivotal for the dynamic optimization of
complex systems like multi-zone buildings, which is critical in balancing energy
efficiency with user comfort [146]. Integrating energy management algorithms
with blockchains for secure communication is a substantial advancement. However,
there are still notable gaps, particularly in tracking financial transactions and
enhancing user comprehension of their energy usage patterns.

This chapter proposes an HVAC control system connected to the District Energy
Management System (DEMS) and devoted to improving the HVAC consumptions’
user management. In detail, the DEMS receives the electricity invoice from the
energy supplier at the end of the billing cycle and other data concerning weather
conditions, calendar days, and law limitations. Such data are notarized via a
dedicated transaction on a blockchain platform.

Moreover, at the end of the billing period, the blockchain classifies the users into
Consumption Classes, and rewards or penalties are assigned to each class. Hence,
the blockchain decides all the user payments based on a virtuous classification
performed by a K-means clustering algorithm proposed in a previous paper by the
author of this dissertation [147].

At this point, the users can decide to modify their behavior to pass to a less
expensive class. To this aim, a Model Predictive Control (MPC) strategy is locally
applied by the user to determine the thermostat set-points of the HVAC system
and the intervals in which the system HVAC must be switched off or switched on.
A lexicographic optimization allows the user to minimize energy consumption by
guaranteeing the user’s comfort. In addition, an LSTM-based method is presented
to determine the building’s thermodynamic model and HVAC energy consumption.
Then, the MPC approach solves the lexicographic optimization problem by using
the building thermodynamic model and the HVAC energy consumption description
obtained by the LSTM pre-trained network.

The new contribution of the study presented in this chapter is twofold.

First, the proposed HVAC control system is connected with the DEMS pricing
and classifies users in the consumption classes using a K-means clustering algorithm.
The approach’s novelty also lies in the use of the blockchain platform, which
guarantees accountability, transparency, and data notarization.

Second, we propose a methodology that the users can implement to pass to
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a more virtuous class. Even if applying the MPC approaches and the LSTM-
based methods are familiar in the HVAC control, we formulate and solve a novel
lexicographic minimization problem. The solution can be applied by the users to
suitably manage the HVAC system and reach the desired Consumption Class by
satisfying their comfort.

The system architecture incentivizes users to shift towards more virtuous
energy practices, ensuring that energy suppliers do not bear the consequences
of inefficient consumption. By implementing a penalty-reward system rooted in
blockchain technology, we advocate for a self-regulating user community where
sustainable actions are incentivized and wasteful habits are discouraged.

The remaining structure of the chapter is as follows: Section 9.2 presents the
literature review about the role of blockchain technology, Machine Learning (ML),
MPC and LSTM methods within Smart Grids (SG) and DEMS. Moreover, Sections
9.3 and 9.4 describe the proposed HVAC Control System and the blockchain
platform architecture, respectively. In addition, Section 9.5 formulates the district
user clustering and the class follower problem. Section 9.6 designs the control
system based on the MPC strategy and the LSTM thermodynamic model. Finally,
Section 9.7 discusses the case study and Section 9.8 draws the conclusions.
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9.2 Literature Review

9.2.1 Blockchain in Smart Grid and District Energy Manage-
ment

With its distributed ledger architecture, blockchain technology is pivotal in
enhancing the reliability and security of SG and district energy systems. Each
transaction within this system is meticulously cataloged in structured blocks,
linked sequentially to form a sequential or chain-like structure. Each block in the
blockchain is securely linked to its predecessor by incorporating the output of the
Secure Hash Algorithm 256 (SHA-256), commonly referred to as the hash, of
the previous block, which is included in the structure of the current block [148].
The slightest variation would produce a completely different control number (H),
also known as a hash number. The strength of storing data in this way lies in
the mathematical certainty of the correctness of the data stored. The same data
processed with the same hashing function will return the same number H in a
deterministic way.

In SG, blockchain can be employed to transparently manage energy distribution,
recording transactions from energy production to consumption. This ensures
integrity in the trade of renewable energy certificates and facilitates real-time
billing for consumers. This system could be applied to a database to certify data
integrity. However, the innovation brought by blockchain lies in the fact that blocks
include the H of the previous block within the input information [149].

In the context of SG security and privacy, various studies have highlighted
the challenges and opportunities arising from emerging technologies, such as ML
and blockchain [150, 151]. Haji Mirzaee [150] explored security and privacy
challenges in SGs, including vulnerabilities and potential attacks in evolving
power networks, emphasizing the need for additional research into security and
privacy mechanisms. Furthermore, the authors discussed the growing use of ML
algorithms in SG components for attack detection and threat analysis, highlighting
the susceptibility of ML systems to adversarial attacks.

As previously mentioned, blockchain, a distributed technology that, thanks to its
structure, enhances system redundancy and resilience to failures and cyberattacks,
has emerged as a promising application within the SG (Smart Grid) paradigm [151].
In the pursuit of building Smart Cities, a smart district model has been designed,
leveraging new technologies and efficient energy management systems integrated
into an Internet of Things (IoT) and blockchain platform [152]. Christidis and
Devetsikiotis [153] delved into the integration of blockchains and smart contracts
with IoT, illustrating how these technologies could foster a marketplace of services



9.2 Literature Review 153

between devices and automate multi-step processes in a cryptographically verifiable
manner. In a similar vein, Benedict et al. [154] introduced an IoT blockchain
solution, i.e., an IoT-enabled blockchain for air quality monitoring systems in smart
cities. Implementing chaincodes for air quality monitoring systems, the proposed
architecture addressed prevailing security and performance challenges associated
with IoT cloud solutions.

Moreover, blockchain has been applied in the SG for cybersecurity [155].
Kosba et al. [156] presented a decentralized smart contract system that ensures
transactional privacy in decentralized cryptocurrencies, enabling programmers
to write private smart contracts without implementing cryptography directly, as
the compiler automatically generates an efficient cryptographic protocol. Li et al.
[157] provided a quantitative and qualitative review of blockchain research from
2015 to 2021, identifying six research hotspots and five research frontiers to offer
a comprehensive view of recent trends in the field. Malla et al. [158] conducted a
state-of-the-art review on the status, challenges, and future directions of blockchain
technology in power systems, discussing interfaces and possibilities that can ensure
trust, security, and transparency, facilitating a decentralized power system and
power market. The Hyperledger Fabric, a modular and extensible open-source
blockchain system, is a promising solution for supply chain management, allowing
customization for specific use cases and trust models without relying on a native
cryptocurrency [159]. Although it is important to acknowledge the inherent
limitations associated with its nature as a closed and non-public platform, the
Hyperledger platform enables a secure and efficient way to track and manage
transactions and assets throughout the entire supply chain.

9.2.2 Optimization Models for Energy Management

In recent years, ML algorithms have been applied to energy consumption prediction
in smart buildings, examining the performance of Support Vector Regression,
Artificial Neural Networks, and Random Forest algorithms. Wu and Chu identified
in their study Random Forest as the best-performing algorithm and investigated the
impact of sampling strategy on prediction accuracy. They discovered that increasing
sampling density in high variance data enhanced prediction results, which can be
employed to optimize ML algorithms for building energy consumption prediction,
ultimately contributing to energy conservation, environmental protection, and
smart city development [160].

Another study by Roccotelli et al. addressed the energy management issue
in cooperative microgrids within a smart energy district [161]. It proposed
an optimization model that aims to maximize the use of energy purchased at
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the day-ahead market, minimizes the need for expensive real-time energy, and
optimizes the integration of renewable energy sources, energy storage systems, and
electric vehicle batteries. In order to tackle the uncertainties of key parameters, the
proposed optimization model was solved using two approaches: one deterministic
and one stochastic.

Muralidar et al. [162] emphasized the need for integrating blockchain and ML
technologies in energy management systems to enhance efficiency, reduce costs,
and support the implementation of renewable technologies in smart buildings.
In their review, the energy management systems are at the center of monitoring
and controlling energy needs in industrial buildings, underlining the necessity
for such systems to address energy use efficiency improvement, energy cost
reduction, and renewable energy technology implementation to cater to local energy
loads in structures with distributed resources. Rajith et al. [163] pioneered the
development of a real-time optimized HVAC control system using IoT, which was
built upon an IoT framework that collected thermal parameters from sensors and user
feedback information for real-time processing in a distributed cloud environment.
Incorporating optimization techniques, demand response, and predictive models in
their system led to a 20%—40% reduction in energy consumption while maintaining
user thermal comfort.

9.2.3 Model Predictive Control for Building Climate Manage-
ment

The utility of MPC in sustainable building management is increasingly recognized,
especially when integrated with data-driven methodologies. Chen et al. [164]
introduce a Data-Driven Robust MPC framework, which tackles the prevalent
issue of weather forecast uncertainty. This work aligns with the thrust of our
proposal to enhance climate control strategies in buildings. By incorporating ML
techniques for constructing uncertainty sets, paper [164] establishes a foundation
upon which our research builds, particularly in developing a tailored predictive
model that accounts for the unique climatic and architectural characteristics of our
focus buildings.

On the topic of learning-based approaches, the work of Eini and Abdelwahed
[165] is noteworthy for its integration of Artificial Neural Networks (ANNs) with
the MPC framework, resulting in notable energy savings and improved occupant
comfort. Their method offers a proof of concept that resonates with our proposal’s
objective to optimize energy management while maintaining thermal comfort.
Our research seeks to bridge the gap identified in their study by extending the
learning-based control scheme to a wider range of building types and climatic



9.2 Literature Review 155

conditions, ensuring broader applicability and scalability of the proposed solutions.

Recent research has explored the optimization of building energy management
and indoor thermal comfort. Homod et al. [166] presented a hybrid model
highlighting the importance of non-temperature factors in HVAC system references.
The potential of MPC in HVAC systems has been underscored by multiple studies,
emphasizing its utility in ensuring energy efficiency and thermal comfort. However,
from a pricing perspective, the limitations on the operational time-frames of HVAC
systems imposed by some nations are not optimal solutions, as they risk leading to
exceeding energy peaks [167].

While these studies lay the groundwork for innovative climate control through
MPC, our research intends to expand on these methodologies. We aim to explore
the intersection of advanced control algorithms and emerging technologies, such
as the IoT and edge computing, to enable more responsive and adaptive building
management systems. By leveraging the strengths of the existing models and
identifying areas for improvement, our proposal aspires to contribute to the
evolution of smart building energy systems that are both efficient and responsive
to the occupants’ needs.

9.2.4 Long Short-Term Memory Networks in HVAC Systems

LSTM networks are special kinds of Recurrent Neural Networks (RNNs) that are
gaining attention in the field of HVAC systems for their ability to model and predict
time series data with long-term dependencies. LSTMs are particularly well-suited
for HVAC load prediction because of their capability to remember information for
long periods, which is essential for capturing the dynamics of energy consumption
in buildings.

Friansa et al. [168] compared LSTM and bi-directional LSTM models for
the prediction of HVAC electricity load based on daily datasets. Their findings
showed that Bi-LSTM models yielded higher accuracy, with a Mean Absolute
Percentage Error of 15.35%, suggesting that LSTMs could significantly improve
the prediction accuracy for HVAC electricity load management.

In a similar way, Wang et al. [169] proposed a Distributed Fusion LSTM model
to forecast temperature and relative humidity in smart buildings. Their model,
which utilizes distributed data-fusion technology, outperformed other forecasting
methods, including Support Vector Regression and classical LSTM, highlighting
the efficacy of LSTMs in predicting key environmental variables that affect HVAC
performance.

Alden et al. [170] explored the use of LSTM networks to separate HVAC
energy use from total residential load, which can be pivotal for enhancing energy
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management systems in smart homes. They developed LSTM encoder-decoder
models using future weather data, which proved to be effective in providing
accurate day-ahead HVAC energy forecasts, thus facilitating more efficient energy
management.
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9.3 HVAC Control System

In this section, we propose an HVAC control system at the DEMS level to improve
the user management of HVAC consumption. The system architecture is described
in Fig. 9.1, which points out the main system components.

In detail, the DEMS receives the electricity invoice from the energy supplier at
the end of the billing cycle and other data concerning weather conditions, calendar
days, and law limitations. Such data are notarized via a dedicated transaction on
the blockchain platform. On the other side, the IoT devices transmit HVAC states
to the blockchain, such as the temperature at which the thermostat has been set.
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Figure 9.1: System Architecture

The start-up and closing times of the billing cycle are managed in a distributed
manner through the use of a Smart Contract. The blockchain also notarises the
data collected into the Smart Contract with a time-stamp through the same code of
the blockchain platform, which includes the transaction containing the information
within a time-stamped block.

At the end of the billing period, the blockchain classifies the users in n
Consumption Classes and a reward or penalty is assigned to each class. Hence,
the blockchain decides all the user payments based on a virtuous classification
performed by a K-means clustering algorithm proposed in [147]. In particular, the
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users are classified into consumption classes by a K-means clustering algorithm,
and each class is characterized by a multiplier coefficient that increases (penalty)
or decreases (reward) the user energy costs. Such coefficients are notarized on the
blockchain, which provides payment at the end of a billing cycle.

Obviously, a user belonging to a virtuous class contributes less to the payment
of an electricity invoice than a user belonging to a less virtuous class due to
rewards and penalties. For this reason, a user can be encouraged to move from a
less virtuous class to a more virtuous one. The strategy to enable a user to change
their behavior to pass a less expensive class is implemented by an MPC approach.

In particular, the MPC uses a predictive model to forecast future performance
and determines a control action to meet predefined constraints and objectives over
a designated horizon.

The significance of MPC in smart DEMS lies in its predictive power and
adaptability. It allows the system to pre-emptively adjust HVAC settings in response
to user behavior and external factors, ensuring that the energy consumption is
simultaneously efficient and economical. The proposed MPC scheme provides the
thermostat set-points of the HVAC system in the different zones of the building to
allow the user to reach a less expensive consumption class.
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9.4 Blockchain Architecture

This section describes the blockchain platform and the design of the related Smart
Contracts.

9.4.1 Blockchain Platform

It is worth recalling that reading information on the blockchain has no cost; on
the contrary, writing can be expensive. This leads to the first critical issue to be
addressed, which is the choice regarding the blockchain platform to be implemented
in order to prevent the user from incurring costs that exceed what is necessary.

On the client side, the system is required to record a substantial amount of
data on the blockchain, as the consumption data needs to be notarized over time.
To address this challenge, several solutions exist: one local approach involves
processing the data locally, regularly generating hashes of the data, and then
notarizing only these hashes on the blockchain. In this way, the control over the
data would not be direct but would still guarantee high reliability. This is because
the optimization tool would acquire the data via the Application Programming
Interface (API) directly from the server, then submit them to the same hashing
algorithm (deterministic), and eventually compare the hash calculated with the
notarized one in the blockchain. If data inconsistency occurs, the system assumes
manipulation and applies the maximum possible coefficient. This hybrid solution
involves a high-risk factor, given the poor resilience of the system to errors. A
single variation of data in the period under consideration would heavily penalize
the user, and it cannot be assumed that all of these errors are attributable to system
manipulations.

Conversely, systems that employ on-chain data storage demonstrate enhanced
resilience, as exemplified by the subsequent proposed solutions. One alternative is
a blockchain that is compatible with the Ethereum Virtual Machine (EVM), which
benefits from reduced costs when compared to notarization fees associated with
the main Ethereum Blockchain.

Alternatively, when full on-chain data writing and optimization execution are
required, a more innovative approach is preferable. This is exemplified by an
Avalanche subnet. To date, the Avalanche Blockchain offers a solution with lower
access costs and more immediate usability, largely due to its governance policy
managed by a Proof of Stake (PoS) consensus algorithm. In PoS blockchains, part
of the nodes that contribute to archiving the blockchain’s history can also write
to it, composing the new blocks. The requirement is to lock (stake) some native
cryptocurrencies so that any malicious actors can be penalized by eroding the



160 9. A User Based HVAC System Management Through Blockchain. . .

staked capital (with different methodologies depending on the parameters of the
consensus algorithm implemented).

The role of these specific nodes on a PoS blockchain is called "validator". The
Avalanche Blockchain’s validators can write contextually to the main Blockchain
and also to different blockchains called subnets, and each subnet can be programmed
individually [27]. An evolved use case envisages that a particularly advanced
blockchain application such as the one being studied here can be implemented
on a proprietary subnet. This solution cuts transaction costs, bringing them to a
minimum. In order to have the subnet working smoothly, the developed blockchain
application must provide incentives for the validators to attract them to validate
the subnet.

Furthermore, while the blockchain itself is not anonymous, it offers a high
degree of pseudonymity by allowing transactions and interactions through addresses
that are not directly linked to the users’ identities. This ensures verifiability and
integrity without compromising privacy. Moreover, the advanced customizability
of Avalanche’s subnets permits the system to be tailored to adhere to specific legal
and regulatory requirements. Adjusting the parameters of a subnet can ensure
compliance with data protection laws, such as the GDPR in the European Union,
thereby managing permissions and safeguarding sensitive data. This flexible
configuration underscores our commitment to ethical and legal responsibility,
balancing technological innovation with due diligence in a dynamic regulatory
landscape.

It should also be remembered that Avalanche blockchain supports EVM and
adopting the EVM allows for the seamless migration and verification of smart
contracts’ logic and state, thus reinforcing the advisability of developing on an
EVM-based platform for enhanced flexibility and interoperability [171]. In the
proposed scheme, we deploy a diptych Smart Contracts system to record the
connected user’s data and to manage the payment of the invoices.

9.4.2 Smart Contracts Design

Smart contracts, a revolutionary feature introduced with the advent of the Ethereum
Blockchain, automate the execution of agreements, effectively preventing the need
for traditional intermediaries. These contracts are considered "smart" because they
can self-execute and self-enforce contract terms embedded in the blockchain’s
immutable ledger. Leveraging Ethereum’s decentralized architecture, smart
contracts encode obligations and conditions in code, thus creating a trustless
environment where transactions, operations, or agreements are automatically
executed once certain conditions are met [172].
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In the presented system architecture, the DEMS sends and receives information
and data through the blockchain platform that is connected with the building
HVAC systems and the energy supplier (see Fig. 9.2). Utilizing smart contracts,
the DEMS initiates the process by securely sending data to the blockchain, a step
we refer to as "notarization". This process ensures that all energy and electricity
bill-related data are immutable and verifiable, fostering trust and transparency in
the energy trading market.
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Figure 9.2: The blockchain platform connected with the DEMS of Fig.
9.1

The notarization process started by the DEMS is performed by Smart Contract
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4 that is designed to handle the complexity and variety of data generated by the
DEMS. The contract acts as a notary, storing the relevant information transmitted
by each dedicated transaction, thus ensuring data integrity and non-repudiation.
This step lays the groundwork for accurate classification and subsequent billing.

The pseudo-code for the Smart Contract 4, named Data Notarization, is
described in the following.

Code 4 Smart Contract 1: Data Notarization

i contract Data Notarization {
2 struct UserData {

uint256 indoorTemp;
4 uint256 outdoorTemp;
5 uint256 seasonalTemp;
6 uint256 lawTemp;
7 uint256 activeIntv;
8 uint256 totalIntv;
0 1

1l mapping (address => UserData)
12 public userData;

14 // Store user’s data into the contract
15 function store(

16 address _user,

I UserData memory _data

18 ) public {

19 userData[_user] = _data;

20 }

A structure called UserData is defined to encapsulate all the key metrics
needed for each user. These metrics include both indoor and outdoor temperatures,
seasonal averages, and the number of intervals during which the HVAC system
is operational. The contract incorporates a function, denominated store, which
enables the secure archival of data corresponding to each user on the blockchain.
This step furnishes a reliable and immutable ledger that can be subsequently
accessed for analytical endeavors.

Upon the notarization of energy data, Smart Contract 5, named Kmeans
Clustering, determines the payment classes, the incentives and the penalties,
also in collaboration with the energy supplier. The smart contract encodes the
payment mechanism, ensuring that once the classification is complete and bills are
calculated, payments are autonomously disbursed to the energy suppliers’ accounts.
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The automated nature of these transactions reduces the latency and potential errors
associated with manual processing, offering a streamlined and efficient payment
process. This contract is initialized with the address of the DataNotarization Smart
Contract, enabling it to fetch the necessary data for clustering. Specifically, it
retrieves the notarized data from the blockchain to perform the clustering algorithm.

Successively, it invokes a K-means clustering algorithm kmeans that has three
main tasks: 1) retrieving the user data stored in Smart Contract DataNotarization,
2) executing the K-means algorithm using such data, 3) allocating users to their
respective clusters, 4) calculate the pricing through an internal function that can
use a particular pricing model and 5) distribute these results to the users’ accounts.

Utilizing separate smart contracts for data notarization and the K-means
algorithm presents distinct advantages and disadvantages. On the positive side,
separating these functionalities clearly delineates responsibilities, simplifying
system management and future extensibility. Furthermore, this separation allows
for easier scalability as each contract can be optimized for its specific task. The
separation also offers the benefit of code reusability, particularly for the data
notarization contract, which could be employed in various other contexts or
projects. Conversely, the system’s overall complexity could increase due to
managing multiple contracts. Additionally, interacting between multiple contracts
(when writing) may incur extra transaction costs in terms of gas. However, this
concern is mitigated by the current implementation using an EVM-compatible
environment with negligible gas costs for such operations.



164 9. A User Based HVAC System Management Through Blockchain. . .

Code 5 Smart Contract 2: K-Means

I contract KmeansClustering {
Data Notarization dataNotarization;

S}

4 // Initialize with DataNotarization

5 // contract address constructor

6 constructor (

7 address _dataNotarizationAddr

g ) q

9 dataNotarization =

10 DataNotarization(_dataNotarizationAddr);

13 // Execute K-means algorithm and set
14 prices

15 function kmeans() public {

16 // 1. Fetch data from

17 // DataNotarization contract

18 // 2. Perform K-means clustering
19 // 3. Assign users to clusters

20 // 4. Calculate pricing based on
21 // clustering (internal f£fn)

2» // 5. Distribute the pricing to
23 // accounts

24 }

25 // Calculate pricing

26 function calculatePricing()

27 internal {

28 // it can use a pricing model
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9.5 District User Clustering and Class Follower Prob-
lem

In this section, the preliminary District User Clustering scheme based on k-means
algorithm is formally described and the subsequent Class Follower Problem is
introduced.

9.5.1 K-means District User Clustering

Let us consider the set of m users U = {u;|li = 1,2,..,m} in the district. A
Consumption Class cj € C, with C = {c;|j = 1, ..., n}, is assigned to each user
u; € U. A Consumption Class c; basically represents the user’s consumption
profile in a certain time frame & € N, where N is the set of natural numbers, and a
billing period is made of a certain number of time frames. As suggested in [147],
the profile can be driven by the level of compliance of the user to the law and to
the best practices in terms of energy saving and environment preservation.

To the purpose of class assignment, for each considered time frame, the set
of feature vectors V(h) = {vi(h),va(h),...,v;(h),...,v,(h)} is defined, where
v;(h) is the feature vector associated with the user u; at time frame h. The
components of v; (/) are four average metrics collected by the sensors operated by
i-th user over & and safely stored in the Smart Contract 1.

In this work, the following metrics for v; (/) are defined:

« the average indoor temperature 7;; of user u;;

* the average outdoor temperature T_eh;

« the average seasonal outdoor temperature T's;

« the seasonal indoor temperature threshold enforced by the law T'/;

 the number of time intervals H;; in which the air conditioning system is
powered on for user u;;

* the total number of time intervals H,,; in h.

Now, with the defined data, the feature vector of user u; is formally defined as
vi(h) = [a1;(h), @2i(h), a3 (h), as (h)]" with:

o a1;(h) = Tyy/Ten;

o ay(h) =Ty /Ts;
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e azi(h) = E/ﬁ;
* a4i(h) = Hip/H;or.

In particular, ay;(h), as;(h),as;(h) represent the average indoor temperature
measured at time 4 compared to the average outdoor temperature, the seasonal
average temperature and the threshold enforced by the law, respectively. In addition,
a4;(h) considers the level of operation of the air conditioning system by comparing
the total number of hours of operation to the total number of hours H;,,; in time
frame h.

Now, the k-means clustering algorithm is applied to the set V (/) and each
vector v; () is assigned to a class ¢; € C. We denote by k;(h) with j = 1, ..., n the
centroid of class ¢, i.e., a vector with the same dimensions of v;(h) representing
the center of cluster c; at time frame A. The class assigned to the i-th user at time
frame £ is denoted as P;(h) € C, where P;(h) is the class with the least Euclidean
distance between v; (/) and the centroid k; (k) for j = 1, ..., n.

For the purpose of applying discounts or penalties to each user, the centroids
can be calculated by averaging the values of all time frames belonging to a specific
billing period. Moreover, the classes in the set C are ordered on the basis of their
centroid in an appropriate way, starting from the most virtuous class (c1) to the
least virtuous one (cj).

Example. Figure 9.3 shows the clustering performed by k-means with n = 5
classes and m = 2000 users. At the end of the procedure, based on collected
values, users are partitioned into five different classes ranked from Small (cy),
meaning a small power consumption, to Bad (cs), in which the users with high
power consumption and high relative difference between indoor and outdoor and
seasonal temperatures are placed. In order to visualize the partitions in only two
dimensions, the Principal Component Analysis (PCA) [173] is applied to the
classified user set by projecting the data on the first two principal components
(PCI1 and PC2 in Fig. 9.3).

9.5.2 C(lass Follower Problem

Let us assume that user u; € U has been assigned to class c for the 4 time frame
and at time /4 the current billing period ends. This user wants to be assigned to a
different and better class c; for time frame i + 1, where k # j. Now, the Class
Follower Problem (CFP) for each generic user is defined as follows:

i k;(h) —v(h+1)]. 9.1
cpmin k() = v(h+ D] ©.1)
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Figure 9.3: K-means clustering
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Note that for the sake of simplicity, the index i denoting the i-th user is omitted
in the following.

The aim of the objective function (9.1) is selecting vector v(h+ 1) € V(h+ 1)
that exhibits the minimum Euclidean distance between vector v(4 + 1) and the
centroid k; (%) of the desired c; class as calculated in previous time frame h.
In that respect, it is evident that the global minimum of (9.1) is reached when
v(h+1) =Kk;(h).

In order to minimize (9.1), it is necessary to determine the indoor temperatures
and the HVAC actuators values during the time frame # + 1. To this aim the
time frame & + 1 is divided in S time steps s = 1, .., S and the following decision
variables are defined:

Thi1(s) e R fors =1,2,...,S; (9.2a)
Hye1(s) € {0, 1}, fors = 1,2, ..., : (9.2b)

where Tj.1(s) is the indoor average temperature collected at time step s and
Hp41(s) = 1 means that the HVAC of user u; is powered on during the time step s,
otherwise Hp4+1(s) = 0 means that it is powered off.

Moreover, the feature vector elements at at time 4 + 1 for each user u; € U are
computed by the following variables:

>y T (s)
aj(h+1)=) /2 9.3a
1 ) SZ::‘ Tept1(s) ©-32)
11
wh+1) = o= Z Tha1 (5) (9.3b)
Ts ‘=
11
az(h+1)=== > Tpy1(s) (9.3¢)
ST, SZ:;
13
a(h+1) = Z Hpe1(s). (9.3d)
s=1
Now, the CFP (9.1) can be rewritten as follows:
4
minZ(kj(h)k —ap(h+1))?2 (9.4a)
k=1
S.t. (9.4b)
Hipi(s) € {0,1} Vs =1,...,S (9.4¢)

Th+1(S) e RY Vs = 1,...,S. (9.4d)
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We assume that the average outdoor temperature T'ej1(s) at each time step s
is determined by a suitable stochastic function.

To solve the CFP (9.4), we need to predict the values of the indoor temperature
Th+1(s) at each time step s. However, the indoor temperature is related to intrinsic
features of the building, such as the wall and floor materials and the number,
position and size of the windows. Nevertheless, when an HVAC system is present,
the indoor temperature is mainly driven by the thermostat set-point. We denote by
vr+1(s) € [0, 1] the real value of the set-point at time step s in time frame h + 1,
so that we can write:

The1(s) = L(yn1(s)) s=1,...,S

where L(yp+1(s)) denotes the building thermodynamic model and determines the
indoor temperature 7,41 (s) at time step s corresponding to the thermostat set point
va+1(s) € [0, 1]. Hence, the decision variables of CFP (9.4) are the thermostat
set-point values y;+1(s) fors =1, ..., S.

¥ g Target class MPC Controller
' k;(h) I ——
"l OCFP Solver
‘ 1 (Optimizer)
Blockchain
State Observer T
A O *_ LSTM
... 260,... 2 *| 0 7 L(y(s)), E(y(s), H(s))
yW(s-1),...,s0(s - 1),...,sM(s - 1) Weather
Hs-1) | L.

Figure 9.4: MPC Architecture

9.5.3 Energy Consumption Optimization

Since CFP (9.4) may have more optimal solutions, we have the possibility of
considering a second objective function, related to the energy consumption
denoted by E(yj+1(s), Hp+1(s)), which is function of the set points yj;1(s) and
the ON/OFF positions of the HVAC system at time steps s = 1, ..., S. Then, the
cumulative energy consumption over the time frame 4 + 1 is the following:

S
D EQn1(5), Hisr (9)). 9.5)
s=1
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Since equation (9.5) is not straightforward to ascertain, its value will be computed
through an approximation in a subsequent part of this work, facilitated by the
introduction of an LSTM. Now, the following lexicographic minimization problem
is formulated:

4 S

lex min Z(kj(h)k —ar(h+1))?, Z E(yns1(s), Hpy1(s))
s=1

=1
s.t. (9.6)

yir1(s) € [0,1] Vs =1,..., 8
Hyh+1(s) € {0, 1} Vs=1,..,8S.

The lexicographic optimization consists of subdividing a multi-objective
problem into a set of single-task optimizations that are solved in series according to
their priority order [174]: the optimization with the highest priority is solved first
and, then, the successive one is addressed with an additional constraint which aims
at guaranteeing the optimality of the higher priority cost function. In this work,
problem (9.6) is denoted as Energy Consumption Optimization CFP (OCFP).
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9.6 Control System Design and Simulation

In this section, a data-driven MPC strategy to solve the OCFP in real-time is
introduced. Since the proposed approach is iterated over each time frame 4, for
the sake of simplicity, the suffix 4 + 1 is omitted in the relevant notations.

9.6.1 System Architecture

The architecture of the proposed system for a specific building is depicted in
Fig. 9.4. In more detail, the system is made of three main blocks: (i) the Plant,
(i1) the State Observer and (iii) the MPC Controller. The Plant is represented
by the user building and the associated HVAC system. The State Observer is
basically constituted by a set of sensors installed inside and outside the building to
monitor indoor and outdoor temperatures. The components of the State Observer
are detailed in the subsequent Algorithm 4. The MPC Controller is composed
of three sub-blocks: the outdoor temperature predictor, the LSTM-based plant
thermodynamic model that predicts indoor temperatures and energy consumption
based on historical thermostat set-points and HVAC operational times, and the
Optimizer that solves the OCFP problem (9.6) over time frame & + 1.

More specifically, the Optimizer, at each time step s, first takes the current
Plant state and the target class k() to follow as a reference, then it determines a
set of feasible inputs that minimizes the distance to k; (/) and, finally, it selects
the solution with the least energy consumption. At the end of the optimization
procedure, the updated inputs are applied to the Plant by adjusting thermostat
set-points and switching ON or OFF the HVAC system.

9.6.2 LSTM-based Plant Thermodynamic Model

The indoor temperature variation and the HVAC energy consumption are influenced
not only by the inputs, such as the thermostat set-points, but also by several intrinsic
features of the building and the HVAC system. Hence, finding an analytical solution
is not always feasible. Moreover, both the temperature and the consumption depend
not only on the current input but also on the past inputs applied to the HVAC
system.

In this section, we propose an LSTM-based method to determine function
L(y(s)) for s =1, ..., S and the energy consumption function E(y(s), H(s)) for
s = 1,...,5. LSTM is a variant of typical RNNs and can avoid the vanishing
gradient problem existing in regular RNNs.
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A data-driven solution is proposed to approximate both L and E functions
using LSTM. The calculation formulas of LSTM cell units from the input to the
output are obtained as shown in Table 9.1 [42,175] [176], where i, f, ¢ and o,
represent an input gate, forget gate, candidate vector and output gate, respectively,
W;, Wy, W, and W, denote weight matrices, b;, bs, b, and b, represent bias
vectors, o (-) and tanh(-) denote the sigmoid and hyperbolic tangent functions,
respectively, © denotes a dotwise product, and ¢ represents a cell state.

Table 9.1: LSTM Equations:

Input gate controller: iy =0 (W;lhs_1,%5] +b;)
Forget gate controller: fs =0 (Wglhg_1,%] +by)
Candidate vector: ¢y =tanh(W [ hs_1, X5] + be)
Cell Memory: Cs =f1 ©Cs—1 +1i; ©Cy
Output gate controller: o5 =0 (W, [hs_1,%5] +by,)
Output: hs =05 © tanh(cy)

As shown in Fig. 9.5, the cell unit structure of an LSTM network consists
of three gates: (i) a forget gate, (ii) an input gate, and (iii) an output gate. The
forget gate determines what information of the past cell state is to be forgotten.
The input gate is used to control what information of the input at the current time
is to be added to the cell state. Finally, the output gate is used to determine what
information of the cell state at the current time is to be used as output.

In order to train the LSTM, sample data need to be collected for a certain time
from temperature sensors inside and outside the building, as well as the associated
thermostat set-points and HVAC operating states. Although in OCFP problem
(9.6) only indoor average temperature is considered, a building is composed of
a set of rooms, each one is equipped with a thermostat and indoor sensor. The
sample input and output vectors collected for LSTM training at time step s are
defined as follows:

- T
X(s) = [y(l),...,y(f),...,y(N),Te,H(s)] 9.7)
T(s) = [TV, .79, 7™ E| 9.8)

where N is the number of rooms in the building, y*/) is the set-point of thermostat
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Figure 9.5: LSTM cell architecture

7, TY) is the environment temperature of room j, H(s) € {0,1} is the HVAC
operating state and E is the cumulative energy consumption measured in Watts.

As it is shown in Fig. 9.6, if S consecutive time steps are considered for LSTM
training, the final structure of the network is made of a series of S interconnected
unit cells and the final value T(S) is the output prediction of indoor temperatures
and energy consumption after S time steps. The mean indoor temperature value
T(S) at time step S can then be easily calculated by averaging the individual rooms’
predicted temperatures.
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Figure 9.6: LSTM final structure
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9.6.3 Considerations on Physics-Informed Neural Networks

While the data-driven LSTM architecture described above demonstrates effective
predictive capabilities for building thermodynamics, an alternative paradigm
worthy of consideration involves Physics-Informed Neural Networks (PINNs),
which incorporate governing physical laws directly into the learning process
through modified loss functions that penalize violations of known differential
equations. A Physics-Informed LSTM variant would embed the fundamental heat
balance equation presented in Equation 4.1 as a soft constraint during training,
potentially reducing the data requirements for model convergence while ensuring
that predictions remain physically plausible even when extrapolating beyond the
training distribution.

The potential advantages of such an approach for HVAC thermal prediction
include improved generalization to unseen operating conditions, since the net-
work cannot learn spurious correlations that violate thermodynamic principles,
alongside reduced sample complexity arising from the regularization effect of
physical constraints that effectively inject domain knowledge into the learning
process. Furthermore, physics-informed architectures typically exhibit enhanced
interpretability, as the learned representations must align with physically meaning-
ful quantities such as thermal conductances and capacitances rather than abstract
latent features.

However, several considerations motivated the adoption of purely data-driven
LSTM in the present work. The formulation of appropriate physics-informed
loss terms for multi-zone buildings with complex HVAC interactions requires
detailed knowledge of system parameters that may not be readily available in
retrofit scenarios where the proposed methodology finds primary application. The
computational overhead associated with evaluating differential equation residuals
at each training iteration increases training time substantially, potentially by an
order of magnitude, which proves problematic when frequent model updates are
required to track seasonal variations in building behavior. Additionally, the strict
enforcement of physical constraints may inadvertently limit the model’s capacity to
capture phenomena not explicitly represented in the simplified governing equations,
such as occupant-induced thermal disturbances or equipment degradation effects
that manifest as apparent violations of idealized thermodynamic relationships.
The purely data-driven approach thus offers pragmatic advantages in deployment
flexibility while achieving prediction accuracy sufficient for the MPC application,
though future implementations targeting buildings with well-characterized thermal
properties may benefit from physics-informed formulations that leverage this
additional structural knowledge.
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9.6.4 Model Predictive Control Scheme

The real-time control of the HVAC system i1s implemented by the MPC approach.
In detail, at each time step s, the MPC solves the OCFP (9.6), in which the functions
L(y(s)) and E(y(s), H(s)) are approximated by the LSTM pre-trained network.
The time horizon of the MPC scheme is equal to S time steps, i.e., the duration of
the time frame 4 + 1.

Algorithm 4 Proposed MPC Scheme

1: Set reference as k; (h)
2: Collect:

* Indoor temperatures:
TW(s),...TD(s), ..., TN (s)
* Thermostat set-points:
« YD (s=1), sy (s = 1), s yM(s = 1)
* HVAC state:
e H(s—1)
: Average indoor temperatures
: Perform lexicographic optimization (9.6) over § steps:
: for each time step s do
Compute candidate input vector X(s)
Select input vector with least energy consumption
Apply thermostat set-points
cyW(s), o,y (s), ..., y M (s) and H(s)
10: to the HVAC system

In Algorithm 4, the proposed MPC scheme is shown. At step 1, the system
takes the followed class k; (/) as reference. At step 2, the State Observer collects
current indoor temperatures: T (s), ..., T (s), ..., T™)(s), last applied room
thermostat set-points y(V (s = 1), ...,y (s = 1), ...,y (s = 1), as well as last
HVAC operating state H(s — 1).

At step 4, the Optimizer pre-processes the data by averaging the indoor
temperatures and performs the lexicographic optimization (9.6) over the next S
time steps by minimizing the two cost functions. The non-linear problem can
be solved by iterative methods, such as Sequential Least SQuares Programming
(SLQP) [177]. Moreover, for each time step s, the Optimizer calculates a candidate
optimal input vector X(s) for the LSTM model as follows:
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X(s) = [y (s +1) e Y (s + 1) ey YN (5 + 1),

9.9
H(s+i),...,y(N)(s+S—1),H(s+S—1)]T e

fori =0,1,2,...,8 - 1.

Here, the outdoor temperature Te(s), required by the LSTM network as part
of the input, is not considered as a decision variable as it is assumed as predicted
by a stochastic function and, therefore, is not included in (9.9).

The input vector spans from time step s to s + S — 1 and allows the Optimizer
to fit to the MPC time horizon. At the end of the optimization procedure, the
input vector with the least cumulative energy consumption over the considered
future time horizon is selected as optimal solution and the first set of thermostat
set-points: y((s), ..., y(s), ..., YN (s), as well as the operating state H(s) are
applied to the HVAC system.

The whole control scheme reiterates for time step s + 1 up to the end of the
billing period /& + 1.
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9.7 Case Study

In this section, the results of the numerical simulations performed to validate the
proposed approach are described and discussed. The well-known building energy
simulation EnergyPlus is used with a standard 5-zone building to collect data and
simulate the plant in the MPC scheme.

9.7.1 The Studied Building

We use a single-floor rectangular building of 30.5m X 15.2m made of five different
air-conditioned zones with individual thermostats, named Zone 1 to Zone 5. The
building is located in the city of Bari, in Italy. There are windows on all four exterior
facades and glass doors on the south and north facades. The air conditioning
system is made of centralized HVAC equipment with an electric chiller, air-cooled
condenser, and a return plenum. The total floor area is 463.6m?2.

The building is shown in Fig. 9.7 and is included in the standard EnergyPlus
package as 5ZoneAirCooled.idf file.

Figure 9.7: 5-zones air-conditioned building

9.7.2 The Used Dataset

The dataset used to train the LSTM network is collected by running multiple
Monte Carlo simulations with EnergyPlus and the 5-zones building file. To get
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Table 9.2: Samples from the dataset for July 7

Zone 1 Zone 2 Zone 3 Zone 4 Zone 5 System Air Temp. Air Temp. Air Temp. Air Temp. Air Temp. Outdoor Chiller
T T T Thermostat | Thermostat Status Zone 1 Zone 2 Zone 3 Zone 4 Zone 5 Temperature | Electr. Rate

213 244 19.9 20.1 21.7 ON 222 19.2 20.6 21.5 20.6 220 2649.8
19.9 19.8 21.1 21.7 21.9 ON 21.3 217 19.9 20.1 214 21.6 2555.9
24.3 20.6 235 227 19.5 OFF 20.1 19.9 211 20.9 212 212 0

Powow |

24 24.9 222 226 24.3 21.4 OFF 21.9 21.8 22.0 22.2 22.1 19.2 0

the outdoor temperature throughout the simulations, we use a weather file in
EnergyPlus Weather File (EPW) format containing one year of historical weather
data of Bari city, in Italy.

We set the time step s to one hour and we draw each thermostat set-point value,
for each sample, from a uniform distribution between 19°C and 25°C. Similarly, we
set the HVAC operating state to ON or OFF from a random distribution between 0
and 1, by rounding each sampled value to the nearest integer.

We collect 43,800 one-hour samples over five consecutive yearly simulations.
Each sample includes the individual thermostat set-points at time step s and the
HVAC operating state as the input X(s), and the individual indoor temperatures
and the energy consumption in Watts as the output T(s). Table 9.2 shows some
sample rows of the dataset.

9.7.3 The LSTM Training

We use the collected dataset to train the LSTM network and predict the thermody-
namic behavior of the building. We present the samples to the training procedure
in groups of § = 6 hourly time steps.

More specifically, each input sample X(s) is grouped with the previous
X(s —1),X(s —2),...X(s — 5) samples and is paired with the output sample
T(s), in order for the resulting LSTM network to be able to predict the indoor
temperatures and energy consumption after six consecutive thermostats set-points
and six HVAC operating state settings.

We run the training on a server equipped with a 14 cores Intel Core i7 CPU
and 32GB RAM. Python Keras library and TensorFlow are used to implement the
LSTM network with Adam optimizer. The dataset is normalized and split into
80% of values for training and 20% for test. Mean Square Error (MSE) metric is
adopted to evaluate the performance of the training procedure.

In Fig. 9.8, the results after 60 training epochs are shown. At the end of the
procedure, the MSE for training and testing converges to 5e—3, allowing good
predictions for the MPC Controller.
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Figure 9.8: LSTM Training

9.7.4 The OCFP Solution

In order to assess the performance of the proposed approach, we consider for the
case study a district U of m = 2000 users located in Bari (Italy) for a billing period
of one week in July. We set T; = 25°C, which is the average temperature in July
and T; = 26°C, that we assume as the minimum temperature prescribed by the law
for public offices and institutions to save energy.

We assume that at the end of the current billing period, at time frame 4, the
user set U has been partitioned in n = 5 behavior classes by the k-means algorithm
described in Section 9.5.1. Table 9.3 shows the classes resulting from applying
the k-means clustering algorithm.
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Table 9.3: Partioned Users Set

Daily

Class No. Temperature [°C] Usage [Hrs]

Indoor Outdoor

1 Small 501 27.00 27.00 7.01

2 Good 317 26.00 27.00 10.76

3 Normal 291 22.05 27.50 12.48

4 Nearly Bad 516 21.53 28.00 13.71

5 Bad 375 21.17 27.87 14.10
Total 2000

The classes are ranked based on the average indoor temperature compared
to the average outdoor temperature, the seasonal average temperature and the
temperature prescribed by the law. In addition, the total operational time of the
HVAC is considered. The closer the indoor temperature is to the reference values
and the less operational time, the better the class is ranked. Based on the above
evaluations, we labeled the resulting classes from Small (c1) to Bad (cs).

Now, two OCFP scenarios for time frame 4 + 1 are proposed. In that respect,
we assume that user u; has been ranked in class Nearly Bad (c4) for the current
time frame /4 and that he wishes to scale up to class Good (c2) and Normal (c3) for
the first and second scenario respectively.

We implement the MPC scheme by using the pre-trained LSTM to model the
thermodynamics of the i-th building and we use EnergyPlus to simulate the plant.
We set the MPC time horizon to S = 6 hours and we reiterate the control scheme
up to the end of the next billing period. To implement and solve the lexicographic
problem (9.6), we use Python and the SLQP optimization algorithm provided by
the SciPy library.

The results of the class following procedure for the time frame % + 1 in the two
considered scenarios are shown in Fig. 9.9.

In Fig. 9.9aand 9.9c¢, black star points represent the average centroids calculated
over the whole billing period for the i-th user at each time step s for Scenario
1 and 2 respectively. We observe that, in both cases, the points move from the
Nearly Bad (c4) cluster to the Good (c) and Normal (c3) cluster, respectively, by
gradually approaching the relative cluster center. Since the Good (c3) class is far
more distant from Nearly Bad (c4) than the Normal (c3) class, the initial error for
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Figure 9.9: Optimized Class Follower MPC scheme progress over the
billing period.

Scenario 1 is much greater than for Scenario 2. As a result, the path of Scenario 1
looks much more extended than the one of Scenario 2.

The above difference is also observed in Fig. 9.10, which shows the class
tracking relative error of Scenario 1 compared to Scenario 2 and confirms that the
convergence to a stable residual error of around 0.14, in the first case, takes more
time steps than of Scenario 2. However, the residual error of Scenario 2 stabilizes
around 0.20, which is higher than that of Scenario 1. As a result, the numerical
simulations show that the proposed scheme works better when the initial error is
large and the followed class is relatively distant.

In addition, in Fig. 9.9b and 9.9d the average individual indoor temperatures and
the average outdoor temperature are shown. In Scenario 1, the indoor temperatures
are much closer to the outdoor temperature. On the contrary, in Scenario 2, the
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Figure 9.10: Class Follower Tracking Error

indoor temperatures are lower than the outdoor temperature. As observed in Table
9.3, the values obtained by the MPC in both scenarios are in line with the respective
followed classes Good and Normal.

Finally, in Fig. 9.11, the cumulative energy consumption in kW over the
considered billing period is shown. It is evident that, in Scenario 2, at the end of
the week, the HVAC consumed more electricity than in Scenario 1. In Scenario 2,
the gap between the indoor and outdoor temperature and the higher operational
time leads to higher energy consumption by the HVAC to fit the following class
requirements.
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9.8 Conclusion

This chapter introduces a novel approach to managing the HVAC control system
at the DEMS level to optimize the user HVAC consumption. The HVAC control
system includes the synergistic use of blockchains, MPC strategies and LSTM
networks. In particular, the district users are divided into consumption classes,
and each class is associated with a suitable energy price based on consumption
behaviors. A blockchain platform ensures data integrity and facilitates transparent
transactions, enables dynamic categorization of users based on their energy
consumption behaviors, and processes payments on-chain. Moreover, the users
can modify their behaviors and pass to a less expensive class. To this aim, the MPC
strategy is proposed to provide the thermostat set points and the time intervals in
which the HVAC must be switched off or switched on.

The application of the proposed model to a case study of a smart district
shows promising results. The system effectively guides users from less virtuous
energy consumption classes towards more energy-efficient ones while maintaining
thermal comfort. Moreover, it is observed that the control scheme performs better
with larger initial tracking errors, suggesting its robustness in scenarios requiring
significant user behavioral adjustments.

In conclusion, the presented research highlighted the potential of combin-
ing blockchain with advanced control techniques to improve energy systems
management within smart urban districts.

Future researches will study the system’s scalability to larger districts, the
integration with other smart grid components and the extension of extensive tests
under different seasonal conditions with a broader set of user profiles. Additionally,
there is an opportunity to refine the predictive algorithms, considering the impact
of integrating renewable energy sources into the proposed model.
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Transferability to Organizational
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10 Transferability Analysis across
Domains

The systematic exploration of optimization paradigms across the heterogeneous
landscape of cyber-physical systems undertaken in the preceding chapters reveals
a fundamental architectural invariance that transcends the superficial distinctions
between vehicular coordination networks, thermodynamic control systems, and
organizational resource allocation frameworks. This chapter undertakes a rigorous
comparative analysis that validates the methodological coherence underlying the
seemingly disparate applications of Deep Reinforcement Learning for autonomous
vehicle routing, Model Predictive Control augmented with Long Short-Term
Memory networks for building automation, and Integer Linear Programming for
personnel allocation. More critically, it establishes the theoretical foundations for
a unified optimization framework whose applicability extends beyond the specific
instantiations investigated herein.

The empirical evidence accumulated through these diverse deployments demon-
strates that the transition from learning-based approaches in stochastic, partially
observable environments to exact optimization methods in deterministic, fully
specified domains represents neither methodological inconsistency nor technologi-
cal regression. Rather, it constitutes a sophisticated calibration of computational
strategies to the intrinsic characteristics of each problem space, where the selection
of optimization paradigms emerges from principled analysis of state space complex-
ity, temporal dynamics, information completeness, and computational constraints
rather than a priori technological preferences. The analytical framework developed
in this chapter systematically deconstructs the architectural patterns, constraint
structures, and algorithmic adaptations that manifest consistently across domains,
revealing how the three-layer architecture introduced in Section 4.1.1 serves not
merely as a descriptive taxonomy but as a prescriptive design pattern.

Through detailed examination of the mathematical isomorphisms between
collision avoidance in autonomous intersections and conflict resolution in office
allocation, the dynamic threshold mechanisms linking blockchain consensus
protocols to constraint relaxation strategies, and the temporal scalability enabling
microsecond decisions in vehicular networks while accommodating quarterly
planning cycles in organizational contexts, this analysis establishes that the
observed transferability emerges from fundamental optimization principles rather
than fortuitous structural similarities.

186
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10.1 Methodological Evolution and Computational
Strategies

The progression from Deep Reinforcement Learning architectures in autonomous
vehicle coordination through hybrid Model Predictive Control frameworks in
building automation to Integer Linear Programming formulations for organizational
resource allocation embodies a deliberate calibration of computational paradigms
to the fundamental characteristics distinguishing each problem domain. This
methodological trajectory emerges from rigorous analysis of state space properties,
temporal dynamics, information availability, and operational constraints that
collectively determine the computational complexity spectrum C : P — M,
mapping problem characteristics # to optimal methodologies M, where stochastic
environments with partial observability naturally align with reinforcement learning,
systems exhibiting strong temporal correlations benefit from predictive control,
and discrete allocation problems with complete information enable exact methods
guaranteeing global optimality.

The vehicular routing environment detailed in Chapter 8 necessitates Deep Re-
inforcement Learning precisely because the combinatorial explosion of continuous
position variables, discrete traffic states, and stochastic arrival patterns renders both
exhaustive enumeration and closed-form optimization computationally intractable.
The modular training architecture that partitions the urban graph into N subsets
where £ = E{ U E> U ... U Ey demonstrates how hierarchical decomposition
strategies manage complexity while preserving solution quality through carefully
orchestrated coordination mechanisms, requiring millions of simulated trajectories
for policy convergence yet enabling microsecond inference once deployed.

Conversely, the thermodynamic processes governing HVAC systems exhibit
temporal dependencies and physical constraints that favor Model Predictive Control
augmented with LSTM-based system identification, as established in Chapter 9.
The lexicographic formulation

4 S

lex min | > (k; (1) = ax(h+ 1)% 3 EQunet (8) Hii (s) | (10.1)
s=1

k=1

prioritizes occupant comfort as an inviolable constraint while subsequently op-
timizing energy consumption within the comfort-optimal solution space, reflecting
the hierarchical nature of building management objectives where human satisfac-
tion defines system purpose rather than constituting a tradeable commodity. The
LSTM component captures nonlinear relationships between weather conditions,
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thermal mass, and occupancy patterns through historical sequences x;_,,;, en-
abling anticipatory control that exploits predictable periodicities while maintaining
computational tractability through minute-scale optimization horizons.

The Integer Linear Programming approach for personnel allocation examined
in Chapter 11 capitalizes on the discrete nature of office assignments u,,;; € {0, 1},
complete information availability, and periodic decision horizons that characterize
organizational planning processes. The objective function

. 1
min [Az — (1 — /l)m Z ynmsd] ) (10.2)

further discussed in Section 11.3.5, elegantly balances minimax fairness through
the auxiliary variable z with total allocation efficiency, where the computational
investment ranging from seconds for pure efficiency optimization (4 = 0) through
hours for balanced multi-objective scenarios (1 = 0.5) remains acceptable given
quarterly planning cycles. This tolerance for extended computation enables global
optimality guarantees through systematic branch-and-bound exploration, validating
that operational tempo 7,, fundamentally constrains methodological selection
where 7.omp < 7., permits exact methods while 7., = 7,, necessitates heuristic
approaches.

The empirical validation presented throughout Chapters 8 through 11 confirms
that matching computational strategies to problem properties yields demonstrably
superior outcomes compared to universal application of any single paradigm. The
implementation reality further reinforces this alignment principle through data
requirements —millions of trajectories for DRL versus decades of building science
encoded in differential equations for MPC versus direct policy formalization for
ILP— establishing that successful optimization transcends algorithmic sophistica-
tion to encompass the complete ecosystem of data availability 9, computational
resources R, and domain expertise & that collectively determine feasible solution
strategies. The transition from approximate to exact methods across this spectrum
thus represents not a hierarchy of sophistication but rather a taxonomy of fit where
each paradigm exhibits superior performance within its natural domain while
proving inadequate when misapplied to foreign contexts.
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10.2 Structural Parallels and Architectural Adapta-
tions

The mathematical structures underlying the optimization frameworks deployed
across autonomous vehicle coordination, building automation, and personnel
allocation domains exhibit profound isomorphisms that transcend superficial im-
plementation differences, revealing fundamental patterns in constraint formulation,
adaptive mechanism design, and architectural decomposition that constitute the
theoretical foundation for methodological transferability. The recurrence of these
structural invariants across ostensibly disparate application contexts validates not
merely the existence of universal optimization principles but more fundamen-
tally demonstrates how abstract mathematical formulations naturally specialize to
address domain-specific requirements while preserving their essential algebraic
properties and computational characteristics.

The constraint structures governing resource exclusion and conflict prevention
manifest with remarkable consistency across domains through binary decision
variables coupled via linear inequalities, where the personnel separation constraint
Unsd + Umsqa < 1 preventing conflicting individuals from occupying identical office
spaces represents the same fundamental mathematical pattern as collision avoidance
protocols in autonomous intersection management detailed in Chapter 5, albeit
instantiated through different physical interpretations and temporal scales. This
algebraic isomorphism extends beyond notational similarity to encompass the entire
solution space topology, where the feasible region defined by mutual exclusion
constraints exhibits identical geometric properties whether preventing vehicular
collisions through spatial-temporal reservation or ensuring regulatory compliance
through personnel separation, with both formulations generating polytopes whose
vertices correspond to valid assignments and whose dimensionality scales linearly
with the number of entities requiring coordination. The computational implications
of this structural parallel prove equally significant, as solution algorithms developed
for one domain transfer directly to another through appropriate variable remapping,
e.g., branch-and-bound strategies for office allocation apply equally to intersection
scheduling once temporal dimensions are discretized into reservation slots.

The emergence of adaptive mechanisms across all investigated domains reveals
a universal requirement for dynamic response to exceptional conditions, where the
mathematical formulation must gracefully transition between operational modes
without compromising system integrity or requiring manual reconfiguration. The
dynamic threshold formulation, as presented in Chapter 6, is developed for a block-
chain consensus in vehicular networks, which modulates validation requirements
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based on event severity and network conditions, finds its structural analog in the
constraint relaxation mechanisms employed for personnel allocation where binary
switching variables ¢ € {0, 1} transition between aspirational targets and physical
constraints when mathematical feasibility cannot be maintained. Both mechanisms
encode the recognition that exceptional circumstances necessitate departure from
standard protocols, implementing this adaptation through continuous functions in
the vehicular domain where severity exists on a spectrum, and through discrete
switches in the allocation domain where constraints either bind or relax completely.
The mathematical elegance of these formulations lies in their ability to encode
complex conditional logic within the optimization framework itself rather than
requiring external intervention, enabling autonomous response to conditions rang-
ing from emergency events requiring immediate information dissemination to
pandemic-induced occupancy restrictions necessitating constraint relaxation.

The architectural evolution from distributed consensus in adversarial vehicular
networks through hybrid trust models in building automation to centralized op-
timization in organizational contexts reflects a sophisticated calibration of trust
mechanisms to the governance structures and threat models characterizing each
domain. The vehicular environment’s deployment of FilterContract validation,
VotingContract consensus, and TokenContract incentivization responds to the
fundamental absence of central authority and the presence of potentially malicious
actors who might benefit from false information propagation, necessitating elabo-
rate cryptographic proofs and economic mechanisms to ensure system integrity.
The progressive simplification through HVAC systems, where single administra-
tive control eliminates adversarial considerations while external market interfaces
maintain blockchain integration for auditability, to personnel allocation operating
entirely within organizational boundaries demonstrates that architectural complex-
ity should align with trust requirements rather than technological capabilities. This
principle extends to the computational infrastructure itself, where the transition
from distributed GPU clusters training Deep Reinforcement Learning agents to
single-node CPLEX optimization reflects not computational limitations but rather
the recognition that solution guarantees and interpretability requirements vary
fundamentally across domains.

The three-layer architectural pattern consistently manifests across all domains
while adapting its specific instantiation to accommodate unique requirements,
demonstrating how abstract design principles guide concrete implementations
without imposing rigid structural constraints. Layer 1’s data integrity mechanisms
specialize from SHA-256 hashing of intersection geometries and blockchain
notarization in vehicular systems through IoT sensor validation and cryptographic
signatures in building automation to constraint consistency verification and canoni-
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calized storage in personnel allocation, yet all instantiations address the fundamental
challenge of establishing authoritative ground truth in environments subject to
noise, corruption, or deception. Layer 2’s decision algorithms similarly adapt
from neural network policies encoding learned behaviors through model-based
predictive controllers leveraging system dynamics to exact optimization engines
guaranteeing global optimality, while maintaining the consistent role of transform-
ing validated inputs into optimal actions subject to domain constraints. Layer 3’s
integration mechanisms evolve from TraCI-mediated simulation control through
EnergyPlus co-simulation interfaces to web-based visualization platforms, yet
consistently manage the complexity of translating abstract decisions into concrete
system modifications while providing stakeholders with interpretable feedback
regarding system performance.

The empirical validation detailed in Table 10.1 confirms that these architectural
adaptations preserve functional equivalence while optimizing for domain-specific
requirements, with each instantiation achieving performance metrics appropriate
to its operational context, e.g., millisecond response times for vehicular routing,
minute-scale optimization for HVAC control, and hour-scale computation for
quarterly personnel planning. The consistency of this pattern across radically
different deployment contexts, from real-time safety-critical systems to strategic
organizational planning, validates its fundamental soundness as an architectural
paradigm for cyber-physical optimization systems. Furthermore, the successful
integration of these systems with existing infrastructure, whether through REST
APIs for vehicle fleet management, BACnet protocols for building automation, or
Excel interfaces for human resources departments, demonstrates that the three-layer
architecture facilitates not only internal coherence but also external interoperability.

The synthesis of these structural parallels reveals that successful transfer of
optimization methodologies requires not mechanical replication of techniques but
rather thoughtful adaptation of core principles to domain characteristics, where
the preservation of mathematical structures ensures theoretical soundness while
implementation flexibility enables practical deployment. The identification of
these transferable patterns, from mutual exclusion constraints through adaptive
thresholds to layered architectures, provides a systematic framework for extending
these methodologies to novel domains, whether in supply chain optimization,
healthcare resource allocation, or smart grid management, where similar patterns
of resource competition, dynamic adaptation, and multi-stakeholder coordination
arise. This structural analysis thus establishes that the contributions detailed in
Chapters 5, 6, 8, and 9 constitute not isolated solutions but instances of a broader
optimization paradigm whose applicability extends throughout the spectrum of
cyber-physical systems requiring intelligent coordination of scarce resources under
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complex constraints.

Table 10.1: Domain-specific instantiation of the three-layer architec-
ture defined in Section 4.1.1.

Architec-
ture Aut?nomous HVAC Control Per:sonnel Allo-
Vehicles cation
Layer
SHA._ . IoT  anomaly | Preference ma-
256(intersection . . L
detection - trix validation
geometry) = — cryptographic —  constraint
Merkle root ‘yp grap .
Layer 1: . signatures — | consistency —
— blockchain . .
.. ) on-chain storage | canonicalized
notarization via . .
. with  tamper- | storage  with
FilterContract ) ) .
o evident trails version control
validation
DRL:
DDPG/PPO
agents with MPC: 24h hori-
Layer 2: 10%-transition zon, LSTM pre- | ILP: CPLEX
replay buffer, | dictions, cost
multi-objective
reward
SUMO/TraCI Ener.gyPlus Web U, Excel
co-sim, demand I/0, floorplan
protocol, REST )
. response con- | SVG rendering,
endpoints, real- . )
Layer 3: . tracts, BACnet constraint vio-
time dashboard, ] .
metric acoresa. legacy inte- | lation reports
. EETCE gration, web | with Farkas
tion .
scheduler certificates

The empirical validation across three independent deployments confirms that
the abstract architectural principles articulated in Section 4.1.1 translate effectively
into production systems, with the layered decomposition facilitating both rapid
prototyping through component reuse and long-term maintainability through
separation of concerns.
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10.3 Cross-Domain Insights and Validation

The methodological convergence observed across the investigated domains of
vehicular coordination, building automation, and organizational resource manage-
ment transcends mere algorithmic similarity to reveal fundamental invariants in the
structure of cyber-physical optimization problems, where the recurrence of specific
mathematical patterns, architectural decompositions, and parametric trade-off
mechanisms suggests the existence of a universal grammar for optimization that
manifests with remarkable consistency regardless of whether the system coordi-
nates silicon-based sensors or carbon-based stakeholders. The empirical validation
of this methodological unity, documented through the implementations spanning
Chapters 8 through 11, establishes not only the practical efficacy of individual
techniques but more profoundly demonstrates how the systematic application of
cryptographic identity, distributed consensus, and multi-objective optimization
constitutes a coherent design philosophy whose principles remain invariant even
as their technological instantiations adapt to domain-specific constraints.

The emergence of the parametric weight A as a universal mechanism for
navigating multi-objective trade-offs reveals a deeper truth about the nature of
optimization in complex systems where the mathematical impossibility of simulta-
neously maximizing all desirable properties necessitates explicit mechanisms for
encoding contextual priorities. The sensitivity analysis of this parameter across do-
mains uncovers a fascinating phenomenon wherein the computational complexity
landscape exhibits domain-specific topology: while the vehicular routing domain
demonstrates smooth performance degradation as A varies across the unit interval,
reflecting the continuous nature of the underlying state space where incremental
priority adjustments produce proportional behavioral modifications, the personnel
allocation domain exhibits phase transitions at critical A values where the prob-
lem structure fundamentally transforms from easily solvable to computationally
intractable configurations. This differential sensitivity to parametric variation
illuminates how the same mathematical formalism of weighted objective combi-
nation manifests through radically different computational signatures depending
on whether the underlying decision space exhibits continuous, discrete, or hybrid
characteristics, providing crucial insights for practitioners seeking to calibrate
these parameters in novel application domains.

The methodological trajectory from distributed consensus mechanisms in
adversarial vehicular networks through hybrid trust models in building automation
to centralized optimization in organizational contexts reveals not a linear progres-
sion from complex to simple architectures but rather a sophisticated matching
between trust requirements and architectural choices that reflects the fundamental
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game-theoretic structure of each domain. The vehicular environment’s inherent
adversarial dynamics, where independent operators possess economic incentives
to misreport traffic conditions or claim false priority, necessitate the elaborate
cryptographic protocols and economic mechanisms detailed in Chapter 6, whose
computational overhead becomes justified by the prevention of systemic manipula-
tion that could otherwise degrade network performance or compromise safety. The
building automation context exhibits an intermediate trust structure where internal
sensors operate under unified administrative control, eliminating intra-system
adversarial concerns, yet the interface with external energy markets and regulatory
compliance requirements motivates selective deployment of blockchain technology
for specific transactions requiring auditability and non-repudiation. The organiza-
tional allocation problem’s complete absence of adversarial dynamics, operating
entirely within a single trust boundary where the organization possesses both the
authority to enforce decisions and the responsibility for their consequences, renders
distributed consensus not merely redundant but actively detrimental, validating the
principle that technological sophistication must align with actual trust requirements
rather than being pursued for its own sake.

The temporal scalability demonstrated across applications, from microsecond-
latency requirements in intersection management through minute-scale optimiza-
tion horizons in climate control to quarterly planning cycles in space allocation,
validates a crucial design principle wherein the relationship between decision
frequency and computational intensity exhibits inverse proportionality that enables
consistent solution quality across vastly different temporal scales. The autonomous
vehicle domain’s requirement for sub-second routing decisions precludes online
optimization, motivating the extensive offline investment in Deep Reinforcement
Learning where millions of simulated trajectories train policies subsequently
deployed for near-instantaneous inference, effectively amortizing computational
cost across countless runtime decisions. The building control system’s hourly
optimization cycles permit real-time Model Predictive Control where each iteration
leverages warm-starting from previous solutions and linear approximations of
system dynamics to achieve tractable computation times while maintaining predic-
tion accuracy. The personnel allocation system’s annual or quarterly execution
frequency enables exhaustive optimization through Integer Linear Programming
where solution times measured in hours remain acceptable because the strategic
nature of space planning tolerates computational latency in exchange for provable
optimality guarantees. This temporal adaptation mechanism reveals how the
same fundamental optimization objectives (safety, efficiency, fairness) fmanifest
through entirely different computational strategies depending on the characteristic
timescales of system dynamics and decision requirements.
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The consistent emergence of three-layer architectural patterns across all inves-
tigated domains, despite radical variations in implementation technologies and
application contexts, suggests that this decomposition into data integrity, intelligent
decision-making, and system integration components reflects not arbitrary design
choices but rather fundamental functional requirements that any cyber-physical
optimization system must address. The architectural analysis reveals how each
layer serves a distinct epistemological function: Layer 1 establishes ground truth
by answering "what is the current state?", Layer 2 determines optimal actions by
resolving "what should we do?", and Layer 3 implements decisions by executing
"how do we actuate change?". This functional decomposition proves remarkably
stable across domains, even as the specific technologies employed within each
layer vary dramatically, from SHA-256 hashing in vehicular systems to constraint
validation in personnel allocation (Layer 1), from neural networks in traffic routing
to linear programming in office assignment (Layer 2), from SUMO simulation
interfaces to web-based visualization dashboards (Layer 3). The persistence of
this pattern suggests that future applications in unexplored domains will likely
exhibit similar architectural structures, providing a template for rapid prototyping
and systematic development of novel cyber-physical systems.

The qualitative validation obtained through stakeholder engagement across
all three domains reveals an unexpected convergence in user requirements that
transcends technical specifications to encompass fundamental expectations regard-
ing transparency, controllability, and interpretability that optimization systems
must satisfy to achieve practical adoption. The unanimous preference for explicit
parameter control, where users can adjust A and observe resulting trade-offs rather
than accepting black-box recommendations, reflects a deep-seated need for human
agency in automated decision-making that persists regardless of whether the stake-
holders are traffic engineers, facility managers, or human resource professionals.
The requirement for interpretable outputs that explain not merely what decisions
were made but why specific alternatives were selected or rejected, operationalized
through constraint violation reports, Pareto frontier visualizations, and sensitivity
analyses, demonstrates that successful cyber-physical systems must bridge the se-
mantic gap between mathematical optimization and human intuition. The iterative
refinement workflows observed across all domains, where initial solutions undergo
successive modification through parameter adjustment and constraint relaxation
until achieving stakeholder acceptance, reveals that optimization technology serves
not to replace human judgment but to augment it through systematic exploration
of solution spaces too vast for manual consideration.

The synthesis of these cross-domain insights establishes definitively that the
contributions presented throughout this dissertation constitute not isolated tech-
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nical achievements but rather elements of a coherent methodological framework
whose applicability extends far beyond the specific systems investigated. The
systematic validation across domains as diverse as autonomous transportation,
building automation, and organizational management demonstrates that the pro-
posed optimization strategies exhibit both the theoretical depth necessary for
academic contribution and the practical robustness required for real-world de-
ployment. The successful transfer of core principles (cryptographic identity
establishment, multi-objective trade-off navigation, temporal adaptation, and ar-
chitectural decomposition) across radically different application contexts validates
the fundamental soundness of the approach while revealing specific adaptation
patterns that guide future extensions. This dissertation thus confirms that the
methodological framework developed herein provides a principled foundation
for addressing the full spectrum of cyber-physical optimization challenges, from
purely technological systems operating at microsecond timescales to human-centric
processes unfolding over months, unified by common mathematical structures
and architectural patterns that transcend surface-level differences to reveal deeper
optimization universals.



11 Optimizing Personnel Allocation:
an Integer Linear Programming
Problem for Enhanced Workplace
Efficiency

11.1 Introduction

In large organizations and corporations with extensive office space and numerous
personnel, optimizing staff distribution within available workspaces poses signifi-
cant challenges. The global shift towards hybrid work models, accelerated by the
COVID-19 pandemic, has further complicated this task. Flexible schedules and
fluctuating occupancy rates require dynamic solutions to ensure efficient space
utilization while maintaining team cohesion and productivity. Contemporary
approaches, such as smart working, co-working, and agile frameworks, reduce
pressure on facilities by carefully planning human resources and scheduling on-site
presence in advance. For example, structures can accommodate more workstations
within the same spaces while still complying with regulations on distancing and
the minimum required space per worker However, these new practices increase
the complexity of assigning personnel to rooms, as management must consider
absence days, minimize maximum room occupancy to prevent overcrowding, and
preserve the unity of organizational units by avoiding unnecessary staff dispersion
across different rooms.

A seemingly straightforward solution might involve dynamically rotating
personnel among rooms, assigning them daily. However, studies have shown that
this approach can negatively impact employee well-being and productivity. In fact,
employees benefit from stable assignments, even to the same workstation within
the same room, as they enhance their sense of belonging and reduce disruptions.
In addition, dynamic assignments can increase the time it takes employees to
settle in at the beginning of their workday, thereby reducing overall efficiency.
The most conventional approach would be to assign all personnel from the same
organizational unit to the same room. Although this may seem logical, it often leads
to suboptimal space utilization and does not adequately address the complexities
of modern workspace requirements [178-181].
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In this article, our objective is to optimize the distribution of personnel in office
environments to improve operational efficiency. We achieve this by developing an
Integer Linear Programming (ILP) model that addresses the limitations of existing
methods. The proposed model integrates modern working practices, individual
attendance schedules, room capacity constraints, and organizational unit cohesion
into a unified optimization framework. Taking into account the variability in
employee attendance and the need for consistent and stable desk assignments, the
approach provides a balanced solution that improves workspace efficiency while
maintaining employee well-being and team collaboration.

Nevertheless, while the proposed framework accounts for flexible schedules and
varying attendance patterns over a defined planning horizon (typically a working
week), it does not continuously react to or adapt to minor real-time perturbations,
such as sudden absenteeism or last-minute scheduling changes. The presented
model emphasizes the balance between flexibility and stability, thereby providing
robust solutions suitable for practical implementation without the need for constant
revision of allocation decisions.

A critical aspect of developing an effective allocation strategy involves taking
into account the inherent fluctuations in the presence of the employee. Personnel
may take leave, maintain flexible hours, work remotely, or encounter unforeseen
circumstances that prevent scheduled office attendance. Planning for full occu-
pancy is thus impractical and can lead to inefficiencies or overcrowded workspaces.
To address this, the model presented incorporates the maximum desired occupancy
levels for each room, which serve as target occupancy rates below the physical
capacity. This consideration accounts for attendance variations and helps prevent
overcrowding, ensuring that the workspace remains comfortable and functional de-
spite unexpected attendance fluctuations. By integrating these reduced occupancy
levels into the optimization, this model aims to create a practical and resilient
allocation strategy that aligns with actual usage patterns and enhances overall
workplace efficiency. In addition, accommodating attendance variability enables
the model to provide stable, consistent desk assignments, thus contributing to
employee well-being and fostering effective team collaboration.

The remaining parts of the chapter are organized as follows: Section 11.2
provides a review of the literature and outlines the main contribution, Section
11.3 describes the problem from a mathematical point of view and identifies the
decision variables, the problem’s constraints, and the objective function. Section
11.4 presents a case study from the real world, outlining the outputs we expect
from the system. Section 11.5 introduces the publicly accessible tool that has been
developed. Eventually, Section 11.6 draws the conclusions.
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11.2 Literature review and study contribution

In the literature, very few studies have explored the application of optimization
methods to human resource management, and even fewer have specifically focused
on the context of office space allocation.

Bosch-Sijtsema et al. [178] provided a critical examination of dynamic staff
allocations and investigated the impact of drop-in desks in a large technology
firm. Even if such layouts encouraged interaction and a vibrant work atmosphere,
they also hindered productivity through navigation challenges, distractions, and a
diminished sense of team identity. Complementing this, Nithin and Suma [182]
presented a workspace management system for a software organization that
incorporates activities such as layout configuration and hot desk. Although
effective in managing workspaces, it primarily focused on technical tools rather
than optimizing resource allocation.

Recent advances in multi-objective optimization and robust methodologies
have significantly improved human resource management applications. These
improvements particularly benefit personnel scheduling and allocation within
healthcare systems. Shiri et al. [183] proposed a robust multi-objective framework
for home healthcare scheduling and routing under uncertainty, focusing on cost
minimization, skill-level optimization, and qualitative criteria in facility selec-
tion. However, their methodology presented certain limitations. Specifically, it
lacked explicit constraints that addressed employee cohesion, stable workspace
assignments, and the prevention of overcrowding. These factors constitute critical
elements in modern office-space allocation scenarios, significantly influencing
both operational efficiency and employee satisfaction. Additionally, their approach
does not consider generalized workspace dynamics common in hybrid working
contexts and does not account for personnel attendance variability.

Expanding on these aspects, Hamid et al. [184] recently proposed a multi-
objective mathematical model for nurse scheduling that explicitly incorporates
human factors, including personnel satisfaction, skill distribution, and compatibility
in decision-making styles. This advancement provides valuable elements of
interpersonal compatibility and satisfaction previously overlooked by Shiri et
al. [183], demonstrating a deeper integration of human factors into personnel
scheduling problems.

Nevertheless, several methodological limitations remain evident in their ap-
proach. Firstly, their modeling framework is highly tailored to nurse rostering
within healthcare, limiting its direct applicability to broader office environments
or agile workplace management contexts. Secondly, their reliance primarily
on metaheuristic techniques, while effective for large-scale NP-hard problems,
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lacks rigorous optimality guaranties, potentially yielding suboptimal solutions. In
contrast, the approach presented here adopts an ILP-based methodology, solved
via established commercial optimization solvers, and proposes a generalized
formulation directly applicable to modern office working contexts.

Moreover, the work by Cakir et al. [185] presented an ILP model for multi-
mode resource-constrained discrete-time cost trade-off problems in the context of
software engineering projects. Their framework effectively balances conflicting
project requirements under limited resources, demonstrating the potential of
computational optimization methods to manage complex resource allocation
challenges. Nevertheless, a key methodological limitation of their approach lies
in its complexity and computational effort, especially when handling large-scale
instances typical of real-world environments. Furthermore, despite introducing
constraint programming and metaheuristic solutions, their model was not designed
to incorporate the fluctuations typical of modern workplace attendance patterns
and the variability in personnel’s daily schedules. These methodological gaps are
addressed in this chapter by developing an ILP-based optimization model tailored
for dynamic workspace allocation.

Muiioz et al. [186] recently proposed an ILP model aimed at optimizing
staff scheduling and shelf-stocking activities for retailers, considering different
alternatives to shelf-stocking schedules, including day, night and semi-night shifts.
Their approach offers valuable insights into workforce management in grocery
retail settings, explicitly addressing cost minimization while accounting for shelf
capacity constraints, labor costs, and stock-out penalty costs. Despite the ef-
fectiveness of their model in devising optimal shift schedules for shelf-stockers,
a significant methodological limitation arises: their framework focuses exclu-
sively on minimizing economic costs associated with labor allocation and stock
replenishment, without considering broader socio-organizational factors such as
personnel cohesion, employee satisfaction, or stable spatial allocation. Addition-
ally, as their research is specifically tailored to the retail industry, the proposed
methodology lacks the necessary generalizability for broader office workspace
management contexts, thereby necessitating the development of more comprehen-
sive approaches that transcend sector-specific constraints while maintaining the
rigor of multi-objective optimization frameworks.

More specifically, regarding workspace allocation, Chiera’s paper [187] on
High-Performance Work Organization provides foundational principles that shape
modern workspace management methodologies such as smart working and agile
working. Despite its pioneering role in the literature, Chiera emphasizes the
importance of a collaborative, integrated approach between management and
workforce to ensure workplace efficiency and employee well-being. Nevertheless,
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due to its historical context, this contribution lacks more recent advances, such as
quantitative optimization techniques, formal mathematical modeling frameworks,
and computational optimization methodologies, necessary to address contemporary
personnel allocation challenges systematically.

A further method in resource-optimization contexts is offered by event-driven
control strategies applied to hybrid discrete-event systems, particularly those
modeled as generalized batch Petri nets. Liu et al. [188] introduced an ON/OFF
event-driven control problem solved via linear programming (LP) formulations that
drive hybrid Petri nets from blocking initial configurations to attractive steady-state
regions. In a subsequent work [189], they refined this paradigm, presenting ad-
vanced event-driven controllers that maximize throughput and optimize temporal
performance while maintaining batch coherence constraints and ensuring physical
system stability. Both studies employed rigorous event-based LP optimization
methods, conceptually similar to the ILP-based approach introduced in this work.
Nonetheless, while their methodological foundations align with the optimization-
oriented perspective proposed in this chapter, significant limitations arise regarding
human-centric office space management. Specifically, their frameworks inherently
focus on physical-process modeling aspects prevalent in high-throughput manu-
facturing, neglecting central human factors and socio-organizational constraints
ubiquitous in modern agile workplaces. Such considerations precisely motivate
the ILP formulation proposed in the current chapter.

The present work aligns with these studies by focusing on optimizing office
space allocation through a collaborative, adaptive framework, specifically targeting
human resources within contemporary working methodologies.

Xu et al. [190] present the development of a multiple ontology workspace
management system and its performance assessment. The system aims to fa-
cilitate the storage and manipulation of ontology models for knowledge-driven
manufacturing execution systems. User authentication is introduced to maintain
data privacy and integrity. Performance tests demonstrate that the system offers
adequate performance for a large number of users. Although their work involves
managing multiple ontology workspaces, it does not directly address optimizing
office space utilization in the context of modern working methodologies.

In the realm of human resource allocation, Ma et al. [191] propose a novel
approach based on decision tree algorithms to allocate human resources across
project groups dynamically. The authors establish a multi-objective optimization
model to minimize project duration and total cost loss by dynamically allocating
human resources, adhering to principles that maximize the capabilities of project
management personnel, and prioritizing the needs of high-priority projects. While
their methodology seeks to reduce project costs and duration, thereby improving
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overall benefits for construction enterprises, their perspective differs from that
adopted in this chapter, as they do not consider office space optimization.

Xiao [192] introduces an enterprise human resources optimal allocation model
using particle swarm optimization and big data fusion techniques. The method
constructs a database model and uses OLAP tools to build a table model for
optimal human resource allocation. While the proposed method achieves better
information fusion and optimized allocation of enterprise human resources, it does
not specifically address the challenges of optimizing office space utilization in
consideration of modern working practices, such as smart working, co-working,
and agile working.

In addition to traditional methods, recent advances have seen the rise of artificial
intelligence in human resources. Gupta and Kumar [193] provide a comprehensive
overview of how Artificial Intelligence (AI) addresses various aspects, including
recruitment, learning and development, employee experience, and data-driven
decision-making. Moreover, the authors emphasize the role of Al in enhancing
hiring processes and enabling data-driven decision-making. Nonetheless, they
do not optimize office space allocation. Deng et al. [194] propose a simulation
and optimization framework to improve thermal comfort in buildings by jointly
controlling room environmental conditions and assigning occupants to rooms
based on their personalized comfort preferences. They utilize machine learning
models to predict individual thermal comfort levels and formulate the problem
as a joint optimization of occupant-room assignment and room condition control.
While their work represents a cornerstone in applying optimization techniques
to personnel placement, it focuses on thermal comfort rather than the broader
challenges of space optimization in office environments. However, Al models often
require large datasets for training, may lack transparency in their decision-making
processes, and can be challenging to interpret and validate in practice.

A notable application of optimization in resource allocation is presented by
Nguyen et al. [195], who developed a solver for military training scheduling
using Knuth’s Dancing Links scheme. While distinct in context, their approaches
share the same goal of efficient resource assignment under complex constraints,
highlighting methodologies that could inspire innovations across various domains,
including the optimization strategies examined in this work.

Contribution: Given the gaps in existing literature, the new contributions of
this chapter are as follows: (1) an ILP model is formulated for optimizing office
space allocation, specifically addressing the unique challenges in human resources
management; (2) the model incorporates real-world constraints, including room
capacities, personnel schedules, and organizational policies, alongside individual
preferences for realistic and applicable solutions; (3) the proposed system is
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validated through a detailed case study, highlighting its ability to satisfy imposed
constraints while enhancing space utilization; (4) a practical tool integrated into
a web interface enables human resources departments to optimize workspace
allocation without requiring advanced technical expertise.
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11.3 Problem formulation

In this section, we describe the problem under consideration and then define the
decision variables and the constraints of the ILP.

11.3.1 Problem statement

In large organizations, staff distribution within office facilities presents significant
challenges, particularly when implementing contemporary work arrangements
including smart working, co-working, and agile methodologies. We consider a set
of N individuals who must be allocated to S rooms for each working day of the
week. Each room s is equipped with P; workstations, and only one workstation
can be assigned to each individual.

The allocation process considers several preferences and constraints:

i)

1i1)

1v)

Team Cohesion: Individuals are divided into working groups or teams. It
is preferable to assign members of the same team to the same room to foster
collaboration, improve communication, and enhance overall productivity.

Separation of Specific Individuals: Certain pairs of employees cannot be
assigned to the same room due to specific organizational requirements, which
may include conflicts of interest, confidentiality concerns, or interpersonal
issues.

Flexible Work Schedules: Employees have the option to select which days
of the week they prefer to work from home. This results in variable office
attendance that must be considered in the allocation to ensure rooms are
neither overutilized nor underutilized on any given day.

Consistent Workstation Assignments: To enhance employee comfort and
reduce disruptions, it is desirable for each individual to retain the same
workstation on the days they are present in the office.

Maximum Desired Capacity: To prevent overcrowding and comply with
health and safety regulations, each room has a maximum desired occupancy
level, which is a fraction of its total capacity.

The goal is to develop an allocation strategy that respects these preferences
and constraints, resulting in the optimal assignment of personnel to rooms and
workstations over the planning period (e.g., one week). To address this problem,
we formulate a multi-objective function aiming to:
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1. Minimize Maximum Room Occupancy: Reduce the highest occupancy
percentage among all rooms on various days to prevent overcrowding and
ensure balanced space utilization.

2. Maximize Team Cohesion: Assign members of the same team to the
same rooms whenever possible to foster collaboration and enhance group
dynamics.

11.3.2 Parameters

For definitions of the parameters and notation used throughout this chapter, refer
to Table 11.1.
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Table 11.1: Summary of Parameters and Notation

Symbol Description

N Total number of people.

Sg = {s]s Set of rooms.

1,...,5}

S Total number of rooms.

Py Set of workstations in room s, with s = 1,...,S.

1 Set of pairs of people who should not be assigned
to the same room on the same day. Each element
in / is a pair (n, m) representing individuals who
should be kept separate.

Gp Set of preference groups (e.g., organizational units
or teams). Each group G € Gp is a subset of
individuals who are encouraged to be assigned to
the same room to promote collaboration.

de{l,...,K} d=ifori=1,...,K denotes the i-th day of the
week.

K Total number of days for which the assignment is
being planned.

anqg € 10,1} anq = 1 if person n is scheduled to be in the office
on day d.

D, Ordered set of the week days in which per-
son n is expected to be in the office, D, =
{d|person n is in the office on day d}.

D, (j) j-th element of D,,.

max_capacity

BigM

Maximum desired room capacity (in the following
max_capacity = 0.8).

A big number used to linearize alternative con-
straints. BigM is chosen to be sufficiently large
to ensure that the constraints are always satisfied
when necessary. In this model, BigM is defined
as:

BigM = 20 x max(N, max; Py).
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11.3.3 Decision variables

For specifications of the decision variables, please refer to Table 11.2.

Table 11.2: Summary of Decision Variables and Notation

Symbol Description

unsq € {0,1} unsq = 1 if person n is in room s during day d;
0 otherwise. This variable indicates the room
occupancy of person n without specifying the exact
workstation.

Vnspd € {0, 1} Vnspa = 1 if person n is assigned to workstation
p € Pginroom s during day d (where d represents
a specific day); O otherwise. It determines the
specific workstation assignment.

switch € {0, 1} Used to select between constraints. switch = 1
activates the maximum desired capacity constraint,
while switch = 0 activates the absolute maximum
capacity constraint.

220 An auxiliary variable representing the maximum
percentage of occupancy in any room during the
week, used in the minmax function.

VYumsd € {0, 1} Ynmsa = 1 if both person n and m (where m < n)
are assigned to room s on day d; 0 otherwise. This
variable tracks the co-location of personnel.

11.3.4 Constraints

Alternative Constraints: maximum desired capacity

The first two constraints use the switch binary variable that enables the model to
select between the maximum desired capacity and the absolute maximum capacity
constraints. The use of BigM allows for the deactivation of one constraint when
the other is in effect. The binary nature of switch ensures that only one constraint
is active at any given time, allowing the model to adapt based on specific solution
needs.
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Consider, for instance, the scenario in which the human resources department
sets a very restrictive target for room occupancy, for example, max_capacity = 0.2.
In practice, this would mean that in a room with 10 available workstations
P =10, at most 2 people can be assigned to the room daily. For most real-world
organizations, this constraint would be overly restrictive, potentially making the
problem infeasible. Consequently, the optimization procedure would not be able
to return any valid assignment, which would significantly impact the usability and
practical relevance of the entire system. The introduction of the switch binary
variable and the Big M parameter allows the proposed model to effectively handle
such infeasible scenarios by dynamically activating a fallback constraint, namely
the absolute maximum capacity of a room. In doing so, the model dynamically
adapts to overly restrictive user choices, ensuring that a feasible and practical
solution is always provided.

Alternative Constraint 1 - Maximum desired capacity of a room

To prevent overcrowding, the total number of personnel assigned to room s on day d
must not exceed the maximum desired capacity, defined as a fraction max_capacity
of the total number of available workstations P;. This condition is expressed by:

N
Z unsq < max_capacity X Pg + BigM(1 — switch)
n=1

(11.1)
Vs €Sg,andd=1,...,K

Alternative Constraint 2 - Absolute maximum capacity of a room

As an alternative to the maximum-capacity constraint, we impose an absolute
constraint that ensures the number of people in a room never exceeds the total
number of workstations available there.

N
Z Unsa < Py + BigM (switch)
n=1

(11.2)
Vs €Sg,andd=1,...,K.
This constraint serves as a fallback if problems arise with the previous constraint

or if no feasible solutions can be found under the maximum desired capacity
constraint.
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Constraint on the uniqueness of the room for each person for
each day
To prevent overlaps and conflicts in room assignments, each person n must be

assigned to at most one room on any day d when they are scheduled to be in the
office.

Mo;

Upsd < apg forn=1,...,N;d=1,...,K. (11.3)

s=1

If a4y = 1, meaning person n is scheduled to be in the office on day d, then the
left-hand side ensures that they are assigned to at most one room on that day. If
anq = 0, indicating they are not scheduled to be in the office.

Constraint on the uniqueness of the workstation for each person
per day

Each workstation p in room s on day d is assigned to at most one individual #n:

M=

Vispd <1 Vs € Sg,pe Pg,d=1,...,K (11.4)

n=1

Constraint on the specific assignment of a desk within the room

For each person 7, on each day d, and in each room s, the sum of the workstation
assignment variables v, ,4 over all desks p in room s must equal the room
assignment variable u,s4:

P
D Vaspa =tnsa Vs €Sg,pePyd=1,.. K. (11.5)
p=1

©

If u,5q = 1, then person n is assigned to room s on day d and the summ
Zl}’)il Vnspd must fsqgal 1. This means that person n is assigned to exactly one
specific desk p within that room s on day d.
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Constraint on the consistency of the specific desk

To maintain consistency in desk assignments and enhance personnel’s work
experience, each person n should retain the same desk p in room s on all days they
are scheduled to be in the office. This consistency reduces logistical complexities
and contributes to a more efficient and comfortable working environment [178—181].
The imposed constraint is the following:

ViuspDu(j) = VaspDu(j+1) Vs e Sg,pe P;,d=1,...,K

11.6
and j = 1,...,Card(D,) — 1 (11.6)

Constraint on the assignment of the person present to a desk

To ensure that each person 7 is assigned to exactly one desk on each day d € D
when they are scheduled to be present in the office, the following condition must
be satisfied:

P

S
Z Z Vnspd = Qnd (11.7)

s=1 p=

v

forn=1,...,N;d=1,...,K.

Constraints on the preference of units in rooms

To promote organizational cohesion and enhance collaboration among personnel,
the model aims to assign individuals from the same preference group to the same
room whenever feasible.

For each group G € Gp, and for all pairs of personnel n,m € G with n < m,
the following constraints link the auxiliary variable y,,;;,sq to the room assignments:

Ynmsd < Unsd VnmeG,seSg,d=1,...,K
Ynmsd < Umsd VnmeG,seSg,d=1,...,K (11.8)
Ynmsd = Unsd + Umsa — 1 Vn,m € G,s € Sg,d =1,....K

This set of constraints ensures that y,,,s¢ equals 1 if both n and m are assigned
to room s on day d. The condition n < m ensures that each pair is considered only
once, avoiding redundant calculations.
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Constraint on the separation of specific people

A separation constraint is introduced to ensure that certain people, identified by the
set I, are not assigned to the same room on a given day. The followin constraints
prevent any pair of people (n, m) belonging to the set / from being assigned to the
same room s on the same day d:

Upsdg + Umsa <1 V(n,m) e LVs e Sg,d=1,...,K. (11.9)

11.3.5 Objective Function

To achieve the outlined objectives outlined in Subsection 11.3.1, we formulate a

multi-objective function combining occupancy minimization with team cohesion.

Since the optimization problem is formulated as a minimization, we incorporate

the team cohesion objective by minimizing the negative of the team cohesion term.
Our initial multi-objective function can be expressed as:

N
1 u
m1n|:/l - max (M)
s,d Py

—(1=2)-

1
5k 2l ynmsd)]. (11.10)

n,m,s,d
Note that:

* 1 € [0,1] is a weighting factor balancing the emphasis on minimizing
occupancy and maximizing team cohesion.

N
. Unsd . .
* max;g (Z"—IP—’”) represents the maximum room occupancy ratio.
s

* X nm.s.d Ynmsa measures the total team cohesion.

To linearize the objective function and remove the max operator, we introduce
an auxiliary variable z and the following constraint:

N
—1 Uns
zz#, VseSpd=1,... K. (A1.11)
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Thanks to (11.11), z is greater than or equal to the occupancy ratio of any room
s on any day d.

With the introduction of z, we can reformulate the multi-objective function in
a linearized form:

min [/lz— (1-2)-

1
A ynmsd)] : (11.12)

n,m,s,d

The first term targets the minimization of the maximum room occupancy ratio
by varying the auxiliary variable z. This clearly aligns with the objective of
reducing crowding across the available office spaces.

The second term is used to maximize the team cohesion. By dividing the team
cohesion term by N2SK, we ensure that this component’s value ranges between 0
and 1, thereby aligning it with the range of z.

11.3.6 1ILP formulation

In this subsection, we report the mathematical formulation of the proposed
optimization problem:

. 1
Minimize Az - (1 - /I)NZ—SK Z Ynmsd

n.m,s,d

subject to:

M=

Unsq < max_capacity X Pg + BigM(1 — switch)
n=1

Vs €Sg,andd=1,...,K

Unsa < Py + BigM (switch)Vs € Sg, andd =1,...,K

M=

Zunstand forn=1,....N:d=1,....K

s=1

N
D Vapa <1 VseSppePud=1,... K

n=1
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Py
Zvnspd:unsd Vs e Sp,pe P;,d=1,...,K
p=1

Vs € Sg,pe Ps,d=1,...,K
and j =1,...,Card(D,) - 1

VuspDy(j) = VaspD,(j+1)

S Py
sznspd:and
s=1 p=1
forn=1,...,N;d=1,...,K
Yamsd < Unsd YnmeG,s e Sg,d=1,...,K
ynmsdsumsd Vl’l,mEG,SESR,d:L...,K
ynmsdzunsd'i'umsd_l Vl’l,mEG,SESR,d:L_“,K
Upsd + Umsa <1 Y(n,m) € LVs e Sg,d=1,...,K
N
_1 Uns
it e d =K

Py

(11.13)
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11.4 Case study

This section presents the application of the described ILP problem to a real-world
scenario. The case study examined staff distribution within a General Directorate
of the Ministry of the Republic of Italy.

It is worth noting that the maximum desired room occupancy threshold of
0.8 was determined based on an internal preliminary analysis conducted by the
personnel management department of the administration under consideration in
this study. This analysis identified significant underutilization of existing office
space, indicating an optimal occupancy threshold of 80%. Indeed, a higher
theoretical occupancy would likely yield limited practical benefits due to typical
underutilization caused by unpredictable absences (e.g., sick leave, training, and
organizational mobility). Thus, setting the occupancy threshold at 0.8 results in
realistic yet notably improved outcomes, effectively enhancing workspace quality
without compromising practical feasibility.

To facilitate the validation of the optimization tool’s functionality, we selected
a structure with rooms specifically sized to accommodate entire organizational
units. This design choice allows us to effectively monitor and assess how well the
optimization model adheres to the constraints and objectives defined in the earlier
sections.

Employees were instructed to choose up to 2 days of smart working or a
similar arrangement, while also considering the possibility of full office presence.
The choice was based on the current institutional policy and the specific needs
of each employee, with the sole request to keep this day "stable" during the
experimentation period. As discussed in Section 11.1, the capacity indicated here
will only be the maximum possible, with other factors intervening within human
resources, which inevitably lead to this value decreasing. In order to verify the
functioning of the optimization system, and without prejudice to the principle
whereby each employee is permanently assigned to a workstation as indicated
by the constraint (11.6), the employees were distributed in the rooms starting
from the assumption that the workstations were available to everyone, given the
organization of the institution. The intent, therefore, is to reduce pressure on the
structure by reducing overcrowding in the rooms, rather than accommodating a
greater number of employees on a limited number of workstations. By doing so,
the case study is sized to ensure sufficient workstations are available for all people
in the organization.

The proposed case study includes twenty-five people (N = 25) divided into
four distinct organizational units, which correspond to the preference groups G p.
There are five rooms (S = 5) offering a total of forty workstations (P =8, P, =7,



11.4 Case study 215

P3=10,P4=8,P5=17).

The personnel are grouped into the following preference groups:

* Group A (G4 =1{1,2,3,4,23}).

Group B (G = {5,6,7,8,9,10, 11, 12,24}).

Group C (G¢ ={13,14,15,16,17,25}).

Group D (Gp = {18, 19,20, 21,22}).

These groups represent the organizational units within the General Directorate
and are used in the model to promote team cohesion by assigning members of the
same group to the same rooms whenever possible. Furthermore, the model reflects
the strategic decision to distribute the last three newly hired personnel units across
the first three offices.

Asindicated in Section 11.3 and in Constraint (11.9), certain pairs of individuals
must not be assigned to the same room in accordance with specific organizational
requirements. In the case study, we have restricted the set of such pairs to

I=1{(1,18)).
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Table 11.3: Schedule of alternative frameworks to in-person work

Personnel Mon Tue Wed Thu  Fri
Alessandro X

Alessia X

Alice X

Andrea
Anna X
Aurora X

Chiara X

Davide X

Emma

i

i

Francesco X
Gabriele X
Giorgia X
Giulia X

Greta

=

Lorenzo X

Luca X
Marco X

Martina X
Matteo X
Riccardo X

Simone X
Sofia
Grazia X
Graziella X
Gabriella X X

=

=

Each individual specified their preferred days for working remotely, resulting
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in variable weekly attendance, represented in Table 11.3.

11.4.1 The optimization results

The model was implemented using the Python API of IBM ILOG CPLEX
Optimization Studio®, specifically the latest version available at the time of writing
(22.1.1). We executed the code on a server equipped with an AMD Ryzen 9
7950X3D processor (16 cores and 32 threads), 1.9TB of disk space, and 128GB of
RAM. The choice of a high-performance machine was motivated by the need to
run the script multiple times with different A values to obtain the results presented
in Table 11.4. We utilized Python libraries such as openpyxl, numpy, pandas,
seaborn, and matplotlib for data handling and visualization.

Table 11.4: Lambda Iterations

Lambda Av. Occ. Same Team Execution Ticks Decision

Allocation Time [H] Variables
1.0 0.48 13 0.41 416 197
0.9 0.49 21 0.27 459 2245
0.8 0.49 21 0.26 457 2251
0.7 0.49 21 0.28 495 2336
0.6 0.49 21 1.31 2631 2297
0.5 0.49 21 4.21 6778 2262
0.4 0.49 21 6.55 10338 2251
0.3 0.49 21 7.21 11127 2692
0.2 0.49 21 15.56 20435 2445
0.1 0.49 21 22.10 29018 2255
0.0 0.50 25 0.59 1374 2367

The solutions were obtained considering different values of A, and to analyze
the results with the greatest possible level of detail, logs were also inserted into
this script to automatically extrapolate significant data and merge them into a CSV
file whose results are reported in Table 11.4. This table presents the optimization
results and technical data, including the decision variables evaluated during the
optimization process.

Upon reviewing the experimental data, it becomes evident that the system
identifies three main scenarios, each reflecting a unique balance between average
room occupancy and team cohesion. These solutions demonstrate the model’s
effectiveness in balancing the inherent trade-offs involved in personnel allocation.
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In the first scenario, the system prioritizes maximizing occupancy, potentially
at the expense of team cohesion (1 = 1). This solution focuses on minimizing
space utilization and ensuring rooms are filled to their optimal capacity, with less
emphasis on grouping individuals by team.

The second scenario, which is obtained using lambda values ranging from
0.1 to 0.9, offers a more balanced compromise. Here, the model optimizes both
occupancy and team cohesion to an intermediate level, achieving a practical
balance between spatial efficiency and organizational unity. This point embodies a
harmonious trade-off where neither objective is strongly favored over the other.

Finally, the third scenario suggests a configuration that prioritizes team cohesion
(4 = 0). In this scenario, the model prioritizes maximizing team member groupings,
even if it results in lower occupancy rates. This highlights a focus on social
optimization, enhancing team interaction and collaboration within shared spaces.
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lambda=1.0
lambda=0.9
lambda=0.8
lambda=0.7
lambda=0.6
lambda=0.5
lambda=0.4
lambda=0.3
lambda=0.2
lambda=0.1
lambda=0.0

Teams

1 2 3 4 5
Number of Used Rooms

Figure 11.1: Relationship between team distribution and the number
of used rooms for A € [0.0, 1.0].
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This interpretation is further supported by the trends observed in Fig. 11.1,
where the relationship between organizational units and room allocation varies
as a function of 4. The graph shows that as A decreases from 1.0 to 0.0, the
allocation strategy shifts in response to the multi-objective function employed.
Specifically, when A = 1.0, the model prioritizes minimizing the maximum room
occupancy percentage. This leads to a configuration in which a single team uses
more rooms, with more teams co-located in the same spaces, thereby maximizing
space efficiency while maintaining acceptable occupancy levels.

Conversely, as A decreases, the second term of the objective function (which
favors the co-location of personnel of the same team) gains more influence.
This results in a shift towards a configuration that prioritizes social optimization
and team cohesion over strict occupancy efficiency. The model thus begins to
agglomerate teams in the same rooms, even if this means utilizing space less
efficiently and saturating occupied rooms.

This phenomenon is most evident when A = 0, at which point the first objective
of the multi-objective function is effectively nullified, leaving only the summation
of yumsq over all indices n, m, s, and d to guide the optimization process. Under
this extreme configuration, the model prioritizes the co-location of organizational
units to the greatest extent, resulting in a scenario where all teams are allocated
to a single room. This completely disregards room occupancy efficiency, as the
model focuses exclusively on maximizing the team allocation preferences.

In this particular case, where the organizational units outnumber the available
rooms (please note that the problem was structured with four units as opposed
to five rooms), one room is left entirely vacant. A more comprehensive view of
the results is depicted in Appendix A, Fig. A.l. The results shown highlight
how the teams are distributed across the room for different values of 4. If 1 = 0
people pertaining to the same team are assigned to only one room. On the
contrary, if 4 = 1 people of the same team are distributed in different rooms by
maximizing the occupancy of the rooms. Intermediate solutions are obtained for
0 < 4 < 1, emphasizing the trade-off between optimizing for team cohesion and
space efliciency.
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Figure 11.2: Average occupancy and same team allocation as functions
of lambda.

For a deeper analysis of the results, Figure 11.2 simultaneously illustrates the
average room occupancy and the total number of personnel allocated to the same
rooms as their team colleagues across different values of A. A superficial inspection
of this graph might lead to identifying the configuration corresponding to 4 = 0
as seemingly ideal. Indeed, this setting exhibits simultaneously the highest team
cohesion (i.e., the maximum number of people allocated with colleagues from
their teams) and the lowest corresponding average room occupancy.

Nonetheless, this conclusion is misleading when investigated more thoroughly.
Figure 11.3 clearly highlights a significant drawback associated explicitly with the
A = 0 scenario, which remains unnoticed when observing only the aggregated
metrics. Specifically, by closely examining the heatmap, it becomes clear that
when A4 = 0, one room (Room_02) remains completely unused for the entire
scheduling period. Such a scenario is inherently inefficient from the perspective of
facility resource allocation.
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Figure 11.3: Heatmap representing daily occupancy of rooms for
different lambda values.

Conversely, intermediate scenarios clearly emerge as the most effective solutions
overall. Although Figure 11.2 does not show significant differences in numerical
performance between these solutions and other intermediate ones (4 € [0.1,0.9]),
especially with regard to the analysis of same-team allocation, the detailed
occupancy analysis presented in Figure 11.3 reveals additional advantages. In
particular, carefully inspecting the heatmap for 4 = 0.5 and 4 = 0.6, these solutions
appear superior as they explicitly relieve occupancy on Wednesday and even more
so on Thursday in Room_04, which is overall among the most crowded rooms. This
detailed insight underscores the value of the multi-objective optimization model
and the critical role of graphical visualizations in guiding informed decisions
toward the optimal allocation scenario.

The obtained results confirm the model’s correctness, demonstrating its ability
to navigate between competing objectives depending on the chosen A value.

To further validate the proposed ILP model and underline its advantages, we
briefly analyze two alternative simplified heuristic approaches. A first candidate is
the First-Fit Decreasing heuristic [196], commonly applied in bin packing problems,
where individuals are ordered by decreasing weekly attendance frequency and
sequentially allocated into the minimum number of rooms, saturating each room
before opening a new one. Although straightforward, this approach tends to saturate
rooms, which conflicts with our goal of minimizing maximum occupancy to ensure
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workplace flexibility. A second heuristic might evenly distribute employees across
available rooms, regardless of their individual attendance schedules, thereby
ignoring each worker’s weekly attendance variability. Such heuristic inevitably
results in a suboptimal weekly occupancy distribution. Conversely, our proposed
ILP explicitly considers individuals’ attendance variability and optimizes weekly
space usage accordingly. Moreover, thanks to its multi-objective formulation
based on the parameter A, the ILP framework offers multiple solutions that balance
occupancy and team cohesion, thereby providing decision-makers with enhanced
flexibility tailored to their managerial requirements.

However, based on the results discussed in this section, an organization with
limited computational resources may focus exclusively on exploring solutions
for A € {0,0.6, 1}. Notably, the solution for A = 0.6 is highly similar to that for
A = 0.5, but with a reduced computational time, according to Table 11.4.
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11.5 Front-End

The final objective of the work is to provide an optimization tool for the offices
responsible for personnel management. To achieve this, the structures must be
equipped with a simple tool for loading data and reading outputs. Considering the
project’s institutional target, we ensured that the web interface can read data from a
spreadsheet, with a supplied template ready for compilation from the same interface,
as shown in Fig. 11.4. The tool discussed in this study is currently available at the
following web address: https://rgsgo.it/roomsoptimization.

The back-end receives the file, extracts the data, and processes it directly.
Subsequently, the Python code extracts the data from the solver and organizes
it into a JSON file. This makes it easy to present the data on the front end and
reorganize it into a new spreadsheet. Therefore, the human resources office can
upload the staff list and their schedules to a spreadsheet, as well as the list of rooms
and their corresponding positions to a second spreadsheet, which is then uploaded
to the web platform. The back-end solver performs the optimization and returns a
new spreadsheet ready for download containing the assignments. Furthermore,
the web interface provides graphs showing the optimization results.

The developed web-based tool is characterized by strong computational ef-
ficiency, as the presented ILP formulation provides quick optimization, with
typical runtimes in the order of seconds or minutes for realistic-size problems.
Directly uploading Excel spreadsheets enhances ease of use, allowing the personnel
management office to quickly adopt the tool without extensive technical setup or
specific informatics competencies.

From a usability standpoint, the only relevant challenge encountered was
related to input data preparation. Indeed, users manually compile Excel sheets
containing employee schedules and room information, where the complexity of
preparation scales with organization size. Hence, for larger scenarios, the greatest
barrier to usability resides in data compilation and formatting. Nevertheless, initial
tests with end-users reported a positive user experience due to the intuitive and
straightforward interface.

Potential improvements can focus on enhancing scalability and practicality by
integrating this prototype into existing management software through dedicated
Application Programming Interfaces (APIs). In such scenarios, employee schedules
and room assignments can be automatically retrieved, significantly reducing the
data preparation burden and improving overall user experience in larger-scale
organizational contexts.
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ROOM ALLOCATION OPTIMIZER

This webpage communicates with a back-end script able to perform
an optimization through an industrial grade toaols.

Learn more about the mathematical formulation

Download template file:

PERSONNEL TEMPLATE ROOM TEMPLATE

Upload your data:

ERELEISE Personnel file in XLSX format

BROWSE... Room file in XLSX format

The optimization tool will use a balanced multi-objective approach to minimize room occupancy and ensure
colleagues from the same unit share the same space, adjustable through the lambda parameter for tailored
allocation. Please select a value

lambda value:

OPTIMIZE

Figure 11.4: Front-End webpage

Given the ultimate goal of this work, the outputs that are useful to a human
resources coordination office are listed in the following.

* Distribution of people: This output shows where each person sits in each
room and on each day. In other words, the layout generated here shows for
each person n in which room s they are located during day d, according to
the variable u,,4.

* Room layout: Based on the previous output, the system can generate a basic
room layout indicating the workstation and room to which employees are
assigned.
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* List of employee assignments: A list containing all employees as well as
the room and workstation to which they are assigned.

* Percentage of occupancy per room and day: For each room s and each
day d, it is known how full every room actually is.

At the end of the optimization, it is possible to obtain both the graphs and files
representing the optimal solution found by the implemented tool.
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11.6 Conclusions

This chapter aimed to design an effective tool for optimizing staff distribution in the
available rooms of companies or public buildings. To this aim, a multi-objective
ILP problem is formulated to account for competing priorities, ensuring that the
final solution achieves spatial efficiency while aligning with the organization’s
social and operational requirements.

When applying the solution in a real-world scenario, the importance of
organizational units is underlined. Although we have provided the option to
prioritize grouping personnel within the same team, organizational units may
still emerge fragmented from a reorganization process that strongly emphasizes
reducing average occupancy rather than aggregating personnel from the same units.
Our approach provided management offices with a tool designed to optimize space
allocation, ensure proper personnel management, and identify potential critical
issues that warrant evaluation during the implementation phase.

Although the proposed approach was designed primarily for stable, mid-term
planning rather than real-time adjustments, future research might explore ways to
enhance model adaptability to unexpected disruptions, such as sudden absenteeism
or evolving regulations. Additionally, extending our ILP framework to non-
human contexts (e.g., dynamically allocating machinery, equipment, or sensors)
is another promising research direction, especially when integrating machine
learning algorithms to improve model efficiency and scalability further.
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The present Doctor of Philosophy in Electrical and Information Engineering thesis,
"Governance and Optimization models for Autonomous and Smart Urban Systems:
A Blockchain-Enabled and Learning-Based Approach”, has established a com-
prehensive methodological framework for designing trustworthy cyber-physical
systems through the systematic integration of distributed ledger technologies with
machine learning paradigms and optimization strategies. The research demon-
strates that the apparent heterogeneity among autonomous vehicle coordination
systems and intelligent building management infrastructures and organizational
resource allocation mechanisms masks fundamental structural invariants that
enable the development of transferable optimization methodologies applicable
across the entire spectrum of urban cyber-physical systems.

The primary contribution lies in the formalization and empirical validation of
a three-layer architectural pattern that transcends organizational convenience to
represent a fundamental decomposition of cyber-physical system requirements.
The foundational layer establishes cryptographic identity and data integrity through
deterministic hashing mechanisms integrated with blockchain notarization proto-
cols to provide the mathematical certainty upon which distributed trust mechanisms
operate. The intermediate layer implements intelligent decision-making capa-
bilities through the coordinated deployment of Deep Reinforcement Learning
algorithms alongside Model Predictive Control strategies and Integer Linear
Programming formulations while demonstrating that computational strategies
must achieve alignment with inherent problem characteristics rather than pursuing
technological sophistication without methodological justification. The uppermost
layer bridges the semantic gap between mathematical optimization frameworks
and practical deployment constraints through systematic integration protocols that
ensure algorithmic sophistication translates into tangible operational improvements
measurable through domain-specific performance metrics.

Empirical validation conducted across three distinct yet interconnected domains
revealed critical insights into the nature of distributed cyber-physical optimiza-
tion. The integration of hash-based intersection identification mechanisms with
blockchain-mediated consensus protocols in autonomous vehicle coordination es-
tablished a novel paradigm for trustworthy information dissemination that operates
without central authorities while achieving convergence in three hours compared
to seven hours required by monolithic approaches and simultaneously improving
mean rewards by thirty-two percent relative to baseline implementations. The inves-

229
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tigation of intelligent building management systems demonstrated how blockchain
technology transforms traditional HVAC control architectures into participatory
ecosystems where user behavior patterns converge with energy pricing dynamics
and system optimization objectives through carefully orchestrated incentive mech-
anisms that achieve twenty percent energy reduction while maintaining thermal
comfort through the synergistic integration of Long Short-Term Memory networks
for thermodynamic prediction with Model Predictive Control for anticipatory
optimization. The extension to organizational resource allocation validated that
methodologies developed for highly dynamic stochastic environments transfer
effectively to deterministic discrete optimization problems when appropriate adap-
tations preserve the underlying structural patterns of multi-objective trade-offs and
constraint relaxation mechanisms that characterize cyber-physical optimization
across domains.

The theoretical implications extend beyond specific technical contributions to
illuminate fundamental principles governing trustworthy computation in distributed
environments. The consistent emergence of parametric trade-off mechanisms
exemplified by the weighting parameter A that manifests across all investigated
domains reveals that multi-objective optimization in cyber-physical systems in-
variably requires explicit mechanisms for navigating competing priorities whose
relative importance varies according to stakeholder preferences and operational
constraints. The differential sensitivity exhibited by this parameter across domains
manifests as smooth performance degradation in continuous vehicular routing
problems while producing discrete phase transitions in personnel allocation sce-
narios that provide crucial calibration insights for practitioners deploying these
systems in novel contexts.

The methodological framework developed throughout this dissertation, while
demonstrating substantial efficacy across the investigated domains, exhibits several
limitations that warrant explicit acknowledgment and circumscribe the boundaries
of immediate applicability. These constraints emerge from fundamental trade-offs
inherent in the integration of distributed ledger technologies with learning-based
optimization paradigms, and their systematic examination provides essential
guidance for practitioners considering deployment in contexts beyond those
explicitly validated herein.

The computational overhead imposed by blockchain operations constitutes a
primary constraint that manifests with particular severity in resource-constrained
edge devices demanding sub-millisecond response latencies for safety-critical
applications. The gas costs associated with on-chain storage and computation,
despite the optimization strategies detailed in 2.2, remain non-negligible when
transaction volumes scale to metropolitan-level deployments involving thousands
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of concurrent participants. The mitigation strategies explored through Layer-2
solutions and application-specific subnets reduce but do not eliminate this overhead,
and the fundamental requirement for consensus among distributed validators
introduces irreducible latency that conflicts with the temporal constraints of real-
time vehicular collision avoidance or immediate building system fault response.
Furthermore, the economic sustainability of token-based incentive mechanisms
depends critically on maintaining equilibrium between reward emission and
redemption demand, a balance that proves challenging to calibrate during initial
deployment phases when network effects have not yet achieved critical mass.

The sample complexity inherent in Deep Reinforcement Learning algorithms
presents substantial barriers to rapid adaptation when urban configurations evolve
or emergency scenarios demand immediate policy recalibration. The modular
training architecture presented in Chapter 8 requires approximately three hours of
computation to achieve convergence even with the proposed decomposition strategy,
rendering real-time adaptation to major infrastructure changes operationally
infeasible. The policies learned through extensive simulation may exhibit degraded
performance when deployed in environments whose statistical characteristics
diverge from training distributions, a phenomenon particularly concerning for
safety-critical applications where rare but consequential events by definition appear
infrequently in training data. The reward function design, while carefully crafted
to balance multiple objectives, encodes implicit assumptions about the relative
importance of competing goals that may not align with stakeholder preferences
in all deployment contexts, and the opacity of neural network decision-making
processes complicates the attribution of responsibility when autonomous systems
produce undesirable outcomes.

The LSTM-based system identification approach employed for building ther-
modynamic modeling in Chapter 9 exhibits sensitivity to distribution shift that
manifests when building usage patterns, occupancy schedules, or equipment char-
acteristics evolve beyond the conditions represented in training data. The six-hour
prediction horizon, while sufficient for the investigated scenarios, may prove
inadequate for buildings with substantially different thermal mass characteristics or
for climatic conditions exhibiting rapid meteorological transitions. The integration
with blockchain-based user classification introduces additional complexity that may
exceed the technical capabilities of facility management personnel in organizations
lacking dedicated data science expertise, potentially limiting adoption despite
demonstrated energy savings.

The Integer Linear Programming formulation for personnel allocation, despite
achieving global optimality guarantees, exhibits computational scaling charac-
teristics that become problematic as organizational size increases beyond the
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validated case study. The solution times ranging from seconds to hours observed
in Table 11.4 suggest that organizations with hundreds of employees and dozens
of rooms may encounter prohibitive computation requirements, particularly when
exploring the multi-objective trade-off space through systematic variation of the
weighting parameter A. The assumption of stable weekly attendance patterns
encoded in the constraint structure may inadequately capture the volatility charac-
teristic of contemporary hybrid work arrangements where employee preferences
evolve continuously in response to personal circumstances and organizational
dynamics.

Beyond these domain-specific limitations, several cross-cutting constraints
affect the framework’s generalizability. The reliance on deterministic canonical-
ization for cryptographic commitment generation assumes that all participating
systems implement identical serialization protocols, an assumption that may prove
fragile when integrating legacy infrastructure or accommodating future protocol
revisions. The reputation mechanisms designed to incentivize truthful reporting
operate effectively only when the population of participants remains sufficiently
large to provide statistical robustness against coordinated manipulation, a condition
that may not hold during early deployment phases or in geographically isolated re-
gions with limited vehicular density. The privacy implications of blockchain-based
activity logging, despite the pseudonymity afforded by cryptographic addresses,
warrant careful consideration in jurisdictions with stringent data protection re-
quirements, as the immutability that provides integrity guarantees simultaneously
prevents the deletion of historical records that privacy regulations may mandate.

Future research should address these limitations through several complementary
directions. The integration of zero-knowledge proof systems would enable
verification of computational claims without revealing underlying data, potentially
reconciling the tension between transparency and privacy that currently constrains
certain applications. The development of continual learning mechanisms that
enable incremental model updates without catastrophic forgetting of previously
acquired knowledge would enhance adaptability to evolving environments while
preserving the benefits of extensive initial training. The exploration of federated
learning architectures would distribute computational burden across edge devices
while maintaining privacy guarantees that centralized training approaches cannot
provide. The investigation of formal verification techniques for neural network
policies would strengthen safety guarantees in domains where empirical validation
alone proves insufficient to establish the confidence required for deployment in
safety-critical contexts.

This dissertation advances the state of knowledge in cyber-physical system
optimization through theoretical contributions that establish fundamental principles
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alongside practical demonstrations that validate real-world applicability. The
unified methodological framework validated through diverse deployments across
heterogeneous domains establishes that trustworthy distributed intelligence emerges
from systematic engineering practices rather than accidental convergence of
independent development efforts. As urban environments increasingly depend on
autonomous systems for critical infrastructure management and service delivery the
methodologies developed herein provide essential foundations for ensuring these
systems operate reliably and efficiently and equitably while ultimately fostering
the development of smarter and more responsive cities that enhance quality of life
for their inhabitants.
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A Room Assignments Graph

In this appendix, we report additional schematic visualizations (Fig. A.1) of
personnel allocation across rooms as a function of the values of 4, discussed in
Chapter 11, that modify the impact of the occupancy ratio and the team presence
in the rooms. In each room, different colors are assigned to each team.
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Room 01 Room_ 02 Room 03 Room 04 Room_ 05
(A =0.0)

Figure A.1: Room Assignments Graph for A € [0.0, 1.0].



B Software Disclosure

The mathematical optimization model presented in Chapter 11 was solved using
IBM ILOG CPLEX Optimization Studio. Access to the fully functional version
of this software, with no limitations on model size or search tree depth, was
granted through the IBM Academic Initiative program. The license was obtained
using institutional credentials provided by the Polytechnic University of Bari, in
compliance with the Academic Initiative terms for students and researchers.

Grammarly Premium was employed for final language polishing of this
manuscript. The tool relies on automated methods, including artificial intelligence-
based features, to provide grammar checking and proofreading suggestions. Its
use was strictly limited to surface-level linguistic refinement, such as spelling
corrections, punctuation adjustments, and stylistic consistency.

The entire intellectual content, structure, and organization of this thesis remain
the original work of the author, who retains full responsibility for all scientific
claims and textual formulations presented herein.
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