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Abstract: The present work provides an insight into the emergency preparedness and coping capacity
of Italian water utilities, based on the results of two ongoing research projects. Specific attention is
given to the role that Water Safety Plans (WSPs) may have in this framework. The results of an online
survey completed with a wide sample of Italian water utilities have been integrated with the evidence
from targeted in-depth interviews, with the aim of: (i) characterizing the state of implementation
of WSPs in Italy; (ii) identifying the main challenges, barriers and opportunities; (iii) describing the
key issues related to the interactions among different institutions. A critical summary of the main
evidence was structured in the form of a SWOT analysis.

Keywords: emergency water supply; risk management; disaster risk reduction; resilience; water
safety plans

1. Introduction

Although water security is related to one of the key Sustainable Development Goals
(SDG6) of the UN2030 agenda for sustainable development [1], water shortages and po-
tential quality issues are rapidly growing and impacting an increasing number of water
consumers worldwide [2,3]. Water Supply Systems (WSSs) play a key role for the health
and well-being of communities. Effective actions are therefore needed to guarantee public
health protection and improve drinking water safety [4–6].

The safe operation of WSSs is increasingly threatened by a multiplicity of natural
and anthropogenic hazards. This is particularly true for Italy, which is historically prone
to several hazards (mainly water-related events and earthquakes). The coping capacity
(i.e., the ability of people, organizations and systems to manage adverse conditions) is
key to Disaster Risk Reduction (DRR) and resilience enhancement, and requires effective
management throughout the DRR cycle. In this direction, the role of the Union Civil
Protection Mechanism, promoted also by the Sendai framework, is of utmost importance,
and needs critical integration with tools such as Water Safety Plans (WSPs). WSPs should
be used in order to systematically assess and manage risk as suggested by the World Health
Organization (WHO) within the Guidelines for Drinking Water Quality (proposed and
updated from 2004 to 2017), and as framed in the revised drinking water Directive (EU)
2020/2184. The main objective of the Directive is “to protect human health from the adverse
effects of the contamination of water intended for human consumption by ensuring that it
is wholesome and clean, and to improve access to water intended for human consumption”.
Among the key elements of innovation of the Directive, a key role is attributed to the
adoption of a risk-based approach which is central in WSPs [7,8].
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Initially, the uptake of WSPs was higher in urban settings and by water utilities in
developed countries [7]. Several challenges and concerns, that mainly emerged for small
drinking water systems, were partially solved with the WHO step-by-step guide for WSP
implementation for small, community-managed water supplies and a field guide to support
practical application. There is no unique methodology which dictates a specific way to
implement them and, as a result, WSPs can be applied to a wide range of WUs regardless
of their location, degree of complexity and production capacity [9].

Despite the increasing awareness on the relevance of WSPs, their operationalization
is still partial and heterogeneous and an increasing understanding of the barriers and
potential success factors is needed [7]. Specifically for Italy, methods and guidelines for WSP
preparation have been proposed by [10]. Some recent works (e.g., [11]) described the process
of preparation and implementation of WSPs in specific WUs in Italy, highlighting their
contribution to guarantee water safety as well as an improvement of system management
and control, to increase consumer confidence and to reduce the risk of water contamination.
However, it should be considered that significant skills and resources are needed and
therefore some barriers still hamper their wider implementation.

Within this framework, the present work provides a critical synthesis of the results of
recent activities that are being developed within two research projects (namely, a coopera-
tion agreement with the Italian Civil Protection Department, and the ADRION Interreg
project MUHA—Multihazard Framework for water-related risk management), with a
twofold objective. On the one hand, to perform a national assessment of the state of im-
plementation of WSPs. On the other hand, starting from the identification of the main
challenges and barriers, to enhance the role of WSPs in building the coping capacity of
water utilities and emergency managers. From the methodological point of view, an online
survey has been firstly performed at a national level, and then complemented with in-depth
interviews with selected water utilities. The evidence of both activities has been critically
summarized using a SWOT analysis. The wide involvement of water supply managers
(and the structured elicitation of their expert knowledge) is the main added value of the
proposed approach.

2. Materials and Methods

As mentioned before, the proposed approach comprises three different steps: (i) a
survey; (ii) in-depth interviews; (iii) a SWOT analysis. First, an online questionnaire was
prepared and sent to a wide number of Italian WUs, with the support of Utilitalia (an
association of Italian water utilities). The structure of the questionnaire (which basically
comprises four sections) aims to achieve the following objectives: (i) to provide a general
characterization of the WU profile (i.e., size, number of users, location, etc.); (ii) to collect
basic knowledge on their previous experience with different hazards over the past 30 years
(1990–2020), with focus on the main impacts on the water supply service and the adopted
risk reduction measures; (iii) to support an improved understanding and mapping on the
state of WSP implementation to support risk reduction; (iv) to detect barriers/enabling
factors affecting WSP implementation; (v) to align (if needed) the knowledge and the
procedures for small and large WUs. The questionnaire has been defined considering
mostly a multiple-choice format, in order to guarantee homogeneous and comparable
responses. However, some space has been guaranteed to include additional options or,
whenever possible, a synthetic explanation of the response provided. A new survey, also
aiming at providing an update on the process, is currently being prepared.

Second, in-depth semi-structured interviews were (and are still being) carried out with
selected Italian WUs, mainly based on their previous experience in emergency management
and on their approach to WSP preparation. These interviews have been performed with the
support of the Italian Civil Protection Department. The interviews are mainly based on a
fixed structure, which can be adapted to the specificities of each case being analyzed and to
the most central issue for the specific WU. The general structure of the interview comprises
two main sections: (i) a retrospective analysis of the most relevant recent hazards, of the
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impacts on the WSS and on the contingency measures adopted; (ii) a summary on the
state of preparation/implementation of the WSPs and the main criticalities and barriers
that emerged.

For the purposes of the present work, reference is made to section (ii) of the inter-
views and, particularly, to the systematic description of the complex set of interactions
between multiple agents involved in WSP-related activities, based on the Social Network
Analysis (SNA) approach. The SNA helped mapping the relationships among different
agents involved in WSP preparation and implementation tasks, focusing on the information
shared and transferred for completing such tasks, and ultimately highlighting the potential
bottlenecks. The Organizational Risk Analysis (ORA) approach, largely described in other
works [12,13], has been used for the purpose of the present work.

Lastly, the results of both the survey and the interviews have been critically structured
in the form of a SWOT analysis, which is a well-known strategic planning tool, useful to
characterize the main strengths, weaknesses, opportunities and threats encountered in the
process of WSP preparation and implementation.

3. Results
3.1. Insights from the National Survey

The number of WUs that participated in the national survey (open from July to
October 2020) was remarkably high considering the high fragmentation in the water sector,
particularly in southern Italy. A total number of 31 WUs responded, corresponding to
30.5 million inhabitants, slightly more than 50% of the Italian population. The profile of
the WUs was highly variable, both in terms of size and in terms of geographic location,
but most of them serve more than 50,000 users. The results of the survey can therefore
be considered as representative of the Italian situation at least as far as medium to large
WUs are concerned. Full information on the results of the questionnaire can be found in
the MUHA Deliverables (DT1.1.1, DT1.1.4 and DT1.1.5), while some key information is
presented in the following in an aggregated form.

First, referring to the last 30 years, the hazards that occurred with a higher frequency
are definitely the water-related ones (i.e., droughts and floods), followed by accidental
pollution and vandalism. The occurrence of earthquakes is relatively less frequent, but
often characterized by the most significant impacts. Among the additional hazards, the
WUs mentioned landslides, “non—accidental” pollution and microbiological issues.

Second, the level of WSP implementation, updated to October 2020, is summarized in
Figure 1 as a function of the company size (i.e., served population) and location. The overall
degree of implementation is 21.4% (a similar consultation carried out by Utilitalia one year
before reached 14.6% over a similar sample), suggesting that the process of preparing and
implementing WSPs is gaining momentum among Italian WUs.

Interesting evidence from the survey is that the level of WSP implementation directly
depends on the size of the WU (Figure 1b). In fact, seven out of nine of the “large”
WUs (i.e., serving more than 1 million inhabitants) have started the process, and 28.8%
of the population served is currently covered by systems for which the WSP is available.
Differently, 5 out of 22 “small” WUs (< 1 million inhabitants served) have begun the process,
with only 2.9% of the population covered by a WSP. Moreover, as shown in Figure 1c, the
level of implementation also depends on the geographic location and is currently higher in
northern and central Italy than in southern Italy. However, in most cases, the WSP is under
development, and in some cases (mostly for large WUs) it has already been implemented.
It is currently not yet available or under development in very limited cases, all related to
small WUs.

Specific questions were also asked to better understand the implemented measures,
available tools, main barriers and actors involved, needs and expected benefits. The most
relevant results are summarized in the following, again expressed as a function of popula-
tion served, thus aggregating the results of several WUs. The following Figure 2 focuses
on: (i) the most relevant measures included in the WSP and supporting its implementation
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(Figure 2a), which are emergency protocols, management measures and monitoring activ-
ities; (ii) the most relevant tools or models available, which are monitoring systems and
control systems, followed by hydraulic models of the networks (Figure 2b). Interestingly,
risk analysis and vulnerability assessment models are mostly missing. “Other” tools and
models specifically included by the WUs are, e.g., hydro-geological/infrastructural maps
and site-specific studies.
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Figure 3, instead, proposes an overview of the main elements that might support
the preparation and implementation of the WSP as well as of the main barriers that have
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emerged to date. Increasing the economic and/or human resources availability could
support the implementation of WSPs. Other elements, such as the learning and training
activities, the availability of models and technical tools, the information from monitoring
systems and improved technical and infrastructural knowledge could contribute as well.
Among the main barriers identified to date, besides a limited resourcefulness, many water
utilities highlighted the key role played by limited knowledge and poor information sharing
(among different institutions).
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3.2. Evidence from the In-Depth Interviews

Starting from the results of the survey, a round of interviews has been carried out
with key water utilities focusing on multiple aspects related to WSP preparation and
implementation. Particular attention has been given to the analysis of one of the main
barriers highlighted by the respondents to the survey, i.e., the limited access to information
and information sharing, which is strictly connected to the issue of inter-institutional
relationships among WUs, civil protection systems and other public and private agencies.

Five interviews have been conducted with the purpose of clarifying the main interac-
tions among institutions involved at different levels in WSP preparation and implementa-
tion: three with large water utilities (one located in central Italy and two located in northern
Italy) and two with smaller water utilities (both located in northern Italy).
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The following Figure 4 provides a graphical summary of the social mapping exercise
performed with one of the large WUs located in northern Italy and is focused on the phase
of WSP preparation. In summary, agents are in light blue boxes, tasks in green boxes and
information in orange boxes. The thickness of the blue arrows identifies the strength of the
current connection/dependencies. The red arrows identify the connections that need to be
improved to facilitate WSP development, according to the interviewee.

In general, as shared evidence of all interviews, the map of interactions is characterized
by a very high complexity which suggests that a very complex set of interactions need to
take place to develop and implement a WSP. More specifically, a strong interaction exists
with a consortium of WUs which has a key role in coordinating activities and in data
structuring on hazards and other events, and with other individual water utilities. This
has been highlighted by several interviewees as a key element in developing coherent and
consistent WSPs. This is mainly due to a twofold reason for a strong interaction among
water utilities in drafting WSPs: on the one hand, not all the water companies have all the
skills and resources needed for WSP preparation; on the other hand, quite often WUs are
either “physically” or administratively linked to each other, as water resources are shared
or purchased/sold. A key role is played by the Regional Administration (REG), National
Health Authority (ISS) and Regional Environmental Protection Agency (ARPA), mainly
due to their involvement in water quality issues. The interaction with the Civil Protection
(CP) system is also rather relevant, particularly at the regional level. The definition of
mitigation measures also requires interaction with the Basin Council (BC). This interaction,
in many interviews, had an even more central role in the phase of WSP implementation.

Among the connections that need to be strengthened, an increased coordination with
ARPA and the Local Health Authority (ASL) for the exchange of water quality information
with the Municipality (MUN, central in supporting many actions such as the development
of new infrastructures) and with the district basin authorities (for both water quality and
quantity issues) would be needed. Other interviews highlighted the need for a general
improvement of all interactions with local authorities/agencies, mainly in order to improve
the knowledge about current and potential hazards. Similarly, an improved cooperation
with the CP at multiple levels would help improving the definition of protocols and
procedures for emergency management.
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3.3. Critical Summary: SWOT Analysis

The results of the survey and the evidence from the interviews were used to perform a
qualitative SWOT analysis (summarized in Table 1) aiming to highlight the main strengths,
weaknesses, opportunities and threats related to the process of implementing the WSP.

Table 1. Summary of the SWOT analysis of the process of WSP preparation and implementation for
Italian WUs.

Strengths Weaknesses

• Existence of technical know-how;
• significant internal commitment;
• new technological opportunities.

• WSS complexity and fragmentation;
• limited capabilities for small WUs;
• lack of financial resources;
• limited staff time;
• poor institutional coordination;
• lack of supporting activities and funds;
• lack of standardized and dynamic

approaches to WSP.

Opportunities Threats

• Improvement of drinking water supply
service level;

• creation of consortia among WUs to
develop methodologies for WSP;

• improvement of cooperation among WUs,
through knowledge and
information sharing;

• climate change adaptation measures;
• access to EU funds (e.g., Next

Generation EU);
• increase in consumer confidence;
• increase in system reliability.

• Climate change;
• increasing/different/emerging hazardous

events;
• financial crisis;
• aging of infrastructures.

4. Discussion and Conclusions

The Italian water sector is highly complex (and vulnerable) as a consequence of both
natural and anthropic issues. From a natural point of view, Italy has an uneven distribution
of water resources, due to the heterogeneous hydrological and geomorphological conditions
across the country. From the anthropogenic point of view, several issues affect water
safety and the effectiveness of drinking water supply. In this context, with unprecedented
environmental and climatic conditions potentially impacting water supply security, the
risk assessment and management approaches (based on the approach from source-to-tap)
suggested by the WSPs are becoming increasingly crucial. The implementation of WSPs is
a relevant opportunity for WUs, but also a significant challenge from an organizational,
technical, economic and managerial point of view.

The present work used a three-step approach, based on a survey, in-depth interviews
and a SWOT analysis to describe the state of WSP preparation and implementation in
Italian WUs. In general, the process has started for most WUs, yet with differences that
are mainly related to the geographical location and to size. Bigger challenges are typi-
cally faced by small to medium-sized WUs, mainly due to the limited organizational and
managerial resourcefulness.

The results highlighted that one of the key bottlenecks to WSP operationalization
might be connected to the high level of complexity that characterizes the inter-institutional
relations needed for completing the tasks required by a WSP. A crucial role has always
been attributed to the agents that perform environmental monitoring activities, with a
specific focus on water quality analyses. Such agents produce pieces of information that
are crucial for hazard analysis and risk matrix preparation, which are key requirements
of the WSP. Furthermore, strong external support is required for the characterization of
past/relevant events, and a key role is attributed to, e.g., regional authorities and to the
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Civil Protection system. A key opportunity is the onset of both autonomous and structured
(e.g., through consortia) interactions among WUs, which foster knowledge sharing and
help in developing a coherent and replicable approach to WSP preparation.

The ongoing research activities for the mentioned projects mainly aim to provide
both know-how and innovative approaches to support all the key steps required for WSP
preparation and implementation. Similarly, knowledge and information sharing is also
being fostered through the development of a national (and international) community of
practice, which should ultimately help in defining common solutions and approaches to
the most frequently faced challenges.
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