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Predictability Verification of Fault Patterns in
Labeled Petri Nets

Xuya Cong, Member, IEEE, Zhenhua Yu, Member, IEEE, Maria Pia Fanti, Fellow, IEEE,
Agostino Marcello Mangini, Senior Member, IEEE, and Zhiwu Li, Fellow, IEEE

Abstract—This paper focuses on the predictability verification
problem of fault patterns for both bounded and unbounded
discrete event systems modeled with labeled Petri nets. A system
is said to be predictable with respect to a fault pattern if any
complete fault behavior in a fault pattern can be correctly
predicted before its occurrence, where the fault patterns are
characterized by a particular composition of a labeled Petri
net with a fault pattern net. In this paper, we construct a
fault pattern predictor net and a basis fault pattern predictor
graph that is based on the notion of basis markings. By
exploiting the fault pattern predictor net and basis fault pattern
predictor graph, we derive a necessary and sufficient condition to
check fault pattern predictability, which does not need the full
reachability/coverability graph of a net, thus gaining practical
computation benefits.

Index Terms—Discrete event system, Petri net, fault pattern,
predictability.

I. INTRODUCTION

The occurrence of a fault in a system is usually hazardous
and may lead to incalculable consequences. Inspired by the
safety concern of a system, predictability is proposed to
produce the exact fault alarms for system protection.

Discrete event systems (DESs) [1] evolve as asynchronous
discrete events occur over time. The seminal work [2] initially
proposes the concept of predictability (or prognosability) for
DESs modeled with regular languages, where each sequence
ending with a fault event should own a normal-prefix such
that for all sequences with the same observation, a fault
event will definitely occur after bounded steps along these
normal sequences. Then, the notion of predictability has been
extended to stochastic systems [3], decentralized systems [4],
and systems with uncertainties [5].

All the above studies deal with the problem of predictability
for bounded DESs modeled with automata. Compared with
finite-state automata, Petri nets (PNs) are a more compact
model that can characterize the behaviour of infinite-state
systems. By utilizing the advantages of PNs, Lefebvre [6]
disentangles event diagnosis and prognosis for partially
observed PNs. Moreover, timed stochastic PNs are used as
a modeling tool for verifying event predictability in [7].
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A recent work in [8] reduces the problem of event prognosis
for unbounded labeled PNs (LPNs) to a model checking
problem. Motivated by the work in [8], You et al [9]
develop a more compact net structure, namely, a predictor
net and build its predictor graph (PG) that is a variant of
the reachability/coverability graph of the predictor net. Then,
a necessary and sufficient condition for event predictability
is provided through analyzing the structure of the PG.
Focusing on bounded LPNs, the work in [10] studies the
problems of event prognosability and enforcement by using
a prognosability verifier, which takes the advantage of basis
markings to circumvent a full state space enumeration.

Different from the above previous works [6-10], this
paper addresses the problem of predictability of fault patterns
instead of single fault events. Fault patterns [11-15] extend
the expressiveness of fault models by introducing more
complex fault behaviors [16], i.e., multiple and repeated
faults, sequences of significant events, etc. Moreover, patterns
are useful in generalizing the predictability definitions and
separating the behaviour of the system and the prognosis
tasks. Particularly, the work in [15] checks predictability of
fault patterns for bounded LPNs by using a model-checking
approach [17]. In this paper, a four-step approach is developed
to verify fault pattern predictability of both bounded and
unbounded LPNs. First, given an LPN and a fault pattern
represented by a fault pattern net, we build a fault pattern
labeled net (FPLN) that can characterize in an explicit way
the fault pattern. Second, we build a kind of verifier called
a fault pattern predictor net (FP?N) by executing a particular
composition of the FPLN and its nonfailure subnet. Third,
to record the information about the occurrence of a future
fault pattern, we construct a basis fault pattern predictor graph
(BFP2G) by using basis markings of subnets of the FP2N,
which is a variant of a basis coverability graph (BCG) [18]
of the FP2N. Finally, fault pattern predictability is verified by
searching particular cycles in a BFP2G.

The main contributions of this work are two fold. First,
we study the problem of predictability of fault patterns in
unbounded LPNs that has never been investigated in the
literature as far as we know. Second, the notion of BFP2Gs is
proposed for checking predictability of fault patterns for both
bounded and unbounded DESs, which can handle the problems
of state space explosion and the infinite growth of state space.

The remainder of this paper is organized as follows.
Section II recalls the basics of LPNs. Section III formalizes the
problem of predictability of fault patterns. Section IV proposes
an FP?N and a BFP?G for verifying predictability of fault
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patterns in an LPN. Section VI concludes the paper.

II. BACKGROUND ON LPNSs

Let N be a set of non-negative integers. A PN [19] is a four-
tuple PN = (P, T, Pre, Post), where P is a set of m places,
T is a set of n transitions with PUT # () and PN T = (),
Pre: PxT — N and Post : P xT — N are the pre- and
post-incidence functions that specify the arcs from places to
transitions and transitions to places in the net, respectively. In
general, Pre (Post) can be represented by an m X n matrix
indexed by P and T'. The incidence matrix of a PN is defined
as C = Post — Pre. Given a place p € P, its input and
output sets are defined as *p = {¢t € T|Post(p,t) > 0} and
p® = {t € T|Pre(p,t) > 0}, respectively. The notions for *¢
and ¢* are analogously defined. For any transition ¢t € T, if
*t = (), it is said to be a source transition.

A marking is a function M : P — N that assigns to each
place a non-negative integer number of tokens. Similarly, a
marking M can be represented by an m-dimensional vector
indexed by P. The marking of place p at M is denoted as
M (p). For the sake of brevity, a marking can be written as
the sum of tokens of all places in P as M = Zpep M(p)p. A
PN system (PN, M) is a net PN with an initial marking Mj.
A transition ¢ is enabled at M if M > Pre(-,t). The firing
of a transition ¢ at M leads to marking M’ = M + C(-,t),
which is denoted as M[t)M’.

Marking M is said to be reachable from M, if
there exists a transition sequence o = tyto...%; and
markings My, Ma, ..., Mg_1 such that My[t;) M [ta) Mo
.. My_1[tg) M holds, denoted as My[o)M. We write it as
Myo) if the destination marking is of no interest. Given a
sequence 0 € T%, let # : T* — N denote the function
that associates to o a vector w(0) = ¢ € N, called the
firing vector of o, where T™* is the Kleene-closure [1] of
T. The set of all reachable markings from M, is denoted as
R(PN, My). A net system (PN, M) is said to be bounded if
the set R(PN, M) is finite. Otherwise, the net is unbounded.
A transition ¢t € T is dead if for all M € R(PN, M), t
is not enabled at M, otherwise it is quasi-live. It is live if
for each reachable marking M € R(PN, M), t is quasi-
live in (PN, M). A marking M is a deadlock marking if
no transition is enabled at it. The set of all sequences that
can fire in (PN, My) is defined as L(PN,M,) = {o €
T*|Mo[o)}. A sequence o € T (I't = T*\{e}) is said
to be repetitive if there exists a marking My € R(PN, M)
such that M [o)Ms[o)Ms[o) ..., ie., if it can fire infinitely
often starting from M;. An acyclic PN indicates that there are
no oriented cycles. If (PN, My) is acyclic, then a marking M
is reachable from My if and only if there exists a non-negative
integer vector y satisfying My + C - = M [20].

Given a PN PN = (P, T, Pre, Post) and a set T' C T of
transitions, we define the 7”-induced subnet of PN as a new
PN PN’ = (P, T', Pre’, Post’), where Pre’ (resp., Post’) is
the restriction of Pre (resp., Post) to P x T’. The net PN’
can be obtained from PN by removing all transitions in T\7".

An LPN system is a four-tuple G = (PN, My, E, \), where
(PN, My) is a PN system, E is an alphabet (a set of labels)
and A : T — E U {e} is a labeling function that assigns

to a transition ¢ € T either a symbol from E or the empty
word e. Moreover, T is partitioned into T" = T, U T;, with
T,NT, =0, where T, (resp., T},) is the set of n, (resp., ny)
observable (resp., unobservable) transitions. For any transition
teT,if t €T, then A(t) € E, otherwise A(t) =¢. A PN is
said to be convergent if there exists no repetitive sequence of
unobservable transitions [21]. In an LPN, the same label can
be associated with more than one transition.

Let w denote the label sequence associated with a sequence
o € T* such that w = A(o) by extending the labeling function
as A : T" — E* in the usual way. Given an LPN system
G = (PN, My, E, \), we define the language generated by G
as L(PN,My) = {w € E*|Jo € L(PN, M) : Ao) = w}.
Given a sequence o € T, let pr(o) denote the set of prefixes
of o,ie., pr(oc) ={o1 € T*|Jo2 € T* : 0 = 0102}. Finally,
let |o| denote the length of o.

III. FORMULATION ON PREDICTABILITY OF FAULT
PATTERNS

This paper takes into account LPNs with fault patterns. First,
we provide some notions about the fault patterns.

Definition 1: A fault pattern ¥ of an LPN system G =
(PN, My, E, ) is a (finite or infinite) set of firing sequences
of finite length X C L(PN, My).

In particular, fault patterns should be the complement
of a safety property. That is to say, given an LPN G =
(PN, My, E, \) and its fault pattern X, for all 0 € X and
ot € L(PN, M), we have o7 € Xp.

Definition 2: Given an LPN G = (PN, My, E,\) with
PN = (P, T, Pre, Post), let ¥ be its fault pattern. A normal
sequence o € T™ is said to be a boundary sequence if there
exists a transition ¢t € T such that ot € Xp. The set of
boundary sequences of G is defined as ¥(Xp) = {0 €
L(PN,My)\Xp|3t €T : 0t € Xp}.

In order to model fault behaviours of an LPN system, we
recall the notion of a fault pattern net in [14] as follows.

Definition 3: Given an LPN G = (PN, My, E,\) with
PN = (P,T,Pre,Post) and a subset Toyn. C T of
r synchronization transitions, a fault pattern net is a pair
(FPN,SF), where FPN = (PF,TF Pref’, Post™, M)
is a PN system and SF' is a synchronization function,
satisfying the following statements:

e PI'={Ny,...,N,, F} is a set of ¢+ 1 places, where

F is a single trapping place of the net, i.e., F'* = {);

o TF is a set of ¢ x r transitions with ¢;, € T* for t; €
Tsync and p € PE\ {F};

o SF: Tyyne x (PF\{F}) — TF is a bijective function
associating each transition t' in TF to a single pair
(t,p) € Toyne x (P \ {F});

o (PE,TE Pref’, Post’, M) is a state machine: each
transition has one incoming arc, one outgoing arc, and
any reachable marking holds exactly one token;

o cach place p € PF'\ {F} has exactly r outgoing arcs and
7 transitions in its postset such that p® = {SF (¢, p)|t €
Tsync};

o MY satisfies MI'(Ny) =1 and M (p) = 0 for all p €
PEA{MN}.
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A fault pattern net in Definition 3 is a safe (i.e., 1-bounded)
net system that generates a regular language. Note that it is
convenient to extend Definition 3 to the nets that describe
multiple fault patterns by introducing a set of multiple fault
places. Moreover, a synchronization transition can be either
observable or unobservable.

() th ()

O—>O——0

tia) P h(e) P2 136 ps3 N N F

(a) (b)
Fig. 1: (a) An LPN and (b) a fault pattern net (FPN,SF).

Example 1: Given an LPN in Fig. 1(a), let us consider a
fault pattern net in Fig. 1(b). For each transition ¢’ € TF the
denomination within brackets (¢, ;) refers to the transition t; €
Tsyne of the LPN in Fig. 1(a) and to the place p € P\ {F}
of the fault pattern net in Fig. 1(b) such that t' = SF(t;, p).

Pair (FPN,SF) in Fig. 1(b) recognizes the firings of t3
at least twice during the system operation no matter how
it evolves between the two firings of t3. In particular, the
two transitions ¢} and ¢, of FPN correspond to the two
successive firings of transition t3 of the LPN in Fig. 1(a).
N = {N1, N3} is the set of normal places and F is the fault
place. Let Tyyn. = {t3} and the synchronization function
be specified by SF(t3, N;) = t| and SF(t3, Ny) = t.
(FPN,SF) aims to predict the set of sequences Xy =
(T\{ts})*{ts}(T\{ts})*{ts}T* for the LPN in Fig. 1(a). O

Since a fault pattern may not be represented by a PN, we
only consider the fault patterns that can be represented by the
fault pattern nets of this research. Then, we provide the notion
of a fault pattern labeled net (FPLN) that is the logic version
of a fault pattern stochastic net in [14].

Definition 4: Given an LPN G = (PN, My, E,\) with
PN = (P,T,Pre,Post), a subset Tsy,. C T with r
synchronization transitions, a fault pattern Xy represented
by (FPN,SF) with FPN = (PY, T Pret’, Post!”, ML),
and a synchronization function SF, an FPLN is a net defined
as G = G xgp FPN = (PN,M,,E,)\) with PN =
(]5, T, Pre, Post) such that

e« P=PUPF isa set of m 4+ q + 1 places;

e T=TUTF is a set of n + q X r transitions;

« the matrices Pre and Post are defined as:

- Pre(p,t) = Pre(p,t), Post(p,t) = Post(p,t) for
pe Pandte T, R

- Pre(p, thl) = P’I"BF(p7 tjap)’ POSt(pv tj,p) -
Post! (p,t;,) forpe PFand t;, € TT,

- Pre(p/t;p) = Pre(p,t;), Post(p,t;,) =
POSt(p/,tj) for p’ S P, pE PF \ {F}, tj S Tsync’

and t;, € TF,
- Pre(p,t) = Post(p,t) = 0 for p € P and t €
T \ Tsync,

- Pre(F,t) = Post(F,t) =1 for t € Tuyne;
« the label of a transition ¢, , € T is defined as X(th,) =
A(t;), and the label of a transition ¢ € T does not change;
e My(p) = My(p) for all p € P and My(p) = M (p) for
all p € PF.

In plain words, an FPLN is a particular composition of an
LPN with a fault pattern net based on the synchronization
function SF, which can characterize in an explicit way
the fault pattern. The set of transitions T in an FPLN is
divided into 7' = Tu U To, where Tu and TO are the sets
of unobservable and observable transitions in the FPLN,
respectively. In the following, we introduce a function ¢ :
T — T such that ¢(t) = t for t € T and ¢(t;,) = t;
for t;,, € TT. Furthermore, the function ¢ can be extended
to ¢ : T* — T* in the usual way. By using the function
¢, ¢(L(PN,M,)) denotes the set of transition sequences
L(PN, M) projected on the transition set T". According to the
construction of an FPLN, we have L(PN, My) = L(PN, M)
and ¢(L(PN, My)) = L(PN, My) with Mo(P) = M.

Definition 5: Given an FPLN G = (PN, My, E,\) with
PN = (P, T, Pre, Post), a transition t € TF (I'F C T) is
said to be a boundary transition if ' € ¢t*. The set of boundary
transitions of an FPLN is defined as T}/ = {t € T*'|F € t*}.

Based on Definition 5, once a boundary transition ¢ fires, a
fault pattern X has occurred, i.e., we have ¢(ot) € X with
#(0) ¢ S and t € TF.

Example 2: Fig. 2 shows an FPLN obtained by composing
the LPN in Fig. 1(a) with the fault pattern net in Fig. 1(b),
which has one boundary transition ¢3 n,. Once the place I has
a token, it implies that a firing sequence including at least two
firings of transition t3 has occurred in the LPN starting from
the initial marking M, i.e., the fault pattern has occurred. [

th‘ (¢) L N, (e)

13(e) p3

ti(a) P 1H(e) D2

Fig. 2: An FPLN.

Definition 6: An LPN G = (PN, My, E, ) is said to be
predictable with respect to (w.r.t.) a fault pattern X5 if

(Vo € £p)(3p € pr(c)(Vu € L(PN, My))
[Molo) Ap & Xp AXMu) = Ap) Ap ¢ Ep] = D,

where the predictability condition D is a predicate
(3K € N)(Yup' € L(PN, Mo))[|/| > K = pp’ € 3p).

By Definition 6, an LPN is predictable w.r.t. a given fault
pattern if, for any sequence in the fault pattern, there exists at
least one of its nonfailure prefixes such that we are certain that
a fault pattern is guaranteed to occur within a finite number
of steps, i.e., an alarm is set correctly. Then, we provide three
necessary assumptions for the development of this research.
Al) The PN does not enter a deadlock marking before the
occurrence of a fault pattern.

A2) The unobservable subnet of the PN and that of the fault
pattern net are acyclic.

A3) The PN and the fault pattern net are convergent.

Assumption Al is a counterpart of the typical assumption
of diagnosability, on which the main results of this paper
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rely. Assumptions A2 and A3 are technical conveniences that
allow us to verify the predictability of fault patterns without
generating the full state space. In order to verify whether an
LPN satisfies Assumption A3, we provide the following result.
Proposition 1: If the unobservable subnet of an LPN G is
acyclic and there is no unobservable source transition, then
the LPN is convergent.
Proof: By contradiction, suppose that the LPN is not
convergent. Then, there exists a transition sequence o that
can be generated by either an unobservable transition cycle
or an unobservable source transition, which contradicts the
hypothesis and completes the proof. |

IV. BASIS FAULT PATTERN PREDICTOR GRAPH

This section introduces a new structure, called a basis
fault pattern predictor graph (BFP2G) that is used to verify
predictability of fault patterns in LPNs without generating the
full state space. To this end, we first construct an FP?N by
composing the FPLN and its nonfailure subnet, and then build
a BFP2G by using basis markings of subnets of the FP?N.
A. Fault Pattern Predictor Net

Given an FPLN G = (]ADN7 MO,E,X) with
PN = (P,T,Pre Post) its nonfailure subnet G" =
(PN™ M}, E, /\") with PN™ = (P" 1™ Pre® Post") i
derived from G by removmg all transitions in T U Toyne
and the related arcs, and A" coincides with \ restrlcted to
7™, In order to distinguish the places and transitions from G
and G, we rename each transition and each place of Gn by
attaching a superscript “n”

Note that the construction of an FP2N is different from
the parallel composition of two LPNs in [15]. In this work,
we obtain an FP?N by two steps. 1) The FPLN G and its
nonfailure subnet G™ are synchronized based on the same
labels. Each unobservable transition, each synchronization
transition, and each boundary transition is synchronized with
an empty transition 6. 2) All the transitions in G™ are added
to the net derived from Step 1) via the same arcs in Gn.

Definition 7: Let G = (PN,My,E,\) be an LPN,
G = (PN,M,,E,\) with PN = (P,T,Pre, Post) be
its FPLN, and G" = (PN" Mg, E,A") with PN" =
(P™,T™, Pre™, Post™) be the nonfailure subnet of G. An
FP2N (PN7 M0> with PN = (P, T, Pre, Post) is defined
as follows:

1) P=Pupm,

2) Ny = [N, (V377

HTCT"U (TsyncUTb ) X {0} U(T\ (Tayne UT) U
{6}) x (T” U {0}) where

3a) For each t € T\( SymuTb ), t" € T”,p € P, and
p" € pn,

- if 5\(t) = 5\"(15") #* g, let Pre(p,( t,t") =
Post(p, (t,t")) = Post(p,t), Pre(p", (t,t" ))
(p™,t"™), and Post(p”, (t, t")) = Post™(p, t");

- if Mt) = A(t") = e, let Pre(p, (t,0)) = Pre(p,t),
Post(p, (t, ) = Post(p,t), Pre(p™, (0,t")) = Pre"
(p",t"), and Post(p", (0,1™)) = Post™(p™,t");

3b) For each t € Thyne UTE, p € P, let Pre(p, (t,0)) =
Pre(p,t) and Post(p, (t,6)) = Post(p, t);

Pre(p,t),

Pre™

3c) For each t" e 1™, p" € P", let Pre(p",t") =
Pre™(p™,t™) and ﬁost(p“ t") = Post"(p” t").

Given an FP?N (PN, M) with PN = (P, T, Pre Post)
the set of transitions is divided into two parts T =T"U
T2, where T represents the set of transitions that are
exactly a single transition, and T2 represents the set of
transitions that are in the form of pairs of transitions.
Specially, we use ’f’bF (resp., Tsym) to denote the set of
pairs of transitions containing a boundary transition (resp.,
synchronization transition) as a component. In addition, we use
TY, T2, T}, and T? to denote the set of observable transitions
in a single form, the set of pairs of observable transitions, the
set of unobservable transitions in a single form, and the set of
pairs of an unobservable transition and an empty transition 6,
respectively. In the following, let T,=T 1UT2 T, = T1 UT2
and TFF = TF U Toyne.

(l‘|,t]”)

0.1
t'

Fig. 3: An FP2N.

Example 3: The PN in Fig. 3 is the FP?N of the LPN
in Fig. 1(a) and the fault pattern net in Fig. 1(b). As for
the FP?N in Fig. 3, we have T' = {t},15,t5 v }, T° =
{~(t17 t?)v (t2’ 9)7 (67 t?),!tg, 9)7 (t37N1 ) 9)’ (t37N276>7 (9’ tg,Nl)}’
Tsync = {(t3,9)}, and TF = (t3’N2,0)}.

Py o(0.8) P

B. Preliminary Definitions

Similar to the BCG, for unbounded LPNs, we introduce a
symbol w to represent the tokens for unbounded places. In
particular, for all £k € N, we have k¥ < w and w + k = w, and
we use N, to denote the set of NU {w}.

In this paper, the T'-induced and T2-induced subnets
of (PN, M,) are written as <15N M) and (PN?Z, M)
with PN! = (P,T', Pre! Postl) and PN? =
(P, T2, Pre? Postz), respectlvely, where Prel and Post!
(resp., Pre? and Post?) are the restrictions of Pre and
Post to T! (resp., T2), respectively. The nonfailure subnet
of (PN, M) is denoted as (PN™, M0> by removing all
transitions in 777 and the related arcs. Let \ : T\TF P 5 EU
(E x E)U{e} be a labeling function. In particular, if ¢ € T},
then /\( ) = A" (t) € BE; if t = (t,,t) € T2, then A(t) =
(A(to), A" (L)) € (E x E); otherwise A(t) = . Moreover,
can be extended as A : (T\ TFP)* — (EU(E x E))* in the
usual way.

Definition 8: Given a marking M and an observable
transition ¢t € T? (for i = 1,2), we define:

o Xi(M,t) = {o € (T0)*| 30" e NV M o) 31' A BT >

Prei(-,t)} as the set of explanations of ¢ at M and
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Yi(M,t) = {7, € NTul| 35 € X{(M,t) : g, = 7(0)}

as the set of e-vectors;

o XL (M,t)={oc e X{(M,t)|po’ € SH(M,t): 7(c") S
m(0)} as the set of minimal explanations of ¢ at M and

V(M ) = {7, € N30 € S, (M,1) : 5, =
7(o)} as the corresponding set of minimal e-vectors.

In the following, we use Y>7“(M,t) to denote the set
of minimal e-vectors of the nonfailure subnet of (PN?, M)
(thus restricted to T 2\ TFP ), and we use C, to denote the
incidence matrix of the T),-induced subnet of (PN, M).

Then, we define the set of basis markings for a nonfailure
subnet of (15N 2, MO> by using the notion of a temporary set
iteratively. In particular, each pair (M ,B) in a temporary set
has two components, the first one M is a current marking,
and the second B is a set of pairs of the previously generated
markings and the corresponding minimal e-vectors.

Definition 9: Given a nonfailure subnet of (PN? M), a
temporary set ./\/l2 is defined as follows:

a) (M07®) € Mi’ -

b) if (M, B) € M2, then let B’ = BU {(M,n(c))} and
Mn_M+C’( )+C’ m(o) for all t € T2 and (o) €
Y279 (M, t), and the following two statements hold:

i) if for all (M",7(0")) € B, o1 € (T?\ TFP)*, and
o € (T2 \ TFP)* satisfying M[oy)M; and M" [oo) Mo
with M, € NE 3, € NP, 7(oy) < w(ot), and
7(o2) < m(o’) such that M, * Ms, then let M’ = M,,
and (M’, B') € M2;

i) if there exists (M”,7(0")) € B/, o1 € (T?*\TFF)*, and
o9 € (T2 \ TFP)* satisfying M[o1)M; and M"[o9) Mo,
with 11, € NJ, 2, e NI, w(01) < 7(ot), and
m(og) < w(o’) such that M, = ]\;[2, then for all
pairs (Ml,Mg) with M, Z My, let M’( ) = w and
(M',B") € M2 for all p € P such that M, (p) > Ma(p).

Then, we define the set of basis markings as ./\;123 = {M S
NN3B € 25N (6T B) € M2,

Now, we define a dangerous pair (or basis marking) and a
set of dangerous pairs (or basis markings) as follows.

Definition 10: Given a pair (M, B) € M2 (or basis marking
M e M? ) (M B) (or M) is said to be dangerous if there
exists a transition ¢ € T} such that Y,>7(M, t) # (. The set
of dangerous pairs (or basis markings) is denoted as M2 24 (or

)-

A%angerous basis marking is a marking from which a fault
pattern can eventually occur after firing a normal unobservable
transition sequence o € (T2\TF")*, which is useful to check
predictability in the next section. For a T'-induced subnet
of (PN , M0>, the set of basis markings generated from a
dangerous pair is defined iteratively in Definition 11.

Deﬁnmon 11: Given a T"-induced subnet of (PN, M), let
M2, be a set of dangerous pairs and (M;, B;) be a dangerous
pair m M?2,. A temporary set Mllj is defined as follows:

a) (J\Zf“B ) e M,

b) if (M, B) € M; | then let B = BU{(M, w(c))} and
M—M+C'( )+C’ m(o) for all t € T} and n(0) €
VL. (M,t), and the following two statements hold:

m(0") € B', o1 € (TY)*, and 03 €

i) if for all (M",
(T'})*satisfying M([o1)M, and M"[o9) M, with M, €

lep‘, M, € NL l, m(o1) < m(ot), and 7T(O'2) (0’)
such that My # Mo, then let M’ = M,, and (M', B') €
1%]

ii) if there exists (M" n(0')) € B, 01 € (Tl) and 03 €
(T1)* satisfying M[o1)M; and M"[09) My with M; €
NEL b1, € le ) m(o1) < m(ot), and (o) < w(o')
such that M, = Z M, then for all pairs (Ml,Mg) with
M, > Z My, let M'(p) = w and (M', B') € ./\;lglc” for all
p € P such that M (p) > Ma(p).

Then, we define the set of basis marklngs generated from

a dangerous pair (M;, B;) € M2, as MB = {M €
NPI3B e 2T (3 By e ML Y.
Note that the temporary sets /\/l2 and Ml z;; Aare used

to determine which places are labeled by the symbol w.
Particularly, in Definition 9, M, is derived from M by firing
transition ¢t € T, 02 together with the minimal explanation
restricted to 72 \ TFF, and the pair of marking M and the
minimal e-vector (o) is stored in B’. Then, in case b(i), each
marking M1 in a path from M to M, is no greater than any
marking M2 in a path from MO to the predecessor of M7,, no
additional symbol w is assigned to any place of M,,, and we
set M’ = M,,. In case b(ii), for each pair of M; and M> such
that M1 > My, for all p € P such that M, (p ) > My (p p), we
set M'(p p) = w; and for all p € P such that M, (p) = M;(p),
we set M’ (p) = M, (p). The meaning of Definition 11 can be
explained analogously.

Example 4: Consider the FP?N in Fig. 3. Based on
Definitions 9 and 10, we have M2 = {(Mjy, ), (M1, By)}
with a dangerous pair (M 1, B1). Moreover, by Definition 11,

it gives ./\/lt11 = {(M,, By), (M, By)}. Here, we have My =
Ni+ N, My = wpr + N1 +wpi + NT', By = {(Mo,0)},
and B2 = {(M(), ) (Ml,O)} O

C. Construction of a BFP>G

Definition 12: Given an LPN G = (PN, My, E, \), let
(PN, My) with PN = (P, T, Pre, Post) be its FP?N. The
BFP2G of G is a deterministic finite-state automaton B =
(M B, Tor, A, MO) computed by using Algorithm 1, where
Mp C M3 U/\/l1 for all i and j with (M;, B;) € M2,

is the set of states, TOr = T x NITul is the set of events,
A C Mp x T, x Mg is the transition relation, and M, is
the initial state.

In Algorithm 1, the set M,,.,, is initialized at {(My, #)} in
Step 2. For each pair (M,B) € Moew, if it is dangerous,
we call function BasisSonNodes in Step 7 to compute
a basis son graph for the nonfailure subnet of the FPLN,
which describes the normal behaviour of the FP?N from
M by firing the transitions in Tol and the corresponding
minimal explanations. Otherwise, Steps 11 to 20 compute
each successor pair (M’,B’) by firing each transition in
Tz and its minimal explanation restricted to T2 \ TFP, and
compute the new arc from (M B) to (M, B’ ). Then, Step
22 removes (M, B) from M,,.,, indicating that (M, B) has
been considered. The procedure from Steps 3 to 23 is executed
iteratively until Mopew is empty. Finally, by running Steps
24 to 27, the BFP?G is obtained by removing the second
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Algorithm 1 Construction of a BFP2G.

Input: An LPN G = (PN,Mo, E,X\)
(P,T, Pre, Post) and a fault pattern ¥ p
Output A BFP2G B = (Mg, Tor, A, My) of G
: Compute the FP°N (PN, My);
2 Mp =0, A, :=0, A:=0, B:=0, M, :={(Mo, B
Mnew = {(M07 )},
while M., # 0 do
choose a node (M, B) € Muew:
if there exists t € T} such that Y27/ (M, t) # 0 then

3:
4
5
6: assign tag “dangerous” to M and (M, B);
7.
8

with PN =

)}, and

call BasisSonNodes(M, B) in Algorithm 2;
: My = Mz UM} and A, := A, UAL;
9: end if

10: if (M, B) has no  tag “dangerous” then

11: for each t € 77 and Y, '*9(M,t) # 0 do

12: for each w(0) € Ym:fi(M t) do

13: compute the pair (M’, B") based on Definition 9;
14: it (M',B') ¢ M, then

15: My = MZU{(M’ B}

16: Maew .= Myew U{(M', B)};

17: end if . .

18: Az = AIU{((MvB)v(t77T(U))7(MlvB,))};
19: end for

20: end for

21: end if

22: Maew := Muew\{(M, B)};

23: end while . P

24: Mp = {M e NPI3B € 28 (31 By e M.}
25: for each (M, B), (t,7(0)), (M’', B')) € A, do

26: A:=AU{(M (t n(0)), M")};

27: end for

component from each pair (M ,B) € M,. Note that the
detailed version of Algorithms 1 and 2 is shown in [22].

Algorithm 2 Function BasisSonNodes(M, B).
(M,B) and PN! =

_Input: A dangerous pair
(P, T*, Pre', Post) o ~
Output: A basis son graph B! = (M;,TC}T, AL (M, B))
I: Ml _{(M B)} Al _(Z) and Mnovel _{(M B)}

2: while M}, .; # 0 do

3: choose a node (M, B) € Mnovel’

4:  for each t € T} and YT}””(M t) # 0 do

5 for each 7(0) € Ymm(M t) do

6: compute the pair (M’, B') based on Definition 11;
7 if (M',B’) ¢ M; then

8: M= MLU{(M',B)};

9: Mnovel . M}’wvel U {(M/ /)}

10: end if ~ -

11: AL = ALU{((M, B), (t,m(0)), (M, B)};
12: end for

13: end for ~ ~

14: M'novel = }Lovel\{(M7 B)}’

15: end while

Remark 1: Based on Assumption A2, the unobservable
subnet of (PN, M) and that of the nonfailure subnet of
(PN?, M) are acyclic. Thus, the minimal e-vectors can be
computed by Algorithm 4.4 in [23] using matrix manipulation.

Remark 2: The BCG of an FP?N contains a transition
sequence that has been already in the fault pattern, which does
not record the information about the occurrence of the future

fault pattern. Thus, it is necessary to introduce a new structure,
namely, a BFP2G to check fault pattern predictability of LPNs.
Proposition 2: Given an LPN G = (PN, My, E, \) with a
fault pattern X5 satisfying Assumption A2, let (PN, M) be
its FP2N, B be the BFP2G of G, and t € T, be an observable
transition of (PN, M). If there is an arc labeled by (¢, 7(c))
in the BFP2G B, then transition ¢ is quasi-live.
Proof: Based on Assumption A2 and the construction of the
nonfailure subnet of (PN, M), the unobservable subnet of
(PN",M@ is acyclic. If we ignore Steps 5 to 10 and Step
21, replace T2 by T, in Step 11, and replace Y>"°9(M, 1)

mwn

by Y, (M, t) in Steps 11 and 12, then the resulting graph
coincides with a BCG of the nonfailure subnet (PN" M0>
where Y79 (M, t) is the set of minimal e-vectors of ¢ € T, at
M in (PN M0> Thus, all the arcs and states in the BFP?G
of (PN, Mo) are also those in the BCG of (PN™, M), but the
reverse does not hold. That is to say, the result holds according
to the second statement of Proposition 12 in [18]. O

Proposition 2 indicates that if an observable transition ¢ €
T,, occurs as a first component in an arc in the BFP?G, then

there exists a firing sequence that can enable it definitely.

V. PREDICTABILITY VERIFICATION OF FAULT PATTERNS
A. Necessary and Sufficient Condition for Predictability

Given a cycle c in the BFP?G, we use X (c) to denote the
set of states in ¢, and o(c) to denote the related sequence
of transition and minimal e-vector pairs. Here, a cycle is a
path that starts from and ends in the same state. Moreover,
we denote the projection of o(c) = (t1,%1)... (tk, k) on
its first component as P;(o(c)) = ty ...tg. According to the
construction of the BFP2G, it holds that either P;(o(c)) €
(TH* or Pi(o(c)) € (T?)*. In this paper, a set of basis
markings Mg in the BFP2G is divided into two subsets: a
set of ordinary basis markings and that of w-basis markings.
A basis marking is said to be ordinary if it does not contain
symbol w; otherwise it is called an w-basis marking. An
w-basis marking can be regarded as a basis marking set
containing infinite number of ordinary basis markings. In the
following, we use D(M ) to represent a set of ordinary basis
markings that are consistent with M. For a basis marking M,
we have D(M) = {M; EN‘PH(VpEP M(p) # w =
M;(p) = M(p)) A (Vp € P: M(p) =w = M;(p) € N)}.

Definition 13: Given an LPN G = (PN, My, E, \) and its
BFP2G, a sequence § = (t1,%1) ... (tk, Jx) in the BFP?G is
said to be repetitive if it satisfies C'- (m(Py(3 )+ZZ 7)) >0,
where C is the incidence matrix of the FP?N of G and P;(5)
is the projection of s on its first component.

Proposition 3: Given an LPN G = (PN, My, E, \) with a
fault pattern X satisfying Assumption A2, let ¢ be a cycle in
the BEP2G of G. For all M € X (c), there exists an ordinary
basis marking M; in D(M ) such that there exists a sequence
& € L(PN"™, My) satisfying M;[5)Mj[5)Ms... if and only
if ¢ is a cycle associated with a repetitive sequence, where
A8) = A(P(0(c))) and o(c) = (t1,5) - - (ta, G-

Proof: (If) By Definition 13, if a cycle c is associated with a
repetitive sequence, then C - (n(P;(o(c))) + Zle 7)) >0
holds. Based on Proposition 2, it implies Mi < Mj in

the case that M; is reachable from M; by firing & with
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&) = APi(o(c)) in (PN™, Mo) That is to say, there
exists an ordinary basis marking M; in D(M) such that
Ml[ >M2[ >M3 ... holds.

(Only if) By Assumption A2, the unobservable subnet
of (PN™ M) is acyclic. Based on the construction of
the BFP2G, there exists an ordinary basis marking M in
D(M) and a transition sequence g = o1ty...o5t, with

n(01) = ¥1,...,7(0x) = Yx that can fire infinitely from
M. Then, we have M; < Mz+1 for all ¢ € {1 2,...} and
O (x(P(o(e)) + X5, ) > 0 with A(3) = AP (0(c))).
Hence, c is a cycle associated with a repetitive sequence. [

A cycle ¢ is said to be reachable from a basis marking M
if there exists a basis marking M’ € X(c) such that M’ is
reachable from M. Now we are ready to provide a necessary
and sufficient condition for predictability verification of fault
patterns in an LPN as follows.

Theorem 1: Given an LPN G = (PN, My, E, \) with a fault
pattern X satisfying Assumptions Al to A3, G is predictable
w.r.t. X if and only if there does not exist any cycle associated
with a repetitive sequence that is reachable from any dangerous
basis marking M in the BFP2G.

Proof: (If) For each dangerous basis marking in the BFP?G,
there exists no cycle associated with a repetitive sequence.
By Algorithm 1 and Proposition 3, it hold that (Vo(pt) €
Sro:oo(p) ¢ Xp At € TF), (Yu € L(PN™,M})

Ao(p)) = M¢p(n))), and a deadlock definitely occurs in
finite steps following 1 in (PN™, Mg) due to Assumptions
A2 and A3. Since (PN", M) is obtained from (PN, M)
by removing boundary transitions, synchronization transitions,
and the related arcs, and (I:’N , Mg) does not enter a deadlock
before the occurrence of a fault pattern by Assumption Al, we
conclude that a fault pattern definitely occurs in finite steps
following 1 (resp., ¢(y)) in (PN, My) (resp., G). That is to
say, the LPN G is predictable w.r.t. X based on Definition 6.

(Only if) By contrapositive, assume that there exists a cycle
c associated with a repetitive sequence, which is reachable
from a dangerous basis marking M in the BFP2G. By
Algorithm 1, c is generated by BasisSonNodes()M, B). Based
on Proposition 3, there exists an ordinary basis marking
M, € D(M ) such that an arbitrary long sequence can occur
from M7 in (PN™ M) with M = M (P"). If M is
an ordinary basis marking, then M can enable a transition
t € TF after firing a sequence o € (T2 \ TFP)* since M
is a dangerous basis marking. If M is an w-basis marking,
then there exists an ordinary basis marking M| € D(M) with
M{ > M1 such that M{ can enable a transition ¢ € TbF after
firing a sequence o € (T2 \ TFP)* since M is a dangerous
basis marking. Thus, in both two cases, by Proposition 2, there
exists a sequence & € L(PN, My)N (TQ\TFP) whose firing
at MO leads to an ordinary basis marking M’ € D(M) such
that M’ can enable a transition ¢ € TF after firing a sequence
o€ (T2\ TFP)* and an arbitrary long sequence can occur
from M"™ in (PN™ Mg) with M™ = M’'(P"). Here, t is a
transition pair and its first component is a boundary transition
that is denoted as .

Let p = tj, ...t; (resp., p =t ...1;) be a sequence
related to the first (resp., second) component of P;(5), where
P,(&) is the projection of & on its first component. Due to

Definition 7, the FP?2N can generate two transition sequences
that have the same observation. Then, by Definition 2, we
have ¢ = qb(o—ltjl ..ot ok+1) € U(Xp) and o/ =
(ot} ..ot 0y.) € L(PN,Mp) \ Xp with Ao) =
A", where 01y 0hpr € (T \ (TF U Tyyne))* and
Oy s 0) € (Tﬁ)* with 77 being the set of unobservable
transitions in (PN™, M'). Moreover, it holds o¢(tf) € S,
and an arbitrary long sequence can occur following ¢’ without
reaching Y. Thus, the LPN G violates the definition of
predictability, and it is not predictable w.r.t. X . (]
Corollary 1: Given a bounded LPN G = (PN, My, E, \)
with a fault pattern X satisfying Assumptions Al and A2, G
is predictable w.r.t. X if and only if there does not exist any
cycle that is reachable from any dangerous basis marking M
in the BFP%G.
Proof: For any bounded LPN, any cycle in the BFP?G is
associated with a repetitive sequence, and Assumption A2
implies Assumption A3. The result immediately follows from
Theorem 1. 0

B. Complexity Analysis and Examples

We analyze the computational complexity of the proposed
approach for bounded and unbounded LPNs. In the case
of bounded LPNs, the first step is to construct the BFP2G
of an LPN and its fault pattern, which is exponential w.r.t.
the net size (especially the number of places and the initial
marking). The second step is to check the existence of cycles
satisfying the condition in Corollary 1, whose complexity
is linear w.r.t. the number of states and arcs in the BFP?G
by using Tarjan’s strongly connected components algorithm
[24]. In the case of unbounded LPNs, the procedure is more
complex. Particularly, we need to search the cycles that are
associated with repetitive sequences in a BFP2G by using the
technique proposed in [25]. More precisely, it is necessary to
solve certain linear programming problems, and verify if there
exists a solution that corresponds to a cycle in the BFP?G. The
size of the BFP2G is equal to that of the coverability graph
in the worst case, which requires even more than exponential
space w.r.t. the net size (especially the number of places) [26].
Actually, the complexity of constructing the BFP?G is not
in primitive recursive space [26]. Thus, verifying the cycles
in a BFP2G has an exponential-space lower bound for its
complexity w.r.t. the net size (especially the number of places).
In fact, if we regard the boundary transitions in an FPLN
as fault transitions, then the fault pattern predictability in an
LPN can be reduced to predictability of fault transitions in an
FPLN. Specifically, verifying predictability of fault transitions
for unbounded LPNs is shown as EXPSPACE-hard in [8],
which is also for the problem studied in this paper.

L),y p
(I 1)1 a)p1+N]+wpl+N,”

M, M, .
@)
Fig. 4: The BFP2G of the LPN in Fig. 1(a) with its fault
pattern in Fig. 1(b).

Example 5: Consider again the LPN in Fig. 1(a) and its
fault pattern X represented by (F'PN, SF) in Fig. 1(b). By
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Algorithm 1, we construct its BFP2G in Fig. 4 with two basis
markings and two arcs, where the minimal e-vector on the
arcs is 7, = 0. Since there exists a cycle associated with the
repetitive sequence that is reachable from a dangerous basis
marking Mj, the LPN is not predictable w.r.t. ¥z based on

Theorem 1. O
¥ I ' (tx.‘v‘) 1 (t,m:)
Ui P2 e P3one Proge) M N F
(a) (b)

Fig. 5: (a) An LPN and (b) a fault pattern net (F/PN,SF) in
Example 5.

Example 6: Consider another LPN in Fig. 5(a) and its
fault pattern Y represented by (FPN,SF) in Fig. 5(b).
By Algorithm 1, we build its BFP?G in Fig. 6 with four
basis markings and three arcs, where the minimal e-vectors
on the arcs are 45 = 0 and 7 = (t2,6) + (t3.n,,0) +
(6,t3) + (0,13 , ). The root node of the basis son graph is a
dangerous pair (Ms, {(Mo, 71), (M1, %2), (M2, 91)}), i.e., M3
is a dangerous basis marking. Since there exists no cycle that
is reachable from J\ng, the bounded LPN is predictable w.r.t.
Y r according to Corollary 1. (]

# ] (. 1,10).7, 0:1).7, -
[+ N+ p “"4;1‘“‘ pz+N‘+p§+J\"l”}—>‘((4 i) )p‘+N3+p;'+N:f'}—>|K(‘ ‘)"“pz+Ar:+p;'+N;"

M, M, M, M,

0

Fig. 6: The BFP?G of the LPN in Fig. 5(a) with its fault
pattern in Fig. 5(b).

Other examples considering more than one synchronization
transition in fault patterns are illustrated in a supplementary
material in [22].

VI. CONCLUSION

This paper presents a novel method to verify predictability
of fault patterns for both bounded and unbounded LPNs.
Particularly, by constructing and analyzing the BFP?G of a
given LPN, we obtain a necessary and sufficient condition
for verifying predictability of fault patterns, which does not
need the generation of the full reachability/coverability graph
of any net. Our future work will explore the predictability
enforcement of fault patterns in LPNs.
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