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ABSTRACT Today’s power system is transforming into an increasingly complex entity, consisting of
numerous components, such as transmission lines, controllable loads, and especially different types of
distributed renewable energy sources (DERs). With the growing integration of DERs into the grid, multiple
operational challenges arise, including overvoltage, undervoltage, or increased energy losses. Resolving
these issues demands the implementation of both advanced and effective control strategies. As the dynamic
power system evolves by incorporating new technologies, these control strategies need to consider other
different technical aspects, such as communication protocols or real-time considerations. Additionally, the
rise of smart metering devices has transformed conventional power systems into cyber-physical power
systems (CPPS), which can integrate the advanced control strategies into the cyber layer. Given the operating
challenges and the integration of diverse technologies, it is proposed that a CPPS testbed platform constitutes
an ideal solution for developing and validating technologies in future smart grids. For this purpose, this paper
introduces a co-simulation framework for implementing a CPPS testbed, utilising the real-time simulator,
Typhoon HIL, within a laboratory environment. Additionally, it presents a proposed optimal power flow
(OPF) control strategy that emphasises two key objectives, minimisation of operating costs and power
network loss. The investigation is illustrated by a modified version of IEEE 39-bus test system with the
high integration of DERs. The findings indicate that adopting a CPPS testbed can be advantageous for
implementing real-time research on monitoring and control in a wide area network.

INDEX TERMS Co-simulation, cyber-physical power system, optimal power flow, real-time simulation.

I. INTRODUCTION
A. BACKGROUND
The conventional electrical power grid is experiencing a sig-
nificant transformation across its entire domains, including
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generation, transmission, and distribution [1]. The integra-
tion of various types of DERs, along with the variability in
dynamic loads, presents substantial challenges for operators,
who are responsible for monitoring and control [2]. Not only
challenges, but the growing integration of smart measure-
ment devices has also opened a new horizon of research
on real-time monitoring and control in power system using
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cyber-physical system (CPS). CPS has highly evolved the
traditional power system into a cyber-physical power system
(CPPS) as depicted in Fig. 1. In the CPPS, the physical layer
transmits real-time measurement data and information to the
cyber layer, which processes this data to update the system
status and provides feedback control to the physical system
as needed. The CPPS, therefore, can incorporate technologies
to optimise the generation, distribution, and consumption of
electricity [3].

Over the past year, several tools and techniques for improv-
ing cyber-physical testbeds have been advancing rapidly [4].
Simultaneously, computing and communication systems
within cyber systems have also witnessed the improvements
in performance [5]. This emphasises the need for a CPPS
approach that is interoperable, vendor independent, commu-
nicates using standard protocols, and provides a holistic view
of the power flow process through a Graphical User Interface
(GUI).

FIGURE 1. Cyber-physical power system concept.

B. LITERATURE REVIEW
In recent years, there has been much research in the con-
text of CPPS [6], [7]. For instance, the CPPS modelling
approaches can be summarised in [8] with several aspects
related to CPS applications in domains of practical interest.
One such example is GridSpice, which combines multi-
ple projects into a single simulation package and offers a
simulation environment for modelling interactions between
various components of an electrical network [9]. On the other
hand, a typical attempt to replicate the behaviour of CPPS
is the development of co-simulation. The co-simulation is
commonly used for the integration between power system

simulators (e.g., OpenDSS, PSLF) with a Discrete-Event
simulator (e.g., NS2, OPNET) to simulate cyber-physical
smart grid behaviour [10]. The investigation of co-simulation
for modelling CPPS can be illustrated in [11] and [12].
In addition, to enhance the efficiency of proposed CPPS
methods, the implementation of co-simulation under the real-
time domain becomes more popular in recent years [13], [14].

The introduction of CPPS brings several advantages in
addressing the operational challenges within the power sys-
tem [15]. One of the typical issues is optimal power flow
(OPF). With the diverse and fluctuating input from various
DERs, it is essential to implement proper approaches to
manage these variations effectively. Indeed, numerous efforts
in recent years have been made in this domain, focusing on
developing strategies to handle the unpredictability of DERs
and ensure stable grid operation [16], [17]. For example, the
research [18] proposed OPF solution for driving the inverter
output powers based on the suitable linear approximations
and Lagrangian regularisation methods. In the similar inter-
est, another OPF study employed Equilibrium Optimiser [19]
to enhance grid operations. Some of typical literature review
in OPF can be shown in Table 1, where different objectives
and OPF methodologies are applied.

However, these research in Table 1 have primarily focused
on solving the optimisation problems, such as enhancing
computational efficiency or improving performance in key
objectives, lacking the combination of other critical technolo-
gies. For instance, the communication protocols between the
physical and cyber layers are frequently underemphasised.
The standardised communication protocols in substations
(e.g., IEC 61850, IEEE C37.118) are crucial and contribute to
the seamless integration between cyber and physical layers.
Another critical aspect, which is frequently overlooked, is the
real-time consideration. In a dynamic system, where condi-
tions can change rapidly, the ability to respond in real-time
is crucial. The authors in the investigation [20] designed and
implemented the real-time hardware-in-the-loop for a hybrid
synchrophasor algorithm by using the measurements from
Phasor Measurement Units (PMUs) and IEC-61850-GOOSE
(Generic Object Oriented Substation Message) for control
commands. Accordingly, the authors in this paper emphasised
the importance of real-time processing and the ability to
respond to dynamic conditions using communication proto-
col technologies. Therefore, it is necessary to consider the
integration of multiple aspects to evaluate the performance of
advanced control strategies before actual implementation.

C. CONTRIBUTIONS
Given the need to integrate various technologies, CPPS are
increasingly recognised as a viable solution [21]. To effec-
tively develop and test these integrated systems, a CPPS
testbed becomes essential for the simulation and evaluation of
different technologies interaction within controlled environ-
ments. For this purpose, this paper provides a CPPS testbed
within a laboratory environment that allows researchers and
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TABLE 1. Typical literature review in OPF.

practitioners to perform experiments with real-time data pro-
cessing, communication protocols, and control algorithms
without the risks and complexities associated with real-world
power systems. The main contributions of this paper can be
summarised as:

1. Proposing a CPPS testbed. This paper introduces a
CPPS testbed implementation utilising a co-simulation
platform integrated with communication protocol tech-
nologies, which are commonly used in digital sub-
stations, such as IEEE C37.118.1 for synchrophasor
data transfer and IEC 61850 GOOSE for event-driven
communication.

2. Developing an OPF-based strategy. This paper presents
a strategy that leverages OPF techniques according to
DER penetration level to address the voltage violations
with the combination of two different key objectives,
cost and loss minimisation.

3. Real-time validated experiment. A real-time study case
is implemented using the integrated DER test system,
a modified version of IEEE-39-bus system, demon-
strating the practical application and effectiveness of
the proposed CPPS testbed and OPF-based strategy.

The paper is organised as follows: In Section II, the
co-simulation framework for CPPS combined with communi-
cation protocols is given. In Section III, the proposed plan for
OPF strategy according to DER penetration level is presented.
In the next section, Section IV introduces the experimental
cases. In this section, CPPS testbed within a laboratory envi-
ronment is presented based on the co-simulation platform
for modelling physical layer and cyber layer with relevant
software and hardware. The study cases and their results are
described and discussed in this section. Finaly, Section V
concludes the paper with a highlight overview and further
research direction.

II. CO-SIMULATION FRAMEWORK FOR CYBER-PHYSICAL
POWER SYSTEM TESTBED
The structure of the CPPS testbed using the co-simulation
framework is detailed in Fig. 2. Accordingly, the CPPS
testbed consists of two layers, physical layer and cyber-
netic layer. These layers interact with each other through

information and data transmitted via communication proto-
cols. These protocols play a vital role in the efficient and
reliable operation of power systems by exchanging infor-
mation, enabling seamless integration and interoperability
between different devices. Some notable communication pro-
tocols used in power systems include IEC 61850, DNP3
(Distributed Network Protocol), Modbus, etc. In this paper,
the authors focus on two communication protocols, IEEE
C37.118 and IEC 61850 GOOSE, for exchanging data and
information through two layers, physical and cyber.

IEEE C37.118 is a standard developed by the Institute of
Electrical and Electronics Engineers (IEEE) [22] that defines
the requirements and specifications for the measurement and
communication of synchrophasor data in power systems.
Synchrophasors are precise time-stamped measurements of
voltage and current phasors, which provide detailed informa-
tion about the dynamic behaviour of the power system. On the
other hand, IEC 61850 is an international standard developed
by the International Electrotechnical Commission (IEC) that
defines the communication and interoperability requirements
for substation automation systems in the power utility indus-
try. One of the communication mechanisms defined in IEC
61850 is the GOOSE message [23]. It is a multicast-based
communication protocol used for high-speed and reliable
exchange of real-time data and events between IEDs within a
substation. It enables fast and efficient exchange of informa-
tion critical for substation automation, control, and protection
applications. Moreover, the devices in two layers are often
time-synchronised to achieve the effectiveness of control and
automation as well as coordination of operations. To achieve
time synchronisation, power systems often rely on specialised
protocols and technologies such as Precision Time Protocol
(PTP) or Network Time Protocol (NTP) [24] [25].

In the physical layer, the physical elements of the sys-
tem are represented, including devices such as generators,
transformers, and loads. This document emphasises on syn-
chronous generators equipped with primary and secondary
controllers, alongside inverter-based resources like solar pho-
tovoltaic (PV) and wind turbines connected through the
point of common coupling (PCC) [26]. Synchronous gen-
erators utilise excitation systems and governors to control
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FIGURE 2. Overview of CPPS framework using co-simulation platform.

desired output power, ensuring grid stability [26]. Con-
versely, inverter-based resources employ control algorithms
to adjust their output power according to environmental
conditions and grid demands [27]. The PCC serves as
the interface between renewable resources and the grid,
facilitating bidirectional power flow and coordination with
other grid-connected devices. Additionally, it also includes
measurement equipment such as PMUs. The co-simulation
platform for modelling the physical layer utilises a power
system simulator to model the power network and conduct
the power flow calculations. The power flow values are then
provided to the PMUs and transmit the data to cyber layer.
This layer is designed to simulate the behaviour of real-
world scenarios, considering the dynamic loads that influence
variables such as voltages and currents of power system.

Within the cybernetic layer, key components such as the
SCADA system and dispatch centre play vital roles. Acting
as the human-machine interface (HMI), the SCADA panel
offers a customisable platform for monitoring and managing
operations. Operators benefit from real-time visualisations
of critical data, such as voltage and current magnitude,
enabling them to effectively update the system’s status and
promptly respond as needed. Moreover, operators can utilise
the SCADA panel to transmit control signals, influencing the
system’s behaviour with precision. Meanwhile, the dispatch
centre serves as the control and optimisation centre within
this layer. Leveraging advanced algorithms and techniques,
it autonomously makes decisions to enhance the power sys-
tem’s efficiency. It contains a range of tasks, from fine-tuning
generator outputs to managing energy storage systems under
real-time domain. By adjusting generator outputs, optimising
power flow across transmission lines, and managing energy
storage, the dispatch centre ensures a seamless balance

between supply and demand, ultimately enhancing the overall
efficiency of the power system.

In addition, the cyber layer also incorporates signal pro-
cessing components and Python-based application program-
ming interfaces (APIs) that interact with model-based system
engineering toolchains, serving as the co-simulation platform
for the cyber layer. These tools enable coordinated operations
and allow the integration of different control strategies. Based
on the measurement data that is mainly voltage and current
information, the up-to-date network information can be com-
puted for the models-based system according to (1) and (2) at
each point of measurements [28]. Then, the relevant informa-
tion such as network topologies, load demands, etc. are sent to
the optimisation model. By utilising the optimisation model
combined with OPF strategies that are given in Section III,
the dispatch centre determines the optimal active and reactive
power outputs.

P3φ =
√

3
∣∣V3φ

∣∣ ∣∣I3φ

∣∣ cos(θ ) (1)

Q3φ =
√

3
∣∣V3φ

∣∣ ∣∣I3φ

∣∣ sin(θ ) (2)

where P3φ , Q3φ are the three-phase active and reactive
power, respectively. V3φ , I3φ are the measured magnitude of
three-phase voltage and current, respectively while θ is the
phasor difference between voltage and current.

III. OPTIMAL POWER FLOW METHODOLOGY
Optimal power flow (OPF) plays a critical role in the opera-
tion of power systems by adjusting device setpoints to achieve
predefined objectives while adhering to operational con-
straints [29]. Two primary objectives commonly addressed
in OPF are minimising power losses and reducing operating
costs.
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Over the years, there has been a lot of research on OPF
with these two objectives individually, as well as combin-
ing these objectives into multiple objectives [30]. However,
multi-objective optimisation poses challenges, particularly in
controlling variables that may not align strictly with a single
objective but instead lie between two or more conflicting
goals. As a result, determining which objective to prioritise
remains a prominent challenge in power system control and
operation.

At the same time, integrating more DERs into the power
grid makes the OPF problem more complex, such as changes
in power flow direction, network complexities, etc. More
DERs penetration influences on power system can be found
in [31] and [32]. By fully utilising the generated active power
from DERs, this leads to the changes in relevant constraints
of OPF problem.

Considering the classical example of OPF aimed at
minimising operational costs, this scenario prioritises the
operational cost of the most economical generation source,
often overlooking factors such as the location of the genera-
tion source and nearby loads. This results in an increase in
transmission power losses. In networks with high integra-
tion of DERs, and due to their low operational costs, the
full capacity generated by the DERs is prioritised, which
indirectly impacts power losses. Therefore, in OPF focused
on economic objectives, it is crucial to analyse the impact
of the DER penetration level to mitigate adverse effects on
the system, such as increased power losses and significant
voltage drops, despite the reduced operational expenses.

On the other hand, the power generated by renewable
energy based DERs, such as wind turbines, and solar PV,
fluctuates in nature or is different in nature (AC or DC), so its
powers are not directly connected to the grid. In most cases,
power electronics converters are used to control and optimise
the regulated power output from the converters. Depending
on the objective, the control algorithms are expected to set
active power and reactive power setpoints for the inverter-
based sources.

In this paper, Volt-Var control and Volt-Watt control are
combined and considered as a centralised voltage control
method to mitigate voltage violations as well as satisfy
the objectives. The objective function F(x⃗, u⃗) is established
by formulating it subject to equality constraint G(x⃗, u⃗) and
inequality constraint H (x⃗, u⃗), as shown in (3).

Minimise F(x⃗, u⃗)

Subject to : G(x⃗, u⃗) = 0, H (x⃗, u⃗) ≤ 0 (3)

The controllable vector, denoted as x⃗, consists of indepen-
dent variables such as active power from NGEN number and
the reactive power from NDER available in the power grid.
On the other hand, the vector u⃗ includes dependent variables
such as bus voltage magnitude |Vn| and transmission line
loading Sk with kis the number of transmission lines in the
network.

In this study, the function F(x⃗, u⃗) is an explicit function
derived from (4) as the objective of minimisation of operating
cost. In here, the cost function f (x⃗) is defined as piecewise
linear functions, providing a detailed relationship between
controllable variables and operational cost, as shown in (5).
In this equation, α = 0, . . . , n stands for number of intervals
or points (n) at which the cost changes, c1, . . . , cα represents
the cost rates for each interval, while p1, . . . , pα denotes
the different thresholds of variables where the cost changes.
In the other hand, p = x0, . . . , xi represents the point at
which value is to be estimated or interpolated. This equation
employs linear interpolation to estimate the cost between two
known points α and α+1 based on the linear relationship [33].

F(−→x , u⃗) =

∑
C(−→x )

where C(−→x ) =
[

C0 (x0) C1 (x1) . . . Ci (xi)
]

(4)

∀i = 0, 1, . . . , (NGEN + NDER)

C(p) = cα + (p − pαER)
cα+1 − cα

pα+1 − pα

where (pα, cα) =


(p0, c0) , p0 < p < p1

. . .

(pn−1, cn−1) , pn−1 < p < pn

(5)

As the objective of minimisation of the power loss (Ploss) in
the transmission system, the function F(x⃗, u⃗) can be modified
as (6). The network losses, either for the whole of a network
or for certain sections and lines, are non-separable functions
of dependent and independent variables.

F(x⃗, u⃗) = Ploss =

NL∑
l=1

Re

{∣∣βi,aVi − βj,bVj
∣∣2

Y ∗
bc

}
(6)

where, βi,a and βj,b are binary parameters and they indicate
if the i-th or j-th bus is connected (1) or not (0) to the l-th
branch and Vi (Vj) is the respective nodal voltage. n is the
number of buses, Gij is the real part of the (i, j)th entry of bus
admittance matrix; Bij is the imaginary part of the (i, j)th entry
of bus admittance matrix. Pi is the net real power injection at
bus i and Qi is net reactive power rejection at bus i. PG,i, QG,i
are the active, reactive power of generator, respectively. QS,i
is the reactive power of smart inverters at solar, wind plants,
synchronous generators.

The equality constraint presents the power flow equations
as (7) and (8), ensuring the balance between generated and
consumed power.

Pi = Vi

n∑
j=1

Vj(Gij cos δij + Bij sin δij) (7)

Qi = Vi

n∑
j=1

Vj(Gij sin δij + Bij cos δij) (8)

where, Pi is the net real power injection at bus i, and Qi is the
net reactive power rejection at bus i. Vi (Vj) is the respective
nodal voltage. nis the number of buses, Gij is the the real
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FIGURE 3. The flowchart of the Ipopt algorithm and proposed OPF approach.

part of the (i, j)th entry of the bus admittance matrix, Bij is
the imaginary part of the (i, j)th entry of the bus admittance
matrix.

The inequality constraint outlines the permissible limits
for state variables, safeguarding the operational boundaries.
According to the IEEE 1547-2018 standard, the reactive
power of smart inverters is limited, adding one more con-
straint to the optimisation model as given by (9), where m
is the scaling factor of the reactive power limit.

−mSDERj ≤ QDERj ≤ mSDERj (9)

On the other hand, the voltage limits are taken as
(V min, V max), as shown in (10). Other constraints are gener-
ators’ active power limitation taken as (Pmin, Pmax) followed
by (11) and maximum limit of transmission (Smax) shown
in (12).

V min
≤ |Vn| ≤ V max with n = 1, . . . , Nbus (10)

Pmin
≤ PGENj ≤ Pmax with j = 1, . . . , NGEN (11)

Sk ≤ Smax with k = 1, . . . , Nline (12)

The optimisation model is used in the analysis of DER
penetration level in OPF for two major different objectives.
Up to a certain limit, DER penetration level will have impacts
in the power system. The analysis of DER penetration level
will be performed in Section IV. Accordingly, the percentage
of DER penetration level will be used as the threshold to
determine the OPF operating mode for the power system.

On the other hand, integrating an optimiser solver into the
real-time domain is crucial for maintaining competitiveness
in operating environments. While large-scale optimisation
models have been developed to address this need, their size

and complexity often present challenges for many available
optimisation solvers. Recent research has focused on improv-
ing real-time performance of optimiser solvers through the
development of efficient large-scale methods for nonlinear
computation, such as differential evolution optimisation [34]
or particle swarm optimisation [35], etc.

A significant advancement in this area is the interior-point
optimiser algorithm, which enables rapid computation of
approximate solutions for nonlinear optimisation problems,
thus facilitating online computation [36]. As a result,
the Ipopt algorithm, known for its efficiency in solv-
ing large-scale nonlinear optimisation problems, has been
selected for the OPF process in this study.

As Ipopt is a population-based optimisation algorithm,
parameters like population size, strategy, mutation rate,
recombination index, seed, polish, tolerance, and maximum
iteration are set during the initialisation phase. After initial-
isation, the fitness function of the population is determined
using the objective function. Offspring are generated from
the population, and their fitness functions are also evaluated.
If an offspring’s fitness surpasses that of its parents, the parent
population is replaced with the offspring to identify the best
fit. This process continues for the entire population until the
maximum iteration limit is reached. The flowchart of the
Ipopt algorithm and OPF approach are depicted in Fig. 3.

IV. EXPERIMENTAL CASES
A. CO-SIMULATION PLATFORM WITHIN LABORATORY
ENVIRONMENT
This section illustrates the implementation of the real-time
CPPS testbed with relevant software and hardware within
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a laboratory environment. The testbed is carried out
at Digital Energy System Laboratory (DIgEnSys-Lab) at
University of South-Eastern Norway, campus Porsgrunn
(https://fglongattlab.fglongatt.org), which consists of relevant
software and hardware [37].

Typhoon HIL, a real-time simulator, is considered as a core
for the co-simulation framework. It includes two main com-
ponents, Schematic Editor and HIL SCADA. The Schematic
Editor offers simulation libraries that include communication
block models (PMU block [38], and IEC 61850 GOOSE
block [39]), which facilitate data exchange using communi-
cation protocols within LAN network. Accordingly, in the
DIgEnSys-Lab, two Typhoon HIL version HIL604 are used,
corresponding to two layers, physical and cybernetic, for
CPPS testbed. On the other hand, HIL SCADA can inte-
grate Python packages, enabling the creation of a Python
API-based co-simulation framework. The signal processing
performed in HIL SCADA can be seamlessly transferred to
the communication block models within the Schematic Edi-
tor, paving the way for the communication in CPPS testbed.
The configuration settings of real-time simulator, Typhoon
HIL, can be found in Table 2.

According to Fig. 2, in physical layer, there is a
co-simulation between pandapower [40] and HIL SCADA
inside Typhoon HIL. The test system is modelled separately
in pandapower with initial variables of elements and rel-
evant constraints, and the Python-based API is utilised to
execute the power flow based on Newton-Raphson using
pandapower in engine mode at physical layer. The power
flow results, including voltage, current, and their phasors, are
transferred from HIL SCADA to Schematic Editor, where
‘PMU send’ blocks are located. The number of PMU blocks
corresponds to the number of busbars in the test system.
In this paper, the optimal placement of PMUs is neglected,
and it is assumed that measurement values are available for all
busbars.

FIGURE 4. Laboratory framework for real-time CPPS experimental studies
with blue line indicated for Ethernet connection and yellow line indicated
for coaxial connection.

In cyber layer, the measurement from physical layer
is received via ‘PMU receive’ blocks. The measurement
data is used to update the status of physical system using

TABLE 2. Configuration of real-time simulator.

TABLE 3. Original and replaced generation rated power.

(1) and (2). In this layer, the optimisation model will be
activated according to specific conditions and send the opti-
mal values to physical layer via GOOSE block. To configure
the GOOSE message, a third party is used to craft the
required.scd file (Substation Configuration Description) [41].

Fig. 4 shows the laboratory framework associated with
devices used in this study. Two HIL604 corresponding to
two layers are time-synchronised through a satellite clock in
the laboratory via coaxial cables. In addition, it is necessary
to have two PCs in order to implement two models corre-
sponding to two layers. The simulation models are deployed
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in Typhoon HIL software version 2023.2. Two PCs are
connected to two HIL 604s for data and information exchange
via communication protocol performance. The devices used
in this paper framework are connected with the LAN in the
laboratory, therefore, the communication protocol with data
and information exchange between two layers can be done
via Ethernet.

B. TEST SYSTEM AND TIME-SERIES DATA
The test system used in this paper is the modified version
of the classical IEEE 39-bus system [42] involving load, and
generation according to [43]. The test system is composed of
19 loads with a peak power equal to 6097.1 MW. The new
additional power sources present 1500 MVA of wind power
plants (WPPs), 2500 MVA of photovoltaic power plants
(PVPPs), and 3500 MVA of conventional thermal generators
with a nominal power factor of 0.85. The substitution of the
original generators in the modified version of the IEEE-39-
bus test system is detailed in Table 3.

DERs in the test system, consisting of wind and solar
generation, have a negligible cost of $0.00 per MWh since it
comes to developing energy markets [43]. In contrast, thermal
generators have variable marginal prices depending on their
technology and fuel. These prices are determined based on
the segmented cost of production (Cg), which is outlined
in Table 4 along with the corresponding breakpoints (BP).
In accordance with (5), the segment cost of production is
defined by the cost rates for each interval, with the break-
points indicating the points at which the cost changes. In this
case, there are three breakpoints, each corresponding to a
distinct cost segment.

TABLE 4. Generators marginal cost.

Furthermore, to get the real-world cases for CPPS testbed
implementation, the authors used the time-series data for
dynamic loads, PVPPs, and WPPs followed [44]. The time
series data includes one year of test system data for each
region and dynamic load, with updates provided on an hourly
basis. A typical 24-hour dataset is illustrated in Fig. 5. More-
over, Fig. 5(a) shows the active power of PVPPs, while
Fig. 5(b) displays the active power of WPPs. Fig. 5(c)
presents some typical loads located at buses; for instance,
Load 03 represents the load at bus 03.

FIGURE 5. 24-hour typical time-series profile used in CPPS testbed
experiment. (a) PVPPs, (b) WPPs, (c) Loads.

C. OFFLINE ANALYSIS
Before implementing the CPPS experimental cases with time-
series data, it is necessary to carry out a series of offline
simulation studies to ensure the robustness of the proposed
approach.
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In this paper, for OPF problem, the authors used the
Python-based Ipopt optimiser solver, which is integrated into
the cyber layer of CPPS testbed. The Ipopt algorithm has
become increasingly popular for its non-linear optimisation
capabilities, particularly in recent studies, such as [45], where
it was applied to TSO-DSO coordination in OPF scenar-
ios. While these studies often rely on offline simulations
using specialised power system software, implementing OPF
within the rea-time domain of the CPPS presents significant
challenges.

Leveraging the effectiveness of offline power system sim-
ulators for OPF studies, a comparative analysis is conducted
to validate the chosen optimisation solver, Ipopt, on the test
system. This analysis compares the Python-based platform
with the DIgSILENT PowerFactory platform. A validation
case focusing on peak load and peak DER active power
capability is performed. Both platforms are evaluated on the
same objectives of power loss minimisation with relevant
constraints.

Accordingly, the boundary of inequality constraints for the
validation case is defined with a 5% deviation in voltage
magnitude as shown in (10). Additionally, the reactive power
boundary, as outlined in (9), is set at 45% according to the
specification in [46]. The power flow through each transmis-
sion line is constrained to 100% of the line loading, ensuring
the system operates within its thermal limits as shown in (12).
The active power output of the generator is limited by their
operational capabilities, with the minimum set at 0 and the
maximum defined by their maximum generation capacities
followed by (11), as detailed in Table 4. The initial setting of
Ipopt algorithm in both platforms and further offline analysis
is configured with the parameters shown in Table 5.

TABLE 5. Initial parameters for Ipopt algorithm.

Fig. 6 presents the voltage magnitude and phase angle
at the busbar in the test system, as obtained from the OPF
study on both platforms. The voltage magnitude and phase
angle show minimal differences between the two platforms.
Additionally, the power losses are nearly identical, with the
Python-based platform yielding 31.7 MW and DIgSILENT
PowerFactory yielding 31.8 MW. These results indicate that
the Python-based Ipopt algorithm performs well in the OPF
study and can be effectively integrated into the cyber layer of
the CPPS testbed.

Offline analyses are performed using the Ipopt algorithm
on the Python platform. The goal of these studies is to
determine the DER penetration threshold that would require
the modification of the optimisation objectives. Accordingly,

FIGURE 6. Comparison of Ipopt algorithm executed in Python-based (PM)
platform and DIgSILENT PowerFactory (PF) platform. (a) Voltage
magnitude, (b) Voltage angle.

a series of OPF simulations is performed due to the varia-
tion of DER penetration level. The relevant boundaries and
constraints are set up in the same manner as in the validation
case.

In the proposed test system, modified version of
IEEE-39-bus, the DER penetration level is adjusted in propor-
tion to the total load demand. Specifically, the active power
of DERs in the system is initially set to their maximum rated
power, as outlined in Table 4, and then scaled by the ratio:

n =
1

(Pmax
DER/Pmax

Load )
× k (13)

where, Pmax
DER is the peak active power of DERs and Pmax

Load
is the peak active power of load demand in the test system.
The offline analysis is executed according to k,the DERs
penetration percentage, which varies from 10% to 60%.

Fig. 7 presents a comparison of the results obtained from
the OPF analysis with two objectives, cost minimisation and
lost minimisation, and without OPF. In the scenarios with-
out OPF, with a rise in DER penetration level, the power
losses decrease at a certain point (at 40%), then it starts
to rise, forming a quadratic characteristic curve. Moreover,
as illustrated in Fig. 7(a), both OPF processes, under two
different objectives, achieve lower power losses compared to
the scenario without OPF, demonstrating the effectiveness of
the OPF algorithm. The reduction in power loss is due to the
adjustment of reactive power by the smart inverters in DERs.
Furthermore, the power loss associated with economic objec-
tive based on OPF, as described in (4), decreases according to
the DERs penetration level percentage from 10% to 40%.
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FIGURE 7. OPF analysis based on percent of DER penetration level.
(a) Power loss, (b) Operating cost.

However, beyond 40%, power loss begins to rise gradu-
ally compared to the loss minimisation objective. This rise
comes from the fact that the economic objective of the OPF
prioritises the use of active power generated by DERs, since
it does not incur fuel costs rather than utilising power gener-
ated by fuel generators. As DERs penetration grows, the full
utilisation of DERs capacity starts to impact the transmission
network, particularly the load located at long distances from
the DERs.

The effectiveness of the cost minimisation OPF is clearly
demonstrated in Fig. 7(b), where the total operating cost
is consistently lowest across all levels of DER penetration.
From the offline analysis, 40% is, therefore, selected at the
threshold of DER penetration level, and this value will be
used for the real-time CPPS testbed experiment according to
the flowchart in Fig. 3.

D. REAL-TIME CPPS TESTBED EXPERIMENTAL RESULTS
In the physical layer, the co-simulation platform integrat-
ing pandapower and Typhoon HIL continuously executes
power flow analysis at each simulation interval. During each
interval, the platform transfers the magnitude and phasor
information of voltage and current from the busbars through
several PMU blocks, as referenced in [38]. This experiment
utilises time-series dataset comprising 1,000 data points,
ensuring the system’s dynamic behaviour. The time-series
data of the loads, DERs profile spanning in hours will be
transformed into a scaled down representation of seconds
according to the implementation of real-time CPPS.

The measurements obtained are transmitted to the cyber-
netic layers, where they are employed to update the physical
system’s status according to the governing equations, specifi-
cally (1) and (2). Moreover, at the cybernetic layer, the vector
of voltage magnitude measurement is compared with the
predefined threshold. When the voltage of any busbar in the
test system exceeds the limit of 5% of the nominal phase

voltage, the OPF process with the same initial boundary as
the offline analysis will be activated to generate the optimum
setpoints of generators and DERs. According to the DER
penetration threshold percent as 40% from the offline anal-
ysis, the objective of OPF is modified with two operating
modes, cost minimisation and loss minimisation, to address
the voltage violation.

To demonstrate the communication between two layers
of CPPS testbed, a well-known network protocol analyser,
Wireshark, is employed [47]. Fig. 8 shows the commu-
nication protocol capture packages, IEEE C37.118, and
IEC 61850 GOOSE, from two different IP addresses cor-
responding to two HIL604 within the LAN network of
DIgEnSyS-Lab. The monitoring and control panel at the
cybernetic layer can be visualised in Fig. 9 based on avail-
able widgets in Typhoon HIL environment. Accordingly, the
visualisation of the test system along with the measurements
are available in the cyber layer. The step-by-step of using
these widgets to construct the GUI can be followed by
[48] and [49].

FIGURE 8. Communication protocols captured by Wireshark.

On the other hand, during the real-time CPPS testbed
experiment, the recorded results are visualised in Fig. 10
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FIGURE 9. GUI of cybernetic layer including visualisation of the test system (the original generators are replaced by the distributed generations) as
SCADA panel, and control widgets representing for power dispatch control.

and Fig. 11. Specifically, Fig. 10 presents a comparison of
results with and without the OPF process. The values from
without OPF are derived from an offline analysis conducted
using Monte Carlo simulation, which utilises the time-series
data similar to the CPPS testbed experiment. Accordingly,
Fig. 10(a) and Fig. 10(b) show the active power of generators
in two cases, without OPF and, with the proposed OPF,
respectively. It can be observed that the active power of Gen
1 decreases when OPF is applied. This reduction occurs since
Gen 1 has the highest operating cost among the generators in
the test system. By lowering the output of Gen 1, the OPF
process reduces the total operating cost of the system, opti-
mising the overall economic performance while still meeting
the required load demand.

In addition, to ensure that the voltage constraints are satis-
fied within the optimisation problem, the OPF is performed
during the real-time CPPS testbed experiment to determine
the optimal reactive power setpoints for each DERs as shown
in Fig. 10(d). Compared to the reactive power of DERs in
the case of without OPF as shown in Fig. 10(c), the reactive
power from DERs is more effectively utilised while remain-
ing within permissible limits. For instance, the reactive power
of RES 24 is adjusted within its maximum capacity, which is
45% of its rated power of 680 MVA, as indicated in Table 3.

With the optimum reactive power of DERs during the OPF
process, the voltage violations have been mitigated in the
network as shown in Fig. 10(f), with OPF, compared the
voltage magnitude obtained at buses in Fig. 10(e), without
OPF. In case of with OPF process, the results demonstrate
that the voltage magnitude at busbar in the test system, under
OPF, remained well within the prescribed limits of Vmax at
1.05 pu and Vmin at 0.95 pu, while without OPF, the voltage

magnitude at buses, for instance, Bus 1, exceeds the prede-
fined voltage threshold. This indicates the effectiveness of
the OPF process in maintaining voltage stability across the
network.

The absorption or injection of reactive power has a signifi-
cant impact on the total losses in the network [17]. This effect
is clearly demonstrated in Fig. 11(a), where a comparison
of power losses with and without OPF is presented. The
results show that implementing OPF significantly reduces
power losses, with a maximum value of 65 MW, compared
to 140 MW in the absence of OPF. Additionally, the operating
cost of the system is optimised by the adjustment of active
power of the generators. Fig. 11(b) illustrates a comparison
of operating costs for both scenarios, showing that with OPF,
the operating cost remains below 6 million dollars throughout
the study period, while without OPF, it rises significantly,
reaching up to 30 million dollars.

The cyber layer, which continuously updates the active
power of the load demand, and the active power generated
by the DERs, compares these values and selects the appro-
priate OPF objective. Specifically, when the DER power
output (PDERs) is less than 40% of the total load demand
(PLoad ), the OPF objective is selected as cost minimisation,
while when PDERs exceed 40% of PLoad , the OPF objective
switches to loss minimisation. Accordingly, two OPF objec-
tives, minimising power losses or minimising operating costs,
are modified automatically according to the DER penetration
percent threshold, which can be seen in Fig. 11(c) through the
operating modes, mode 1 and mode 2.

Throughout the experiment, total power losses with OPF
are consistently lower than without it, and operating costs
with OPF are generally reduced as well. However, there are
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FIGURE 10. (a), (b) Active power of generators in case without OPF and with OPF, respectively. (c), (d) reactive power of DERs in case without
OPF and with OPF, respectively. (e), (f) voltage magnitude obtained at buses in case without OPF and with OPF, respectively.

periods when operating costs with OPF increase, compared to
without OPF case. This occurs due to shifts in OPF objectives.
For instance, at 780 seconds, the OPF objectives shift from
minimising operating costs to minimising power losses. Con-
sequently, the total power losses decrease, while the operating
costs rise during this period.

V. DISCUSSION AND CONCLUSION
A. DISCUSSION
Modern power systems are increasingly incorporating dis-
tributed renewable energy sources, which offer significant
benefits such as reducing CO2 emissions in power systems

and meeting the growing load demands. However, this inte-
gration also introduces additional complexity, leading to
various management and operational challenges. As the focus
shifts towards the digitalisation and automation of substa-
tions, the rise of digital measurement devices is transforming
power systems into cyber-physical systems. This transfor-
mation enables more seamless data exchange between the
physical and cyber layers, allowing for the incorporation
of advanced control technologies within the cyber system.
However, several research works in recent years has shown
efforts on advanced control for power system, lacking the
combination of other critical aspects, such as communication
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protocols or real-time considerations, as shown in Table 1.
Therefore, there is a critical need for approaches that combine
state-of-the art technologies and validate them before actual
implementation. For this purpose, a cyber-physical power
system (CPPS) testbed is considered a critical solution.

FIGURE 11. (a), (b) Comparison of power loss and operating cost in two
cases, with and without OPF, respectively. (c) OPF mode in optimisation
model, 1-Minimisation of power loss, 2-Minimisaton of operating cost.

In this paper, the CPPS testbed is implemented using a
co-simulation framework within a laboratory environment.
Two real-time simulators, Typhoon HIL version HIL604, are
used to represent the physical and cyber layers. Communica-
tion between two simulators is facilitated by the deployment
of IEEE C37.118 and IEC 61850 GOOSE communication
protocols. The CPPS testbed operates on a co-simulation
platform, combining pandapower and Typhoon HIL to sim-
ulate the physical layer, while the cyber layer integrates
the Typhoon HIL with the Ipopt optimiser for an optimal
power flow (OPF) control strategy. Additionally, this research
proposes an OPF control strategy that modifies key objec-
tives, minimising operating cost or minimising power loss,
in response to the DER penetration levels under analysis. The
impact of DER penetration on two OPF objectives can lead to
an increase in power loss within the power system. As illus-
trated in Fig. 7(a), when focusing on cost minimisation, there

is a point at which power loss begins to rise. This increase
occurs since lower-cost generation sources are prioritised,
even when they supply power over long distances. Therefore,
the modification of OPF objectives is vital in power system
operation when the system runs in the OPF mode.

Furthermore, with the capability of exchanging data within
the CPPS testbed, it is well-suited for conducting further
research in several critical areas. Some of the suggested
research topics that can be explored using the CPPS testbed
include:

- Communication latencies: Investigating the impact of
communication delays on the performance and stability of
power systems, especially as it relates to real-time data
exchange between the physical and cyber layers.

- Cybersecurity: Exploring the vulnerabilities of cyber-
physical systems to potential cyberattacks and developing
robust security measures to protect the integrity and confi-
dentiality of data within the CPPS.

- Advanced control algorithms: Developing and testing dif-
ferent advanced control strategies that optimise power flow,
enhance system stability, and ensure efficient operation under
varying conditions.

- Virtualised protection and control. The deployment of
CPPS testbed can benefit in enhancing the protection and
control functionalities.

- Integration of cyber layer functionalities: Enhancing the
capabilities of the cyber layer, including state estimation, fault
detection, and anomaly detection, etc.

B. CONCLUSION
In conclusion, transitioning to a power system with high
levels of DERs presents significant technical challenges that
must be addressed. The technical feasibility of this transi-
tion is supported by studies highlighting the critical role of
the CPPS testbed, which focuses on the interaction between
power and information flow across the physical and cyber
layers. This article contributes to the field by presenting a
research implementation approach using a real-time CPPS
testbed, developed through a co-simulation framework and
integrated with standardised communication protocols. Addi-
tionally, an advanced OPF strategy is proposed based on
the objectives modification in reducing operating cost and
power loss. Aiming to large-scale monitoring and control, this
work provides valuable insights and methodologies that can
assist scholars and researchers in developing future power and
energy systems.
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