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ABSTRACT Today’s power system is transforming into an increasingly complex entity, consisting of
numerous components, such as transmission lines, controllable loads, and especially different types of
distributed renewable energy sources (DERSs). With the growing integration of DERs into the grid, multiple
operational challenges arise, including overvoltage, undervoltage, or increased energy losses. Resolving
these issues demands the implementation of both advanced and effective control strategies. As the dynamic
power system evolves by incorporating new technologies, these control strategies need to consider other
different technical aspects, such as communication protocols or real-time considerations. Additionally, the
rise of smart metering devices has transformed conventional power systems into cyber-physical power
systems (CPPS), which can integrate the advanced control strategies into the cyber layer. Given the operating
challenges and the integration of diverse technologies, it is proposed that a CPPS testbed platform constitutes
an ideal solution for developing and validating technologies in future smart grids. For this purpose, this paper
introduces a co-simulation framework for implementing a CPPS testbed, utilising the real-time simulator,
Typhoon HIL, within a laboratory environment. Additionally, it presents a proposed optimal power ow
(OPF) control strategy that emphasises two key objectives, minimisation of operating costs and power
network loss. The investigation is illustrated by a modi ed version of IEEE 39-bus test system with the
high integration of DERs. The ndings indicate that adopting a CPPS testbed can be advantageous for
implementing real-time research on monitoring and control in a wide area network.

INDEX TERMS Co-simulation, cyber-physical power system, optimal power ow, real-time simulation.

I. INTRODUCTION generation, transmission, and distribution [1]. The integra-
A. BACKGROUND tion of various types of DERs, along with the variability in
The conventional electrical power grid is experiencing asig-  dynamic loads, presents substantial challenges for operators,

ni cant transformation across its entire domains, including who are responsible for monitoring and control [2]. Not only
challenges, but the growing integration of smart measure-
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cyber-physical system (CPS). CPS has highly evolved the
traditional power system into a cyber-physical power system
(CPPS) as depicted in Fig. 1. In the CPPS, the physical layer
transmits real-time measurement data and information to the
cyber layer, which processes this data to update the system
status and provides feedback control to the physical system
as needed. The CPPS, therefore, can incorporate technologies
to optimise the generation, distribution, and consumption of
electricity [3].

Over the past year, several tools and techniques for improv-
ing cyber-physical testbeds have been advancing rapidly [4].
Simultaneously, computing and communication systems
within cyber systems have also witnessed the improvements
in performance [5]. This emphasises the need for a CPPS
approach that is interoperable, vendor independent, commu-
nicates using standard protocols, and provides a holistic view
of the power ow process through a Graphical User Interface
(GUI).
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FIGURE 1. Cyber-physical power system concept.

B. LITERATURE REVIEW

In recent years, there has been much research in the con-
text of CPPS [6], [7]. For instance, the CPPS modelling
approaches can be summarised in [8] with several aspects
related to CPS applications in domains of practical interest.
One such example is GridSpice, which combines multi-
ple projects into a single simulation package and offers a
simulation environment for modelling interactions between
various components of an electrical network [9]. On the other
hand, a typical attempt to replicate the behaviour of CPPS
is the development of co-simulation. The co-simulation is
commonly used for the integration between power system
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simulators (e.g., OpenDSS, PSLF) with a Discrete-Event
simulator (e.g., NS2, OPNET) to simulate cyber-physical
smart grid behaviour [10]. The investigation of co-simulation
for modelling CPPS can be illustrated in [11] and [12].
In addition, to enhance the ef ciency of proposed CPPS
methods, the implementation of co-simulation under the real-
time domain becomes more popular in recent years [13], [14].

The introduction of CPPS brings several advantages in
addressing the operational challenges within the power sys-
tem [15]. One of the typical issues is optimal power ow
(OPF). With the diverse and uctuating input from various
DERs, it is essential to implement proper approaches to
manage these variations effectively. Indeed, numerous efforts
in recent years have been made in this domain, focusing on
developing strategies to handle the unpredictability of DERs
and ensure stable grid operation [16], [17]. For example, the
research [18] proposed OPF solution for driving the inverter
output powers based on the suitable linear approximations
and Lagrangian regularisation methods. In the similar inter-
est, another OPF study employed Equilibrium Optimiser [19]
to enhance grid operations. Some of typical literature review
in OPF can be shown in Table 1, where different objectives
and OPF methodologies are applied.

However, these research in Table 1 have primarily focused
on solving the optimisation problems, such as enhancing
computational ef ciency or improving performance in key
objectives, lacking the combination of other critical technolo-
gies. For instance, the communication protocols between the
physical and cyber layers are frequently underemphasised.
The standardised communication protocols in substations
(e.g., IEC 61850, IEEE C37.118) are crucial and contribute to
the seamless integration between cyber and physical layers.
Another critical aspect, which is frequently overlooked, is the
real-time consideration. In a dynamic system, where condi-
tions can change rapidly, the ability to respond in real-time
is crucial. The authors in the investigation [20] designed and
implemented the real-time hardware-in-the-loop for a hybrid
synchrophasor algorithm by using the measurements from
Phasor Measurement Units (PMUs) and IEC-61850-GOOSE
(Generic Object Oriented Substation Message) for control
commands. Accordingly, the authors in this paper emphasised
the importance of real-time processing and the ability to
respond to dynamic conditions using communication proto-
col technologies. Therefore, it is necessary to consider the
integration of multiple aspects to evaluate the performance of
advanced control strategies before actual implementation.

C. CONTRIBUTIONS

Given the need to integrate various technologies, CPPS are
increasingly recognised as a viable solution [21]. To effec-
tively develop and test these integrated systems, a CPPS
testbed becomes essential for the simulation and evaluation of
different technologies interaction within controlled environ-
ments. For this purpose, this paper provides a CPPS testbed
within a laboratory environment that allows researchers and
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TABLE 1. Typical literature review in OPF.

Control variables OPF Method Objective Regl—Tlm.e Communication Ref
Consideration Protocol
Output power of Wind Particle swarm optimisation and Cost/Loss x x [50]
Turbines, PV Generation gravitational search algorithm minimisation
. . . . . Cost
Active power of generators Mixed-integer linear programming minimisation X X [51]
Reactive power of DERs Differential Evolution _ Loss v X [28]
minimisation
Active, reactive power of . . Cost/Loss v
generators and DERs Receding Horizon Control minimisation x CIM (IEC 61970) [52]
Active, reactive power of Quasi-Newton Method ‘ ‘Cqst . v x 53]
generators minimisation
Active power of generators Alternating dlrgctlp n method of . L 088 v X [54]
multiplier minimisation

practitioners to perform experiments with real-time data pro-
cessing, communication protocols, and control algorithms
without the risks and complexities associated with real-world
power systems. The main contributions of this paper can be
summarised as:

1. Proposing a CPPS testbed. This paper introduces a
CPPS testbed implementation utilising a co-simulation
platform integrated with communication protocol tech-
nologies, which are commonly used in digital sub-
stations, such as IEEE C37.118.1 for synchrophasor
data transfer and IEC 61850 GOOSE for event-driven
communication.

2. Developing an OPF-based strategy. This paper presents
a strategy that leverages OPF techniques according to
DER penetration level to address the voltage violations
with the combination of two different key objectives,
cost and loss minimisation.

3. Real-time validated experiment. A real-time study case
is implemented using the integrated DER test system,
a modi ed version of IEEE-39-bus system, demon-
strating the practical application and effectiveness of
the proposed CPPS testbed and OPF-based strategy.

The paper is organised as follows: In Section II, the
co-simulation framework for CPPS combined with communi-
cation protocols is given. In Section I11, the proposed plan for
OPF strategy according to DER penetration level is presented.
In the next section, Section 1V introduces the experimental
cases. In this section, CPPS testbed within a laboratory envi-
ronment is presented based on the co-simulation platform
for modelling physical layer and cyber layer with relevant
software and hardware. The study cases and their results are
described and discussed in this section. Finaly, Section V
concludes the paper with a highlight overview and further
research direction.

Il. CO-SIMULATION FRAMEWORK FOR CYBER-PHYSICAL
POWER SYSTEM TESTBED

The structure of the CPPS testbed using the co-simulation
framework is detailed in Fig. 2. Accordingly, the CPPS
testbed consists of two layers, physical layer and cyber-
netic layer. These layers interact with each other through
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information and data transmitted via communication proto-
cols. These protocols play a vital role in the ef cient and
reliable operation of power systems by exchanging infor-
mation, enabling seamless integration and interoperability
between different devices. Some notable communication pro-
tocols used in power systems include IEC 61850, DNP3
(Distributed Network Protocol), Modbus, etc. In this paper,
the authors focus on two communication protocols, IEEE
C37.118 and IEC 61850 GOOSE, for exchanging data and
information through two layers, physical and cyber.

IEEE C37.118 is a standard developed by the Institute of
Electrical and Electronics Engineers (IEEE) [22] that de nes
the requirements and speci cations for the measurement and
communication of synchrophasor data in power systems.
Synchrophasors are precise time-stamped measurements of
voltage and current phasors, which provide detailed informa-
tion about the dynamic behaviour of the power system. On the
other hand, IEC 61850 is an international standard developed
by the International Electrotechnical Commission (IEC) that
de nes the communication and interoperability requirements
for substation automation systems in the power utility indus-
try. One of the communication mechanisms de ned in IEC
61850 is the GOOSE message [23]. It is a multicast-based
communication protocol used for high-speed and reliable
exchange of real-time data and events between IEDs within a
substation. It enables fast and ef cient exchange of informa-
tion critical for substation automation, control, and protection
applications. Moreover, the devices in two layers are often
time-synchronised to achieve the effectiveness of control and
automation as well as coordination of operations. To achieve
time synchronisation, power systems often rely on specialised
protocols and technologies such as Precision Time Protocol
(PTP) or Network Time Protocol (NTP) [24] [25].

In the physical layer, the physical elements of the sys-
tem are represented, including devices such as generators,
transformers, and loads. This document emphasises on syn-
chronous generators equipped with primary and secondary
controllers, alongside inverter-based resources like solar pho-
tovoltaic (PV) and wind turbines connected through the
point of common coupling (PCC) [26]. Synchronous gen-
erators utilise excitation systems and governors to control
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FIGURE 2. Overview of CPPS framework using co-simulation platform.

desired output power, ensuring grid stability [26]. Con-
versely, inverter-based resources employ control algorithms
to adjust their output power according to environmental
conditions and grid demands [27]. The PCC serves as
the interface between renewable resources and the grid,
facilitating bidirectional power ow and coordination with
other grid-connected devices. Additionally, it also includes
measurement equipment such as PMUs. The co-simulation
platform for modelling the physical layer utilises a power
system simulator to model the power network and conduct
the power ow calculations. The power ow values are then
provided to the PMUs and transmit the data to cyber layer.
This layer is designed to simulate the behaviour of real-
world scenarios, considering the dynamic loads thatin uence
variables such as voltages and currents of power system.
Within the cybernetic layer, key components such as the
SCADA system and dispatch centre play vital roles. Acting
as the human-machine interface (HMI), the SCADA panel
offers a customisable platform for monitoring and managing
operations. Operators bene t from real-time visualisations
of critical data, such as voltage and current magnitude,
enabling them to effectively update the system’s status and
promptly respond as needed. Moreover, operators can utilise
the SCADA panel to transmit control signals, in uencing the
system’s behaviour with precision. Meanwhile, the dispatch
centre serves as the control and optimisation centre within
this layer. Leveraging advanced algorithms and techniques,
it autonomously makes decisions to enhance the power sys-
tem’sef ciency. It contains a range of tasks, from ne-tuning
generator outputs to managing energy storage systems under
real-time domain. By adjusting generator outputs, optimising
power ow across transmission lines, and managing energy
storage, the dispatch centre ensures a seamless balance
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between supply and demand, ultimately enhancing the overall
ef ciency of the power system.

In addition, the cyber layer also incorporates signal pro-
cessing components and Python-based application program-
ming interfaces (APIs) that interact with model-based system
engineering toolchains, serving as the co-simulation platform
for the cyber layer. These tools enable coordinated operations
and allow the integration of different control strategies. Based
on the measurement data that is mainly voltage and current
information, the up-to-date network information can be com-
puted for the models-based system according to (1) and (2) at
each point of measurements [28]. Then, the relevant informa-
tion such as network topologies, load demands, etc. are sent to
the optimisation model. By utilising the optimisation model
combined with OPF strategies that are given in Section Ill,
the dispatch centre determines the optimal active and reactive
power outputs.

P; D P3 53 %os( ) (1)

P- .

Qs D 3% in( ) (2
where P3 , Q3 are the three-phase active and reactive
power, respectively. V3 , I3 are the measured magnitude of
three-phase voltage and current, respectively while is the
phasor difference between voltage and current.

I1l. OPTIMAL POWER FLOW METHODOLOGY

Optimal power ow (OPF) plays a critical role in the opera-
tion of power systems by adjusting device setpoints to achieve
prede ned objectives while adhering to operational con-
straints [29]. Two primary objectives commonly addressed
in OPF are minimising power losses and reducing operating
costs.
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Over the years, there has been a lot of research on OPF
with these two objectives individually, as well as combin-
ing these objectives into multiple objectives [30]. However,
multi-objective optimisation poses challenges, particularly in
controlling variables that may not align strictly with a single
objective but instead lie between two or more con icting
goals. As a result, determining which objective to prioritise
remains a prominent challenge in power system control and
operation.

At the same time, integrating more DERs into the power
grid makes the OPF problem more complex, such as changes
in power ow direction, network complexities, etc. More
DERs penetration in uences on power system can be found
in [31] and [32]. By fully utilising the generated active power
from DERs, this leads to the changes in relevant constraints
of OPF problem.

Considering the classical example of OPF aimed at
minimising operational costs, this scenario prioritises the
operational cost of the most economical generation source,
often overlooking factors such as the location of the genera-
tion source and nearby loads. This results in an increase in
transmission power losses. In networks with high integra-
tion of DERs, and due to their low operational costs, the
full capacity generated by the DERs is prioritised, which
indirectly impacts power losses. Therefore, in OPF focused
on economic objectives, it is crucial to analyse the impact
of the DER penetration level to mitigate adverse effects on
the system, such as increased power losses and signi cant
voltage drops, despite the reduced operational expenses.

On the other hand, the power generated by renewable
energy based DERs, such as wind turbines, and solar PV,

uctuates in nature or is different in nature (AC or DC), so its
powers are not directly connected to the grid. In most cases,
power electronics converters are used to control and optimise
the regulated power output from the converters. Depending
on the objective, the control algorithms are expected to set
active power and reactive power setpoints for the inverter-
based sources.

In this paper, Volt-Var control and Volt-Watt control are
combined and considered as a centralised voltage control
method to mitigate voltage violations as well as satisfy
the objectives. The objective function F(k; &) is established
by formulating it subject to equality constraint G(k; &) and
inequality constraint H (k; &), as shown in (3).

Minimise F(k; &)
Subject toV G(k; &) D O;H(kE;&) O (3)

The controllable vector, denoted as &, consists of indepen-
dent variables such as active power from Nggn number and
the reactive power from Npgr available in the power grid.
On the other hand, the vector & includes dependent variables
such as bus voltage magnitude jVpj and transmission line
loading Sk with kis the number of transmission lines in the
network.
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In this study, the function F(k; &) is an explicit function
derived from (4) as the objective of minimisation of operating
cost. In here, the cost function f (k) is de ned as piecewise
linear functions, providing a detailed relationship between
controllable variables and operational cost, as shown in (5).
In this equation, D 0;:::; n stands for number of intervals

which value is to be estimated or interpolated. This equation
employs linear interpolation to estimate the cost between two
known points and C1 based on the linear relationship [33].

F(X:8)D C(x;) -
where C(;%) D Co.xo/ C1.xaf ::: Cj.xi/ 4)
8iDO0;1;:::; Ngen C NDER/
c c
C(p)Dc C.p p el —— "
1 pc1 p

Epbico/spo <p<p1
where .p ;¢ /D _:::

% 1:Cn 1/iPn 1<p<pn
(5)

As the objective of minimisation of the power loss (Pjoss) in
the transmission system, the function F (k; &) can be modi ed
as (6). The network losses, either for the whole of a network
or for certain sections and lines, are non-separable functions
of dependent and independent variables.

1
'\':IT_E’Ii;aVi j;ij@
F(k; &) D Pjoss D Re —MM———

ID1 Yo
where, .3 and j;p are binary parameters and they indicate
if the i-th or j-th bus is connected (1) or not (0) to the I-th
branch and V;j (Vj) is the respective nodal voltage. n is the
number of buses, Gjj is the real part of the (i, j)th entry of bus
admittance matrix; Bjj is the imaginary part of the (i, j)th entry
of bus admittance matrix. P; is the net real power injection at
bus i and Q; is net reactive power rejection at bus i. Pg:i, Qg:i
are the active, reactive power of generator, respectively. Qs:i
is the reactive power of smart inverters at solar, wind plants,

synchronous generators.

The equality constraint presents the power ow equations
as (7) and (8), ensuring the balance between generated and
consumed power.

(6)

C

—
Pi D Vi Vj(Gijj cos jj C Bjj sin jj) @)
iDL
—1
Qi DV, Vj(Gjj sin jj C Bjj cos j) (8)
iDL

where, Pj is the net real power injection at bus i, and Q; is the
net reactive power rejection at bus i. Vi (V;) is the respective
nodal voltage. nis the number of buses, Gjj is the the real
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FIGURE 3. The flowchart of the Ipopt algorithm and proposed OPF approach.

part of the (i, j)th entry of the bus admittance matrix, Bjj is
the imaginary part of the (i, j)th entry of the bus admittance
matrix.

The inequality constraint outlines the permissible limits
for state variables, safeguarding the operational boundaries.
According to the IEEE 1547-2018 standard, the reactive
power of smart inverters is limited, adding one more con-
straint to the optimisation model as given by (9), where m
is the scaling factor of the reactive power limit.

MSDER; 9)

On the other hand, the voltage limits are taken as
(vmin. vymaxy “as shown in (10). Other constraints are gener-
ators’ active power limitation taken as (P™"; PM2) followed
by (11) and maximum limit of transmission (S™#) shown
in (12).

mSper;  QDER,

VM v V™ withn D 1500 N (10)
P™  Peey,  P™ withj D 1;:::; Neen (11)
Sk S™*withk D 1;:::; Nijne (12)

The optimisation model is used in the analysis of DER
penetration level in OPF for two major different objectives.
Up to a certain limit, DER penetration level will have impacts
in the power system. The analysis of DER penetration level
will be performed in Section 1V. Accordingly, the percentage
of DER penetration level will be used as the threshold to
determine the OPF operating mode for the power system.

On the other hand, integrating an optimiser solver into the
real-time domain is crucial for maintaining competitiveness
in operating environments. While large-scale optimisation
models have been developed to address this need, their size
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and complexity often present challenges for many available
optimisation solvers. Recent research has focused on improv-
ing real-time performance of optimiser solvers through the
development of ef cient large-scale methods for nonlinear
computation, such as differential evolution optimisation [34]
or particle swarm optimisation [35], etc.

Asigni cant advancement in this area is the interior-point
optimiser algorithm, which enables rapid computation of
approximate solutions for nonlinear optimisation problems,
thus facilitating online computation [36]. As a result,
the Ipopt algorithm, known for its ef ciency in solv-
ing large-scale nonlinear optimisation problems, has been
selected for the OPF process in this study.

As lpopt is a population-based optimisation algorithm,
parameters like population size, strategy, mutation rate,
recombination index, seed, polish, tolerance, and maximum
iteration are set during the initialisation phase. After initial-
isation, the tness function of the population is determined
using the objective function. Offspring are generated from
the population, and their tness functions are also evaluated.
If an offspring’s tness surpasses that of its parents, the parent
population is replaced with the offspring to identify the best

t. This process continues for the entire population until the
maximum iteration limit is reached. The owchart of the
Ipopt algorithm and OPF approach are depicted in Fig. 3.

IV. EXPERIMENTAL CASES

A. CO-SIMULATION PLATFORM WITHIN LABORATORY
ENVIRONMENT

This section illustrates the implementation of the real-time
CPPS testbed with relevant software and hardware within
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a laboratory environment. The testbed is carried out
at Digital Energy System Laboratory (DIgEnSys-Lab) at
University of South-Eastern Norway, campus Porsgrunn
(https://fglongattlab.fglongatt.org), which consists of relevant
software and hardware [37].

Typhoon HIL, a real-time simulator, is considered as a core
for the co-simulation framework. It includes two main com-
ponents, Schematic Editor and HIL SCADA. The Schematic
Editor offers simulation libraries that include communication
block models (PMU block [38], and IEC 61850 GOOSE
block [39]), which facilitate data exchange using communi-
cation protocols within LAN network. Accordingly, in the
DIgEnSys-Lab, two Typhoon HIL version HIL604 are used,
corresponding to two layers, physical and cybernetic, for
CPPS testbed. On the other hand, HIL SCADA can inte-
grate Python packages, enabling the creation of a Python
API-based co-simulation framework. The signal processing
performed in HIL SCADA can be seamlessly transferred to
the communication block models within the Schematic Edi-
tor, paving the way for the communication in CPPS testbed.
The con guration settings of real-time simulator, Typhoon
HIL, can be found in Table 2.

According to Fig. 2, in physical layer, there is a
co-simulation between pandapower [40] and HIL SCADA
inside Typhoon HIL. The test system is modelled separately
in pandapower with initial variables of elements and rel-
evant constraints, and the Python-based API is utilised to
execute the power ow based on Newton-Raphson using
pandapower in engine mode at physical layer. The power

ow results, including voltage, current, and their phasors, are
transferred from HIL SCADA to Schematic Editor, where
‘PMU send’ blocks are located. The number of PMU blocks
corresponds to the number of busbars in the test system.
In this paper, the optimal placement of PMUs is neglected,
and it is assumed that measurement values are available for all
busbars.

DIgEnSys - Lab_

Back Rack 1

‘F - 5
Ethernet switch

Back Rack 2

L

PC set 2 — Cyber layer
(PMU subscriber, GOOSE
publisher)

PC set 1 - Physical layer
(PMU publisher, GOOSE
subscriber;

L
Rack | pront  Rack2

FIGURE 4. Laboratory framework for real-time CPPS experimental studies
with blue line indicated for Ethernet connection and yellow line indicated
for coaxial connection.

In cyber layer, the measurement from physical layer
is received via ‘PMU receive’ blocks. The measurement
data is used to update the status of physical system using
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TABLE 2. Configuration of real-time simulator.

Name of component Configuration
Configuration ID ‘4
Discretisation method ‘exact’
Simulation step ‘Se-6

Calculation method ‘systematic elimination’

Execution rate 1 ‘0.0005’
Execution rate 2 ‘0.01°
Compiler optimisation level ‘high’

TABLE 3. Original and replaced generation rated power.

Original Generators Replaced Generators

Gen Rated Rated Bus

Name power Gen Name power

[MVA] [MVA]
G 01 10000 Gen 1 10000 39
PVPP 01 (RES 01) 150 06
PVPP 02 (RES 02) 90 06
G02 700 PVPP 03 (RES 03) 60 06
(Nuclear) PVPP 04 (RES 04) 100 06
PVPP 05 (RES 05) 180 06
PVPP 06 (RES 06) 120 06
WPP 01 (RES 07) 150 10
G 03 WPP 02 (RES 08) 200 10
k) 800 WPP 03 (RES 09) 90 10
WPP 04 (RES 10) 200 10
WPP 05 (RES 11) 160 10
WPP 06 (RES 12) 120 23
Go7 WPP 07 (RES 13) 180 23
(Coal) 700 WPP 08 (RES 14) 200 23
WPP 09 (RES 15) 120 23
WPP 10 (RES 16) 80 23
PVPP 07 (RES 17) 150 19
PVPP 08 (RES 18) 60 19
G 04 800 PVPP 09 (RES 19) 100 19
(Coal) PVPP 10 (RES 20) 180 19
PVPP 11 (RES 21) 120 19
PVPP 12 (RES 22) 190 19
G 05 1000 PVPP 13 (RES 23) 320 20
(Coal) PVPP 14 (RES 24) 680 20
G 06 200 Gen 2 (Gas) 450 22
(Nuclear) Gen 3 (Oil) 350 22
G08 700 Gen 4 (Gas) 400 25
(Nuclear) Gen 5 (Gas) 300 25
G 09 Gen 6 (Gas) 300 29
(el 1000 Gen 7 (Gas) 300 29
Gen 8 (Gas) 400 29
G 10 Gen 9 (Oil) 300 02
(Hydro) 1000 Gen 10 (Coal) 300 02
Gen 11(Gas) 400 02

(1) and (2). In this layer, the optimisation model will be
activated according to speci ¢ conditions and send the opti-
mal values to physical layer via GOOSE block. To con gure
the GOOSE message, a third party is used to craft the
required.scd le (Substation Con guration Description) [41].

Fig. 4 shows the laboratory framework associated with
devices used in this study. Two HIL604 corresponding to
two layers are time-synchronised through a satellite clock in
the laboratory via coaxial cables. In addition, it is necessary
to have two PCs in order to implement two models corre-
sponding to two layers. The simulation models are deployed
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in Typhoon HIL software version 2023.2. Two PCs are
connected to two HIL 604s for data and information exchange
via communication protocol performance. The devices used
in this paper framework are connected with the LAN in the
laboratory, therefore, the communication protocol with data
and information exchange between two layers can be done
via Ethernet.

B. TEST SYSTEM AND TIME-SERIES DATA

The test system used in this paper is the modi ed version
of the classical IEEE 39-bus system [42] involving load, and
generation according to [43]. The test system is composed of
19 loads with a peak power equal to 6097.1 MW. The new
additional power sources present 1500 MVA of wind power
plants (WPPs), 2500 MVA of photovoltaic power plants
(PVPPs), and 3500 MVA of conventional thermal generators
with a nominal power factor of 0.85. The substitution of the
original generators in the modi ed version of the IEEE-39-
bus test system is detailed in Table 3.

DERs in the test system, consisting of wind and solar
generation, have a negligible cost of $0.00 per MWh since it
comes to developing energy markets [43]. In contrast, thermal
generators have variable marginal prices depending on their
technology and fuel. These prices are determined based on
the segmented cost of production (Cg), which is outlined
in Table 4 along with the corresponding breakpoints (BP).
In accordance with (5), the segment cost of production is
de ned by the cost rates for each interval, with the break-
points indicating the points at which the cost changes. In this
case, there are three breakpoints, each corresponding to a
distinct cost segment.

TABLE 4. Generators marginal cost.

Cy BR C; BP, c; BP;
[$/MWh] | [MW] [$/MWh] [MW]
Genl | 702584 2833 523865 8500
Gen2 | 7148.12 204 10803.33 | 293.25 | 15131.7 382.5
Gen3 | 33302.55 | 159 53324.64 | 228 78635.2 297.5
Gen4 | 5031.8 181 7569 261 10472 340

[$/MWh] [MW]
318598.7 | 5667

Gen 5 4964.34 102 8898.23 178.2 13061.1 255
Gen 6 7829.52 161.5 10662.4 208.25 14195.85 255
Gen 7 4964.34 102 8898.23 178.2 13061.1 255

Gen 8 5031.8 181 7569 261 10472 340
Gen 9 29736.4 136 45784.15 195.5 65782.35 255
Genl0 | 2957.07 161.5 4096.28 208.25 5377.95 255
Genll | 5031.8 181 7569 261 10472 340

Furthermore, to get the real-world cases for CPPS testbed
implementation, the authors used the time-series data for
dynamic loads, PVPPs, and WPPs followed [44]. The time
series data includes one year of test system data for each
region and dynamic load, with updates provided on an hourly
basis. A typical 24-hour dataset is illustrated in Fig. 5. More-
over, Fig. 5(a) shows the active power of PVPPs, while
Fig. 5(b) displays the active power of WPPs. Fig. 5(c)
presents some typical loads located at buses; for instance,
Load 03 represents the load at bus 03.
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FIGURE 5. 24-hour typical time-series profile used in CPPS testbed
experiment. (a) PVPPs, (b) WPPs, (c) Loads.

C. OFFLINE ANALYSIS

Before implementing the CPPS experimental cases with time-
series data, it is necessary to carry out a series of of ine
simulation studies to ensure the robustness of the proposed
approach.
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In this paper, for OPF problem, the authors used the
Python-based Ipopt optimiser solver, which is integrated into
the cyber layer of CPPS testbed. The Ipopt algorithm has
become increasingly popular for its non-linear optimisation
capabilities, particularly in recent studies, such as [45], where
it was applied to TSO-DSO coordination in OPF scenar-
ios. While these studies often rely on of ine simulations
using specialised power system software, implementing OPF
within the rea-time domain of the CPPS presents signi cant
challenges.

Leveraging the effectiveness of of ine power system sim-
ulators for OPF studies, a comparative analysis is conducted
to validate the chosen optimisation solver, Ipopt, on the test
system. This analysis compares the Python-based platform
with the DIgSILENT PowerFactory platform. A validation
case focusing on peak load and peak DER active power
capability is performed. Both platforms are evaluated on the
same objectives of power loss minimisation with relevant
constraints.

Accordingly, the boundary of inequality constraints for the
validation case is de ned with a 5% deviation in voltage
magnitude as shown in (10). Additionally, the reactive power
boundary, as outlined in (9), is set at 45% according to the
speci cation in [46]. The power ow through each transmis-
sion line is constrained to 100% of the line loading, ensuring
the system operates within its thermal limits as shown in (12).
The active power output of the generator is limited by their
operational capabilities, with the minimum set at 0 and the
maximum de ned by their maximum generation capacities
followed by (11), as detailed in Table 4. The initial setting of
Ipopt algorithm in both platforms and further of ine analysis
is con gured with the parameters shown in Table 5.

TABLE 5. Initial parameters for Ipopt algorithm.

Initial settings Parameters
Maximum iteration (max_iter) 3000
Tolerance (tol) le-8
Maximum CPU time (max_cpu_time) 10e20
Initial value of complementarity (mu_init) 0.1

Desired value of complementarity (mu_target) 0

Solver MA27

Fig. 6 presents the voltage magnitude and phase angle
at the busbar in the test system, as obtained from the OPF
study on both platforms. The voltage magnitude and phase
angle show minimal differences between the two platforms.
Additionally, the power losses are nearly identical, with the
Python-based platform yielding 31.7 MW and DIgSILENT
PowerFactory yielding 31.8 MW. These results indicate that
the Python-based Ipopt algorithm performs well in the OPF
study and can be effectively integrated into the cyber layer of
the CPPS testbed.

Of ine analyses are performed using the Ipopt algorithm
on the Python platform. The goal of these studies is to
determine the DER penetration threshold that would require
the modi cation of the optimisation objectives. Accordingly,

150922

Angle [degree]

(b)

FIGURE 6. Comparison of Ipopt algorithm executed in Python-based (PM)
platform and DIGSILENT PowerFactory (PF) platform. (a) Voltage
magnitude, (b) Voltage angle.

a series of OPF simulations is performed due to the varia-
tion of DER penetration level. The relevant boundaries and
constraints are set up in the same manner as in the validation
case.

In the proposed test system, modi ed version of
IEEE-39-bus, the DER penetration level is adjusted in propor-
tion to the total load demand. Speci cally, the active power
of DERs in the system is initially set to their maximum rated
power, as outlined in Table 4, and then scaled by the ratioV

nD ! k (13)
(PBER=Pload
where, POER is the peak active power of DERs and P
is the peak active power of load demand in the test system.
The of ine analysis is executed according to k,the DERS
penetration percentage, which varies from 10% to 60%.

Fig. 7 presents a comparison of the results obtained from
the OPF analysis with two objectives, cost minimisation and
lost minimisation, and without OPF. In the scenarios with-
out OPF, with a rise in DER penetration level, the power
losses decrease at a certain point (at 40%), then it starts
to rise, forming a quadratic characteristic curve. Moreover,
as illustrated in Fig. 7(a), both OPF processes, under two
different objectives, achieve lower power losses compared to
the scenario without OPF, demonstrating the effectiveness of
the OPF algorithm. The reduction in power loss is due to the
adjustment of reactive power by the smart inverters in DERs.
Furthermore, the power loss associated with economic objec-
tive based on OPF, as described in (4), decreases according to
the DERs penetration level percentage from 10% to 40%.
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()
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FIGURE 7. OPF analysis based on percent of DER penetration level.
(a) Power loss, (b) Operating cost.

However, beyond 40%, power loss begins to rise gradu-
ally compared to the loss minimisation objective. This rise
comes from the fact that the economic objective of the OPF
prioritises the use of active power generated by DERSs, since
it does not incur fuel costs rather than utilising power gener-
ated by fuel generators. As DERs penetration grows, the full
utilisation of DERs capacity starts to impact the transmission
network, particularly the load located at long distances from
the DERs.

The effectiveness of the cost minimisation OPF is clearly
demonstrated in Fig. 7(b), where the total operating cost
is consistently lowest across all levels of DER penetration.
From the of ine analysis, 40% is, therefore, selected at the
threshold of DER penetration level, and this value will be
used for the real-time CPPS testbed experiment according to
the owchart in Fig. 3.

D. REAL-TIME CPPS TESTBED EXPERIMENTAL RESULTS

In the physical layer, the co-simulation platform integrat-
ing pandapower and Typhoon HIL continuously executes
power ow analysis at each simulation interval. During each
interval, the platform transfers the magnitude and phasor
information of voltage and current from the busbars through
several PMU blocks, as referenced in [38]. This experiment
utilises time-series dataset comprising 1,000 data points,
ensuring the system’s dynamic behaviour. The time-series
data of the loads, DERs pro le spanning in hours will be
transformed into a scaled down representation of seconds
according to the implementation of real-time CPPS.

The measurements obtained are transmitted to the cyber-
netic layers, where they are employed to update the physical
system’s status according to the governing equations, speci -
cally (1) and (2). Moreover, at the cybernetic layer, the vector
of voltage magnitude measurement is compared with the
prede ned threshold. When the voltage of any busbar in the
test system exceeds the limit of 5% of the nominal phase

VOLUME 12, 2024

voltage, the OPF process with the same initial boundary as
the of ine analysis will be activated to generate the optimum
setpoints of generators and DERs. According to the DER
penetration threshold percent as 40% from the of ine anal-
ysis, the objective of OPF is modi ed with two operating
modes, cost minimisation and loss minimisation, to address
the voltage violation.

To demonstrate the communication between two layers
of CPPS testbed, a well-known network protocol analyser,
Wireshark, is employed [47]. Fig. 8 shows the commu-
nication protocol capture packages, IEEE C37.118, and
IEC 61850 GOOSE, from two different IP addresses cor-
responding to two HIL604 within the LAN network of
DIgEnSyS-Lab. The monitoring and control panel at the
cybernetic layer can be visualised in Fig. 9 based on avail-
able widgets in Typhoon HIL environment. Accordingly, the
visualisation of the test system along with the measurements
are available in the cyber layer. The step-by-step of using
these widgets to construct the GUI can be followed by
[48] and [49].

FIGURE 8. Communication protocols captured by Wireshark.

On the other hand, during the real-time CPPS testbed
experiment, the recorded results are visualised in Fig. 10

150923



L. N. H. Pham et al.: Real-Time CPPS Testbed for OPF Study Using Co-Simulation Framework

V =16.937.£6.427 kv

I=28.202£4.961° kA

Initialisation =

B Network create

Image hand

V=16.954£114° kv
I=18.39£0729° kA I"
V=17.323£-4605° kv 37
1=9.769.2-26.075° kA 30
- 25 ‘ 26?

=

Update load | » Run OFF r l
| Z 18 — I
17 M B ; :
1 3 ‘ 24 = ™ V =17.549£6.728° kV GOOSE send-DERs | p* GOOSE send GEN |
35 1=18.7152-3.395° kA E
~
16 ; Enable RES LED @&
V =35535£-11.103° kv 15—1 21 2 LED @
I=1631/15.997kA 39 4 ‘f = f Send OPF signa
+ 5 23
# 4 ; -
6 L ? PMU receive ato connect |
V= 17.31524.036° kv
7 I=2278/-13.896° kA
oY S 1 13 V =16.454.2 2.067° kV.
I=122.4587-7.631° kA

31
e B o 9 )
kel 10 }i j

V =16.20320.0° kV.
DIgEnSysLab Swing Node

V=16703£0.629° kV

I=21.321/-19.605° kA 1= 18479.£-17.5237 kA

Pandapower - Typhoon HIL
Cyber Layer - Modified IEEE
Created:

Le Nam Hai Pham
Francisco GonzalezLongatt

V = 16238£1.602° kV
I=24.264.,-16.126° kA

FIGURE 9. GUI of cybernetic layer including visualisation of the test system (the original generators are replaced by the distributed generations) as

SCADA panel, and control widgets representing for power dispatch control.

and Fig. 11. Speci cally, Fig. 10 presents a comparison of
results with and without the OPF process. The values from
without OPF are derived from an of ine analysis conducted
using Monte Carlo simulation, which utilises the time-series
data similar to the CPPS testbed experiment. Accordingly,
Fig. 10(a) and Fig. 10(b) show the active power of generators
in two cases, without OPF and, with the proposed OPF,
respectively. It can be observed that the active power of Gen
1 decreases when OPF is applied. This reduction occurs since
Gen 1 has the highest operating cost among the generators in
the test system. By lowering the output of Gen 1, the OPF
process reduces the total operating cost of the system, opti-
mising the overall economic performance while still meeting
the required load demand.
In addition, to ensure that the voltage constraints are satis-
ed within the optimisation problem, the OPF is performed
during the real-time CPPS testbed experiment to determine
the optimal reactive power setpoints for each DERS as shown
in Fig. 10(d). Compared to the reactive power of DERs in
the case of without OPF as shown in Fig. 10(c), the reactive
power from DERs is more effectively utilised while remain-
ing within permissible limits. For instance, the reactive power
of RES 24 is adjusted within its maximum capacity, which is
45% of its rated power of 680 MVA, as indicated in Table 3.
With the optimum reactive power of DERSs during the OPF
process, the voltage violations have been mitigated in the
network as shown in Fig. 10(f), with OPF, compared the
voltage magnitude obtained at buses in Fig. 10(e), without
OPF. In case of with OPF process, the results demonstrate
that the voltage magnitude at busbar in the test system, under
OPF, remained well within the prescribed limits of Viax at
1.05 pu and Vpin at 0.95 pu, while without OPF, the voltage
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magnitude at buses, for instance, Bus 1, exceeds the prede-

ned voltage threshold. This indicates the effectiveness of
the OPF process in maintaining voltage stability across the
network.

The absorption or injection of reactive power has a signi -
cant impact on the total losses in the network [17]. This effect
is clearly demonstrated in Fig. 11(a), where a comparison
of power losses with and without OPF is presented. The
results show that implementing OPF signi cantly reduces
power losses, with a maximum value of 65 MW, compared
to 140 MW in the absence of OPF. Additionally, the operating
cost of the system is optimised by the adjustment of active
power of the generators. Fig. 11(b) illustrates a comparison
of operating costs for both scenarios, showing that with OPF,
the operating cost remains below 6 million dollars throughout
the study period, while without OPF, it rises signi cantly,
reaching up to 30 million dollars.

The cyber layer, which continuously updates the active
power of the load demand, and the active power generated
by the DERs, compares these values and selects the appro-
priate OPF objective. Speci cally, when the DER power
output (Ppers) is less than 40% of the total load demand
(PLoad), the OPF objective is selected as cost minimisation,
while when Ppggrs exceed 40% of P|yaq, the OPF objective
switches to loss minimisation. Accordingly, two OPF objec-
tives, minimising power losses or minimising operating costs,
are modi ed automatically according to the DER penetration
percent threshold, which can be seen in Fig. 11(c) through the
operating modes, mode 1 and mode 2.

Throughout the experiment, total power losses with OPF
are consistently lower than without it, and operating costs
with OPF are generally reduced as well. However, there are
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OPF and with OPF, respectively. (e), (f) voltage magnitude obtained at buses in case without OPF and with OPF, respectively.

periods when operating costs with OPF increase, compared to
without OPF case. This occurs due to shifts in OPF objectives.
For instance, at 780 seconds, the OPF objectives shift from
minimising operating costs to minimising power losses. Con-
sequently, the total power losses decrease, while the operating
costs rise during this period.

V. DISCUSSION AND CONCLUSION

A. DISCUSSION

Modern power systems are increasingly incorporating dis-
tributed renewable energy sources, which offer signi cant
bene ts such as reducing CO;, emissions in power systems
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and meeting the growing load demands. However, this inte-
gration also introduces additional complexity, leading to
various management and operational challenges. As the focus
shifts towards the digitalisation and automation of substa-
tions, the rise of digital measurement devices is transforming
power systems into cyber-physical systems. This transfor-
mation enables more seamless data exchange between the
physical and cyber layers, allowing for the incorporation
of advanced control technologies within the cyber system.
However, several research works in recent years has shown
efforts on advanced control for power system, lacking the
combination of other critical aspects, such as communication
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protocols or real-time considerations, as shown in Table 1.
Therefore, there is a critical need for approaches that combine
state-of-the art technologies and validate them before actual
implementation. For this purpose, a cyber-physical power
system (CPPS) testbed is considered a critical solution.
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FIGURE 11. (a), (b) Comparison of power loss and operating cost in two
cases, with and without OPF, respectively. (c) OPF mode in optimisation
model, 1-Minimisation of power loss, 2-Minimisaton of operating cost.

In this paper, the CPPS testbed is implemented using a
co-simulation framework within a laboratory environment.
Two real-time simulators, Typhoon HIL version HIL604, are
used to represent the physical and cyber layers. Communica-
tion between two simulators is facilitated by the deployment
of IEEE C37.118 and IEC 61850 GOOSE communication
protocols. The CPPS testbed operates on a co-simulation
platform, combining pandapower and Typhoon HIL to sim-
ulate the physical layer, while the cyber layer integrates
the Typhoon HIL with the Ipopt optimiser for an optimal
power ow (OPF) control strategy. Additionally, this research
proposes an OPF control strategy that modi es key objec-
tives, minimising operating cost or minimising power loss,
in response to the DER penetration levels under analysis. The
impact of DER penetration on two OPF objectives can lead to
an increase in power loss within the power system. As illus-
trated in Fig. 7(a), when focusing on cost minimisation, there
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is a point at which power loss begins to rise. This increase
occurs since lower-cost generation sources are prioritised,
even when they supply power over long distances. Therefore,
the modi cation of OPF objectives is vital in power system
operation when the system runs in the OPF mode.

Furthermore, with the capability of exchanging data within
the CPPS testbed, it is well-suited for conducting further
research in several critical areas. Some of the suggested
research topics that can be explored using the CPPS testbed
include:

- Communication latencies: Investigating the impact of
communication delays on the performance and stability of
power systems, especially as it relates to real-time data
exchange between the physical and cyber layers.

- Cybersecurity: Exploring the vulnerabilities of cyber-
physical systems to potential cyberattacks and developing
robust security measures to protect the integrity and con -
dentiality of data within the CPPS.

- Advanced control algorithms: Developing and testing dif-
ferent advanced control strategies that optimise power ow,
enhance system stability, and ensure ef cient operation under
varying conditions.

- Virtualised protection and control. The deployment of
CPPS testbed can bene t in enhancing the protection and
control functionalities.

- Integration of cyber layer functionalities: Enhancing the
capabilities of the cyber layer, including state estimation, fault
detection, and anomaly detection, etc.

B. CONCLUSION

In conclusion, transitioning to a power system with high
levels of DERs presents signi cant technical challenges that
must be addressed. The technical feasibility of this transi-
tion is supported by studies highlighting the critical role of
the CPPS testbed, which focuses on the interaction between
power and information ow across the physical and cyber
layers. This article contributes to the eld by presenting a
research implementation approach using a real-time CPPS
testbed, developed through a co-simulation framework and
integrated with standardised communication protocols. Addi-
tionally, an advanced OPF strategy is proposed based on
the objectives modi cation in reducing operating cost and
power loss. Aiming to large-scale monitoring and control, this
work provides valuable insights and methodologies that can
assist scholars and researchers in developing future power and
energy systems.

REFERENCES

[1] L. N. H. Phan, A. F. S. Melo, and F. Gonzalez-Longatt, “Testing a
non-directional overcurrent protection relay: Power-hardware-in the loop
approach,” in Proc. 4th Int. Conf. Smart Grid Renew. Energy (SGRE),
Jan. 2024, pp. 1 6, doi: 10.1109/sgre59715.2024.10428924.

[2] L. N. H. Pham, R. Wagle, and F. Gonzalez-Longatt, “Concise de ni-
tion of the overcurrent protection system for CIGRE European medium
voltage benchmark network,” in Proc. IEEE PES Conf. Innov. Smart
Grid Technol.-Middle East (ISGT Middle East), Mar. 2023, pp. 1 5, doi:
10.1109/ISGTMiddleEast56437.2023.10078621.

VOLUME 12, 2024


http://dx.doi.org/10.1109/sgre59715.2024.10428924
http://dx.doi.org/10.1109/ISGTMiddleEast56437.2023.10078621

L. N.

H. Pham et al.: Real-Time CPPS Testbed for OPF Study Using Co-Simulation Framework

B3]

[4

[}

[5]

[6]
[71

(8]

[

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

R. Wagle, L. N. H. Pham, G. Tricarico, P. Sharma, J. L. Rueda,
and F. Gonzalez-Longatt, “Experiences in a cyber-physical
co-simulation testbed development for a smart-er distribution
network,” in Proc. IEEE PES Conf. Innov. Smart Grid Technol.-
Middle East (ISGT Middle East), Mar. 2023, pp.1 5, doi:
10.1109/ISGTMIDDLEEAST56437.2023.10078722.

J. M. Riquelme-Dominguez, F. Gonzalez-Longatt, J. L. Rueda, P. Palensky,
A. Felipe, and S. Melo, “Cyber-physical testbed co-simulation real-time:
System frequency response,” in Proc. IEEE Int. Conf. Environ. Elect.
Eng. IEEE Ind. Commercial Power Syst. Eur. (EEEIC/I&CPS Europe),
May 2022, pp. 1 5, doi: 10.13039/501100011033.

R. V. Yohanandhan, R. M. Elavarasan, P. Manoharan, and L. Mihet-
Popa, “Cyber-physical power system (CPPS): A review on model-
ing, simulation, and analysis with cyber security applications,” IEEE
Access, vol. 8, pp. 151019 151064, 2020, doi: 10.1109/ACCESS.2020.
3016826.

Y. Cao, Y. Li, X. Liu, and C. Rehtanz, Cyber-Physical Energy and Power
Systems, 2020, doi: 10.1007/978-981-15-0062-6.

H. Cui, F. Li, and K. Tomsovic, “Cyber-physical system testbed for power
system monitoring and wide-area control veri cation,” IET Energy Syst.
Integr., vol. 2, no. 1, pp. 32 39, Mar. 2020, doi: 10.1049/iet-esi.2019.
0084.

S. K. Khaitan, J. D. McCalley, and C. C. Liu, Cyber Physical Systems
Approach To Smart Electric Power Grid, 2015, doi: 10.1007/978-3-662-
45928-7.

K. Anderson, J. Du, A. Narayan, and A. E. Gamal, “GridSpice:
A distributed simulation platform for the smart grid,” IEEE Trans.
Ind. Informat., vol. 10, no. 4, pp.2354 2363, Nov. 2014, doi:
10.1109/T11.2014.2332115.

H. Lin, S. Sambamoorthy, S. Shukla, J. Thorp, and L. Mili, “Power
system and communication network co-simulation for smart grid appli-
cations,” in Proc. ISGT, Jan. 2011, pp.1 6, doi: 10.1109/ISGT.2011.
5759166.

A. Razaq, B. Pranggono, H. Tian eld, and H. Yue, “Simulating smart
grid: Co-simulation of power and communication network,” in Proc.
50th Int. Univ. Power Eng. Conf. (UPEC), Sep. 2015, pp.1 6, doi:
10.1109/UPEC.2015.7339763.

R. Wagle, P. Sharma, C. Sharma, M. Amin, and F. Gonzalez-Longatt,
*“Real-time volt-var control of grid forming converters in DER-enriched
distribution network,” Frontiers Energy Res., vol. 10, p. 2003, Jan. 2023,
doi: 10.3389/FENRG.2022.1054870.

M. N. Acosta, C. Adiyabazar, F. Gonzalez-Longatt, M. A. Andrade,
J. R. Torres, E. Vazquez, and J. M. Riquelme Santos, “Optimal under-
frequency load shedding setting at altai-uliastai regional power sys-
tem, Mongolia,” Energies, vol. 13, no. 20, p.5390, Oct. 2020, doi:
10.3390/en13205390.

E. S der ng, S. Hautala, M. Mikulski, X. Storm, and S. Niemi, “Devel-
opment of a digital twin for real-time simulation of a combustion
engine-based power plant with battery storage and grid coupling,”
Energy Convers. Manage., vol. 266, Aug. 2022, Art. no. 115793, doi:
10.1016/j.enconman.2022.115793.

R. V. Yohanandhan, R. M. Elavarasan, R. Pugazhendhi, M. Premkumar,
L. Mihet-Popa, and V. Terzija, “A holistic review on cyber-physical
power system (CPPS) testbeds for secure and sustainable electric power
grid Part |: Background on CPPS and necessity of CPPS testbeds,” Int.
J. Electr. Power Energy Syst., vol. 136, Mar. 2022, Art. no. 107718, doi:
10.1016/j.ijepes.2021.107718.

O. D. Montoya, W. Gil-Gonzklez, and A. Garces, ‘““Sequential
quadratic programming models for solving the OPF problem in DC
grids,” Electr. Power Syst. Res., vol. 169, pp. 18 23, Apr. 2019, doi:
10.1016/j.epsr.2018.12.008.

R. Wagle, L. N. H. Pham, G. Tricarico, P. Sharma, J. L. Rueda, and
F. Gonzalez-Longatt, “Co-simulation-based optimal reactive power con-
trol in smart distribution network,” Electr. Eng., pp. 1 15, Oct. 2023, doi:
10.1007/S00202-023-02078-W.

E. Dall’Anese and A. Simonetto, “Optimal power ow pursuit,”
IEEE Trans. Smart Grid, vol. 9, no. 2, pp. 942 952, Mar. 2018, doi:
10.1109/TSG.2016.2571982.

E. H. Houssein, M. H. Hassan, M. A. Mahdy, and S. Kamel, “Devel-
opment and application of equilibrium optimizer for optimal power ow
calculation of power system,” Appl. Intell., vol. 53, no. 6, pp. 7232 7253,
Mar. 2023, doi: 10.1007/s10489-022-03796-7.

VOLUME 12, 2024

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

M. S. Almas and L. Vanfretti, “A hybrid synchrophasor and GOOSE-
based power system synchronization scheme,” IEEE Access, vol. 4,
pp. 4659 4668, 2016, doi: 10.1109/ACCESS.2016.2601445.
B. W. Tuinema, J. L. R. Torres, A. I. Stefanov, F. M. Gonzalez-Longatt,
and M. A. M. M. van der Meijden, ““Cyber-physical system modeling for
assessment and enhancement of power grid cyber security, resilience, and
reliability,” in Probabilistic Reliability Analysis of Power Systems, 2020,
pp. 237 270, doi: 10.1007/978-3-030-43498-4_8.
IEEE Standard for Synchrophasor Measurements for Power Systems,
Standard C37.118.1-2011, 2011.
Communication Networks and Systems in Substations Part 5: Commu-
nication Requirements for Functions and Device Models, IEC Standard
61850-5.
B. Appasani and D. K. Mohanta, “A review on synchrophasor communi-
cation system: Communication technologies, standards and applications,”
Protection Control Mod. Power Syst., vol. 3, no. 1, pp. 1 17, Dec. 2018,
doi: 10.1186/541601-018-0110-4.
V. C. Gungor, D. Sahin, T. Kocak, S. Ergut, C. Buccella, C. Cecati, and
G. P. Hancke, “Smart grid technologies: Communication technologies
and standards,” IEEE Trans. Ind. Informat., vol. 7, no. 4, pp. 529 539,
Nov. 2011, doi: 10.1109/T11.2011.2166794.
K. Zhu, M. Chenine, and L. Nordstrom, “ICT architecture impact
on wide area monitoring and control Systems’ reliability,”” IEEE
Trans. Power Del., vol. 26, no. 4, pp.2801 2808, Oct. 2011, doi:
10.1109/TPWRD.2011.2160879.
A. K. zcanl and M. Baysal, ““A novel multi-LSTM based deep learning
method for islanding detection in the microgrid,” Electr. Power Syst. Res.,
vol. 202, Jan. 2022, Art. no. 107574, doi: 10.1016/j.epsr.2021.107574.
R. Wagle, P. Sharma, C. Sharma, M. Amin, J. L. Rueda, and
F. Gonzalez-Longatt, “Optimal power ow-based reactive power con-
trol in smart distribution network using real-time cyber-physical co-
simulation framework,” IET Gener., Transmiss. Distrib., vol. 17, no. 20,
pp. 4489 4502, Oct. 2023, doi: 10.1049/gtd2.12786.
R. Wagle, P. Sharma, C. Sharma, and M. Amin, “Optimal power
ow based coordinated reactive and active power control to miti-
gate voltage violations in smart inverter enriched distribution network,”
Int. J. Green Energy, vol. 21, no. 2, pp.359 375, Jan. 2024, doi:
10.1080/15435075.2023.2196324.
J. Hazra and A. K. Sinha, “A multi-objective optimal power ow using
particle swarm optimization,” Eur. Trans. Electr. Power, vol. 21, no. 1,
pp. 1028 1045, Jan. 2011, doi: 10.1002/etep.494.
R. Jain, Y. N. Velaga, K. Prabakar, M. Baggu, and K. Schneider, “Modern
trends in power system protection for distribution grid with high DER pen-
etration,” e-Prime  Adv. Electr. Eng., Electron. Energy, vol. 2, Jan. 2022,
Art. no. 100080, doi: 10.1016/j.prime.2022.100080.
D. Pattabiraman, J. Tan, V. Gevorgian, A. Hoke, C. Antonio, and
D. Arakawa, ““Impact of frequency-watt control on the dynamics of a high
der penetration power system,” in Proc. IEEE Power Energy Soc. Gen.
Meet., Dec. 2018, pp. 1 5, doi: 10.1109/PESGM.2018.8586562.
R. Mudumbai, S. Dasgupta, and B. B. Cho, “Distributed control for opti-
mal economic dispatch of a network of heterogeneous power generators,”
IEEE Trans. Power Syst., vol. 27, no. 4, pp. 1750 1760, Nov. 2012, doi:
10.1109/TPWRS.2012.2188048.
M. Naz, Z. Igbal, N. Javaid, Z. Khan, W. Abdul, A. Almogren, and
A. Alamri, “Ef cient power scheduling in smart homes using hybrid
grey wolf differential evolution optimization technique with real time and
critical peak pricing schemes,” Energies, vol. 11, no. 2, p. 384, Feb. 2018,
doi: 10.3390/en11020384.
W. Liu, L. Liu, I.-Y. Chung, and D. A. Cartes, “Real-time particle swarm
optimization based parameter identi cation applied to permanent magnet
synchronous machine,” Appl. Soft Comput., vol. 11, no. 2, pp. 2556 2564,
Mar. 2011, doi: 10.1016/j.as0c.2010.08.022.
L. T. Biegler and V. M. Zavala, ““Large-scale nonlinear programming using
IPOPT: An integrating framework for enterprise-wide dynamic optimiza-
tion,” Comput. Chem. Eng., vol. 33, no. 3, pp. 575 582, Mar. 2009, doi:
10.1016/j.compchemeng.2008.08.006.
(2021). Website of Fglongatt-Lab: DigEnSys-Lab.  Accessed:
Oct. 22, 2023. [Online]. Available: https://fglongattlab.fglongatt.org/The-
Lab.html
(2023). IEEE C37.118 Protocol. Accessed: May 29, 2023. [Online].
Available: https://www.typhoon-hil.com/documentation/typhoon-hil-
software-manual/References/c37_118_protocol.html

150927


http://dx.doi.org/10.1109/ISGTMIDDLEEAST56437.2023.10078722
http://dx.doi.org/10.13039/501100011033
http://dx.doi.org/10.1109/ACCESS.2020.{\protect \penalty -\@M }3016826
http://dx.doi.org/10.1109/ACCESS.2020.{\protect \penalty -\@M }3016826
http://dx.doi.org/10.1007/978-981-15-0062-6
http://dx.doi.org/10.1049/iet-esi.2019.0084
http://dx.doi.org/10.1049/iet-esi.2019.0084
http://dx.doi.org/10.1007/978-3-662-45928-7
http://dx.doi.org/10.1007/978-3-662-45928-7
http://dx.doi.org/10.1109/TII.2014.2332115
http://dx.doi.org/10.1109/ISGT.2011.5759166
http://dx.doi.org/10.1109/ISGT.2011.5759166
http://dx.doi.org/10.1109/UPEC.2015.7339763
http://dx.doi.org/10.3389/FENRG.2022.1054870
http://dx.doi.org/10.3390/en13205390
http://dx.doi.org/10.1016/j.enconman.2022.115793
http://dx.doi.org/10.1016/j.ijepes.2021.107718
http://dx.doi.org/10.1016/j.epsr.2018.12.008
http://dx.doi.org/10.1007/S00202-023-02078-W
http://dx.doi.org/10.1109/TSG.2016.2571982
http://dx.doi.org/10.1007/s10489-022-03796-7
http://dx.doi.org/10.1109/ACCESS.2016.2601445
http://dx.doi.org/10.1007/978-3-030-43498-4_8
http://dx.doi.org/10.1186/s41601-018-0110-4
http://dx.doi.org/10.1109/TII.2011.2166794
http://dx.doi.org/10.1109/TPWRD.2011.2160879
http://dx.doi.org/10.1016/j.epsr.2021.107574
http://dx.doi.org/10.1049/gtd2.12786
http://dx.doi.org/10.1080/15435075.2023.2196324
http://dx.doi.org/10.1002/etep.494
http://dx.doi.org/10.1016/j.prime.2022.100080
http://dx.doi.org/10.1109/PESGM.2018.8586562
http://dx.doi.org/10.1109/TPWRS.2012.2188048
http://dx.doi.org/10.3390/en11020384
http://dx.doi.org/10.1016/j.asoc.2010.08.022
http://dx.doi.org/10.1016/j.compchemeng.2008.08.006

L. N. H. Pham et al.: Real-Time CPPS Testbed for OPF Study Using Co-Simulation Framework

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]

[52]

[53]

[54]

IEC 61850 GOOSE Protocol. Accessed: May 29, 2023. [Online].
Available: https://www.typhoon-hil.com/documentation/typhoon-hil-
software-manual/References/iec_61850_goose_protocol.html

L. Thurner, A. Scheidler, F. Sch fer, J.-H. Menke, J. Dollichon, F. Meier,
S. Meinecke, and M. Braun, “Pandapower An open-source Python tool
for convenient modeling, analysis, and optimization of electric power sys-
tems,” IEEE Trans. Power Syst., vol. 33, no. 6, pp. 6510 6521, Nov. 2018,
doi: 10.1109/TPWRS.2018.2829021.

SEL-5032 ACSELERATOR Architect Software | Schweitzer Engineering
Laboratories. Accessed: Mar. 22, 2023. [Online]. Available:
https://selinc.com/products/5032/

T. Athay, R. Podmore, and S. Virmani, “A practical method for the
direct analysis of transient stability,” IEEE Trans. Power App. Syst.,
vol. PAS-98, no. 2, pp. 573 584, Mar. 1979, doi: 10.1109/TPAS.1979.
319407.

G. Tricarico, R. Wagle, M. Dicorato, G. Forte, F. Gonzalez-Longatt, and
J. L. Rueda, “Zonal day-ahead energy market: A modi ed version of
the IEEE 39-bus test system,” in Proc. IEEE PES Innov. Smart Grid
Technol.-Asia (ISGT Asia), Jan. 2023, pp. 86 90, doi: 10.1109/ISGTA-
SIA54193.2022.10003588.

G. Tricarico, F. Gonzalez-Longatt, F. Marasciuolo, O. Ishchenko,
M. Dicorato, and G. Forte, “A time-series hosting capacity assess-
ment of the maximum distributed energy resource production,” in
Proc. IEEE Int. Conf. Environ. Electr. Eng. IEEE Ind. Commercial
Power Syst. Eur. (EEEIC/I&amp;CPS Europe), Jun. 2023, pp. 1 6, doi:
10.1109/eeeic/icpseurope57605.2023.10194869.

D. S. Stock, S. Talari, and M. Braun, “Establishment of a coordinated
TSO-DSO reactive power management for INTERPLAN tool,” in Proc.
Int. Conf. Smart Energy Syst. Technol. (SEST), Sep. 2020, pp. 1 6, doi:
10.1109/SEST48500.2020.9203129.

E. Desardgn-Carrero, R. Darbali-Zamora, and E. E. Aponte-Bezares,
“Analysis of commonly used local anti-islanding protection methods
in photovoltaic systems in light of the new IEEE 1547-2018 stan-
dard requirements,” in Proc. IEEE 46th Photovoltaic Spec. Conf.
(PVSC), Jun. 2019, pp.2962 2969, doi: 10.1109/PVSC40753.2019.
8980916.

A. F. S. Melo, J M. Riquelme-Dominguez, F. Gonzalez-
Longatt, J.L.Rueda, and P.Palensky, ‘“Sampled values ROCOF
performance methodology breakdown,” in Proc. IEEE Int. Conf.
Environ. Electr. Eng. IEEE Ind. Commercial Power Syst. Eur.
(EEEIC/I&CPS Europe), Jun. 2022, pp.1 5, doi: 10.1109/EEEIC/
ICPSEurope54979.2022.9854700.

L. N. H. Pham, R. Wagle, F. Gonzalez-Longatt, and M. Acosta, “Non-
directional overcurrent protection relay testing using virtual hardware-
in-the-loop device,” in Real-Time Simulation and Hardware-in-the-Loop
Testing Using Typhoon HIL, 2023, pp. 283 337, doi: 10.1007/978-981-99-
0224-8_11.

L. N. H. Pham and F. Gonzalez-Longatt, “Distance protection relay testing
using virtual hardware-in-the-loop device,” in Real-Time Simulation and
Hardware-in-the-Loop Testing Using Typhoon HIL, 2023, pp. 379 424,
doi: 10.1007/978-981-99-0224-8_13.

Z. Ullah, S. Wang, J. Radosavljevic, and J. Lai, “A solution to the
optimal power ow problem considering WT and PV generation,” IEEE
Access, vol. 7, pp. 46763 46772, 2019, doi: 10.1109/ACCESS.2019.
2909561.

G. Huang, J. Wang, C. Chen, and C. Guo, “Cyber-constrained opti-
mal power ow model for smart grid resilience enhancement,” IEEE
Trans. Smart Grid, vol. 10, no. 5, pp. 5547 5555, Sep. 2019, doi:
10.1109/TSG.2018.2885025.

A. Maffei, S. Srinivasan, D. Meola, G. Palmieri, L. lannelli, .H.Holhjem,
G. Mara oti, G. Mathisen, and L. Glielmo, “A cyber-physical systems
approach for implementing the receding horizon optimal power ow in
smart grids,” IEEE Trans. Sustain. Comput., vol. 3, no. 2, pp. 98 111,
Apr. 2018, doi: 10.1109/TSUSC.2017.2737144.

Y. Tang, K. Dvijotham, and S. Low, “Real-time optimal power ow,”
IEEE Trans. Smart Grid, vol. 8, no. 6, pp. 2963 2973, Nov. 2017, doi:
10.1109/TSG.2017.2704922.

T.-L. Nguyen, Q.-T. Tran, R. Caire, Y. Wang, Y. Besanger, and
N.-A. Luu, “Distributed optimal power ow and the multi-agent sys-
tem for the realization in cyber-physical system,” Electr. Power Syst.
Res., vol. 192, Mar. 2021, Art. no. 107007, doi: 10.1016/j.epsr.2020.
107007.

150928

%\ V3

LE NAM HAI PHAM received the bachelor’s
degree in electrical engineering from the Univer-
sity of Technology, Ho Chi Minh City, Vietnam,
and the M.Sc. degree in electrical power engi-
neering from the University of South-Eastern
Norway, in 2022, where he is currently pursu-
ing the Ph.D. degree in electrical engineering.
He was an Electrical Engineer with Space Engi-
neering, a power consultant company in Vietnam,
from 2017 to 2020. His research interests include

dynamic power systems, cyber-physical energy and power systems, real-time
control, and protection in smart grids.

RAJU WAGLE received the bachelor’s degree
in electrical engineering from I0E, Pulchowk
Campus, Nepal, in 2009, the M.Sc. degree in
electrical engineering from Narvik University Col-
lege, Narvik, Norway, in 2015, and the Ph.D.
degree from UiT The Arctic University of Norway,
Norway. From 2009 to 2013, he was a Teach-
ing Assistant with Paschimanchal Campus, IOE,
Nepal, and a Lecturer with Pokhara University,
Nepal, from 2015 to 2019. He is currently with the

Concept and Study Department, Aibel AS, for development of sustainable
power and energy systems. His research interests include the development
of cyber-physical systems, digital power systems, optimal reactive power
control, and real-time control of smart distribution networks.

GIOACCHINO TRICARICO (Member, IEEE)
received the B.Sc. and M.Sc. degrees in electrical
engineering and the Ph.D. degree in electrical and
information engineering from the Politecnico di
Bari, Italy, in 2017, 2019, and 2023, respectively.
He is currently an Assistant Professor with the
Politecnico di Bari. His primary research interests
include smart grids, storage systems, renewable
generation systems, optimization methods, energy
and ancillary service markets, offshore wind tur-

bines, and renewable energy resource integration.

ANDRE FELIPE SILVA MELO received the B.E.
degree in computer engineering from the Universi-
dade Potiguar (UnP), in 2017, and the M.S. degree
in electrical engineering from the Universidade
Tecnol gica Federal do Parank (UT-FPR), in 2021.
He is currently pursuing the Ph.D. degree in power
systems with the Universidad de Sevilla. He is cur-
rently a Global System Architect with the Digital
Power Application Center (DPAC) of Schneider
Electric. His research interests include protection

and control systems, digital substations, and IEC 61850. He is active member
in various work groups of CIGRE B5 and IEEE PES PSRC and PSCCC.

VOLUME 12, 2024


http://dx.doi.org/10.1109/TPWRS.2018.2829021
http://dx.doi.org/10.1109/TPAS.1979.319407
http://dx.doi.org/10.1109/TPAS.1979.319407
http://dx.doi.org/10.1109/ISGTASIA54193.2022.10003588
http://dx.doi.org/10.1109/ISGTASIA54193.2022.10003588
http://dx.doi.org/10.1109/eeeic/icpseurope57605.2023.10194869
http://dx.doi.org/10.1109/SEST48500.2020.9203129
http://dx.doi.org/10.1109/PVSC40753.2019.8980916
http://dx.doi.org/10.1109/PVSC40753.2019.8980916
http://dx.doi.org/10.1109/EEEIC/ICPSEurope54979.2022.9854700
http://dx.doi.org/10.1109/EEEIC/ICPSEurope54979.2022.9854700
http://dx.doi.org/10.1007/978-981-99-0224-8_11
http://dx.doi.org/10.1007/978-981-99-0224-8_11
http://dx.doi.org/10.1007/978-981-99-0224-8_13
http://dx.doi.org/10.1109/ACCESS.2019.2909561
http://dx.doi.org/10.1109/ACCESS.2019.2909561
http://dx.doi.org/10.1109/TSG.2018.2885025
http://dx.doi.org/10.1109/TSUSC.2017.2737144
http://dx.doi.org/10.1109/TSG.2017.2704922
http://dx.doi.org/10.1016/j.epsr.2020.107007
http://dx.doi.org/10.1016/j.epsr.2020.107007

L. N. H. Pham et al.: Real-Time CPPS Testbed for OPF Study Using Co-Simulation Framework

VERONICA ROSERO-MORILLO (Student Mem-
ber, IEEE) is currently pursuing the Ph.D. degree
with the Institute of Electrical Energy (IEE-
UNSJ), National University of San Juan (UNSJ),
Argentina, with the Deutscher Akademischer Aus-
tauschdienst (DAAD) Scholarship. She is cur-
rently an Electrical Engineer with the National
Polytechnic University to Quito, Ecuador. In addi-
tion, she was a Guest Researcher with TU Dort-
mund University, Germany, in 2023, supported
by DAAD. Her research interests include distribution network protections,
signal processing methods, distributed distribution networks with inverter-
based interfaces, and high and low impedance fault detection.

ANUP SHUKLA received the B.Tech. degree in
electrical and electronics engineering from SHU-
ATS, Allahabad, Uttar Pradesh, India, in 2007, the
M.E. degree in power system from the PEC Uni-
versity of Technology, Chandigarh, India, in 2009,
and the Ph.D. degree from Indian Institute of Tech-
nology Kanpur, India, in 2016. From June 2016 to
December 2016, he was with the Department of
Electrical Engineering, Indian Institute of Tech-
nology Kanpur, as a Senior Project Engineer. From
January 2017 to August 2017, he was with the Department of Electrical
Engineering and Computer Science Engineering, Howard University, USA,
as a Post-Doctorate. He is currently an Assistant Professor with the Depart-
ment of Electrical Engineering, Indian Institute of Technology Jammu, India.
He is a member of IEEE Power and Energy Society, Industry Applications
Society, and IEEE Young Professionals. He was a recipient of POSOCO
Power System Award, in 2017, and Dr. P. S. Nigam Power Sector Award,
in 2013.

VOLUME 12, 2024

FRANCISCO GONZALEZ-LONGATT (Senior
Member, IEEE) is currently a Professor in elec-
trical power engineering and the Founder and
the Leader of the DIgEnSys-Laboratory (Digital
Energy Systems Laboratory), Department of Elec-
trical Engineering, Information Technology and
Cybernetics, University of South-Eastern Norway
(USN), Norway. He is currently a Senior Lec-
turer in electrical power systems with the Wolfson
School of Mechanical, Electrical and Manufactur-
ing Engineering and a member of the Centre for Renewable Energy Systems
Technology (CREST), Loughborough University, U.K. His research interests
include empowering energy systems’ secure and resilient operation by taking
advantage of digital technologies. He received the Outstanding Engineer
Award, in 2022, IEEE U.K. and Ireland PES Chapter, in 2022, and the
Sustainable Future Visionary Award from Typhoon HIL, in 2022.

150929



