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Abstract
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Doctor of Philosophy

Robust and secure semantic communication methods over integrated
terrestrial and non-terrestrial networks

by Mahshid Narimani Kenari

The integration of Terrestrial Networks (TNs) and Non-Terrestrial Networks (NTNs)
is expected to play a central role in future Sixth Generation (6G) systems by pro-
viding seamless connectivity across ground, air, and space segments. This evolution
supports applications such as remote sensing and disaster management, which re-
quire the reliable transmission of large volumes of data under stringent bandwidth,
latency, and energy constraints. However, this trend exposes communication sys-
tems to adverse channel conditions, limited resources, and security risks due to the
broadcast nature of wireless transmission. To overcome these challenges, it is nec-
essary to develop communication and security mechanisms that are not only robust
and resource-efficient, but also suitable for Artificial Intelligence (AI)-native 6G ar-
chitectures. This thesis addresses the challenges through three complementary con-
tributions that span transmission efficiency, privacy, and adaptive security. First,
it proposes a lightweight Semantic Communication (SemCom) framework based
on deep Joint Source-Channel Coding (JSCC) for robust video transmission over
noisy wireless channels. By integrating semantic attention and Signal-to-Noise Ra-
tio (SNR)-aware modulation, the proposed method improves the transmission of task-
relevant information while maintaining low computational cost. The proposed ar-
chitecture makes the transmission suitable for resource-constrained scenarios rele-
vant to TN–NTN systems. Second, the thesis investigates security vulnerabilities
in SemCom, with a particular focus on eavesdropping and Model Inversion Eaves-
dropping Attacks (MIEAs). To mitigate these threats, it introduces a lightweight
and reversible protection mechanism, Key-Assisted Protection for Deep Joint Source-
Channel Coding (KAP-DJSCC), which secures the transmitted stream through key-
based transformations. Third, the thesis develops a risk-based adaptive security
framework for AI-native ’6G systems which provides a dynamic selection of coun-
termeasures under resource and budget constraints. Overall, the contributions of this
thesis address three important aspects of 6G systems which are applicable for TN-
NTN: communication efficiency, semantic security, and adaptive cyber-risk manage-
ment.

HTTP://WWW.POLIBA.IT
http://dei.poliba.it
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Introduction

0.1 Background and Motivation
The expanding need for high data rates, seamless coverage, and diverse content re-
quires a significant advancement in telecommunications [1]. Modern applications
such as autonomous vehicles and smart farming need reliable, low-latency, and high-
throughput communication across diverse geographical environments [2]. Despite
the remarkable advancements achieved by Fifth Generation (5G) networks, for ex-
ample, Ultra-Reliable Low Latency Communications (URLLCs), current terrestrial
infrastructures remain insufficient to provide continuous and global coverage [3], [4].
In particular, remote, rural, maritime, and disaster-affected regions continue to expe-
rience limited or no connectivity due to the high deployment and maintenance costs
associated with terrestrial communication systems, such as fiber optics and base sta-
tion networks [5].

To provide a seamless and ubiquitous connectivity, 6G communication systems
are envisioned to adopt a paradigm shift toward the TN and NTN. This integration
enables the cooperation of ground-based infrastructures with aerial and spaceborne
platforms, forming a unified space–air–ground communication architecture. NTNs
include a wide range of platforms, such as Unmanned Aerial Vehicles (UAVs), High
Altitude Platforms (HAPs), and satellite systems operating in Low Earth Orbit (LEO),
Medium Earth Orbit (MEO), and Geostation Earth Orbit (GEO). By leveraging these
complementary layers, TN–NTN integration aims to provide global coverage, en-
hance network resilience, and continuous service delivery in both densely populated
and remote areas [1].

Beyond coverage extension, TN–NTN integration is expected to play a crucial
role in emerging applications that require remote-area sensing,maritime communica-
tion, and real-time decision-making. For example, in environmental monitoring and
disaster management, satellite and aerial platforms can collect large volumes of vi-
sual and sensor data from geographically dispersed regions. Similarly, in intelligent
transportation systems, UAVs and satellites can assist ground networks in providing
connectivity and situational awareness. These applications impose stringent require-
ments on communication systems, including ultra-low latency, high reliability, and
efficient utilization of limited resources [1], [3].

0.2 Challenges and Problem Statement in TN–NTN
Systems

Despite the significant potential, the integration of TN–NTN systems introduces a
number of fundamental challenges that differentiate it from conventional terrestrial
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networks:
First, visual data is expected to dominate network traffic in NTNs such as surveil-

lance, remote sensing, and environmental monitoring. The rapid growth of multime-
dia data, particularly images and videos, imposes substantial demands on bandwidth
and energy resources. However, TN-NTN platforms often operate under strict con-
straints in terms of power, latency, and bandwidth. As a result, transmitting large
volumes of raw data using conventional communication techniques is inefficient in
TN–NTN environments. This requires efficient mechanisms for transmitting and pro-
cessing data. Extracting the most important part of the data and transmitting it is
a viable solution to the limited resources in NTNs. Conventional communication
paradigms, which focus primarily on accurate bit-level transmission, only consider
the complete message transmission and do not optimize the resource consumption
according to the importance of the information.

Second, in integrated TN–NTN systems, the wireless communication medium is
inherently open and broadcast in nature, allowing transmitted signals to be received
not only by intended users but also by unintended or malicious entities. This funda-
mental characteristic makes such systems particularly vulnerable to a range of secu-
rity threats, including spoofing, jamming, and eavesdropping. Unlike active attacks,
eavesdroppers can operate passively by exploiting their knowledge of communica-
tion protocols, making them difficult to detect while still posing a serious risk to
data confidentiality. These vulnerabilities are further intensified in TN–NTN envi-
ronments due to the large coverage areas of satellites, UAVs, and HAPs, which prop-
agate the signal over vast geographical regions. In particular, the growing deployment
of dense satellite constellations significantly expands the number of potential inter-
ception points. Satellites themselves can act as powerful eavesdroppers capable of
intercepting transmissions from ground terminals without authorization. Thus, the
open nature of TN–NTN systems increases the risk of eavesdropping that makes the
protection of sensitive information a critical and challenging task [4], [6].

Third, the evolution toward 6G is expected to transform communication systems
to AI-native architectures, where learning-based mechanisms are integrated into the
physical layer, resource management, signal processing, and network orchestration
[7]. While this provides intelligent and autonomous operation in highly dynamic
TN–NTN environments, it also expands the attack surface beyond conventional wire-
less vulnerabilities. As mentioned, the open and broadcast nature of wireless channels
continues to expose systems to threats such as jamming, interference, and eavesdrop-
ping, particularly in large-scale NTN deployments [4]. In parallel, the reliance on
data-driven models introduces AI-specific vulnerabilities, including data poisoning,
adversarial perturbations, and model inversion. More critically, the convergence of
these two domains gives rise to hybrid attacks, where adversaries exploit the wireless
medium and the learning process simultaneously, for example, MIEAs [8]. This inter-
action is particularly severe in AI-driven communication systems, where the meaning
of transmitted information can be altered without necessarily affecting bit-level accu-
racy. Furthermore, the distributed nature of TN–NTN systems, coupled with limited
onboard computation and heterogeneous data sources, makes the protection more
challenging . Consequently, ensuring security in AI-native 6G networks requires a
joint consideration of wireless and AI vulnerabilities, as their combined effect can
amplify risks and introduce new attacks [7], [8].



0.3. SemCom for TN–NTN Systems 3

These challenges highlight the need for new communication paradigms that ex-
tend beyond conventional bit-oriented designs. Future TN–NTN systems must not
only efficiently handle massive volumes of data under stringent resource constraints,
but also ensure robustness against the open and vulnerable wireless medium, as well
as emerging threats introduced by AI-driven network intelligence. In particular, such
paradigms should be capable of adapting to dynamic environments, preserving the
integrity and confidentiality of transmitted information, and supporting task-oriented
communication where the relevance of information is prioritized over bit-level accu-
racy. Addressing these requirements calls for a fundamental shift toward semantic-
aware and secure communication frameworks that jointly consider efficiency, intelli-
gence, and security which can be useful in integrated TN–NTN networks. In addition,
the distributed and resource-constrained nature of TN–NTN systems requires security
mechanisms that are not only effective but also lightweight and adaptive. Traditional
security solutions, developed for 5G networks, rely on static configurations and do not
account for the dynamic characteristics and limited resources of 6G environments.
Therefore, there is a need for adaptive security frameworks capable of dynamically
assessing risks and selecting appropriate countermeasures under resource constraints.

0.3 SemCom for TN–NTN Systems
SemCom has recently emerged as a promising paradigm to address the limitations of
conventional communication systems. Unlike traditional approaches, which aim to
accurately reconstruct transmitted bits at the receiver, SemCom focuses on the mean-
ing and relevance of the transmitted information. The objective is to ensure that the
receiver can successfully perform a given task, rather than reconstructing the exact
original data.

By prioritizing task-relevant information, SemCom provides reductions in band-
width consumption, latency, and energy usage. This is particularly beneficial in
TN–NTN systems, where communication resources are limited and efficient data
transmission is critical. For instance, in cooperative Earth observation scenarios,
multiple satellites or aerial nodes may capture visual data from different perspectives.
Instead of transmitting full-resolution images or videos, SemCom allows nodes to ex-
change only the features necessary for tasks such as object detection, classification,
or segmentation. This reduces communication overhead while maintaining task per-
formance [2].

The integration of deep learning techniques has further enhanced the capabilities
of SemCom. In particular, deep JSCC has been proposed as an effective approach
for end-to-end communication system design. JSCC directly maps source data, such
as images or videos, into channel symbols using neural networks. In other words,
JSCC enables joint optimization of compression and transmission. This approach
provides several advantages over conventional separation-based schemes, including
improved robustness to channel variations and graceful performance degradation un-
der low SNR conditions [9]. Recent advances in semantic-aware JSCC frameworks
incorporate task-specific priors, such as segmentation maps, to guide the encoding
and decoding processes. These methods enhance feature discriminability and im-
prove reconstruction quality while maintaining low computational overhead.
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While SemCom and JSCC yield significant advantages in terms of efficiency and
robustness, their adoption in TN–NTN systems introduces new security challenges.
The broadcast nature of wireless communication, particularly in air-to-ground and
satellite links, makes transmitted signals inherently accessible to unauthorized users.
This exposure is intensified in TN–NTN environments, where transmissions cover
wide geographical areas and may be intercepted by adversaries located at different
points in the network.

In SemCom systems, security risks are not limited to traditional bit-level inter-
ception. Instead, adversaries may exploit the semantic representations of data to in-
fer sensitive information. Moreover, due to the high correlation between transmitted
compressed data (latent representation) and original data, an eavesdropper can po-
tentially reconstruct meaningful content from intercepted signals. This type of threat
is particularly severe in AI-driven systems, where neural networks can be used to
approximate the decoding process.

As discussed in [10] , SemCom systems are vulnerable to a range of attacks, in-
cluding eavesdropping, inference attacks, and MIEA. In MIEA, an attacker captures
the transmitted signal and trains a surrogate model to reconstruct the original data
which compromises the privacy of the communication. These attacks highlight the
limitations of traditional security mechanisms, which are primarily designed for bit-
level protection and do not account for the semantic content of transmitted data.

To address these challenges, several defense strategies have been proposed, in-
cluding physical-layer security, cryptographic methods, data-driven approaches, and
semantic covertness. However, many of these solutions either incur high computa-
tional overhead, degrade communication performance , or are time-consuming, mak-
ing them unsuitable for resource-constrained TN–NTN systems.

0.4 Adaptive Security in 6G TN–NTN Systems
In addition to communication-level vulnerabilities, TN–NTN integration introduces
broader cybersecurity challenges due to the scale, heterogeneity, and dynamic nature
of 6G systems. Devices operating in aerial and satellite segments often have limited
computational capabilities, energy resources, and storage capacity, which restrict the
deployment of complex security mechanisms. Furthermore, the diversity of devices
and services in TN–NTN systems leads to varying security requirements, making
static, one-size-fits-all security solutions of 5G ineffective [11].

To address these challenges, adaptive and risk-based security frameworks have
been proposed as a promising approach. These frameworks aim to dynamically as-
sess cybersecurity risks and select appropriate countermeasures based on current sys-
tem conditions and available resources. By modeling the interactions between assets,
threats, and vulnerabilities, risk-based frameworks enable informed decision-making
and efficient allocation of security resources.

As demonstrated in [12], such frameworks can be formulated as optimization
problems that balance the trade-off between security effectiveness and resource con-
straints. This approach is particularly relevant for TN–NTN systems, where efficient
utilization of limited resources is essential for maintaining both communication per-
formance and security.
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0.5 Research Questions
This thesis aims to develop solutions applicable for TN–NTN systems by efficient
JSCC, secure transmission mechanisms, and adaptive cybersecurity frameworks. To
systematically address these challenges, the following research questions are formu-
lated:

RQ1. How can multimedia data (especially video) be transmitted efficiently and
robustly over wireless channels, considering bandwidth limitations, channel noise,
and task-oriented requirements?

RQ2. How can semantic information be effectively incorporated into communi-
cation frameworks to prioritize task-relevant features and improve transmission effi-
ciency applicable for space–air–ground networks?

RQ3. What are the key security vulnerabilities of SemCom systems in broadcast-
ing nature of TN–NTN environments, and how can they be mitigated against MIEA?

RQ4. How can lightweight and practical protection mechanisms be designed
for JSCC-based systems without degrading reconstruction performance or requiring
costly retraining?

RQ5. How can cybersecurity risk be modeled and managed dynamically in 6G
systems, considering resource constraints and limited budget?

RQ6. How can communication efficiency and security be jointly optimized in
TN–NTN systems without introducing excessive computational overhead?

The research questions outlined above are addressed through the contributions of
this thesis, which are summarized in the following section.

0.6 Contributions of the Thesis
This thesis investigates efficient and secure communication mechanisms, focusing on
SemCom, JSCC, and adaptive security frameworks. The proposed frameworks are
applicable to integrated TN–NTN scenarios. The main contributions are as follows:

Chapter 1 provides the necessary background on SemCom, Deep Joint Source-
Channel Coding (DJSCC), eavesdropping threats, model inversion attacks, and exist-
ing protection mechanisms.

Chapter 2 proposes a lightweight semantic-aware JSCC framework for video
transmission, designed for bandwidth-constrained and noisy TN–NTN environments.
The framework integrates semantic attention mechanisms and SNR-aware modula-
tion to enhance robustness and transmission efficiency.

Chapter 3 investigates security challenges in SemCom systems, with a focus on
eavesdropping and MIEA. A novel lightweight and reversible protection scheme,
KAP-DJSCC, is proposed, leveraging key-based transformations to secure latent rep-
resentations without compromising reconstruction performance. The proposed se-
cure JSCC frameworks can be applied to TN-NTN, NTN-NTN, and TN-TN scenar-
ios.

Chapter 4 introduces a risk-based adaptive security framework for 6G systems,
enabling dynamic selection of countermeasures based on real-time risk assessment
under resource constraints. The framework is particularly suited for TN–NTN envi-
ronments.
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Finally, the last chapter concludes the thesis and outlines future research direc-
tions.
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Chapter 1

Background

1.1 Introduction
As the number of users, devices, and communication protocols continues to prolifer-
ate rapidly, the demand for efficient information generation and transmission in next-
generation networks has significantly increased [13]. Since the inception of digital
communication systems, the primary objective has been to ensure the reliable trans-
mission of data over noisy channels. Shannon’s theorem has been highly influential
in advancing communication systems, providing a theoretical foundation for deter-
mining channel capacity. It addresses not only the idealized scenario of noise-free
communication but also extends to practical cases where real-world channels are af-
fected by noise, thereby guiding the design and optimization of contemporary com-
munication technologies [14]. Specifically, if the entropy of a source is less than the
channel capacity, it is possible to design a coding system that enables transmission
with an arbitrarily low probability of error. To address this and mitigate practical chal-
lenges such as bandwidth limitations, transmission errors, and fluctuations in channel
conditions, advanced source and channel coding schemes have been developed to en-
sure accurate and reliable data transmission. Nevertheless, the fundamental challenge
in Shannon’s communication theory is to minimize uncertainty in data transmission
while simultaneously maximizing capacity, enhancing reliability, and reducing la-
tency. Addressing these requirements often leads to increased bandwidth consump-
tion and other resource demands, which can constrain the practical implementation of
communication services. Consequently, researchers have concentrated on optimizing
resource utilization to approach the theoretical limits of communication while balanc-
ing efficiency with system constraints. Moreover, according to Shannon’s theorem,
communication methods primarily focus on ensuring accurate transmission at the bit
level, irrespective of the meaning or content of the transmitted data. The emphasis
is solely on the reliable delivery of bits, independent of their semantic interpretation
[14].

To address these challenges, Shannon’s pioneering approach to communication
theory introduced a novel conceptualization of communication problems, as detailed
in his subsequent work [15]. This expanded framework offered a deeper understand-
ing of data transmission in noisy environments, significantly influencing the evolu-
tion of modern communication systems. Therefore, effective communication encom-
passes more than merely ensuring the accuracy of transmitted symbols; it also in-
volves addressing semantic and pragmatic aspects, including the accuracy of inter-
preting the transmitted symbols and the extent to which the conveyed information
influences the recipient’s behavior or actions. This broader perspective underscores
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the importance of understanding not only how data is transmitted but also how it is
comprehended and applied by the receiver. Considering the semantics of the mes-
sage, the focus shifts toward the effectiveness of conveying the intended meaning and
achieving shared objectives. This suggests that the precise transmission of all data
may not always be necessary; instead, transmitting only the information that is seman-
tically meaningful can be sufficient to maintain system performance [16]. This ap-
proach emphasizes efficiency by prioritizing the delivery of relevant data, potentially
reducing resource consumption while maintaining communication effectiveness. As
users generate vast amounts of information, focusing on the meaning of the data be-
comes increasingly critical, especially given the substantial bandwidth requirements
for transmission under low-latency constraints. Indeed, strictly adhering to the coding
and transmission methods outlined by Shannon [14] may result in network conges-
tion, potentially exceeding the system’s capacity and leading to problematic slow-
downs. Therefore, the development of data-aware systems that prioritize extracting
and transmitting only task-relevant information—without the need to send and re-
trieve the entire dataset—will be crucial for future communications [17]. The wide
range of applications, including the Internet of Things (IoT) communication, indus-
trial scenarios, and more broadly massive Machine-Type Communications (mMTC),
entails diverse requirements and data that are highly dependent on the specific ap-
plication context. This diversity shifts the emphasis from reconstructing exact mes-
sages to reasoning, selecting, deciding, and acting upon specific tasks. This paradigm
highlights the importance of meaning in communication and drives the emergence of
SemCom [18] and task or goal-oriented communication as effective solutions [19].
Regarded as a significant advancement in bit-wise communication, SemCom has the
potential to reduce data transmission load, improve efficiency, optimize resource al-
location, enhance reliability, significantly lower latency, and decrease energy con-
sumption [20]. These benefits contribute to enhanced sustainability and increased
communication system speed [16], positioning SemCom as an optimal solution for
applications requiring extensive data transmission and connectivity, such as object
classification for autonomous driving [21] and video streaming [22].

Furthermore, recent advancements in AI have significantly expanded the potential
for integrating semantic and task-oriented approaches into the design of communica-
tion systems. The incorporation of deep learning, a fundamental branch of AI, into
SemCom offers substantial improvements in network efficiency by accurately extract-
ing, interpreting, and optimizing the meaning of source data for transmission[23].

However, although semantic communication bestows advantages such as lower
latency, reduced bandwidth consumption, and higher throughput [24], it remains vul-
nerable due to the inherent openness of wireless broadcast channels and the fragility
of AI models [25]. The accessibility of wireless signals to both legitimate and unau-
thorized receivers raises significant security concerns, such as spoofing [26] and man-
in-the-middle attacks [27]. Moreover, AI architectures learn from available examples
and transmitted data, potentially exposing sensitive information that can be inferred
by adversaries. Additionally, blind spots within AI frameworks can be exploited by
attackers through perturbation injection, allowing them to deceive the system [28],
[29].

Given these vulnerabilities in wireless networks and the risk of interception by
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unauthorized parties, SemCom, despite its advantages, remains susceptible to eaves-
dropping. Attackers may employ techniques such as wiretapping to capture and in-
tercept the information during transmission, using their knowledge to reconstruct the
target sensitive data. The availability of the databases and the fragility of AI mod-
els also makes the SemCom model vulnerable to MIEAs in which the eavesdropper
can illegally use the encoder and train its network to infer the meaning. Recent re-
search has focused on developing new methodologies or adapting existing bit-wise
schemes to the semantic domain to mitigate such attacks. The strategies predomi-
nantly explored include Physical Layer Security (PLS) [30], [31], [32], [33], [34],
cryptographic mechanisms [35], [36], [37], [38], [39], [40], data-driven methods [41],
[42], [43], [44], [45], [46], and covert SemCom [28], [47], [48]. These approaches
aim to either increase the secrecy rate [30], [33], [34] or reduce the amount of sensi-
tive information or semantic recovery available to unauthorized receivers [42], [43],
[44], [47], [49].

Despite the valuable contributions of existing works addressing various aspects
of SemCom, research on privacy preservation, eavesdropping, and MIEA remains in
its infancy. Existing review papers and surveys have primarily focused on the devel-
opment of SemCom theory, network types, architectures, frameworks, system design,
algorithms for semantic extraction, transmission methods, and potential applications
[8], [16], [17], [20], [50], [51], [52]. In addition, the studies in [21], [22], [32], [50],
[53], [54], [55], [56] provide brief discussions of security challenges in SemCom;
however, they largely overlook the specific problem of eavesdropping and do not offer
a comparative analysis of existing mitigation strategies. Moreover, The work in [57]
provides a comprehensive overview of the SemCom lifecycle, addressing its security
challenges and defense mechanisms at both the link and network levels. Nonethe-
less, its discussion of eavesdropping remains general and lacks a detailed review of
concrete solutions and countermeasures against semantic eavesdroppers. Similarly,
[58] reviews steganographic techniques related to eavesdropping in SemCom; how-
ever, it neither compares traditional and semantic eavesdropping nor examines MIEA,
and presents only a limited assessment of mitigation approaches within the SemCom
framework.

1.2 Background on Semantic Communication and Se-
curity Aspects

The primary components of a typical SemCom architecture, inspired by the refer-
ence model outlined in [55], are depicted in Figure 1.1. Without loss of general-
ity, the information source (commonly referred to as Alice) transmits information to
the destination (referred to as Bob). In a SemCom scenario, Alice and Bob must
share the same semantic perception of the message, even if the transmitted and re-
ceived data are not identical at the bit level. The figure illustrates that the Knowledge
Bases (KBs), the semantic layer, and the physical layer are responsible for extracting
and transmitting the meaning, ensuring that the intended perception of the message
is accurately conveyed. The integration of AI into SemCom significantly enhances
the interpretation and transmission of information, marking a major advancement in
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Figure 1.1: The SemCom architecture inspired by the reference model
in [55].

communication technology. Specifically, useful features of data generated by the in-
formation source (e.g., images, video, text, and multi-modal data) are processed in
the semantic encoder and reconstructed by the decoder. Both the semantic encoder
and decoder operate within the semantic layer, which is responsible for extracting se-
mantic features, transmitting them through the semantic channel, and subsequently
reconstructing them. In this layer, AI enhances information recovery and feature ex-
traction by leveraging both public and private KBs. Public KBs provide common
knowledge shared among all users, whereas private KBs encapsulate user-specific
background information [59]. Overall, KBs play a crucial role in extracting key fea-
tures by supplying the AI model, hardware, and methodologies to both Alice and Bob.
These KBs can be updated as new information becomes available.

Nevertheless, while KBs are essential for the performance of SemCom, they also
introduce significant security challenges. The integration of AI for feature extraction
creates vulnerabilities, enabling adversaries to forge or poison the model and data
by targeting and contaminating the KBs or accessing and using KBs for their illegal
purposes. Furthermore, the subsequent wireless transmission phase exposes the sys-
tem to potential semantic manipulation and unauthorized access to the transmitted
information.

In this context, security attackers can target critical system assets, compromising
the fundamental security requirements necessary to maintain a secure framework.
The primary security requirements of a SemCom framework, as detailed in [55], are
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outlined below:

• Data confidentiality: ensures that unauthorized entities cannot access or dis-
close the data.

• Data integrity: ensures the correctness, consistency, and reliability of data in
terms of semantics between Bob and Alice.

• Data availability refers to the accessibility and reliability of data at each stage
of SemCom, ensuring that the data remains unaffected by noise or disruptions.

• Data Authenticity: guarantees the trustworthiness of semantic features through-
out all stages of SemCom, with verification at the receiver’s end to ensure the
information has not been falsified.

• Privacy Protection: ensures that Alice’s private information is not exposed to
other entities or through public KBs.

To explore potential disruptions to these security requirements, researchers have
primarily examined four types of attacks in SemCom. First, adversarial attacks, re-
ferred to as semantic noise, threaten both the information source and the physical
communication channel. Second, poisoning attacks involve adversaries that contam-
inate the information by injecting malicious data, thereby compromising the integrity
of transmitted content. Next, network attacks are characterized by the misuse of trans-
mitted semantic features, which may involve extracting or exploiting information, as
well as depleting network devices and resources. Finally, inference attacks leverage
transmitted semantic features, combined with shared or publicly available knowledge,
to deduce sensitive information about the sender.

Table 1.1 summarizes the main categories of attacks in SemCom [55]. To further
emphasize the significance of these threats, the table also highlights the corresponding
defense strategies and countermeasures proposed to mitigate these potential vulnera-
bilities.

Table 1.1: Overview of key threats in SemCom and the corresponding
defense mechanisms proposed to mitigate them.

Threat Defense
Adversarial attacks (se-
mantic noise)

Adversarial training, model optimization, denoising.

Poisoning attacks Denoising, model pruning, data preprocessing, detecting
training abnormalities.

Network attacks Cryptography, secure topology, digital signature, traffic
monitoring, enhanced planning [55], PLS, semantic covert-
ness, data-driven methods.

Inference attacks Anonymization, differential privacy, homomorphic encryp-
tion [55], cryptography, PLS, semantic covertness, data-
driven methods.

Two distinct characteristics in security issues in SemCom differentiate it from bit-
wise communication. Firstly, the meaning of the captured information is important
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to the warden instead of the amount of stolen information. Secondly, the attacker can
target both the transmitted sequence and the AI model [53].

The main focus of this chapter is on eavesdropping attacks in SemCom, where
the attacker can access the wirelessly broadcasted signal, attempt to reconstruct it,
and infer the targeted information. According to [55], eavesdropping can be classified
as a type of network attack as well as an inference attack. In addition, MIEA, as a
special case of eavesdropping attacks in the semantic domain, is analyzed, where an
eavesdropper captures the signal and attempts to reconstruct it by training an inverse
Deep Neural Network (DNN) network.

As shown in Table 1.2, a wide range of review studies have explored various as-
pects of semantic communication, including its security vulnerabilities, attack mod-
els, mitigation techniques, and related security requirements.
It highlights the main objectives of each review and identifies whether security con-
cerns are analyzed in depth, only briefly mentioned, or suggested as future research di-
rections. The table also indicates whether eavesdropping is explicitly discussed, how
it is characterized, and whether corresponding mitigation strategies are proposed. As
shown in the fifth column, eavesdropping is rarely treated as an independent topic; in-
stead, it is typically grouped with other security issues such as adversarial, jamming,
or man-in-the-middle attacks, and addressed through shared countermeasures. With
the exception of [8], which briefly contrasts eavesdropping in semantic and conven-
tional communication, prior works do not provide a focused comparison or taxonomy
of existing eavesdropping techniques in SemCom.

However, while an extensive review of fundamental semantic definitions, theo-
ries, algorithms, applications, and challenges is presented, the discussion on wiretap-
ping remains limited, despite the potential for adversaries to access and reconstruct
targeted information using their KB. To the best of our knowledge, no study has per-
formed a comparative analysis of existing works in the context of eavesdropping and
MIEA. Thus, based on the referenced surveys, it is evident that no existing research
specifically investigates eavesdropping and the resulting privacy leakage in SemCom,
nor does it provide a comparison of the state-of-the-art methods in this area against
a new eavesdropping attack designed for SemCom. This document not only cate-
gorizes the existing approaches for semantically limiting the warden’s capabilities,
but also distills the key lessons learned from prior approaches, emphasizing their
strengths, limitations, and the critical need for robust defense mechanisms against
semantic eavesdropping.

At the time of this writing, and to the best of the authors’ knowledge, there is a sig-
nificant lack of review papers specifically addressing privacy leakage, eavesdropping,
and wiretap channel mitigation methods in SemCom. A comprehensive investigation
and comparison of existing approaches in these areas remain unexplored. To bridge
this gap, the main contributions of this chapter are summarized as follows:

• This chapter reviews the fundamentals of SemCom, primarily focusing on as-
pects related to common attacks and associated security requirements. In par-
ticular, the study investigates existing countermeasures for eavesdropping in
traditional communication and explores the potential for adapting these solu-
tions to semantically-based communication.
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Table 1.2: Comparative overview of major review papers on
SemCom: A — Security coverage, B — Eavesdropping focus, C —

Comparison between semantic and traditional eavesdropping.

Ref. Year Main Focus A B C Technical Comparison
[16] 2022 Information-theoretic foundations, layered archi-

tecture, performance metrics, semantic noise,
challenges

No No No
Bilingual Evaluation Understudy (BLEU)
vs. JSCC in semantic coding

[17] 2023 History and theory of SemCom, JSCC, age of in-
formation, and timing aspects

No No No No

[20] 2022 Fundamentals, semantic extraction, transmission,
metrics, applications, challenges

Yes No No No

[21] 2024 Task-oriented communication, Integrated Sens-
ing and Communication (ISAC), multi-task learn-
ing, vulnerabilities

Yes No No Task accuracy under adversarial attacks

[50] 2021 Semantic-aware networking, federated edge intel-
ligence for SemCom

No No No Comparison across edge server scenarios

[51] 2021 Categorization of SemCom domains, knowledge
graphs

No No No No

[52] 2025 Fundamentals, semantic entropy, algorithms for
SemCom security, resource allocation, quantum
aspects

Yes No No No

[8] 2024 Three-tier SemCom architecture, taxonomy of se-
curity challenges and countermeasures

Yes No No No

[53] 2024 Semantic extraction (autoencoder, IB, KG), at-
tack strategies, and mitigation methods

Yes No No No

[54] 2022 Overview on semantics-aware communication,
joint coding and RL-based metrics

Yes No No RL-based evaluation of SemCom

[55] 2023 Threats and defenses in SemCom across techni-
cal, semantic, and effectiveness levels

Yes No No Privacy protection vs. FedAvg under MIA

[22] 2021 SemCom in 6G, use cases, KPIs, energy-delay
trade-offs

No No No DeepSC vs. traditional coding

[32] 2023 Secure SemCom for metaverse, privacy chal-
lenges

Yes No No Accuracy of proposed vs. FedAvg

[56] 2023 Security in semantic IoT, novel KPIs Yes Yes No Semantic similarity in targeted poisoning
attack but not eavesdropping, evaluation of
the proposed KPIs in outage probabilities

[57] 2025 Link- and network-level perspectives, security in
model training and transfer

Yes Yes No No

[58] 2025 General image encryption and steganography
techniques, their potential in SemCom, relevant
methods, and future directions

Yes Yes No Coverless steganography scheme

Our
work

Now Comprehensive review of SemCom vulnerabil-
ities with focus on eavesdropping, comparison
with traditional wiretapping, analysis of miti-
gation methods and introduction of MIEA

Yes Yes Yes Analysis of MIEA scenarios and mitiga-
tion techniques
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• Additionally, this work provides an overview of existing strategies specifically
designed to defend against potential eavesdroppers in SemCom. To offer further
insights, the proposed study categorizes the mitigation schemes and the metrics
used for security measurement.

• A comparative analysis is conducted in a general AI-aided SemCom scenario
under various wiretap channel SNRs under MIEA to identify potential gaps for
future research. This analysis provides a qualitative evaluation that highlights
the strengths and weaknesses of the observed strategies, offering valuable in-
sights into the effectiveness of these approaches in mitigating privacy leakage
caused by eavesdroppers and similarity measurement in the semantic domain.

The remainder of this chapter is organized as follows: Section 1.3 highlights the
key differences in the impact of eavesdropping attacks between traditional communi-
cation systems and SemCom. Section 1.4 reviews and categorizes the state-of-the-art
defense mechanisms proposed to counter eavesdropping attacks in SemCom. Finally,
Section 1.5 concludes the chapter with closing remarks and key insights.

1.3 Eavesdropping Issues in Traditional and Semantic
Communication

The broadcasting nature of wireless communication presents an opportunity for unau-
thorized users to intercept transmitted signals. In this context, an eavesdropper is
defined as an illegitimate user positioned between the legitimate signal transmitter
and receiver, seeking to overhear the signal and wiretap the information. Due to the
intrinsic differences between bit-wise communication and SemCom, the eavesdrop-
per’s effectiveness must be evaluated according to the distinct characteristics of each
communication paradigm. Accordingly, the methods employed by an eavesdropper
to intercept and reconstruct transmitted information, as well as the countermeasures
devised to mitigate such attacks, vary significantly between these frameworks. In
conventional communication systems, an eavesdropper is deemed successful if it cap-
tures the transmitted signal with sufficient quality to accurately reconstruct the source
message [60]. If an eavesdropper is positioned within the transmission range and re-
ceives the signal with adequate quality, it can intercept and retrieve the transmitted
bits. To defend networks against such interception, various mitigation techniques
have been developed specifically for traditional bit-wise communication systems. In
one approach, the data transmitter can obscure the signal by introducing artificial
noise within covert communication, proactively safeguarding the transmission and
disrupting unauthorized receivers. Covert communication conceals transmitted data
within environmental coefficients, thereby masking the transmission from eavesdrop-
pers. However, this approach is constrained by variability in channel coefficients,
which may affect reliability [61]. In contrast, PLS methods primarily aim to lower the
Signal-to-Interference-plus-Noise Ratio (SINR) at the eavesdropper’s end, degrading
the intercepted signal’s quality and preventing accurate reconstruction. These meth-
ods require minimal computational resources for authorized users but depend on ad-
ditional information, such as the eavesdropper’s channel state, which may be difficult
to obtain and could limit practical applicability. Cryptographic schemes obfuscate the
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signal by converting it into an encrypted format using private and public keys or hash
functions. Although these schemes provide a proactive defense by rendering the data
unreadable to unauthorized users, they require significant computational resources to
maintain data security [62]. Lastly, spread spectrum communication techniques en-
hance security by transmitting the signal across a bandwidth larger than necessary,
reducing susceptibility to narrowband interference and enhancing resistance to inter-
ception [63].

However, these techniques focus solely on bit-wise data transmission and identical
bit reconstruction at the receiver, with the primary goal of degrading or disrupting the
eavesdropper’s ability to accurately reconstruct the transmitted data.

With the change to a semantic communication paradigm, eavesdropping becomes
more challenging, since an attacker must first intercept the transmitted signal and sub-
sequently decode its semantic content to access specific sensitive information [56].In
this context, the eavesdropper may possess a different KB or a mismatched trained de-
coder, which could result in errors during data reconstruction or misalignment with
the intended communication task.

In SemCom, an attacker must not only intercept the transmission but also possess
the capability to infer sensitive information, which may require understanding com-
plex AI auto-encoder models or having prior familiarity with the KBs used in seman-
tic processing. This originates from including AI and KBs in SemCom which results
in a modified system design, security threats, and countermeasures compared to the
traditional communication. To address security and privacy challenges in SemCom,
a hybrid approach that integrates traditional and AI-based techniques is employed
to ensure secure information transmission within the semantic network. Innovative
methods, inspired by conventional communication paradigms and designed to safe-
guard semantic data, will be detailed in the following sections.

1.4 Current trends in SemCom eavesdropping defense
methods

As discussed in the preceding section, the solutions addressing eavesdropping attacks
in traditional communication systems cannot be directly extended to SemCom. These
solutions require careful revision and additional considerations to effectively address
the unique challenges posed by SemCom. In response to this critical issue, several
metrics and methodologies have recently been proposed in the current state of the art.

With the potential integration of SemCom into mMTC and industrial IoT appli-
cations, a key challenge lies in redefining existing frameworks and evaluation metrics
to reflect task-specific objectives and semantics. The choice of metrics is particu-
larly crucial, as they are inherently linked to the content and intent of semantic IoT
communications. On one hand, current evaluation metrics are largely inherited from
traditional communication systems. For instance, in image transmission, metrics such
as Peak Signal-to-Noise Ratio (PSNR), Structural Similarity Index Measure (SSIM)
, MS-SSIM, Mean Squared Error (MSE), classification accuracy, and task success
rate are commonly used to assess pixel-level reconstruction quality or task-specific
performance. In addition, traditional image processing metrics such as Local Fea-
ture Based Visual Security (LFBVS) [64] and Correlation (COR) [65] have been
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employed to evaluate contextual aspects of visual security [42]. While these met-
rics provide insights into perceptual and structural fidelity, they were not designed
to capture the semantic relevance or task-specific utility of the transmitted content.
Meanwhile, the Learned Perceptual Image Patch Similarity (LPIPS) metric [47] lever-
ages deep learning models to offer a more semantically aligned assessment of sim-
ilarity between images. Furthermore, the Matthews Correlation Coefficient (MCC)
[66] introduces a task-oriented approach for evaluating attribute prediction perfor-
mance, particularly under conditions of imbalanced label distributions. The informa-
tion leakage metric proposed in [67], which is based on mutual information, quantifies
the amount of sensitive information exposed to potential eavesdroppers in transmit-
ted images. This highlights a critical privacy concern in semantic communication
systems, where the extraction and transmission of high-level semantic features may
inadvertently reveal private or task-specific information, necessitating the develop-
ment of privacy-preserving mechanisms tailored to semantic content. Similarly, the
work in [38] introduces information leakage as an evaluation metric in the context
of wireless text transmission. To further elaborate on metrics for text-based com-
munication, semantic similarity is commonly assessed using metrics such as BLEU,
S-BLEU, and sentence-level similarity scores. Among these, BLEU has been partic-
ularly influential in transitioning traditional surface-level evaluation methods toward
more semantically oriented assessments of sentence interpretation. The secrecy rates
proposed in [30], [33], [34], [68] leverage BLEU to incorporate semantic meaning,
thereby adapting the traditional secrecy rate formulation to better suit application-
specific requirements. Without loss of generality, Table 1.3 summarizes the most
widely used metrics for evaluating semantic information recovery and quantifying
information leakage to potential eavesdroppers.

Table 1.3: Summary of the metrics employed in the literature.

Data Metric Reference

Img

PSNR [35], [37], [41], [47], [69] [28], [42], [44], [66], [70], [71]
SSIM, MS-SSIM [28], [35], [37], [42], [44], [45], [46], [47], [71]
MCC [66]
Image visual quality [31], [37], [41], [44], [66], [70] [42], [43], [46], [47], [67], [69]
MSE [36], [72]
Accuracy and task
success rate

[32], [41], [43], [45], [67] [31], [44], [70], [71], [72], [73]

LPIPS [47]
COR [42]
LFBVS [42]
Information leakage [67]

Txt

BLEU, sentence simi-
larity

[33], [38], [40], [74], [75]

Achievable network
throughput

[34]

S-BLEU [74]
Information leakage [38]
Secrecy rates [30], [33], [34], [68]
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Beyond evaluation metrics, this section categorizes existing approaches for secur-
ing SemCom in wiretap channels into four main groups: PLS, encryption and secret
key management, data-driven techniques, and methods aimed at disguising semantic
information and ensuring covertness. Furthermore, innovative methods that deviate
from these main categories or can be generalized to SemCom are explained in detail
in Section 1.4.5.

1.4.1 PLS methods
Approaches for safeguarding SemCom that exploit the dynamics and randomness in-
herent in wireless channel characteristics are broadly categorized under PLS meth-
ods [74]. Unlike conventional communication, PLS methods in SemCom primarily
involve manipulations and optimizations of the physical components to evaluate the
task performance indicators and obstruct Eve in semantics and interpretations. These
include techniques such as Artificial Noise (AN) generation and friendly jamming
[34], [48], [75], [76], beamforming [30], [31], [33], and the use of Reconfigurable In-
telligent Surface (RIS) [30], [31], [36], [68] along with optimizing transmitting or AN
power [33], [34], [48], [68], [75] which are employed to evaluate task performance
indicators and impede eavesdroppers at the semantic layer.

Figure 1.2 presents a general framework for the aforementioned methods, which
are integrated following semantic encoding and jointly optimized. By leveraging
these methods, although Eve may receive the signal, it remains highly degraded in
her direction or lacks sufficient quality for accurate task interpretation. This part of
the chapter provides an overview of PLS methods defending from eavesdropping at-
tacks in SemCom, summarized in Table 1.4.

Image reconstruction
Object detection

Cat or dog?
Color?

Alice BobSemantic encoder

RIS

Transmitted image

Friendly jamming
Artificial noise

Semantic decoder

Poor signal-to-noise ratio
Unable to reconstruct the meaning

Lower task accuracy
Eve

Figure 1.2: PLS methods general framework.

Similar to conventional communication, SemCom can be secured using AN and
its combinations with other techniques. Mu et al. [34] explored the potential of PLS
by proposing a semantic-assisted approach. In their study, Eve intercepts and decodes
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Table 1.4: PLS methods taxonomy.

Ref. Data AN Power RIS Beamform.
Type Allocation

[33] Txt ✓ ✓ ✓

[30] Txt ✓ ✓

[34] Txt ✓ ✓

[31] Img ✓ ✓ ✓ ✓

[36] Txt ✓

[68] Txt ✓ ✓

[76] Txt ✓ ✓

[75] Txt ✓ ✓

[48] Img ✓

signals using a bit-oriented approach, whereas Alice and Bob employ systems capable
of both semantic and bit-oriented processing. By transmitting a superimposed signal
comprising normalized semantic-encoded symbols and normalized conventional bit-
oriented source–channel encoded symbols over a block fading channel, the seman-
tic component effectively functions as AN, thereby enhancing confidentiality. The
achievable secrecy communication rate for a given fading state is determined using
DeepSC [77] for semantic text transmission. The ergodic secrecy rate is maximized
by jointly optimizing the transmit power, power allocation factor, and successive inter-
ference cancellation decoding order for each fading state, formulated as a non-convex
optimization problem. Building on the use of AN, the authors of [76] proposed an
AN-aided covert and reliable SemCom scheme, leveraging a dual-antenna config-
uration at Bob’s side to enable full-duplex reception. One antenna is dedicated to
receiving the signal, while the other generates AN to mitigate continuous eavesdrop-
ping. The framework optimizes the average covert semantic throughput—a newly
introduced metric—across all time slots using reinforcement learning for semantic
text transmission, as proposed in [77].

AN, acting as a friendly jammer, has been utilized in [75] to obscure transmis-
sion. The proposed approach employs a soft actor-critic algorithm to maximize the
BLEU score while simultaneously regulating both transmission and jamming power.
Additionally, it ensures that the probability of missed detection at Eve exceeds a prede-
fined threshold, thereby enhancing covert communication security. A jammer-aided
SemCom method for multi-user communication networks within a multi-agent re-
inforcement learning framework has been proposed in [48]. The multi-agent gradi-
ent algorithm enhances both performance and covertness by collaboratively identify-
ing vulnerable devices, optimizing transmit power, and refining semantic information
transmission. Additionally, the distributed algorithm establishes a power control pol-
icy, trained by both the devices and the jammer, to optimize SemCom performance.

Besides using AN to conceal the communication, integrating it with beamforming
techniques and jointly optimizing them is an effective adopted approach for mitigat-
ing eavesdropping attacks. The work in [33], these solutions were applied to ISAC
with multiple users—referred to as Integrated Sensing and Semantic Communica-
tion (ISSC)—by optimizing beamforming and leveraging the sensing signal as AN. In
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fact, the sum of the semantic secrecy rate has been maximized by iteratively optimiz-
ing beamforming for sensing and communication, power allocation, and compression
ratio, while considering the BLEU score as the performance metric.

Apart from AN, techniques leveraging RIS have also demonstrated effective-
ness in this research field. In [30], the mitigation of information leakage in
metamaterial-based task-oriented communication and computation has been investi-
gated. Reconfigurable Intelligent Computational Surface (RICS), a technology com-
prising a reconfigurable beamforming layer, an intelligent computation layer, and a
control layer, is employed to destructively combine the non-reflected signal with the
refracted signal in the eavesdropper’s direction, effectively neutralizing potential leak-
age. The authors anticipate that metasurfaces will integrate task-oriented commu-
nication and computation in the future. Additionally, dynamically adjusting signal
reflection through RICS-Design-B further degrades the signal quality at the eaves-
dropper.

Another type of RIS, known as Simultaneous Transmitting and Reflecting Re-
configurable Intelligent Surface (STAR-RIS), is utilized in [31] to enhance signal
transmission for SemCom between Bob and Alice while simultaneously generating
interference for the eavesdropper. The study considers a scenario where Alice is po-
sitioned in the transmission region of the STAR-RIS, while Eve is located in the re-
flection region. This is achieved by formulating an optimization problem that jointly
optimizes Bob’s beamforming vector and the transmission-coefficient vector of the
STAR-RIS, while designing the reflection-coefficient vector to induce task-level and
SNR-level disturbances for Eve. The generated task-level disturbance surpasses other
benchmarks in preserving SemCom privacy, leading to significantly lower task suc-
cess rates for Eve.

In [36], a novel PLS key generation scheme leveraging RIS is proposed, wherein
the RIS elements are dynamically tuned based on the randomness of semantic drifts
in text transmission. The physical key generation framework consists of four phases:
channel detection, quantization, message coordination, and privacy amplification.

Moreover, [78] proposes an alternative physical-layer key generation method that
exploits the randomness of BLEU scores and strengthens security by implementing
subcarrier obfuscation in OFDM through dummy data injection. Building on these
approaches, [68] explores a secure semantic communication framework for UAVs,
leveraging multiple RISs to enhance security. The study focuses on maximizing the
Security Semantic Transmission Rate (SSR) by jointly optimizing the RIS reflection
coefficients, UAV trajectory, transmission power, and the number of transmitted sym-
bols for semantic text broadcasting.

The work in [74] utilizes secure channel capacity concepts to develop a PLS-
empowered loss function that balances security and reliability. This approach, inde-
pendent of key generation, enhances robustness against channel fading by employing
a two-phase DNN training process. Furthermore, this study introduces a novel met-
ric, Secure BLEU, to evaluate the security of semantic communication. Existing
approaches, such as those in [76] and [68], are limited by the unrealistic assumption
that the eavesdropper’s location is known. Unlike traditional encryption techniques,
PLS methods ensure security without relying on key secrecy and remain robust under
channel fading and variations [74].
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1.4.2 Encryption and Secret Key Management
DNNs can learn to utilize secret keys to protect the privacy of SemCom networks.
Specifically, they have the potential to autonomously learn encryption techniques and
safeguard information, laying the foundation for further advancements in secure com-
munication using AI [79]. This section explores existing works that employ encryp-
tion techniques [35], [39], [40], [71], shuffling, permutation, and substitution [37],
[38], as well as quantum cryptographic security [80] and secret key management in
Federated Learning (FL)-aided SemCom [81].

Alice BobSemantic encoder Semantic decoder

Eve

Features

Encryption Decryption

Public key

Private keyPrivate key

Information: text, 
image, video

Task inference,
Reconstruction

Unable to infer the meaning

Figure 1.3: Encryption and key management methods general frame-
work.

Table 1.5: Encryption and key management techniques taxonomy.

Ref. Data Colluding Key Encryption Shuffling Quantum
Type Eve Management and Permutation

[37] Img ✓

[40] Txt ✓

[39] Img ✓

[35] Img ✓

[80] NA ✓ ✓

[38] Txt ✓

[81] NA ✓ ✓

[71] Img ✓ ✓

Figure 1.3 illustrates the general encryption framework used for SemCom. By
applying cryptographic techniques, Eve is prevented from accurately interpreting the
semantic information. Additionally, Table 1.5 provides an overview of the key meth-
ods and assumptions explored in what follows.
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Cryptographic techniques offer the advantage of transforming data into an un-
readable format, ensuring that unauthorized users cannot access its contents, regard-
less of channel conditions. Regarding the use of cryptography in SemCom, Luo et
al. [40] proposed a neural network-based symmetric encryption privacy-preserving
technique for text communication. Their approach integrated symmetric encryption
into the adversarial training process to ensure both the universality and confidential-
ity of semantic data. To maintain the universality of the framework, the cross-entropy
function of unencrypted data is optimized, particularly in broadcast scenarios. In en-
crypted SemCom, however, the optimization objective shifts toward maximizing the
discrepancy between the cross-entropy loss experienced by Alice and Bob and that of
Eve, thereby enhancing confidentiality.

Conversely, safeguarding semantic information can be achieved with a shorter key
length. In [39], the authors optimized the trade-off between the coding rate, sensitive
information leakage, secret key rate, and reconstruction distortion, ensuring both ef-
ficiency and security in semantic communication. According to Shannon’s definition
of perfect secrecy, Bob must recover the message losslessly, while Eve gains no in-
formation. Differently, [39] shows that even a small-sized secret key can effectively
protect only the semantic content, despite the observable source data being exposed
to an eavesdropper. This highlights a shift from traditional encryption towards a more
efficient and targeted security approach in semantic communication.

Moreover, [71] proposes a lightweight and secure SemCom framework for image
classification task, aiming to prevent eavesdropping and adversarial attacks. This ap-
proach integrates established cryptographic methods, including AES combined with
RSA, to effectively counteract wardens and enhance communication security.

Following the same context, the authors of [35] design a novel encryption-based
wireless image transmission scheme that operates independently of any knowledge of
Eve’s channel information in a JSCC scenario. This framework integrates encryption
using a public-key cryptosystem based on the Learning With Errors (LWE) problem,
ensuring robust security against eavesdroppers without relying on Eve’s channel state
information. In fact, an encoder function first maps input images into a latent vec-
tor, which is then quantized. The quantized representation is subsequently treated as
plaintext for encryption, ensuring secure transmission while preserving the integrity
of the semantic information.

The security in DNNs can be enhanced by applying shuffling or permutation to
the data, effectively obfuscating the information without introducing additional com-
putational overhead for learning or cryptographic processing. In this context, [37]
employs a model-based JSCC approach where permutation is applied to the encoded
symbols before transmission. This method enhances security by ensuring that only
authorized receivers with the correct permutation key can successfully reconstruct
the transmitted message, thereby mitigating potential eavesdropping threats. Further
on this topic, [42] proposes a novel secure JSCC framework for image transmission
that incorporates block-wise shuffling. This technique preserves local spatial redun-
dancies essential for Convolutional Neural Networks (CNNs) while still obfuscating
the overall structure of the image, making it more resilient against unauthorized re-
construction by eavesdroppers. Hence, the authors propose an alternative privacy-
preserving method for SemCom, leveraging random permutation and substitution of
transmitted features to enhance security and mitigate unauthorized access.
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Beyond conventional encryption techniques, quantum cryptographic security
schemes are expected to play a crucial role in safeguarding future communication
networks. Quantum computers pose a potential threat to traditional cryptographic
methods used for privacy protection. In [80], quantum key distribution is introduced
as a groundbreaking approach for secure secret key distribution, ensuring confidential
data transmission, particularly in scenarios vulnerable to eavesdropping. The princi-
ples of quantum mechanics are employed to distribute cryptographic keys, which are
then used for semantic data encryption. To achieve this, a hierarchical architecture for
a key distribution-secured semantic communication system has been designed, inte-
grating resource allocation and routing decisions to enhance security and efficiency.

Finally, FL offers a promising collaborative framework for training joint learn-
ing models at the network edge, facilitating the advancement of connected intel-
ligence. However, FL-based SemCom systems remain vulnerable to privacy leak-
age due to potential eavesdropping threats. A reliable FL system must address
two critical concerns: safeguarding user privacy throughout the model training pro-
cess and ensuring the model’s robustness against tampering and adversarial attacks
[82]. This necessitates the integration of an additional privacy-preserving mecha-
nism in FL-based SemCom. Given that cryptographic methods are often imprac-
tical due to limited computational and communication resources, the authors in
[81] propose a Certificateless Authentication-based Trustworthy Federated Learn-
ing (CATFL) framework that effectively mitigates poisoning attacks while simulta-
neously preventing user privacy leakage. To achieve this, the key generation cen-
ter independently generates two distinct keys for each component within the CATFL
framework. Therefore, even if attackers collude with the key generation center or a
single server, they cannot obtain the complete secret key required for impersonation.

1.4.3 Data-driven methods
JSCC in SemCom is typically enhanced by a data-driven approach that leverages op-
timized encoding and decoding functions to exploit the inherent correlation within
the source signal for efficient compression [42]. However, many JSCC schemes pri-
marily emphasize improving image or video reconstruction quality, while neglecting
their vulnerability to privacy leakage from eavesdropping attacks. This vulnerabil-
ity arises due to the inherent correlations between the primary data and the channel
input, making it susceptible to unauthorized interception [70]. To address this chal-
lenge, privacy-aware JSCC has been proposed to optimize the trade-off between im-
age retrieval quality and privacy leakage. In other words, these methods primarily
optimize the autoencoder to preserve privacy and adjust a loss function by combining
Information Bottleneck (IB) [41], [43], [44], [45], [67], [70] and reconstruction error
measurement losses like MSE [41], [42], [43], [44], [45], [46], [67]. These methods
consider scenarios in which one or multiple [45] eavesdroppers intercept the noisy
wireless signal through their respective channels, attempting to infer sensitive infor-
mation from the transmitted data.

Figure 1.4 provides an overview of the primary framework in this category, where
protection relies on the design of the training process and loss functions. During
training, sensitive information is disentangled, and the network is optimized using
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loss functions tailored to the specific application and problem requirements. Further-
more, Table 1.6 outlines the key parameters regulated in training the network to safe-
guard sensitive information. Additionally, it highlights the methods that incorporate
multiple eavesdroppers within the loss function to enhance privacy protection.

Alice BobSemantic encoder Semantic decoder

Failure in recovering
private information

Reconstruction loss

Protection loss

Privacy leakage loss

Eve

Figure 1.4: Data-driven protection training framework and loss func-
tions.

Table 1.6: Data-driven methods taxonomy.

Ref. Data Multiple IB Error
Type Eve Measurement

[67] Img ✓ ✓

[45] Img ✓ ✓ ✓

[43] Img ✓ ✓

[41] Img ✓ ✓

[44] Img ✓ ✓

[46] Img ✓

[42] Img ✓

[70] Img ✓

As a foundational study, [41] introduces a privacy-distortion trade-off framework
that optimizes the PSNR of the transmitted image as a measure of distortion while si-
multaneously ensuring that the leakage of sensitive information to Eve remains below
a predefined threshold.

In [45], a DNN-based framework is proposed to simultaneously minimize dis-
tortion at Bob and mitigate information leakage to multiple collaborating and non-
collaborating eavesdroppers. Specifically, a secrecy funnel framework is introduced
to safeguard private data while preserving the perceptual quality of transmitted im-
ages over AWGN and complex-valued fading channels.

Conversely, [67] introduces an end-to-end learning strategy that simultaneously
minimizes distortion and sensitive information leakage against a single eavesdropper
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while maximizing channel capacity. Given that true distributions are typically inac-
cessible, a data-driven approach employing variational autoencoder-based JSCC has
been proposed to effectively manage the privacy-utility trade-off. Similarly, another
JSCC autoencoder employing CNNs, as proposed in [46], balances efficiency and
privacy by utilizing residual blocks cascaded with convolutional layers for semantic
feature extraction and transmission. The framework evaluates reconstruction qual-
ity and semantic leakage in Single-Input Single-Output (SISO) and Multiple-Input
Single-Output (MISO) systems, assessing both visual quality and structural similar-
ity. This approach has inspired further research aimed at optimizing data manipula-
tion techniques to ensure effective transmission for Alice while making reconstruction
significantly more challenging for Eve. However, [46] and the aforementioned stud-
ies rely on the assumption of precise knowledge of Eve’s channel conditions, such
as SNR, or operate under the premise that the warden’s channel quality is inherently
lower. To address the impracticality of these assumptions in real-world scenarios, it
is crucial to develop methods that either operate independently of channel state infor-
mation or dynamically adapt to varying channel conditions. Building on this concept,
the authors in [43] introduced a novel privacy-aware JSCC framework that eliminates
the dependency on Eve’s location or channel state information. Instead, their ap-
proach employs a more practical objective function that does not explicitly account
for the amount of information received by Eve. In other words, the framework jointly
minimizes transmission distortion and the mutual information between private and
public disentangled subcodewords, while simultaneously maximizing the similarity
between the extracted private information of the image and the generated private sub-
codeword. Thus, in [43], only the disentangled public information, derived through
information bottleneck theory, is transmitted, while the reconstruction distortion at
Bob is minimized. This approach ensures that the warden cannot recover the sensi-
tive information, while Alice operates without requiring any assumptions about Eve’s
presence or channel parameters.

Similarly, the concept of disentangled IB has been employed in [70]. Specifically,
the proposed IB objective effectively regulates the mutual information between sub-
codewords and the encoded information. Minimizing the mutual information between
the private and public subcodewords enables JSCC to enhance privacy preservation
while simultaneously maintaining the quality of service.

In [44], the authors leveraged IB theory to identify and extract task-relevant fea-
tures while simultaneously employing adversarial learning to mislead the eavesdrop-
per. Specifically, they modeled the eavesdropper as a DNN-based black-box attacker.
A notable aspect of this work is the integration of two key components: the IB loss,
which ensures the extraction of task-relevant features while minimizing irrelevant in-
formation, and the mean squared error from adversarial reconstruction, which actively
disrupts the eavesdropper’s ability to accurately recover private data. Similarly, the
authors in [66] proposed a data-driven Deep Learning (DL) model that balances the
privacy-utility trade-off to enhance system security. This model is designed to encode
only the task-relevant information while simultaneously simulating the behavior of a
black-box adversary, thereby improving robustness against eavesdropping attacks. In
another approach, [42] introduces an inherently secure joint protection and source-
channel coding scheme that integrates protection, deprotection, feature extraction,
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and JSCC units. They redefine the loss function based on a feature extraction pro-
cess, aiming to minimize the reconstruction loss while simultaneously maximizing
the feature loss between the original image, the protected image, and the decoded im-
age. Several evaluation metrics for visual security assessment [65], [83] and image
reconstruction quality indicate that the method proposed in [42] achieves superior re-
construction quality while effectively preserving the visual details of the plain image.

In [84], a KB-based framework is introduced to enhance privacy protection
against eavesdroppers. This framework integrates sensitive entity recognition, atten-
tion mechanisms, entity alignment, and channel coding modules for secure text trans-
mission. These components collectively constitute a knowledge-assisted transceiver
that effectively manages both private and public knowledge, limiting an adversary’s
ability to decipher sensitive information.

1.4.4 Semantic covertness
This section reviews the state-of-the-art approaches for concealing transmitted data or
safeguarding sensitive information. The primary distinction between physical-layer
covert communication and semantic covertness lies in their underlying approaches:
the former leverages antennas and jamming techniques to conceal the existence of
the transmission, while the latter aims to prevent Eve from understanding the trans-
mitted content or to deliberately mislead the warden. In this context, methods such
as generating semantic perturbations [28], [72], optimizing covert loss [85], and em-
ploying steganographic techniques [47] have demonstrated effectiveness in enhancing
semantic covertness and mitigating the risk of information leakage. Figure 1.5 pro-
vides a comprehensive summary of the methodologies employed to achieve semantic
covertness. In these approaches, Eve may either fail to detect the transmitted stream
or be unable to interpret the captured information. Additionally, Table 1.7 presents
an overview of the key methodologies utilized in this category, highlighting their re-
spective strategies for concealing semantic information.

Image reconstruction
Object detection

Cat or dog?
Color?

Alice Bob

Transmitted 
image

Host image

Steganography

False recovery
False detection
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Semantic 
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decoder
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Figure 1.5: Semantic covertness methods general framework.



26 Chapter 1. Background

Table 1.7: Summary of main features in semantic covertness for Sem-
Com.

Ref. Data Covert Steganography Perturb.
Type Loss generation

[28] Img ✓

[47] Img ✓

[85] Img ✓

[72] Img ✓

In [28], the SemProtector framework is introduced to enhance security in real-
world online SemCom. The SemPrIv module in SemProtector is responsible for
generating minimal perturbations aimed at misleading potential eavesdroppers. An
Adversarial Transformation Network (ATN) is employed to defend against Attribute
Inference Attack (AIA), where the attacker is modeled as a multilayer perceptron.
The semantic representations are processed by the ATN to generate perturbations
that maximize the cross-entropy loss of the eavesdropper, thereby mitigating privacy
leakage. Experimental evaluations indicate that while SemProtector effectively en-
hances security, it slightly degrades performance metrics such as SSIM and PSNR,
particularly when multiple protection modules are utilized. Consequently, a trade-off
must be made based on user requirements and security priorities.

Building on this concept, [72] introduces pluggable adversarial modules that gen-
erate low-power perturbations to mislead Eve in image transmission. This approach
optimizes a weighted sum of three key factors: privacy leakage to Eve, mean squared
error (MSE) for reconstruction quality, and the power of the adversarial attack. By in-
corporating these modules, the framework effectively enhances security while main-
taining an optimal balance between protection and image quality.

Drawing inspiration from covert communication, [47] proposes a novel approach
for secure SemCom in private image transmission through steganography. Unlike
cryptographic techniques, image steganography conceals a private image within a
non-sensitive host image, producing a container image that visually resembles the host
while embedding the private content. If an eavesdropper intercepts the transmitted
stream, they can only access the semantic information of the host image, leaving the
concealed data protected. The designed architecture leverages an invertible neural
network-based signal steganography approach at the channel input signal, effectively
mitigating model inversion attacks and enhancing security in SemCom systems.

In [85], the authors explored the fundamental limits of semantic communication
under the constraint that transmissions remain covert. Their findings indicate that
separating source and channel coding is optimal for maintaining communication con-
cealment. Leveraging DNN-based techniques, they demonstrated that covert commu-
nication can be effectively realized, particularly for classification tasks. Notably, their
study revealed that to ensure reliable JSCC while preserving covertness, the number
of transmitted source symbols must scale with the square root of the number of chan-
nel uses.
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1.4.5 Complementary strategies
This section explores methodologies for protecting SemCom that are distinct from
the previously defined categories. The mitigation techniques discussed here either
operate independently of these categories or address privacy leakage and eavesdrop-
ping issues in the fields similar to SemCom, with potential generalization to SemCom
itself. For example, [69] investigates the wiretap channel in QAM modulation for
SemCom, while [86] focuses on eliminating personal information in video transmis-
sions. Additionally, [87], [88] propose content-based methods for protecting transmit-
ted images. These studies provide valuable insights into privacy protection strategies
that can be adapted or extended to enhance the security of SemCom systems.

In [69], the authors propose a DNN-based framework for semantic communica-
tion that extracts meaningful representations and compresses images while utilizing
two distinct constellation maps for QAM modulation. This design aims to establish a
nearly information-theoretically secure data transmission framework, enhancing both
efficiency and security in SemCom systems. This method leverages superposition
coding and employs a double-layered constellation map to integrate semantic fea-
tures into satellite codewords. The MSE is employed as the loss function during the
training phase, whereas in the power allocation process, the symbol error probability
is evaluated to optimize transmission performance and security.

In the domain of privacy-preserving semantic video transmission, [86] introduces
a novel decentralized Machine Learning (ML)-based video surveillance framework
that leverages edge computing to protect personally identifiable information, partic-
ularly facial image data, by performing training at edge nodes. The authors address
the security threats posed by Honest But Curious (HBC) attackers, who exploit their
privileged access to extract sensitive information from transmitted video streams. To
mitigate this risk, the proposed framework integrates privacy-preserving mechanisms
that safeguard semantic information while ensuring both efficient and secure video
transmission.

Beyond SemCom, alternative schemes exist that extract, transmit, and protect data
privacy through different mechanisms. For instance, in [87], [88], the authors mitigate
eavesdropping attacks by employing PLS and fountain-based packet delivery tech-
niques for content-based image transmission, where the background and the Region
of Interest (ROI) are encoded separately. While these approaches primarily focus on
content-based processing without explicitly considering semantic meaning, we argue
that they can be adapted and extended toward SemCom to enhance both security and
efficiency in future communication systems.

1.5 Summary and Conclusion
This chapter has consolidated the main defense strategies proposed to counter eaves-
droppers in SemCom. The existing methods are grouped into five categories: (a) tech-
niques exploiting hardware or channel randomness (PLS); (b) encryption- and key
management-based approaches, including quantum solutions; (c) data-driven meth-
ods that reshape semantic extraction and JSCC to balance the security–distortion
trade-off; (d) semantic covertness approaches that conceal semantic content; and (e)
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complementary strategies adapted from related domains or departing from conven-
tional paradigms. Table 1.8 provides a holistic summary of these categories, outlining
representative methods, their main strengths and limitations, and the lessons learned
across different application scenarios.

PLS Methods PLS-based techniques extend conventional physical-layer security
schemes, such as AN, beamforming, power allocation, and RIS, to the semantic do-
main. They effectively degrade Eve’s reception performance while maintaining low
computational complexity. However, most studies unrealistically assume full or par-
tial knowledge of Eve’s channel state information or location. In addition, current re-
search is largely restricted to text-based communication, with limited exploration of
image, video, or multimodal tasks. Future work should design PLS strategies robust
to unknown or dynamic channels and capable of handling heterogeneous semantic
data.

Encryption and Secret Key Management Encryption-based solutions provide
strong theoretical protection by obfuscating transmitted signals prior to transmis-
sion. Works combining encryption, permutation, or quantum key distribution demon-
strate promising adaptability to SemCom. Nonetheless, these methods often entail
high computational and communication overhead, which limits their use in latency-
sensitive or resource-constrained scenarios. Furthermore, quantization-based encryp-
tion may lead to semantic information loss, and lightweight schemes typically assume
idealized secure key exchanges. Addressing the risk of key leakage remains an open
challenge. Overall, encryption methods ensure robustness against eavesdropping re-
gardless of Eve’s channel or SNR, but must strike a balance between security strength,
semantic fidelity, and practical efficiency.

Data-Driven Methods Data-driven techniques counter eavesdropping by optimiz-
ing loss functions that minimize Bob’s reconstruction error while maximizing Eve’s
distortion. These methods are flexible, task-aware, and eliminate the need for explicit
AN or encryption modules. By leveraging AI-based semantic extraction, particularly
within JSCC frameworks, they offer natural adaptability to task semantics. However,
several works rely on assumptions about Eve’s channel or decoder, which may not
be feasible in practice. Information bottleneck or sensitive-feature removal strategies
relax these assumptions but require retraining for new tasks. Furthermore, adversar-
ial training introduces additional complexity and may reduce reconstruction quality.
Overall, data-driven approaches are promising due to their adaptability and semantic
integration, though they still require enhancements in robustness and computational
efficiency.

Semantic Covertness Semantic covertness represents an emerging line of defense,
where protection is achieved by concealing or perturbing the transmitted meaning
through techniques such as perturbation generation, steganography, or covert loss
optimization. These methods inherently operate without relying on Channel State
Information (CSI) or knowledge of Eve’s model. However, steganographic designs
based on deep architectures (e.g., CNNs) increase training and inference complexity,
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while additional loss constraints may degrade reconstruction quality or task accu-
racy. Consequently, a trade-off exists between security and semantic fidelity at the
receiver side. Despite these challenges, semantic covertness remains a promising
paradigm—especially within JSCC—and future research should pursue lightweight,
low-latency designs that preserve both security and meaning.

Complementary Strategies Complementary strategies encompass alternative or
hybrid approaches, including double-layer constellation mapping, privacy-preserving
video frameworks, and content-aware protection of sensitive regions. Each of these
methods contributes unique mechanisms for securing semantic information. For ex-
ample, the work in [86] introduces one of the few frameworks explicitly targeting
video privacy. Extending such techniques to other modalities and integrating them
with existing SemCom architectures remains an open opportunity. These methods
often eliminate the need for key exchange, reducing the risk of key leakage, and of-
fer new directions for semantic-level content protection. Further research should also
address private attribute leakage in non-ROI regions and adapt these approaches to fu-
ture multimodal SemCom systems. Collectively, complementary strategies broaden
the security design space and highlight emerging opportunities for resilient, privacy-
preserving semantic communication.
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Chapter 2

Semantic-Aware Attention-Driven
JSCC for Efficient Video
Transmission over Wireless Channels

2.1 Introduction
The rapid growth of multimedia platforms and high-bandwidth wireless access has
made video the dominant form of Internet traffic, accounting for nearly 80% of global
traffic and expected to grow further [89]. This has driven research on efficient and ro-
bust wireless video transmission, traditionally based on source-channel separation. In
these architectures, source coding (e.g., Advanced Video Coding (AVC)) compresses
video into bitstreams, while channel coding protects them from wireless noise im-
pairments. Despite their success, such designs are sensitive to channel mismatches:
when actual conditions deviate from the assumed code rate, decoding errors can in-
crease sharply, leading to complete reconstruction failures, known as the cliff effect.
Furthermore, conventional schemes ignore semantic relevance and downstream task
requirements, resulting in inefficient resource utilization [90], which is critical for
emerging applications like wireless virtual and augmented reality requiring ultra-low
latency with constrained devices [90].

Semantic communications have recently emerged as an end-to-end, task-oriented
paradigm [14], transmitting only task-relevant information and potentially overcom-
ing the limitations of conventional architectures. Deep learning techniques have
proven effective for extracting and leveraging semantic features in multimedia trans-
mission [9], [91], [92]. In particular, JSCC methods enhance robustness to channel
variations, especially under low SNRs by providing graceful performance degrada-
tion while reducing latency and improving bandwidth efficiency [9]. Recent video-
focused JSCC frameworks often adopt key and non-key frame structures [90], trans-
mit latent features with or without explicit semantic priors [90], [93], [94], [95], and
aim to exploit task-relevant information. While recent works have successfully inte-
grated semantic information for video reconstruction, many existing frameworks rely
on computationally intensive modules or prioritize the generative reconstruction of
non-key frames. There remains a need for lightweight architectures that can robustly
transmit key frames under variable channel conditions by fully exploiting compact
semantic priors without incurring significant computational overhead.

The architecture integrates an adjacency matrix derived from segmentation maps,
an SNR-aware modulation block (SNRMod), and residual blocks to jointly improve
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semantic interpretability and reconstruction quality, while minimally increasing train-
able parameters.

Motivated by these limitations, this work makes the following contributions:

• We propose a DL-enabled JSCC framework for key-frame transmission that
integrates semantic attention (SemAtt) modules leveraging segmentation maps
as priors to guide encoding and enhance feature discriminability. We focus on
key frames since semantic errors at this stage can propagate and degrade the
reconstruction of subsequent frames.

• We further introduce a novel Segmentation Adjacency Matrix (SGM)-based
mechanism combined with SNR-aware modulation, improving semantic inter-
pretability and reconstruction performance across varying channel conditions
with negligible additional model complexity.

• Experimental results on benchmark datasets demonstrate high reconstruction
fidelity under low SNR. Compared to conventional separation-based schemes
prone to the digital cliff effect, our approach achieves a 5.2% reduction in LPIPS
and a 6.3% improvement in Mean Intersection over Union (mIoU).

Figure 2.1: Semantic-aided JSCC framework overview.

The remainder of this chapter is organized as follows. Section 2.2 presents the pro-
posed semantic-aided JSCC framework and details the SemAttJSCC module. Section
2.3 reports the experimental setup and performance evaluation against baseline JSCC
and conventional coding schemes. Finally, Section 2.4 concludes the chapter

2.2 Semantic-Aided JSCC Framework for Video
Transmission

This section introduces a semantic-aided JSCC framework for key-frame video trans-
mission. Inspired by the object-attribute-relation paradigm in [94], the proposed ar-
chitecture incorporates a Semantic Attention (SemAtt) mechanism that embeds se-
mantic priors directly into the encoding and decoding stages.
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2.2.1 Proposed Framework Architecture
Figure 2.1 illustrates the proposed framework. We consider wireless video transmis-
sion where sequences are divided into Group of Pictures (GoP), following [90]. The
upper pipeline shows key-frame processing, with key frames defined as the first frame
of each GoP. Semantic features are extracted from each key frame using pretrained
HRNetV2 and Optical Character Recognition (OCR) models [96], [97], [98] to gen-
erate high-resolution segmentation maps. These maps, along with the RGB frame,
are fed into the SemAttJSCC module, an end-to-end trainable system for joint source
and channel coding. The module comprises a SemAttJSCC Encoder at the trans-
mitter and a SemAttJSCC Decoder at the receiver. The encoder jointly processes
the RGB image and its semantic map to generate complex-valued symbols transmit-
ted over an Additive White Gaussian Noise (AWGN) channel. Given their compact
representation, semantic maps are also transmitted via a parallel conventional source-
channel coding pipeline, using 4-QAM modulation and a 1/3-rate Low-Density Parity
Check (LDPC) code [94]. At the receiver, the decoded semantic information and key-
frame symbols are jointly used by the decoder to reconstruct the RGB frame, with a
symmetric architecture enabling end-to-end optimization.

The lower branch of the Figure 2.1, instead, corresponds to the non-key-frame
processing pipeline within each GoP. To save bandwidth, only their semantic maps
are transmitted via the separate coding scheme. At the receiver, the decoded map
and the previously reconstructed RGB frame are fed into a vid2vid-based generative
model [99] to synthesize the current frame. The vid2vid model is pretrained on the
target dataset and deployed in inference mode at the receiver. As vid2vid operates
exclusively on non-key frames, it does not impact the complexity analysis of key-
frame transmission.

2.2.2 The SemAttJSCC Module
The proposed SemAttJSCC module, designed for key-frame transmission, extends
the DynamicJSCC framework [100]. As shown in Figure 2.2, it comprises a jointly
trained encoder-decoder pair: the SemAttJSCC Encoder and Decoder, each logically
divided into source and channel blocks.

The source encoder ES receives an RGB image X ∈ R3×H×W and extracts high-
level features, reducing spatial resolution by a factorG and expanding channel dimen-
sion toC, resulting inXS ∈ RC×H/G×W/G. We adoptG = 4 andC = 256 as in [100].
The channel encoderEC applies shape-preserving transformations, including a resid-
ual block (ResBlock) and an SNR-aware modulation block (SNRMod), to incorporate
channel state information. A key novelty is the insertion of a Semantic Attention (Se-
mAtt) block prior to SNRMod (highlighted in Figure 2.2), enabling semantic-aware
feature modulation. Inspired by [101], [102], the SemAtt block exploits semantic seg-
mentation priors via the SGM, guiding both attention and normalization stages.

The SemAtt block has three stages:

• Attention layer: processes latent features together with the SGM from a down-
sampled segmentation map.

• Residual connection: adds the attention output to the input features for stable
gradient propagation [103].
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Figure 2.2: SemAttJSCC module architecture.

• Semantic-aware normalization: adjusts activations based on region-specific
statistics.

The SGM A ∈ {0, 1}L×L is constructed from M semantic regions Sm, for m =
1, . . . ,M , where L = H ×W :

aij =

{
1, if pixels i, j ∈ Sm

0, otherwise.
(2.1)

To reduce memory and computation, a compressed representation Ar ∈
{0, 1}L×M is used, preserving semantic relationships with only L non-zero entries.

The feature tensor is reshaped into F ∈ RC×L, and a deviation matrix D is com-
puted as

dij = fij −
∑L

k=1 fikakj∑L
k=1 akj

, (2.2)

capturing channel-wise deviations from region-wise means. For each semantic region
Sm, the attention map ΨSm ∈ RC×C is defined by [102]:

ψSm
ij =

e
1

|Sm|
∑

k∈Sm
dikdjk∑C

j=1 e
1

|Sm|
∑

k∈Sm
dikdjk

. (2.3)
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The attention output is equal to:

φij = fij +
C∑

k=1

ψ
Sm(j)
ik fkj , (2.4)

followed by semantic-aware normalization:

zij =
φij − E[φ

Sm(j)
ij ]√

Var[φ
Sm(j)
ij ]

wim + bim , (2.5)

where w, b ∈ RC×M are learnable parameters. Assuming region-wise feature con-
sistency, this reduces parameters by a factor M/L. The output is reshaped to Z ∈
RC×H/G×W/G and passed to SNRMod. After SNRMod, a Conv2D-K layer projects
features to K channels, followed by power normalization and mapping to complex
symbols XR ∈ Ck, with k = (K/2) × H/G ×W/G. The channel is modeled as
AWGN:

YR = XR + n , n ∼ CN (0, σ2Ik), (2.6)

with SNR = 10 log10(1/σ
2) dB.

The bandwidth compression ratio isR = k/n, with n = 3HW , controlled viaK.
At the receiver, YR is mapped back to a latent tensor and processed by the channel and
source decoders DC and DS , mirroring EC and ES , to reconstruct Y . The module is
trained end-to-end to minimize the reconstruction MSE:

L =
1

N

N∑
i=1

∥Xi − Yi∥2 , (2.7)

where N is the number of training samples.

2.3 Experimental Results
We evaluate the proposed JSCC framework for key-frame transmission on the
Cityscapes dataset [104], a standard benchmark for semantic urban scene understand-
ing. The dataset contains 2 975 training images and 500 validation images with reso-
lution 1024× 2048 and pixel-level annotations across 34 semantic classes.

The SemAttJSCC model is trained with the Adam optimizer [105] (learning rate
5× 10−4, batch size 2) on a single NVIDIA A100-SXM4-40GB GPU (CUDA 12.2).
Early stopping with a patience of 14 epochs is applied, yielding convergence after
roughly 35 epochs. During training, the SNR is uniformly sampled in [0, 20] dB. Two
bandwidth compression ratios are considered: R = 1/12 and R = 1/6. The Dy-
namicJSCC baseline [100] is trained under identical conditions. Crucially, since this
baseline already incorporates the SNRMod modulation mechanism, the performance
comparison presented in this section effectively serves as an ablation study, isolating
the specific contribution of the proposed SemAtt module.

The DynamicJSCC baseline [100] is trained under identical conditions. Exper-
iments are limited to the AWGN channel and Cityscapes sequences to focus on the
impact of compact semantic priors.



36 Chapter 2. Semantic-Aware Attention-Driven JSCC for Efficient Video
Transmission over Wireless Channels

Figure 2.3: PSNR comparison between SemAttJSCC and the baseline
for varying SNR and R.

2.3.1 Comparison with Baseline JSCC Scheme
Performance is evaluated using both fidelity-based and task-oriented metrics. PSNR
and SSIM quantify pixel-level reconstruction quality, while LPIPS [106] measures
perceptual similarity. Ground-truth segmentation maps are used to isolate transmis-
sion effects, and downstream semantic performance is evaluated via a pretrained HR-
NetV2+OCR model [96], [97], [107], computing mIoU on reconstructed images.

Figures 2.3 and 2.4 show that SemAttJSCC consistently outperforms the baseline
across all SNR values and both compression ratios. Gains are more pronounced at
stronger compression (R = 1/12) and low SNR, confirming improved robustness
under adverse channel conditions. A maximum PSNR gain of 1.5% occurs atSNR =
0 dB and R = 1/12, while the largest SSIM improvement is 0.7% at SNR = 0 dB
and R = 1/6.

Figure 2.5 shows that SemAttJSCC achieves consistently lower LPIPS scores than
the baseline across all channel conditions, indicating superior perceptual quality. The
maximum reduction is 13.7% at SNR = 0 dB and R = 1/6. Figure 2.6 demon-
strates higher mIoU values, particularly under strong noise and compression, with
the largest gain of 1.6% at R = 1/12 and SNR = 5 dB. These results confirm that
semantic-aware encoding effectively preserves class-discriminative information for
downstream tasks.
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Figure 2.4: SSIM comparison between SemAttJSCC and the baseline
for varying SNR and R.

2.3.2 Comparison with Conventional Coding Schemes
We further evaluate the proposed SemAttJSCC framework against conventional sepa-
rate source and channel coding pipelines, following [94]. In these reference schemes,
images are first compressed using JPEG2000 or BPG [108], then protected via LDPC
coding [109] and digitally modulated. We consider LDPC code rates of 1/3, 1/2,
and 2/3, with BPSK, 4-QAM, 16-QAM, and 64-QAM modulation. Perfect CSI is
assumed at the receiver for Log-Likelihood Ratio (LLR) computation [110]. For fair
comparison, the compressed file sizes are matched to the number of transmitted sym-
bols used by SemAttJSCC, including the overhead associated with transmitting the
compressed SGM. It is worth noting that this overhead is minimal, amounting on
average to 0.4% of the compression bandwidth ratio R.

Figures 2.7 and 2.8 highlight that JSCC-based methods inherently avoid the dig-
ital cliff effect typical of conventional digital pipelines. In terms of perceptual qual-
ity (measured via LPIPS), SemAttJSCC consistently outperforms JPEG2000-based
schemes across all SNR values. Compared to BPG-based pipelines, the proposed
method achieves superior reconstruction fidelity in low-SNR regimes, where digital
schemes often fail due to unrecoverable bit errors. Specifically, at SNR = 0 dB,
SemAttJSCC reduces LPIPS by 5.2% and increases mIoU by 6.3% relative to the
BPG+1/3LDPC+BPSK configuration. While BPG demonstrates competitive perfor-
mance at high SNR due to efficient source coding, this advantage primarily stems
from optimized compression rather than transmission robustness, which is the focus
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Figure 2.5: LPIPS comparison between SemAttJSCC and the baseline
for varying SNR and R.

of our study. Additionally, the high-resolution images (1024× 2048) pose additional
challenges for conventional and learned methods [94], [110]. Future work could ex-
plore increasing the latent channel dimensionality K to better balance spatial com-
pression and feature richness under a fixed bandwidth constraint. Similar trends are
observed for downstream semantic tasks. Figure 2.8 shows that SemAttJSCC sig-
nificantly outperforms both JPEG2000- and BPG-based pipelines in terms of mIoU,
particularly at low SNR, confirming the effectiveness of semantic-aware encoding
in preserving task-relevant information. A qualitative example is provided in Fig-
ure 2.9, showing reconstructed key frames and corresponding segmentation outputs

Table 2.1: Computational complexity and number of trainable pa-
rameters for the proposed SemAttJSCC, the baseline JSCC, and the
convolution-enhanced JSCC model [94], evaluated at bandwidth com-

pression ratio R = 1/12 for key-frames transmission.

Architecture GFLOPs Parameters (M)
Max. LPIPS
Reduction

vs. Baseline
Baseline JSCC 2079 6.57 –
SemAttJSCC 2285 6.64 13.7%
Baseline JSCC +
Convolutions [94] 3326 11.33 11.0%
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Figure 2.6: mIoU comparison between SemAttJSCC and the baseline
for varying SNR and R.

at SNR = 0 dB. The proposed method better preserves fine structures and seman-
tic boundaries compared to conventional schemes, even under severe channel noise.
In addition to improved performance, SemAttJSCC introduces only modest compu-
tational overhead. As summarized in Table 2.1, GFLOPs and trainable parameters
increase by only 9.9% and 1.1%, respectively, relative to the baseline JSCC. By con-
trast, the convolution-enhanced model in [94] incurs substantially higher overhead
(60.0% GFLOPs and 72.5% parameters) while achieving a smaller maximum LPIPS
reduction (11.0% vs. 13.7%). These results, albeit obtained on datasets of different
resolutions, underscore the efficiency of integrating compact semantic priors directly
within the JSCC framework.
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Figure 2.7: LPIPS comparison with conventional coding schemes un-
der varying SNR values.

Figure 2.8: mIoU comparison with conventional coding schemes un-
der varying SNR values.
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2.4 Conclusion
We introduced SemAttJSCC, a semantic-aware DJSCC framework for efficient key-
frame transmission over bandwidth-limited, noisy wireless channels. By integrating
compact semantic priors (SGMs) via lightweight attention mechanisms, the system
guides feature allocation and channel adaptation. Experiments on high-resolution
urban scenes show consistent gains over baseline JSCC in reconstruction (PSNR,
SSIM), perceptual quality (LPIPS), and downstream semantic accuracy (mIoU), par-
ticularly under low SNR and strong compression. Compared to conventional digital
pipelines (JPEG2000/BPG + LDPC), SemAttJSCC avoids the cliff effect and main-
tains semantic integrity. Future work will explore more realistic channel models,
adaptive GoP structures, key-frame selection under strict latency and bandwidth con-
straints, and generative schemes for reconstructing non-key frames from semantically
transmitted key frames.
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Chapter 3

Eavesdropping and Model Inversion
Attacks in SemCom over NTNs

3.1 Introduction
Shannon’s classical information theory has long underpinned communication sys-
tems by ensuring bit-level fidelity, yet it remains agnostic to the semantic content
of transmitted data. SemCom introduces a paradigm shift beyond Shannon’s model
by enabling the transmission of meaning-relevant information, thereby enhancing
communication efficiency. By leveraging AI, SemCom prioritizes task-relevant fea-
tures, achieving significant reductions in bandwidth usage and latency, while im-
proving throughput and system performance. Despite these advantages, SemCom
introduces novel security vulnerabilities. The inherent openness of wireless chan-
nels, high correlation between source and transmitted representations, and structural
weaknesses in AI models render SemCom particularly susceptible to eavesdropping
and privacy breaches. These risks necessitate a reassessment of traditional security
paradigms. This chapter provides a comparative analysis of existing strategies un-
der model inversion-based eavesdropping attacks, offering a unique perspective ab-
sent in existing literature. Then, a new method "KAP-DJSCC" for providing a se-
cure SemCom is presented. The section concludes by identifying critical research
challenges and outlining prospective directions for secure and trustworthy SemCom
systems.

The remainder of this chapter is structured as follows: Section 3.2 focuses on
MIEA, a specialized form of eavesdropping, and analyzes representative strategies
designed to mitigate such threats. Section 3.3 proposes a new method (KAP-DJSCC)
for overcoming eavesdroppers in JSCC. Open challenges and promising future re-
search directions are discussed in Section 3.4. Finally, the conclusion is presented in
Section 3.5.

3.2 MIEA
This section investigates the security threat posed by the MIEA, as introduced in [37],
and its implications for JSCC. The attack is first described, followed by a compara-
tive analysis of Eve’s capability to reconstruct the received stream transmitted via
JSCC. This is investigated in four scenarios: no protection, data-driven protection,
lightweight cryptographic protection, and a hybrid approach.
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3.2.1 MIEA Overview
Since SemCom fundamentally relies on AI techniques, it introduces novel security
vulnerabilities absent in conventional communication systems. Notably, adversaries
may exploit internal feature representations within semantic models to reconstruct
the original data by inverting the semantic extraction process. This class of threats
is encapsulated in the MIEA, which poses a significant privacy risk in SemCom de-
ployments. CNN-based architectures are particularly susceptible to MIEA due to the
high correlation between input data and the learned feature embeddings. In this work,
we investigate MIEA within one of the most widely adopted CNN-based frameworks,
the JSCC, which has demonstrated notable advancements in SemCom, especially for
image compression and wireless transmission.

Unlike traditional communication schemes that perform source and channel cod-
ing separately, JSCC integrates both operations into a unified end-to-end learning
framework. This joint optimization confers several advantages, including improved
reconstruction fidelity, increased spectral efficiency, and inherent robustness against
the cliff effect—a sharp degradation in performance typically observed in classical
systems under marginal channel deterioration [9], [42]. Nevertheless, by replacing
conventional communication blocks with DL components, JSCC becomes inherently
vulnerable to MIEA, primarily due to the broadcast nature of wireless channels and
the architectural sensitivity of CNN-based systems [111]. Consequently, a warden
may intercept the wireless signal and accumulate sufficient data to train a surrogate
decoder capable of inferring the semantic content or reconstructing the transmitted
data.

In a typical MIEA scenario, the attacker seeks to inject inputs into the sender’s
network and simultaneously intercept the corresponding wireless transmissions via a
dedicated eavesdropping channel. By collecting a sufficiently large set of intercepted
data, the adversary trains a neural network to approximate the functionality of the
legitimate semantic decoder, thereby recovering the original information.

Let B = {b1, b2, . . . , bi, . . . , bS} denote the training dataset used by the JSCC
system, where S is the number of samples. The autoencoder comprises Alice’s en-
coderEθ and Bob’s decoderDβ , with θ and β representing their respective parameter
sets. For image transmission, the encoder Eθ transforms a raw input image x into a
semantic latent representation and subsequently into transmittable symbols. The re-
ceiver (Bob) receives the noisy signal yB = Eθ(x) + NB, where NB ∼ CN (0, σ2

B)
denotes the AWGN affecting Bob’s channel. Similarly, the attacker (Eve) captures
the signal via her own channel as yE = Eθ(x) + NE , where NE ∼ CN (0, σ2

E)
models her channel noise. To perform the attack, Eve constructs her training dataset
E = {e1, e2, . . . , ej, . . . , eM}, where each input sample ej is encoded using the known
encoder Eθ to generate features. She simultaneously intercepts the corresponding
noisy features yE through her own channel. After collecting sufficient data, Eve trains
her inverse decoder DΨ, parameterized by Ψ, to map the intercepted features back to
the semantic content. The success of Eve’s reconstruction depends on several factors,
including the SNR of her channel, the structure and training quality of her decoder,
and her prior knowledge about the encoder. This includes knowledge of the encoder’s
architecture, training weights, and data distribution. Accordingly, MIEA can be stud-
ied under varying conditions, such as whether Eve has access to the encoder’s trained
neural network model and parameters (white-box) or does not know anything about
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the model, and only the output is provided (black-box). Without loss of generality,
we refer to the encoder’s model parameters as weights. In this chapter, we consider
a partially white-box MIEA setting [112], [113], where Eve may have access to the
encoder’s weights and/or the training data, and we systematically evaluate how this
knowledge impacts her reconstruction performance.

3.2.2 Assumptions and Mitigation Methods Against MIEA
As discussed in the previous section, the effectiveness of a MIEA largely depends on
the adversary’s prior knowledge and system access. Different assumptions regarding
the attacker’s capabilities lead to varying levels of reconstruction quality. We consider
four distinct attack scenarios that reflect increasing levels of knowledge and access
available to the eavesdropper:

1. Unknown weights and dataset: Eve has knowledge of the encoder’s architec-
ture but lacks access to the trained encoder weights and the original training
dataset B. In this scenario, Eve randomly initializes her decoder DΨ and trains
it using an independently generated dataset E, while receiving the intercepted
features yE from her eavesdropping channel.

2. Known weights, unknown dataset: Eve is aware of both the architecture and
weights of the legitimate encoder Eθ, but still trains her decoder DΨ using a
dataset E ̸= B, introducing a distributional mismatch in the reconstruction
process.

3. Unknown weights, same data distribution: Eve does not have access to the
encoder weights, which she initializes randomly, but she possesses a dataset E
drawn from the same distribution as B, thus aligning the semantic context of
training despite model disparities.

4. Full access: In this idealized and least likely case, Eve is assumed to have
complete knowledge of the encoder architecture, its weights, and the training
dataset. She performs training of her decoder DΨ using the exact distribution
B, thereby maximizing her capacity for accurate semantic reconstruction.

To defend JSCC systems against MIEA under the aforementioned scenarios, we
propose and evaluate three mitigation strategies, each designed to impair the adver-
sary’s reconstruction capabilities while preserving the performance of the legitimate
receiver:

• Data-driven adversarial training: Inspired by the method in [46], this ap-
proach modifies the training objective to minimize the MSE between the le-
gitimate receiver’s reconstruction and the original input, while simultaneously
maximizing the MSE between the adversary’s output and a predefined target,
such as a black image. In contrast to [46], where Eve’s SNR is assumed to be
lower than Bob’s, we adopt a more conservative setting by assuming a higher
SNR for Eve, thereby evaluating the defense under a worst-case eavesdropping
condition.
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• Lightweight cryptographic permutation and substitution: Based on [37],
this technique applies a cryptographic transformation to the transmitted se-
mantic features by performing random permutation and substitution operations.
While the original method requires transmitting two tensors (semantic features
and noise) per image, our refined approach operates directly on the latent di-
mensions of the transmitted feature vector. The cryptographic key is assumed
to be securely shared between Alice and Bob. This reduces communication
overhead while maintaining effective protection against semantic inversion.

• Hybrid defense approach: This method combines the advantages of data-
driven adversarial training and lightweight cryptographic schemes. Specifi-
cally, the latent semantic representation used during adversarial training is fur-
ther obfuscated via permutation and substitution, both during training and in-
ference. This dual-layer strategy significantly impairs the attacker’s ability to
learn an accurate inverse mapping, even under favorable assumptions.

All three methods aim to mitigate MIEA by either distorting the semantic repre-
sentation extracted by the DNN or encrypting the feature stream before transmission.
By weakening the correlation between the original input and the transmitted features,
these countermeasures hinder the ability of unauthorized networks to reconstruct or
infer sensitive semantic content.

3.2.3 Environment Setup
This section outlines the experimental framework adopted to evaluate the effective-
ness of the proposed mitigation strategies against MIEA. Initially, the CIFAR-10
dataset [114] is employed to analyze information leakage under the MIEA scenario.
The CIFAR-10 dataset is partitioned into 40,000 samples for training Bob’s autoen-
coder, 10,000 for testing, and 10,000 for training the Eve’s decoderDΨ. The learning
rate is set to 0.0001, and the final convolutional layer of the encoder is configured with
a depth of 8. The low-resolution CIFAR-10 dataset is selected because it is widely
adopted in SemCom security analysis due to its balanced complexity and standardized
benchmarking capability [8], [57]. Furthermore, to demonstrate the generalization
capability of the proposed approach, we extend our evaluations to the SCUT-FBP5500
dataset, which comprises more complex, higher-resolution, and specific images con-
taining human faces. The SCUT-FBP5500 dataset includes a total of 5,500 samples,
which are divided into 3,465 images for training Bob, 1,485 for training Eve, and 550
for testing. This extension enables assessment of model robustness across datasets
with varying semantic and visual complexities.

For the data-driven privacy-aware method inspired by [46], the SNR of Eve’s
channel is treated as independent from that of the legitimate receiver. Following
the original methodology, a simulated adversarial decoder, architecturally identical
to Bob’s decoder, is incorporated into the loss computation during training. This
simulated Eve does not represent a real adversary but instead enables the encoder to
optimize the privacy–utility trade-off under realistic conditions. In contrast, the real
Eve employs an independent decoder DΨ, trained separately through a MIEA.

The adversarial training incorporates the SecureMSE loss function proposed
in [46], which consists of two MSE terms: one measuring the reconstruction fidelity
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Figure 3.1: Eve’s reconstruction quality under various access condi-
tions without protection using CIFAR-10 dataset.

of the legitimate receiver, and another penalizing semantic similarity between Eve’s
output and a black reference image. This dual-objective optimization encourages the
encoder to retain fidelity for Bob while suppressing meaningful information for Eve.
To emulate a realistic and challenging attack environment, Bob is trained under a
channel SNR of 15 dB, whereas Eve operates at a higher SNR of 20 dB.

Regarding the lightweight cryptographic strategy based on [37], the original JSCC
architecture from [9] is adopted. This includes the encoder and decoder modules
without modification. In the case of the hybrid defense method, the same training
and architectural configurations as in the data-driven approach are applied, with the
added integration of permutation and substitution operations. Following the training
phase, MIEA is conducted to evaluate each defense strategy. The adversary’s decoder
DΨ is constructed using one upsampling layer followed by two convolutional layers,
as described in [37]. For each SNR level in the set {-5, 0, 5, 10, 15, 20, 25} dB, Eve
trains her decoder using corresponding semantic representations and samples drawn
from her training dataset.

To quantify the quality of image reconstruction at both the legitimate receiver and
the adversary, we employ three widely accepted metrics: PSNR, SSIM, and LPIPS,
as summarized in Table 1.3. The pixel-level metrics, PSNR and SSIM, are formally
defined as follows:

PSNR(x, x̂) = 10 log10

(
2552

MSE(x, x̂)

)
[dB], (3.1)

SSIM(x, x̂) =
(2µxµx̂ + C1)(2σxx̂ + C2)

(µ2
x + µ2

x̂ + C1)(σ2
x + σ2

x̂ + C2)
, (3.2)

where x and x̂ denote the original and reconstructed images, µx and µx̂ repre-
sent their mean intensities, and σ2

x, σ2
x̂ are their variances. The covariance σxx̂ cap-

tures structural similarity, and C1, C2 are stabilization constants [115]. In addition,
LPIPS [116] is used to assess perceptual quality. Unlike pixel-wise metrics, LPIPS
evaluates high-level feature similarity using deep neural networks. In this study,
LPIPS is computed using the pre-trained AlexNet [117], providing a measure that
correlates strongly with human visual perception.
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3.2.4 Simulation Results
This subsection investigates Eve’s ability to reconstruct transmitted content under the
scenarios introduced in Subsections 3.2.2 and 3.2.3. Additionally, a comprehensive
comparison is conducted between existing defense mechanisms against MIEA and
the approach proposed in this work. The impact of these defense strategies on Bob’s
performance is also examined.

Evaluation on CIFAR-10 dataset

Figure 3.1 presents the quality of images reconstructed by Eve in the absence of pro-
tection, across the four scenarios defined in Subsection 3.2.2. Metrics such as SSIM,
PSNR, and LPIPS are evaluated over a range of Eve’s channel SNRs. The results un-
derscore the critical influence of model weight and data distribution access on Eve’s
reconstruction success. Specifically, the blue and green curves (with weight access)
significantly outperform the orange and red ones (without weight access), demon-
strating the heightened risk posed by weight leakage. Quantitatively, access to both
model weights and data distribution nearly doubles the SSIM, increases PSNR by ap-
proximately 56.37%, and reduces LPIPS by around 90%. Table 3.1 summarizes the
peak reconstruction performance of Eve across all SNR levels relative to the baseline
case (no access).

Table 3.1: Improvement in Eve’s reconstruction performance due to
access to weights and data, CIFAR-10 dataset.

Access Scenario SSIM (%) LPIPS (%) PSNR (%)
wo/weights w/data 10.22 3.81 19.37
w/weights wo/data 194.99 53.40 87.43
w/weights w/data 201.46 56.26 90.25

Notably, in the low-SNR regime, Eve’s reconstruction performance remains poor
in all scenarios due to high noise levels and mismatched operational and training
SNRs. However, as Eve’s channel SNR increases, particularly up to 15 dB, the re-
construction quality improves sharply, owing to reduced channel noise and improved
alignment with Bob’s conditions. Beyond 15 dB, the performance trend saturates,
consistent with standard JSCC behavior [9].

Figure 3.2 shows a randomly selected image reconstructed by Eve under the four
defined access conditions at 15 dB channel SNR, without any defense applied. The
visual degradation in the absence of weight access confirms that random initialization
significantly hinders reconstruction. This highlights the inherent privacy offered by
SemCom, as accurate recovery of either model weights or data distribution is nontriv-
ial under MIEA, even at favorable SNR. When Eve possesses full system knowledge,
reconstruction quality is markedly higher, with weight access contributing more sub-
stantially than data alignment.

Applying defense mechanisms significantly impairs Eve’s reconstruction capa-
bility. Figure 3.3 illustrates Eve’s reconstructed outputs under various protection
methods, assuming access to the model weights but not the data distribution. At
both −5 dB and 20 dB SNR, the data-driven approach inspired by [46] leads to pre-
dominantly dark outputs, though some structure remains. In contrast, the lightweight
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cryptographic method based on [37] effectively scrambles image features, distorting
textures and preserving only low-frequency texture (e.g., sky or ground). The pro-
posed hybrid strategy, which combines both approaches, offers superior protection
by simultaneously disrupting pixel-level and semantic information.

Original w/weights
w/data

w/weights
wo/data

wo/weights
w/data

wo/weights
wo/data

Figure 3.2: Eve’s reconstructions under different access conditions for
a random image from CIFAR-10 dataset (SNRe = 15 dB, no defense).

Original Data-driven
method

Cryptographic
method

Hybrid
method

Data-driven
method

Cryptographic
method

Hybrid
method

SNRe = 20 dB

SNRe = -5 dB

Figure 3.3: Eve’s reconstructions under protection mechanisms with
weight access but no data for a random image from CIFAR-10 dataset.

Table 3.2 summarizes the performance and computational complexity of the de-
fense methods considered applied to the CIFAR-10 dataset. Complexity is reported in
Giga Floating-point Operations Per Seconds (GFLOPs), excluding the cost of secure
key transmission. The cryptographic approach is computationally lightweight, rely-
ing only on permutation operations. The data-driven and hybrid methods incur higher
computational costs due to additional network components. Furthermore, Eve’s re-
construction quality is evaluated under two extremes: full access to weights and data,
and no access to either. The results confirm that access to system knowledge signifi-
cantly boosts Eve’s capabilities. However, even in the unprotected case, Eve performs
worse without access than with protection in place. Among the strategies, the hybrid
method offers the best protection, whereas the cryptographic method ensures minimal
system overhead with strong privacy guarantees.
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Method Eve (SNRe = 15 dB) Bob (SNRb = 15 dB)
Method Complexity (GFLOP) Weight Access Data Access SSIM ↓ LPIPS ↑ PSNR ↓ SSIM ↑ LPIPS ↓ PSNR ↑

None 0.0278 ✓ ✓ 0.86 0.02 25.76 0.91 0.008 27.72
✗ ✗ 0.38 0.24 16.49

Data-driven [46] 0.0365 ✓ ✓ 0.59 0.30 19.62 0.81 0.07 24.20
✗ ✗ 0.35 0.29 16.05

Cryptographic [37] 0.0278 ✓ ✓ 0.50 0.18 18.99 0.91 0.008 27.71
✗ ✗ 0.26 0.30 15.32

Hybrid 0.0365 ✓ ✓ 0.46 0.20 18.17 0.61 0.12 19.94
✗ ✗ 0.25 0.28 15.25

Table 3.2: Eve’s and Bob’s reconstruction quality under different de-
fense strategies and access scenarios, along with their corresponding

computational costs evaluated on the CIFAR-10 dataset.

Evaluation on the SCUT-FBP5500 Dataset

Figure 3.4 illustrates Eve’s reconstruction performance under the proposed Hybrid
protection strategy, assuming Eve has full access to the encoder. Both Bob and Eve
are trained and tested on the SCUT-FBP5500 dataset, with the training and testing
partitions defined earlier in this section. In this setup, Bob’s training SNR is fixed
at 15 dB. The figure demonstrates how Eve’s reconstruction capability varies as her
training SNR differs from the testing SNR, thereby simulating realistic channel vari-
ations that an eavesdropper may encounter in practice. The evaluation metrics, in-
cluding PSNR, SSIM, and LPIPS, reveal that under MIEA, both Bob’s optimized
autoencoder parameters and Eve’s inaccurate estimation of the channel conditions af-
fect the extent of recoverable information. Consistent with the observations in [9], Eve
exhibits a graceful degradation in performance when SNRtest < SNRtrain, avoiding
the sharp “cliff effect” observed in conventional digital systems. Nevertheless, even
at high SNRs, where channel noise is negligible, Eve fails to accurately reconstruct
the transmitted content. This failure occurs primarily because the Hybrid protection
method effectively conceals semantic representations through adversarial regulariza-
tion and latent feature permutation. Moreover, the mismatch between Eve’s training
and testing SNRs prevents her decoder from adapting to the actual channel distribu-
tion. This analysis, together with Table 3.2, demonstrates that the proposed protection
mechanism significantly reduces Eve’s reconstruction capability and generalizes well
across datasets of varying complexity.

Figure 3.5 compares Eve’s reconstruction performance on the SCUT-FBP5500
dataset under various AWGN channel conditions, considering the defense strategies
described in Subsection 3.2.2. The results indicate that the data-driven approach leaks
the most information across all evaluation metrics, as it neither explicitly obfuscates
the transmitted data nor employs adversarial perturbations to mislead Eve. In con-
trast, the proposed Hybrid method achieves up to a 58% reduction in Eve’s recovery
quality relative to the data-driven approach (based on the SSIM metric), while si-
multaneously increasing Eve’s LPIPS by 44.5% and decreasing her PSNR by 30%.
These improvements confirm the Hybrid method’s superior ability to degrade Eve’s
perceptual and structural reconstruction accuracy.

Additionally, Figure 3.6 presents a visual comparison of Eve’s reconstructed im-
ages for a randomly selected test sample. The cryptographic method effectively ob-
scures the transmitted information; however, at higher SNR values (e.g., 25 dB),
certain structural cues, such as borders and background textures, may still be par-
tially preserved. The data-driven method tends to darken Eve’s reconstructions while
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Figure 3.5: Eve’s reconstruction quality across different protection
methods on the SCUT-FBP5500 dataset.

maintaining coarse semantic outlines, allowing partial inference of image content. By
contrast, the proposed Hybrid approach combines adversarial obfuscation with latent-
space permutations, resulting in stronger visual degradation and preventing Eve from
identifying any meaningful content.

Original Image Hybrid method Data-driven method Cryptographic method

SNR  = -5 dB

SNR  = 25 dB

Figure 3.6: Visual comparison of Eve’s reconstructed images un-
der different protection methods for a randomly selected image from

SCUT-FBP5500 dataset.

Table 3.3 further summarizes Eve’s performance when both Bob and Eve are
trained at SNR = 15 dB and evaluated at the same SNR under a Rayleigh slow fading
channel, following the configuration in [9]. The results consistently show that even in
this matched SNR scenario, the proposed Hybrid protection method effectively limits
Eve’s reconstruction capability.

Although these protection mechanisms enhance communication security, they
may also impact Bob’s reconstruction quality. Figure 3.7 presents Bob’s performance
under the various defense strategies, compared to the baseline JSCC model without
protection. The cryptographic method yields reconstruction performance for Bob that
aligns with JSCC, as its permutation and substitution operations are fully reversible;
however, it requires a secure key exchange and reliable synchronization, which may
not always be practical. On the other hand, the Hybrid approach offers a favorable
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Figure 3.7: Impact of defense mechanisms on Bob’s reconstruc-
tion performance across different SNRs evaluated on SCUT-FBP5500

dataset.

Table 3.3: Eve’s reconstruction performance on the SCUT-FBP5500
dataset when SNRe = 15 dB and SNRb = 15 dB under a Rayleigh

fading channel.

Method SSIM LPIPS PSNR
None 0.60 0.37 19.46
Data-driven [46] 0.43 0.58 18.37
Cryptographic [37] 0.31 0.63 13.59
Hybrid 0.27 0.68 12.46

balance between reconstruction fidelity and privacy preservation, aligning well with
the data-driven strategy while providing the strongest defense against eavesdropping.
The relatively lower LPIPS values observed for the Hybrid and data-driven methods
stem from their larger number of trainable parameters, which enable more accurate
semantic reconstructions despite adversarial regularization.

3.3 KAP-DJSCC: A solution to MIEA
To counter MIEAs in JSCC, the early study in [37] utilizes permutation and substi-
tution techniques applied directly to the latent representation. While this approach
is resilient to both eavesdropping and channel noise, it requires twice the resources,
as it sends two latent vectors instead of the original one. In addition, [118] applies
steganography to create a semantically covert protection against MIEA. However,
these mitigation methods mainly focus on data processing and architectural defense
and do not integrate with telecommunication protocols. This limits their cross-layer
adaptability and robustness in practical systems.

To the best of our knowledge, there are still some gaps in the literature that have
not yet been addressed. Cryptographic methods [35], [37] can be resource-intensive,
highlighting the need for simpler yet effective alternatives. Additionally, applying
cryptography directly to the original image reduces its redundancy, which hinders
compression using DNNs [35]. On the other hand, encrypting the latent space [35]
also requires quantization, resulting in information loss. Moreover, data-driven mod-
els [44], [119] trade off full recovery and privacy by training the autoencoder with a
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combined loss function. Since these methods are application-specific and the defense
is not pluggable, the model must be retrained when full information is needed at the
receiver’s side. In addition, existing approaches in the literature often neglect authen-
tication methods and focus solely on DNN architecture design against MIEA. This
discussion highlights the need for a fast and lightweight algorithm that provides secu-
rity of JSCC against MIEA by leveraging existing components in telecommunication
protocols.

In this section, we propose a novel secret key assisted protection method for
DJSCC, named as KAP-DJSCC to protect the semantic communication systems
against MIEA. Our proposed method leverages the DH key exchange protocol to
establish a shared secret key known only to the legitimate transmitter and receiver.
Unlike conventional cryptographic approaches that rely on computationally intensive
calculations and require quantization [35], the proposed scheme uses the shared key
to generate a pseudo-random transformation matrix and applies a lightweight and
reliable process to conceal the transmitted semantic information. Since the trans-
form is fully reversible at the receiver side, the original data remains unaltered. This
makes the method particularly suitable when accurate information recovery is re-
quired. Moreover, a novel MIEA, referred to as KMIEA has been proposed. Sim-
ulation results demonstrate that KAP-DJSCC effectively reduces the eavesdropper’s
ability to recover the original content through KMIEA and MIEA by lowering the
similarity between the transmitted and source data.

Wireless channel
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Semantic 
decoder
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Figure 3.8: Defense model

3.3.1 Encoding
In JSCC, Alice employs an encoder f : RN → Cc to extract semantic features from
the input image x and compress them into a complex-valued latent vector s1×c:

s = f(x;ϕ), (3.3)

where ϕ and c represent the trainable parameter set of the encoder and channel band-
width according to [9], respectively.
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3.3.2 Key Agreement via DH Protocol
Initially, Alice and Bob negotiate a shared secret keyK using the DH protocol. They
publicly agree on a large prime p and a generator g. Then, Alice selects a private key
a ∈ Zp and computes A = ga mod p, while Bob selects a private key b ∈ Zp and
computes B = gb mod p. After exchanging A and B, both compute the identical
shared key:

K = Ba mod p = Ab mod p. (3.4)

3.3.3 Key-based Transformation
The shared key K is used as a seed for a PCG64 pseudorandom generator [120].
Then, a random c× c matrix is generated and orthogonalized via QR decomposition.
The orthogonal matrix Q which is suitable for geometric transformations, serves as
a lightweight encryption tool for the latent vector. We refer to this process as Ω(k),
which takes K and generates the invertible transformation matrix Q ∈ Rc×c:

Q = Ω(K), (3.5)

where Q⊤Q = I. This matrix is then applied to the latent vector s:

s′ = sQ⊤. (3.6)

This reversible procedure preserves overall structure of the latent space but masks
the latent representation from unauthorized reconstruction.

3.3.4 Transmission and Recovery
After the security module, the output s′ is normalized to satisfy a given average power
budget [9]. The normalized transformed latent vector is transmitted over an AWGN
channel. The received signal at Bob’s side is modeled as:

ŝ = h ◦ s′n + n, (3.7)

where h is the channel gain vector, ◦ denotes element-wise multiplication, s′n shows
the latent vector after transformation and power normalization, and n ∼ CN (0, σ2I)
is complex Gaussian noise.

Since Bob also possesses the shared key K and is aware of Ω(k), he reconstructs
the orthogonal matrix Q and inverts the transformation to recover the original latent
vector:

s̃ = ŝQ. (3.8)

3.3.5 Decoding
Bob then applies the decoder f−1 : Cc → RN to reconstruct the original image from
the latent representation:

x̂ = f−1(s̃;ψ), (3.9)
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where ψ denotes the decoder’s trainable parameters. The orthogonal nature of Q
ensures that this transformation introduces no distortion, thereby preserving recon-
struction quality.

In contrast, Eve without knowledge of the shared key cannot guess Q and hence
cannot invert the transformation. This incapability significantly degrades Eve’s ability
to recover the semantic representation s, providing enhanced confidentiality without
altering the autoencoder’s architecture or training procedure.

3.3.6 Training
In JSCC, the encoder and decoder are jointly trained to minimize the expected recon-
struction loss over a training dataset Dtrain = {x(i)}Mi=1:

RM(ϕ, ψ) = Ex∼Dtrain [L(x, x̂)] , (3.10)

where L(·) is a chosen loss function. In this chapter we use MSE loss. Note that the
encoder and decoder are trained jointly, whereas the key exchange and transformation
steps are applied separately to the latent space as non-trainable operations. In essence,
the protection module is designed to be pluggable. Figure 3.8 illustrates the DH-aided
defense integrated with the JSCC.

3.3.7 KMIEA
In MIEA [37], [121], Eve queries the encoder illegally, receives the encoded data via
its channel, and trains its surrogate decoder. We propose KMIEA, a surrogate model
training [121] attack which trains its model after guessingK. In this attack, Eve lever-
ages auxiliary information and illicitly accesses Alice’s model predictions to train a
surrogate model that approximates Bob’s behavior. Since Eve does not know the true
K, it uses a randomly chosen keyKe to simulate the defense mechanism. It is impor-
tant to note that while Eve has no knowledge of Bob’s decoder, it has full access to the
encoder and knows the applied defense process in the transmitter’s side. Since Eve
does not know Bob’s decoder or the reverse transform, it usesKe to train its surrogate
decoder on a transformed latent vector, enabling it to handle both the transformation
and AWGN noise simultaneously. In fact, the model learns the mapping introduced
by Ke. More specifically, KMIEA consists of the following steps:

• Query the encoder using an auxiliary training set Daux;

• Apply Ke to the queries using eq. (3.5) and (3.6).

• Receive the queries via the eavesdropping AWGN channel with its specific
training noise ne;

• Use transformed noisy queries as inputs, and matchingDaux samples as targets,
to form Dadv for inverse network training;

• Train the surrogate model that utilizesDadv to approximate the inverse mapping.



3.3. KAP-DJSCC: A solution to MIEA 57

For an image reconstruction attack in KMIEA, both the quality of Daux and the
design of the surrogate model are critical. Additionally, Eve’s level of access to infor-
mation about the encoder and the defense method significantly impacts the strength of
the attack. All the steps employed in KMIEA and the training procedure are illustrated
in Figure 3.9.
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Figure 3.9: KMIEA training model

3.3.8 Simulation results
In our simulations, we evaluated performance using widely adopted image quality
metrics, including pixel-wise measures such as PSNR and SSIM, as well as the per-
ceptual similarity metric, LPIPS. The legitimate JSCC system is implemented based
on the baseline architecture proposed in [9], while the architecture of Eve’s surrogate
decoder is presented in Table 3.4. All models are implemented in Python using the
TensorFlow framework, and trained with a learning rate of 0.0001 for both Bob and
Eve. The CIFAR-10 dataset is used, with 40000 images allocated for training Bob,
10000 images for training Eve’s surrogate decoder, and 10000 images for testing. Eve
and Bob are both trained at SNR of 20 dB.

Table 3.4: Eve’s Decoder Architecture Summary

No. Layer
1 Conv2DTranspose, 5× 5, stride 1
2 PReLU
3 Conv2DTranspose, 5× 5, stride 2
4 PReLU
5 Conv2DTranspose, 5× 5, stride 2
6 Sigmoid

Figure 3.10 illustrates the reconstructed image quality evaluated using the afore-
mentioned metrics across different channel SNRs. The curve labeled Bob, KAP-
DJSCC represents the reconstruction quality at Bob’s side when the proposed defense
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mechanism is applied, while Bob, DJSCC shows the performance of the standard
JSCC system without any protection. The curves Eve,KMIEA and Eve,MIEA depict
Eve’s reconstruction performance when KAP-DJSCC is applied under KMIEA and
MIEA [37], respectively. Furthermore, Eve,MIEA (Surrogate) curve provides the
comparison with the benchmark JSCC under MIEA. The results demonstrate that the
proposed KAP-DJSCC method achieves image reconstruction quality nearly identi-
cal to the baseline JSCC in all subfigures. This confirms that the defense mechanism
introduces no recognizable information loss or decoding failure, thanks to utilizing
reversible transformation applied to the transmitted latent space. Moreover, Eve with
MIEA can achieve results closely converging to Bob when KAP-DJSCC is not imple-
mented. In contrast, the defense substantially degrades Eve’s reconstruction quality.
While key guessing (Ke) and training a surrogate decoder based on it in KMIEA im-
proves Eve’s ability, her performance remains significantly inferior to Bob. Since the
secret key is exchanged via the DH protocol, successful guessing is highly improba-
ble, ensuring robust protection against MIEAs.

In subfigures (a) and (b), the trends of the curves are similar, as both PSNR and
SSIM are pixel-level quality metrics. Consistent with typical JSCC schemes [9], the
proposed method and both attack models exhibit saturation at SNRs higher than the
training SNR. In subfigure (a), the maximum degradation in Eve’s reconstruction
quality under KMIEA occurs at 25 dB, amounting to a 30.1 % reduction relative to
the no-attack case, while under MIEA it amounts to a 51.7 % reduction. A sim-
ilar trend is observed in subfigure (b), where decoding failure measured by SSIM
peaks at 62.5% under KMIEA and 92.0% under MIEA. Unlike PSNR and SSIM,
the lower values in LPIPS indicate better perceptual similarity. The defense method
proves highly effective in this regard, substantially reducing perceptual reconstruction
quality at Eve’s side with maximum differences of 52.7% and 55.3% under KMIEA
and MIEA, respectively. Although only the maximum differences are reported here,
the performance gap between Bob and Eve remains consistently significant across all
SNRs, demonstrating the robustness and effectiveness of the proposed KAP-DJSCC
scheme.

Figure 3.11 illustrates qualitative reconstruction results at SNR levels of 20 dB and
0 dB for the proposed scheme and both attack models. At SNR = 20 dB, Bob with
KAP-DJSCC recover the image with high fidelity compared to JSCC. The results con-
firm that the proposed DH-aided latent space transformation preserves reconstruction
quality for Bob, maintains image texture, and accurately recovers the semantic con-
tent. In contrast, Eve’s reconstructions under both attack models exhibit severe quality
degradation when KAP-DJSCC is applied. KMIEA achieves relatively better values
and reveals scrambled textures and color regions compared to MIEA, but the image
still remains difficult to interpret. This proves the advantage of using a secret key
exchange. Under MIEA, only noisy and unrecognizable outputs are obtained. In very
low SNR regime (0 dB), Bob’s reconstructions degrade slightly when KAP-DJSCC
is applied while the semantic content remains clearly visible. Notably, Eve under
MIEA produces no meaningful reconstruction, confirming that KAP-DJSCC effec-
tively obscures the latent representations and protects the semantic contents against
eavesdropping.
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Figure 3.11: Reconstructed images at SNR = 20 dB (top) and 0 dB
(bottom). Shown are outputs from Bob (with/without KAP-DJSCC)

and Eve (KMIEA and MIEA) under KAP-DJSCC.

3.4 Open Challenges
Despite recent advancements in privacy-preserving techniques within SemCom, sev-
eral critical challenges remain unresolved. This section outlines key open issues in
semantic privacy protection and suggests promising directions for future research.

• Application-aware architecture design: In semantic and task-oriented communi-
cation, the focus shifts from accurate bit-level transmission to meaning extraction
and task fulfillment. Consequently, the communication objectives, and thus the as-
sociated privacy threats, vary significantly across applications. This variability af-
fects the methods for information extraction, transmission, reconstruction, and pro-
tection. In particular, PLS techniques must be tailored to the specific characteristics
of each use case. Notable open challenges include secure semantic transmission in
satellite imagery, integrated sensing and communication, safeguarding task outputs
from eavesdroppers, and ensuring privacy in virtual transportation networks. Each
of these scenarios requires a reevaluation of both task performance metrics and
privacy-preserving strategies.

• Trade-off between semantic security and network efficiency: SemCom inher-
ently supports privacy by transmitting only task-relevant information, reconstructed
using the receiver’s KB. However, this benefit comes at the cost of increased
computational complexity [52]. This is particularly problematic in large-scale or
resource-constrained deployments, where energy efficiency and sustainability are
critical. In remote or battery-operated networks, minimizing power consumption
without sacrificing security or task performance is a major challenge. Moreover,
additional security layers may degrade inference accuracy or reconstruction quality
[42], [122]. Thus, future research should focus on designing adaptive frameworks,
loss functions, and training strategies that balance semantic security with compu-
tational and resource constraints.

• Security-aware semantic performance metrics: Traditional communication met-
rics such as Symbol Error Rate (SER) and Bit Error Rate (BER) are insufficient
for evaluating SemCom systems, as they do not reflect the semantic integrity of
transmitted information. Instead, task- and content-aware metrics are required. For
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instance, semantic rate has been proposed for text transmission [77], yet it lacks
provisions for evaluating security or secrecy. A comprehensive suite of metrics is
needed—particularly for rich media such as video—to jointly assess semantic ac-
curacy and information leakage. The survey in [123] provides a starting point, but
more rigorous formulations are necessary to incorporate both semantic fidelity and
privacy guarantees in future systems.

• Active eavesdroppers and semantic adversarial attacks: Unlike passive threats,
active eavesdroppers can launch targeted semantic attacks by intercepting and mod-
ifying data in ways that maintain surface-level semantic similarity while altering
core meaning [124]. Such attacks can mislead task execution at the receiver (e.g.,
decision-making at Bob). For instance, [125] examines active interference from a
warden attempting to capture confidential UAV-ground communication. Adversar-
ial attacks, as discussed in [111], further increase the risk by enabling simultaneous
data theft and manipulation. Despite their severity, these threats remain underex-
plored in the SemCom literature. Future work should develop robust countermea-
sures against such intelligent and adaptive attackers.

• Adaptability to unknown or mobile eavesdroppers: A common limitation in
current approaches, especially in PLS and data-driven methods, is the reliance on
prior knowledge of the eavesdropper’s location or channel conditions. For exam-
ple, authors in [46] assume that the eavesdropper’s channel is always weaker than
the main link. However, mobile or adaptive eavesdroppers can easily violate these
assumptions, leading to degraded privacy performance. To enhance the real-world
applicability of secure SemCom, future techniques must be designed to operate ef-
fectively without relying on such assumptions, adapting dynamically to unknown
and evolving threat environments.

• Extension to large-model agent networks: With the rapid advancement of
general-purpose intelligent agents built upon large models, SemCom is expected
to play a crucial role in both inter-agent and intra-agent communications. These
models operate in a semantic-aware, task-oriented manner, where agents first in-
terpret meaning and then communicate only the information required for the task.
Adapting to task demands is a core property of large-model agent networks. How-
ever, this evolution also exposes new security vulnerabilities, particularly the risk
of active or passive semantic eavesdropping on the communication links among
these agents. As these networks predominantly rely on natural language processing
and high-level semantic exchanges, conventional protection techniques often fail
to satisfy their stringent security requirements for safeguarding semantic informa-
tion. Therefore, a promising direction for future research lies in the development of
advanced and adaptive security mechanisms specifically designed to counter eaves-
droppers in large-model agent networks [126].

3.5 Conclusion
Unlike traditional communication systems that compress, transmit, and reconstruct
data at the bit level, SemCom prioritizes meaning and task relevance throughout the
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transmission process. By leveraging AI to extract and transmit semantic features wire-
lessly, SemCom introduces new challenges that arise from both AI and wireless com-
munication in the semantic domain. A critical concern in this domain is eavesdrop-
ping, in which an unauthorized receiver accesses the transmitted stream and attempts
to infer its meaning, resulting in privacy leakage. This chapter provided an analysis
on the capability of a MIEA network based on the eavesdropper’s access to the en-
coder’s training parameters. The effectiveness of data-driven protection, permutation
and substitution techniques, and their combination in securing JSCC against a repre-
sentative adversarial architecture was evaluated. Results indicate that the combined
approach significantly degrades eavesdropping performance in terms of PSNR and
SSIM, while the cryptographic method imposes less complexity.

Moreover, this section introduced KAP-DJSCC, a lightweight and reversible
defense framework that safeguards semantic image transmission via JSCC against
MIEA. Using a DH-based key exchange protocol, the proposed method applies a key-
assisted orthogonal transformation to the transmitted latent space, which enhances
security without altering the original meaning or requiring retraining. To assess the
efficiency, we introduced a new attack, KMIEA, which performs key guessing and
surrogate model training. The simulations using PSNR, SSIM, and LPIPS metrics
demonstrate that KAP-DJSCC preserves high reconstruction quality at the legiti-
mate receiver while significantly degrading the eavesdropper’s performance across
all channel SNRs. Visual results also confirm the effectiveness of KAP-DJSCC in
protecting semantic content.

Finally, the section outlines critical research gaps and open challenges, offering
guidance for future research in secure semantic communication. For future work, a
more advanced DH method such as Elliptic-Curve DH is recommended. The basic
DH, although efficient, remains vulnerable to man-in-the-middle attacks, which could
also serve as an entry point for multidomain attacks.
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Chapter 4

Risk-Based Adaptive Security
Framework for 6G Edge

4.1 Introduction
While 6G in mobile communication is not yet standardized, it promises numerous
new features and benefits, such as ultra-high data rates (up to 1 Tbps), ultra-low la-
tency, high energy efficiency, ubiquitous connectivity, and the pervasive integration
of AI [127]. These networks aim to provide ubiquitous connectivity across ground,
aerial, maritime, and underwater environments. This enables public services such as
remote learning and telemedicine to operate seamlessly across geographical bound-
aries [128].

Although 6G offers numerous promising capabilities, it introduces new security
and privacy challenges. As new services and technologies are adopted, the threat
landscape evolves accordingly which can significantly impact the performance of
these networks [129], [130].For instance, zero-day attacks, AI- and ML-based at-
tacks, quantum threats, and physical-layer attacks represent new types of threats that
can compromise 6G networks [130]. To address emerging challenges, new security
strategies must be developed to safeguard the network. The solutions utilized for 5G
are no longer suitable for 6G due to the greater diversity in device capabilities, service
requirements, energy constraints, attack surfaces, and other time-varying attributes.
In fact, 5G security solutions often rely on a one-size-fits-all strategy across devices
and base stations configured with the same security settings which is not applicable
to 6G networks [131].

Like other cellular networks, the cybersecurity risks in 6G result in the loss of con-
fidentiality, integrity, or availability of information or control systems. This poten-
tially leads to adverse impacts on organizational operations, including reputation, as-
sets, individuals, other organizations, and even national security [132]. Thus, recog-
nizing the risks associated with cyber incidents is essential for network operators and
consists of the first step toward implementing appropriate security measures for the
protection of personal data, according to General Data Protection Regulation (GDPR)
framework [133].

Furthermore, 6G platforms face limitations such as constrained bandwidth and
limited computational, energy, and financial resources. In such highly constrained
environments, deploying edge servers and offloading computations to the cloud can
help reduce computational load and ensure high data rates in densely connected areas.
In fact, edge computing, edge caching, and edge intelligence are expected to be widely
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adopted to extend cloud capabilities closer to the assets [134]. To satisfy the security
needs in this highly distributed environment with edge computing, cloud computing,
and assets, a new framework called Secure Access Service Edge (SASE) has been
proposed in [135]. The goal of SASE is to combine comprehensive Wide Area Net-
work (WAN) capabilities with network security functions [136]. Since SASE can
be deployed across a wide range of devices due to its scalability and flexibility, it
would be highly suitable for securing 6G networks. It builds upon the concept of
Software-defined Wide Area Network (SDWAN) by integrating security into the net-
work architecture. Moreover, it unifies various network functions, such as Virtual
Private Network (VPN), with advanced security services including Zero-Trust Archi-
tecture (ZTA), Firewall as a Service (FaaS), and Secure Web Gateway (SWG). With
the increasing adoption of edge computing, network operators are showing a growing
interest in SASE solutions. Moreover, the concept of Security-as-a-Service (SaaS)
proposed by SASE offers a cloud-based service to manage cybersecurity tools and
their costs. SASE provides compatible, real-time defense against threats and the pos-
sibility to secure data within all environments [137]. As an example in the context
of 6G, implementing a ZTA can effectively enhance data security [138] for the sys-
tem level such as UAVs, demonstrating the potential of SASE in securing air–ground
integrated networks.

Moreover, integrating space, aerial, and terrestrial segments in future communi-
cation networks introduces new security challenges. Small-satellite systems create
an intermediate layer between terrestrial infrastructures and traditional satellite sys-
tems, providing relay-assisted connectivity, coverage extension, and potentially new
security capabilities [139]. As noted in [139], aerospace scenarios further exacer-
bate security requirements; consequently, existing security protocols, cryptographic
mechanisms, and physical-layer security techniques must be revisited and adapted to
the unique characteristics of integrated space–air–ground networks.

Building on the earlier discussion about device limitations in 6G, it becomes clear
that security measures must be adaptive to account for constrained resources and as-
sociated costs. Countermeasures should be deployed rapidly, while maintaining a
balance between competing requirements and limited network resources. In other
words, the optimal set of security features should be selected in real time based on
current cybersecurity risk exposure and the available budget. These considerations
highlight the importance of an adaptive security framework to manage the trade-off
between security and cost. In particular, cyber risk assessment must be performed
dynamically and in real time to support this balance. The risk assessment frame-
works must account for assets, vulnerabilities, and threats to effectively quantify and
measure the risk. The model’s cost should also be minimized, while maintaining
flexibility to accommodate both small- and large-scale networks [140]. In particu-
lar, given the resource constraints in NTN and across space–air–ground devices, it is
promising to develop resource-aware security strategies and leverage edge and cloud
computing [141].

To the best of our knowledge, and based on the preceding discussion, there is a
need for an adaptive framework that builds on existing risk assessment methods and
extends them to manage constrained resources in 6G. This framework must also be
comprehensive enough to guide the selection of optimal countermeasures. Several
frameworks in the literature focus on 5G-related security challenges [129], [134],
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[142], or address risk assessment exclusively for specific types of networks like IoT
[143], rather than for 6G systems [140], [144]. In contrast, some recent studies ac-
knowledge 6G and resource limitations while they still lack comprehensive risk as-
sessment mechanisms [131]. Additionally, other works propose frameworks for 6G
[145], [146], [147], [148], but they overlook the impact of such constraints. More-
over, existing studies such as [149], [150] concentrate on countering specific attacks
in 6G networks; nevertheless, a unified framework for the systematic selection of
countermeasures is still missing.

To estimate cybersecurity risk, Information Security Forum (ISF) proposed the
Information Risk Assessment Methodology 2 (IRAM2) framework, an analytical
model that offers a practical, business-oriented approach for end-to-end risk man-
agement. It has a business perspective while it is uniformly understandable. IRAM2
allows for identifying the significant risks and help managers to allocate resources.
Moreover, it can engage stakeholders. According to IRAM2, assessing and address-
ing information risk involves six stages: scoping, impact assessment, threat profiling,
vulnerability assessment, risk evaluation, and risk treatment [151]. Building on the
six phase process suggested by ISF, a novel formulation of the risk function is pro-
posed which evaluates the cybersecurity risk within the IRAM2 framework. Subse-
quently, the risk treatment is formulated as an optimization problem, which is solved
using various methods, including linear programming, Genetic Algorithm (GA), and
innovative heuristics. In particular, the main strength of the proposed framework lies
in its adaptive nature via a real-time cyber risk estimation. Accordingly, the main
contributions of this chapter are:

• A new secure risk-based framework for 6G based on SASE has been proposed,
which enhances security by assessing the risk and leveraging the core capabili-
ties of SASE for defense. This cloud-native approach enables the system to re-
spond to dynamic 6G environments, particularly when operating with resource-
limited devices, for instance, in scenarios involving the integration of aerial and
ground platforms.

• A threat modeling and risk assessment process following the IRAM2 guidelines
is proposed, which is chosen for its flexibility and scalability. This approach is
suitable for scenarios of all sizes and can be integrated with other risk manage-
ment tools. In this context, a novel assessment methodology has been proposed
that leverages both measured and estimated attack probabilities, incorporates
impact assessment, and evaluates the resulting risk.

• To determine and select the optimal set of countermeasures against the risk eval-
uated within IRAM2 in real-time, several heuristics and optimization method-
ologies have been proposed. This chapter aims to identify the countermeasure
set that minimizes the maximum value of the risk vector across all threats, sub-
ject to the system’s available budget. The computations are designed to be
implemented in the edge and the SASE platform provides the adaptive security
for the system.

The remainder of this chapter is organized as follows. Section 4.2 provides a brief
summary of related works. Section 4.3 presents our model. In Section 4.4, simulation
results are presented and finally Section 4.5 concludes the chapter.
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4.2 Related works
This section presents our literature review on existing security and risk assessment
frameworks, with a focus on their application in 5G and 6G edge networks, as well
as the integration of SASE into communication systems. To support 6G applica-
tions, edge computing, edge caching, and edge intelligence are widely adopted to
store and process local data, as summarized in the survey by [129]. Edge computing
and caching is already adopted in 5G networks in order to have mini-clouds closer
to the User Equipment (UE) [142]. Although these three techniques can assist in
reducing response time and bandwidth usage, the threats in the network yet exists
while introducing AI adds new threats. Additionally, the limited resources prevent
the edge devices and assets to implement powerful protection methods [129], [152].
Although edge computing has greatly benefited 5G, it also introduces specific secu-
rity challenges. Due to its heterogeneous nature, reliance on wireless systems, and
use in applications that require high processing power, it is vulnerable to intrusions,
unauthorized access, and a wide range of security attacks [134]. On the other hand,
these threats impose a risk on the system which have been analyzed in [145]. As a
result, relying on security frameworks that select the best countermeasures dynami-
cally based on the new constraints in 6G, while leveraging the cloud for defense, is
beneficial for future networks.

As mentioned in the previous section, the one-size-fits-all strategy is easy to im-
plement but lacks generalizability for 6G systems, as 6G devices are more diverse
and deployed across both accessible and remote areas, requiring security solutions
to be appropriately tailored. Moreover, the evolving nature of services, exposure to
various attacks, and dynamic system behaviors in 6G necessitate a security strategy
that is both adaptable and specifically designed for the unique demands of 6G [131].
To mitigate attacks, researchers have explored threat and countermeasures modeling
techniques and conducted comprehensive risk assessments to identify potential vul-
nerabilities in 6G networks [146], [147]. However, most of the studies focus on opti-
mizing security [147], applying defenses like encryption [147], designing strategies
for a single attack type [149], or edge intelligence-based authentication [150] without
conducting thorough risk assessments accordingly.

The topic of adaptive and dynamic security in 6G has been investigated in [131]
with a focus on energy efficiency. The upcoming security threats in 6G from the
dynamics, heterogeneity, and complexity point of view have been analyzed and an
optimization framework is proposed to tackle these issues. However, while the work
offers energy-aware adaptive solutions, it overlooks the consideration of attack prob-
abilities and lacks a comprehensive risk analysis.

A dynamic risk assessment framework has been proposed in [145] for 5G which
utilizes a closed-loop feedback to monitor the threats, and analyze them. Since 5G-
IoT has a dynamic characteristic, the work in [145] suggests that the security services
must be adaptive. However, the quantitative analysis of the risk and impact of the
threats on the network is not analyzed and the proposed framework cannot be gener-
alized to 6G due to the expanded nature of 6G. In contrast, [146] designs a framework
specially tailored for 6G, which provides a human-centric model for the security pur-
poses. By leveraging an AI-based smart security layer, they immediately detect the
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threats and correct the vulnerabilities. Nevertheless, the authors in [146] do not con-
sider the possible limitations in 6G like budget and bandwidth. In addition, [147]
utilizes the network-slicing architecture to protect brand design data and protect pri-
vacy using encryption, anomaly detection, and securing network slices. Moreover,
[149] investigates DDoS attacks in service function chains within 6G networks. The
authors propose a blockchain-based algorithm to validate virtualized network func-
tions and employ reinforcement learning to solve the corresponding attack–defense
game. [150] presents a collaborative edge-intelligence authentication scheme for at-
tacker identification and localization. In this approach, edge nodes support the service
provider in user authentication, and an attacker localization algorithm is further pro-
posed. This method improves the security by utilizing multi-dimensional security
information and multiple cooperating devices.

In the era of bridging the gap between qualitative and quantitative analysis in risk
assessment, the reference [153] proposes a probabilistic method Threat Informed cy-
ber resilience index for evaluating the defense effectiveness against cyber attacks.
The partially observable Markov decision processes have been employed to model
attacker’s behavior. Although this method makes the owners to make data-driven
decisions, it does not provide a general framework for risk assessment and taking
decisions according to the limitations. The authors of [143] investigated Advanced
Persistent Threats (APTs) and their impact on IoT networks. They examined the risk
of APT propagation among IoT devices and modeled attacker behaviors. To analyze
the interdependence between cyber insurance providers, IoT defenders, and APT at-
tackers, they employed a game-theoretic approach. Solving the optimization problem
yields the best insurance contract. Moreover, [140] introduces a new decision-making
framework that evaluates risk probability in line with ISO/IEC 27005:2018 [154] for
enterprise networks. While it automates the risk assessment process, it overlooks the
efficient selection of countermeasures and is tailored specifically for enterprise envi-
ronments rather than 6G systems. The authors in [144] prioritize security counter-
measures by ranking vulnerabilities, exploits, and privileges using a tripartite graph
model. The framework enables indirect resource allocation through informed pri-
oritization; however, it does not explicitly model resource constraints or incorporate
them into a real-time optimization problem.

In the context of applying SASE to networks, authors in [148] have proposed an
architecture that integrates network security and services based on SASE principles
within 5G LANs. This design enhances the architecture’s efficiency, manageability,
global accessibility, resilience, connectivity, and adaptability. Additionally, the use
of SD-WAN further improves efficiency by offloading computing tasks to the cloud.
[148] presents the capabilities of SASE specifically for 5G LANs. Nevertheless, it
does not consider security risk factors or how to tailor them to 6G. Moreover, [138]
proposes a programmable ZTA to achieve dynamic and fine-grained security con-
trol. Authors in [143] have investigated APT in IoT networks. Moreover, [138] intro-
duces a programmable ZTA framework, called SYSFLOW, designed to provide dy-
namic and fine-grained security control. SYSFLOW enables risk awareness, micro-
segmentation, and other essential security functions, extending ZTA capabilities be-
yond the network layer to encompass system-level protection. The framework lever-
ages a logical controller that provides a policy decision point to regulate access to
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system resources. As noted in [138], the focus is solely on ZTA, whereas SASE en-
compasses ZTA along with additional security services.

To the best of our knowledge, there is a lack of a general framework that models
threat probability and impact, assesses vulnerabilities, estimates risk based on obser-
vations and predicted attack probabilities, and identifies the optimal set of defense
countermeasures while accounting for potential budget constraints. In this chapter,
we explore adaptive security in 6G networks from a risk-based perspective, aiming to
balance the risk–cost trade-off across diverse scenarios.

4.3 Proposed Framework
As previously discussed, there is a need for a comprehensive framework that inves-
tigates cyber risk under constrained resources and selects the optimal set of counter-
measures to mitigate cyber attacks. To address this problem, following the guidelines
of IRAM2 is beneficial for both qualitative and quantitative risk evaluation. The pro-
posed framework adheres to the IRAM2 steps, namely: impact assessment, threat
profiling, vulnerability assessment, risk evaluation, and risk treatment, under these
assumptions:

Table 4.1: Variables of the system model.

Notation Description
N Number of threats.
KT Number of terrestrial assets.
KNT Number of non-terrestrial assets.
K = KT +KNT Number of assets.
M Number of countermeasures.
B Vector of budget, including financial budget, RAM, CPU,

and energy.
T = {t1, . . . , tN} Set of threats.
C = {c1, . . . , cM} Set of countermeasures.
AT = {a(T )

1 , a
(T )
2 , . . . , a

(T )
KT

} Set of terrestrial assets.
ANT =
{a(NT )

1 , a
(NT )
2 , . . . , a

(NT )
KNT

}
Set of non-terrestrial assets.

A = AT ∪ANT Set of assets.
I = {i1, . . . , iK} Impact vector.
S ⊆ C Strategy, i.e., the subset of used countermeasures.
Φ ∈ RM×B Set of countermeasures’ costs.
pn Probability of attack for the n-th threat.
p
(E)
n Probability of attack based on the environment.

p
(M)
n Probability of attack based on internal detection.

qn Probability of success for the n-th threat.
ζK×N Asset exposure matrix.
EN×M Countermeasures effectiveness matrix.
Θ ∈ RN×M Threat strength matrix.
R Residual strength matrix.
d Damage vector.
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4.3.1 Scoping
The first phase of IRAM2, known as the scoping phase, aims to establish a clear,
business-driven perspective on the risks. In this step, a profile of the environment
is developed. We consider a scenario in which risk is assessed for a 6G network
that integrates UAVs with a ground-based edge server. The edge server performs the
assessment within IRAM2, while it incorporates SASE for implementing the selected
countermeasures.

4.3.2 Impact Assessment
In phase B of IRAM2, the potential business impact is assessed if critical aspects
of information assets or systems are compromised. To achieve this, an assessment
method is proposed, which utilizes the damage vector and asset exposure (ζ)matrix to
assess the impact of cyber threats on business operations. In the event that asset ak is
successfully compromised by a specific threat, the resulting impact can be categorized
into three dimensions: economic, reputational, and legal. Accordingly, for each asset
ak ∈ A, the associated impact can be represented by a damage vector dk as follows:

dk = [dE
k d

R
k d

L
k]

T , (4.1)

where dE
k, dR

k, and dL
k denote the economic, reputational, and legal damages for asset

ak, respectively. Each of these damage components has three severity levels: high,
medium, or low.

dE
k, d

R
k, d

L
k ∈


3, High
2, Medium
1, Low

(4.2)

Accordingly, the damage vectors corresponding to all assets k ∈ [1, K] including
terrestrial and non-terrestrial ones are grouped by impact category:

dE = [dE
1, . . . , d

E
KT
, dE

KT+1, . . . , d
E
K ]

dR = [dR
1, . . . , d

R
KT
, dR

KT+1, . . . , d
R
K ]

dL = [dL
1, . . . , d

L
KT
, dL

KT+1, . . . , d
L
K ]

(4.3)

Since each asset is vulnerable to a specific subset of threats τ ⊆ T , the binary
matrix ζK×N is defined as follows:

ζkn =

{
1, if asset k is vulnerable to n-th threat
0, otherwise

(4.4)

After calculating the economic, reputational, and legal damages, the respective
impact can be computed using the matrix ζ. The economic, reputational, and legal
impact matrices, denoted as IE, IR, and IL, are obtained by performing element-wise
multiplication between the corresponding damage vector and each column of ζ, such
that:

IE(:, n) = dE ◦ ζ(:, n), ∀n = 1, . . . , N

IR(:, n) = dR ◦ ζ(:, n), ∀n = 1, . . . , N

IL(:, n) = dL ◦ ζ(:, n), ∀n = 1, . . . , N

(4.5)



70 Chapter 4. Risk-Based Adaptive Security Framework for 6G Edge

Then, the total impact I ∈ R1×N is assessed by first identifying the maximum
impact in each category across all assets for each threat, followed by computing their
weighted sum, where γ1 + γ2 + γ3 = 1:

I = γ1 max
k=1,...,K

IE(k, :) + γ2 max
k=1,...,K

IR(k, :) + γ3 max
k=1,...,K

IL(k, :) (4.6)

In I1×N , each element in represents the total impact on the system in the n-threat
succeed.

4.3.3 Threat profiling
To model the threats, we begin by leveraging an approximate probability of their oc-
currence. As previously noted, accurately determining pRn is infeasible. Therefore,
we propose a novel mathematical framework to estimate the probability of an attack
based on both an a priori probability and an observed measure.

Calculating Probability of attack

Each threat n occurs with a certain probability in real-world pRn , which depends on
the attackers’ intent and is difficult to predict. This probability is modeled as follows:

• An a-priori estimated probability pEn is considered, assumed to follow a uniform
distribution.

• The edge server detects incoming threats, monitors them over a time frame Tf ,
and estimates the real-time probability pMn . Within Tf , the measurement unit
records whether an attack occurred in each timeslot (assigning a value of 0 or
1), and then computes a weighted average over the elapsed timeslots to obtain
pMn .

Finally, the approximated probability of n-th threat (pn) is calculated as:

pn = (1− α)pEn + αpMn , 0 < α < 1 (4.7)

where α serves as a tunable parameter balancing the statistical estimated proba-
bilities and real-time detections.

4.3.4 Vulnerability assessment (Calculating the probability of
success)

Let pn denote the approximated probability that the n-th threat occurs. The proba-
bility that the n-th threat successfully carries out an attack, denoted by qn, depends
on the inherent strength of the threat and the remaining attack capability after the
implementation of countermeasures.

Let’s consider C = {c1, .., cM} the set of all available countermeasures. Each
countermeasure m has a certain level of effectiveness against the n-th threat, defined
as 0 < enm < 1. In other words, this is the probability that the m-th countermeasure
can protect the system against the n-th threat. Thus, We can define a countermeasures
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effectiveness matrix as E = [enm], with n = 1, . . . , N and m = 1, . . . ,M .

Since each countermeasure incurs an associated cost, the edge server selects an
optimal subset of countermeasures based on the available budget constraint. The
binary set of activated countermeasures defines the strategy s, a 1×M vector whose
elements indicate whether each countermeasure is active (1) or inactive (0).

sm =

{
1, if countermeasure m is activated
0, otherwise

(4.8)

for eachm = 1, . . . ,M . After selecting the strategy s, the control strength associated
to that s is computed as:

cs(n, :) = E(n, :)⊙ s, ∀n = 1, . . . , N (4.9)

When a strategy is implemented to protect the system, each threat n has a residual
strength, that is the residual probability of success for the threat, conditional on the
threat occurring. In particular, rnm = 1 − csnm is the residual strength of the n-th
threat given that m-th countermeasure is implemented.

Considering that countermeasures can be assumed independent of each other, the
aggregated residual strength for strategy s is defined as:

ars(n) =
M∏

m=1

rnm, ∀n = 1, . . . , N (4.10)

.
Finally, the success probability for the threat n under strategy s is equal to the

approximated threat probability multiplied by the aggregated residual strength:

qsn = pn ars(n) (4.11)

where qs = [qs1, . . . , q
s
N ] denotes the vector of success probability for all threats when

strategy vector s is applied.

4.3.5 Risk evaluation
According to the fifth stage of IRAM2, the risk function associated with a particular
threat n, is defined in this subsection. To do this, a quantitative estimation of the dam-
age the edge suffers if the threat succeeds is required. A new function for assessing
the risk is proposed here, which leverages the Impact in and the probability of the
threat success qn.

Risksn = in q
s
n. (4.12)

4.3.6 Optimization Problem (Risk treatment)
In the final step, the risk function defined previously must be mitigated. The aim of
the proposed framework is to find the optimal s that minimizes the maximum of the
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Min
S

Max
n=1,...,N

In · Pn ·Θn ·
M∏

m=1

(1− En,m.sm) , for n = 1, . . . , N

subject to sΦ ≤ B

(4.14)

risk vector among all possible threats. In fact, the risk treatment is defined as the
following optimization problem:

minimize
S

maximize
n=1,...,N

Risksn

subject to sΦ ≤ B
(4.13)

The parameters used in the optimization problem are defined and Table 4.1. More
precisely, the risk treatment problem is defined as the problem shown in (4.13) which
can be solved by exhaustively searching all possible states. This solution is the optimal
way of solving the problem, but it is time-consuming and the delay in processing can
lead to severe consequences and high impacts on the system. To find the best strategy
faster, we propose solving (4.13) using simplified approximations to achieve fast and
near-optimal results.

4.3.7 Proposed solution (MaxScoring algorithm)
In this subsection, we propose a novel heuristic algorithm that searches for a high-
quality solution to the optimization problem. The algorithm jointly considers all key
variables in the main formulation, including probabilities, effectiveness, and cost.
Rather than solving the main problem directly, it iteratively explores candidate solu-
tions and continues until the best result is obtained which is definitely faster than the
full search.

Initially, the selected strategy S is set as a vector of zeros and it gets updated in
each iteration. Consider the element-wise multiplication of I , P , and Θ, and let j
denote the index of the countermeasure activated in the previous step. Then, ν1×N is
defined as:

νi = Ii · Pi ·Θi ·
M∏
j=1

(1− E(i, j)) , for i = 1, . . . , N

In addition, take CS1×M defined as:

CS =
N∑
i=1

E(i, j) · ν(i)

In addition, let Φn,1×M be the normalized form of Φ defined as:

Φ̂ = Φ⊘
(
1M×1 ·

(
B−

∑
Φ(j, :)

))
(4.15)
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Φn =
b∑

i=1

Φ̂i,j (4.16)

CSCj =
CSj

Φn,j

(4.17)

j∗ = argmax
j

CSCj (4.18)

After calculating Φn,1×M , the division of the CS and Φn will be employed to
initially introduce a parameter to find the most effective countermeasure with lower
cost. After calculating the maximum CSC among the available countermeasures,
the countermeasure j that maximizes CSC is selected in each iteration. This process
continues until no further countermeasure can be selected within the budget B.

4.3.8 Benchmarks
Linear estimation

Since the optimization problem in formula (4.13) is nonlinear, it is not mathematically
tractable. Approximating the multiplication term with a linear summation reduces the
problem’s complexity, enabling faster convergence and making it possible to solve
using Mixed Integer Linear Programming (MILP). Therefore, the linear estimation
of the nonlinear term in (4.13) is presented as:

M∏
j=1

(1− En,j · sj) ≈ 1−
M∑
j=1

En,j · sj (4.19)

After linear estimation, the nested min–max problem is reformulated using a
dummy variable. This variable transforms the original problem into a standard form
that can be directly solved using MILP. Thus, (4.13) is rewritten as:

min
ε,S

ε

s.t. In · Pn ·Θn ·

(
1−

M∑
j=1

En,j · sj

)
≤ ε, ∀n = 1, . . . , N

s.Φ ≤ B

(4.20)

By minimizing ε in problem (4.20), the result guarantees that the maximum risk
across all threats remains as low as possible. This formulation leads to an efficient
solution using MILP solvers while preserving the risk-aware structure of the original
problem.

MaxDegree algorithm

This method considers a weighted bipartite graph G = (T,C,E), where T and C
represent disjoint sets of nodes for threats and countermeasures, andE is the weighted
adjacency matrix of sizeN ×M indicating the countermeasure effectiveness matrix.
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Each element of E(n,m) represents the weight of the edge between node Tn and
node Cm. A weight of zero (E(n,m) = 0) indicates the absence of an edge i.e. the
countermeasure Cm is not effective for the threat tn.

MaxDegree initially identifies the nodes in T that can be mitigated by only a single
countermeasure. We refer to such nodes as isolated threats—that is, tn connected to
exactly one node in C, satisfying the condition

|{m | E(n,m) > 0}| = 1.

Considering S ∈ {0, 1}1×M as the strategy vector which is initially set to all zeros,
Sm will be set to 1 for m. Once sm is activated, all its connected edges must be
deactivated. Then, Cm is removed from the set C, and the resulting spanning threats
are eliminated from T . Next, the algorithm evaluates the accumulated effectiveness
of each remaining countermeasureCm across all unresolved threats tn. Dj , the degree
of each remaining Cm is calculated as the column-wise sum of the remaining entries
in E:

Dj =
N∑
i=1

E(i,m)

In the next phase, the algorithm identifies the countermeasure j∗ by calculating the
maximum Dj and repeats this process until the budget is finished:

j∗ = argmax
j

(Dj)

MinCost greedy algorithm

The MinCost greedy algorithm inherits the single-node selection approach described
in MaxDegree algorithm. Initially, the algorithm identifies the isolated threats and ac-
tivates their corresponding countermeasuresCm by turning on sm. After this step, the
algorithm selects and activates the sm associated with the Cm that has the minimum
cost (provided the budget allows). This process is repeated until no further counter-
measures can be added due to budget exhaustion. Figure 4.1 compares the MinCost
and MaxDegree methods, illustrating both their common structure and distinct selec-
tion strategies.

Identify isolated threats

Activate connected countermeasures
within budget Rank threats by degree

Select top-ranked countermeasures
within budget

MaxDegree

Rank threats by cost

Select lowest-cost countermeasures
within budget

MinCost
Phase 1

Phase 2

Figure 4.1: Comparing two-phase heuristic-based countermeasure se-
lection: MaxDegree and MinCost branches.

MaxThreat algorithm

In contrast to MinCost and MaxDegree, which select countermeasures without ex-
plicitly accounting for the attack probability, MaxThreat proposes a complementary
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approach that incorporates both the impact of threats and the cost of countermeasures
into a unified decision-making process.

MaxThreat begins by evaluating the threat level for each attack n ∈ {1, . . . , N}
based on the following index:

nmax = argmax
n

(In · Pn ·Θn)

To incorporate cost considerations, MaxThreat uses a normalized version of the cost
matrix Φ. Each element of Φ is divided by the corresponding budget entry Bj , to
reflect the proportion of each countermeasure’s cost relative to the available budget.
The row-wise summation yields a normalized cost vector:

ϕ′
i =

b∑
j=1

Φi,j

Bj

, ∀i = 1, . . . ,M

Next, the effectiveness matrix E ∈ RM×N is adjusted by dividing each element
by the corresponding normalized cost, producing the cost-aware effectiveness matrix
Eϕ:

(Eϕ)i,j =
Ei,j

ϕ′
i

, ∀i = 1, . . . ,M, ∀j = 1, . . . , N

This formulation allows MaxThreat to prioritize countermeasures that offer the
highest effectiveness relative to their cost. A higher value in Eϕ indicates a more
cost-efficient and impactful countermeasure.

Finally, MaxThreat selects the countermeasure Sm, where:

m = argmax
m

Eϕ[m,nmax]

The algorithm then updates the budget and repeats the process for the next most threat-
ening attack nmax, continuing until the budget is exhausted.

Genetic algorithm

Similar to other metaheuristics, the GA mimics natural processes to iteratively search
for suboptimal solutions to large-scale, intractable mathematical problems. In this
chapter, the cost function defined in Eq. (4.13) is provided to the GA in order to find
the optimal set S.

4.4 Evaluation
This section presents a series of simulations to evaluate the effectiveness of the pro-
posed methods and analyze their performance in different situations. First, the strat-
egy selection methods are evaluated by applying the core of SASE including 7 main
countermeasures [135]. Second, the recommended capabilities of SASE are added,
including 13 countermeasures, and finally, the optional capabilities are utilized, in-
cluding a total of 17 countermeasures. All the simulations have been carried out using
a 12th Gen Intel(R) Core(TM) i7-12700 2.10 GHz system.
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We adoptN = 17 from [155] and considerM = {7, 13, 17} as proposed in [135],
with KT = 5 and KNT = 5 assets located within a specific area served by a desig-
nated edge server. We assess the risk and select the optimal set of countermeasures
independently for each server. In other words, each edge node evaluates the risk as-
sociated with each threat, determines the most suitable set of countermeasures, and
applies them locally to the network. Figure 4.2 shows the maximum risk values ob-
tained after applying the proposed countermeasure selection methods. In this setup,
KT , KNT , andN remain constant, whileM varies. Moreover, the true probability of
attack pRn is considered to ensure a fair evaluation of the different optimization meth-
ods. Furthermore, a dense matrix E, with uniformly distributed effectiveness values,
is used to model countermeasure impacts in this case. As shown in Figure 4.2, the
Full search method (i.e., the optimal solution) exhibits decreasing risk asM increases,
proving the advantage of using more advanced countermeasure sets. This trend is also
observed in MaxThreat, MaxScoring, and GA, indicating their ability to approximate
the optimal solution effectively. In contrast, MinCost and MaxDegree show the great-
est deviations, as they initially prioritize isolated threat nodes, which may not pose
significant risk to the system. The MILP approach also demonstrates some disparity,
primarily due to the characteristics of matrixE, which is neither sparse nor composed
of small values.
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Figure 4.2: Comparison of the maximum risk by pRn for M=7,13,17
when the strategies selected by each method is applied.

Figure 4.3 compares the maximum risk values obtained from the proposed solu-
tions under the same scenario as in Figure 4.2, considering both the real probability
pRn and the approximated threat probability pn. It can be observed that, in this setup,
the strategies based on the approximated probability closely align with those based
on the real probability across all M values. The only notable disparity in maximum
risk values is observed in the case of MILP. This behavior is caused by the branch-
and-cut algorithms for solving MILP, where small numerical differences can affect
LP relaxation tightness and the integrality of intermediate solutions. As a result, the
solver may find a different, suboptimal solution.
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Figure 4.3: Comparison of the maximum risk when considering the
real and estimated probabilities.

Using the same setup as in Figure 4.2, the implementation times of all algorithms
across different values of M are reported in Table 4.2. The GA method is not in-
cluded in this table due to its very high computational cost. While the algorithm
successfully converges to the optimal solution in this scenario, the need to evaluate
the fitness function over 400 iterations makes it computationally intensive and less
suitable for realtime applications. Among the included methods, Full Search shows
a dramatic increase in runtime as M increases. It becomes approximately 130 times
slower when M changes from 7 to 17. It is still efficient and provides optimal results
for smaller search spaces (e.g., M = 7) compared to the other methods. Although
it can be a suitable choice for low-dimensional problems, its scalability is clearly
limited which underscores the growing importance of faster, suboptimal strategies
as the problem size increases. In this context, MaxThreat and MaxScoring exhibit
strong performance by consistently providing solutions within significantly shorter
timeframes. In contrast, the MILP method—which relies on approximation and the
branch-and-cut technique—ranks third in terms of execution time whenM = 17, and
becomes the second least efficient method for M = 7 and M = 13. These findings
highlight the inherent trade-offs between achieving optimality, maintaining computa-
tional efficiency, and the speed of the algorithm as the problem scale increases.

Table 4.2: Implementation time comparison of the proposed methods.

Method Implementation time (s)
M = 7 M = 13 M = 17

Full Search 0.00037 0.00338 0.04871
MILP 0.00945 0.01919 0.01074
MinCost 0.00043 0.00046 0.00049
MaxDegree 0.00032 0.00034 0.00035
MaxThreat 0.00012 0.00013 0.00013
MaxScoring 0.00023 0.00022 0.00026

Apart from the changes in the maximum risk value as M varies, alterations in
internal parameters such as the E matrix also lead to different outcomes, especially
in MILP. The effectiveness of each countermeasure, reflected in the values of the E
matrix, plays a crucial role in selecting the optimal strategy and minimizing the risk.
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In Figure 4.4, different models for the E matrix are considered, and the correspond-
ing values are reported for both approximated and real probabilities for M = 13. For
the approximated probability case, the strategy is first determined using pn for each
method. Then, to ensure a fair comparison, the maximum risk is calculated using Eq.
4.12 by applying pRn . According to Figure 4.4 (a) and (c), as the effectiveness of coun-
termeasures increases—reflected by larger values in the E matrix—the overall risk
decreases, while the disparity among methods becomes more noticeable. In panel (a),
the MinCost method shows the greatest disparity, as it prioritizes the cheapest coun-
termeasures, which may not be reliably effective. Then, the MILP fails in finding the
best strategy. This behavior can be attributed to the nature of the linear approximation
used in Subsection 4.3.8. Under these conditions, the linear approximation deviates
more noticeably from the nonlinear formulation. This is because the linear model,
which replaces the product term with a summation, fails to fully capture the com-
pounding effect of multiple strong countermeasures. As the values of E increase, the
product term in the original nonlinear function can drop significantly below the value
estimated by the linear approximation. As a result, the linear model overestimates the
risk that leads to a gap between MILP and Full search. This divergence highlights the
limitations of the linear approximation when countermeasures are highly effective. In
addition, the risk values in panel (d) (corresponding to the sparse and small E case)
completely converge to a high maximum risk value for both pn and pRn across all meth-
ods. This supports the observation that when the effectiveness of countermeasures is
very low and E contains many zeros, the entire system becomes ineffective.

Figure 4.5 illustrates the maximum risk evaluated using pn across the proposed
methods. In this simulation, the most advanced version of the SASE framework is
employed, configured with M = 17. The matrix E is designed as a sparse matrix
representing effective countermeasures, closely resembling real-world scenarios. The
window length is set to Tf = 334 timeslots, where initially the system operates solely
with pEn = 0.3. Once sufficient information is collected after Tf , the attack probabil-
ity pMn is incorporated alongside pEn to from pn. Since pn = pEn and remains constant
for t < Tf , the estimated maximum risk does not change during that period. After Tf ,
the estimated maximum risk values change in accordance to pn and the corresponding
selected strategy. Owing to the specific configuration of E, the MILP solution aligns
closely with the optimal result, while the MinCost approach exhibits the largest de-
viation. The MaxScoring method ranks second in accuracy, following the MILP, in
approximating the optimal solution. In addition, GA demonstrates strong alignment
with the optimal solution for the majority of the simulation period; however, it occa-
sionally becomes trapped in local minima, leading to fluctuations between suboptimal
and near-optimal performance. Figure 4.6 clearly illustrates the differences between
the optimal solution and the suboptimal ones in terms of error percentage. This al-
lows the enterprise owner to assess their risk appetite and select the most suitable risk
treatment method based on the error levels of the proposed approaches.

Moreover, Figure 4.7 illustrates the Hamming distance among different solutions
across timeslots. Although the GA converges well to the optimal solution, the Ham-
ming distance remains around 5, with occasional fluctuations up to 7. This indicates
that when there are 217 possible solutions for the S vector, even strategies that are
relatively distant in solution space can yield suitable sub-optimal results for risk min-
imization. In contrast, the conditions were useful for MILP in enabling accurate risk
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estimation and determining the S vector with minimal error and Hamming distance.
The steady trends of MinCost and MaxDegree stem from the way they select counter-
measures, which only consider the impact and vulnerability assessment steps. Their
selection is independent of attack probabilities, meaning that the S vector remains
unchanged regardless of the likelihood of attack.

4.5 Conclusions
In this chapter, a novel risk-based adaptive security framework tailored for 6G edge
computing environments is presented which integrates the SASE architecture and the
IRAM2 risk assessment methodology. The framework models cyber risk through a
detailed analysis of threat impact, attack probabilities, countermeasure effectiveness,
and various treatment strategies and yields dynamic defense against potential threats.
The risk treatment process was formulated as a constrained optimization problem in
which various strategies, including exact, approximate, and heuristic algorithms were
developed and evaluated. Extensive simulations demonstrated that while full search
and GA achieve optimal risk reduction, they suffer from high computational costs.
In contrast, the proposed heuristics, particularly MaxScoring and MaxThreat, offered
a favorable trade-off between accuracy and computational efficiency, making them
suitable for real-time computations in the edge. Moreover, the effectiveness of lin-
ear approximation via MILP was found to be sensitive to the structure and sparsity
of E matrix. Overall, this work highlights the importance of resource-efficient and
reliable frameworks in next generation mobile networks. Future work will investi-
gate distributed coordination among edge nodes, consider evolving threat models and
users with special budgets, and explore reinforcement learning-based adaptive secu-
rity strategies to further enhance the robustness of the proposed framework. More-
over, this chapter introduced SASE as a security solution for NTN and UAV networks.
While SASE provides a useful baseline, current SASE offerings are not sufficient to
fully address the requirements of NTNs and UAV networks. Future work should fo-
cus on extending SASE architectures with NTN-aware capabilities to achieve more
complete protection.
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Conclusions and Future Works

Integration of TN and NTNs is a key step toward the realization of 6G systems, al-
lowing seamless connectivity across the space, air, and ground segments. However,
this integration introduces significant challenges that cannot be fully addressed by 5G
technologies, including limited communication resources, noisy and adverse channel
conditions, and an expanded attack surface due to the broadcast nature of wireless
transmission and the inclusion of AI. Addressing these challenges requires commu-
nication and security mechanisms that are not only efficient, but also robust, adaptive
to heterogeneous and resource-constrained environments, and capable of supporting
low-latency requirements. This thesis has addressed the mentioned issues through
the design of complementary frameworks that target different aspects of the problem,
ranging from transmission efficiency to communication security and system-level risk
management.

First, this thesis explored how communication efficiency can be improved in noisy
wireless channels by leveraging task-oriented transmission principles. A lightweight
JSCC-based framework was developed for video transmission, integrating seman-
tic awareness through attention mechanisms and SNR-adaptive modulation. This
approach prioritizes task-relevant information which results in improved video key
frame reconstruction on the receiver’s side, adapt to channel conditions, compress
the video according to the specific task, particularly under low-SNR conditions and
strict bandwidth constraints.

Second, this thesis investigated the security vulnerabilities existing in SemCom
systems applicable to TN-NTN scenarios, particularly those leveraging AI to encode
data for wireless transmission. The analysis examined the main threats targeting
SemCom systems, with a focus on eavesdropping and privacy preservation in wire-
tap channels. Existing methods for countering eavesdropping were reviewed, and the
limitations of conventional protection strategies were highlighted when applied to
SemCom transmission schemes. In addition, a comprehensive comparison of state-
of-the-art approaches against MIEA, along with a newly proposed hybrid method was
presented. To further address the MIEA issue, a lightweight and reversible protection
mechanism (KAP-DJSCC) was introduced. The KAP-DJSCC scheme secures latent
representations through key-based transformations, effectively reducing the ability of
an eavesdropper to reconstruct meaningful information while preserving performance
for legitimate users. These results demonstrate that privacy can be enhanced without
introducing significant computational overhead or degrading communication quality.

Finally, the thesis extended beyond communication-level solutions to address
broader cybersecurity challenges in 6G systems. A risk-based adaptive security
framework was introduced to support dynamic decision-making in the presence of
multiple threats, resource limitations, and heterogeneous system requirements. Un-
like static approaches, the proposed framework statistically evaluates risk in real-time
and selects appropriate countermeasures based on system conditions and constraints.
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This allows for a more flexible and scalable security strategy, applicable to a wide
range of TN–NTN scenarios.

Overall, these contributions show that the challenges of TN–NTN integration
cannot be addressed by a single solution. Achieving efficient and secure commu-
nication in 6G systems requires a combination of advanced transmission techniques,
lightweight and reliable protection mechanisms, and adaptive system-level strategies
that are tailored to the requirements of specific applications. Looking ahead, several
directions can be explored to further enhance and extend the proposed frameworks.
In particular, future work will focus on addressing the limitations identified in this
thesis and moving toward more realistic and application-oriented scenarios.

For instance, in SemCom-based NTN systems, more practical channel models
and latency constraints should be considered beyond the AWGN assumption. The
proposed architectures can be extended to account for the unique characteristics of
NTN environments, such as long-distance satellite links and the mobility of UAVs.
Incorporating these factors would enable the development of more robust and tailored
semantic image and video transmission schemes. Moreover, the dynamic nature of
wireless channels in TN–NTN systems requires communication models that can adapt
to sudden variations in channel conditions. In this context, techniques such as transfer
learning and generative modeling can be leveraged to improve the adaptability of the
proposed SemCom frameworks, particularly JSCC-based approaches. These methods
can provide proactive training and enhance the resilience of the system against rapidly
changing channel environments.

In free-space environments, optical communication can support high data rates
and large bandwidth while maintaining low size, weight, and power requirements.
Integrating free space communication with SemCom provides a promising direction
for efficient and task-oriented transmission in TN–NTN systems. However, challenges
such as atmospheric effects, alignment issues, and security risks remain critical [156].
Future work can focus on extending the proposed security mechanisms to free space
semantic communication, particularly through data-driven protection and semantic-
level covertness. In addition, the privacy-utility trade-off approaches can be explored
to improve security and robustness under dynamic channel conditions, while main-
taining high-quality image and video transmission.

In addition, in air-to-ground scenarios, the wireless channel exhibits unique char-
acteristics with random variations in CSI. These variations can be exploited to gen-
erate shared cryptographic keys between legitimate users, supporting PLS against
eavesdroppers. In particular, channel effects such as fading, noise, and Doppler shifts
can be leveraged to enhance communication security. Beyond the use of deep en-
coders and decoders for data transmission in NTN, future research can focus on de-
signing frameworks that explicitly incorporate physical layer properties of NTNs to
achieve more secure and robust transmission.
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