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Absitract

Modern autonomous and distributed systems play an increasingly important role in
applications ranging from precision agriculture to smart transportation and industrial
automation. Ensuring reliable coordination, security, and fault management in such
systems is a significant challenge due to practical limitations including communication
delays, quantization, measurement noise, and partial observability. This thesis develops
theoretical frameworks and methods to address these challenges, with all results validated
through comprehensive numerical examples.

The thesis first focuses on the controlled and coordinated behaviour of multiple
agents under realistic operational constraints. Robust controllers are designed to achieve
consensus and stability in networks of nonlinear agents, such as fleets of Unmanned Aerial
Vehicle (UAV)s for agricultural monitoring, while mitigating the effects of disturbances
and measurement errors. The proposed approaches ensure that even under practical
imperfections, agents can operate cohesively and effectively.

It then examines security threats in Discrete Event Systems (DES)s, addressing
both active attacks that disrupt system operation and passive attacks that attempt to
infer sensitive information. Methods are developed to detect and localize these attacks,
preserving system integrity in both single and networked-systems. This work provides
formal conditions and practical strategies to maintain reliability despite potential malicious
interventions.

Finally the thesis investigates fault detection under partial observation, where sensor
information is limited. Observer—based schemes are developed to identify input faults using
limited sensor information, providing tools to enhance resilience and offering practical
tools for monitoring complex systems.

Overall, this thesis presents novel methods to control, monitor, and secure autonomous
systems, with the goal of making them more reliable, safe, and resilient in real-world
conditions. Although the work emphasizes applications in agriculture, the approaches are
flexible and can be applied to a wide range of autonomous technologies. The findings
offer a strong theoretical foundation for building systems that can operate effectively and
robustly in practical environments.
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Preface

This thesis is submitted in partial fulfillment of the requirements for the degree of
Philosophiae Doctor in Autonomous Systems in the framework of the National PhD
Program in Autonomous Systems (DAUSY). The research presented herein was primarily
conducted at the University of L’Aquila under the administrative oversight of Politecnico
di Bari, with additional work carried out during a mobility period in France at QUARTZ
lab, National School of Electronics and its Applications - ENSEA.

The thesis, entitled Control, Coordination, and Monitoring of Autonomous Agents,
addresses key challenges in the field of autonomous systems, with a particular focus on
enabling multiple agents to operate cooperatively, reliably, and safely in complex and
uncertain environments. Autonomous systems are becoming increasingly important in
modern society, offering the potential to perform tasks that are too complex, repetitive,
or dangerous for humans. These systems rely heavily on multi-agent architectures, where
autonomous agents must work together seamlessly, communicate reliably, and respond
quickly to disturbances, faults, or external challenges. Ensuring that such systems are
properly controlled, coordinated, and monitored is therefore critical for productivity,
safety, and long—term sustainability.

During my PhD, I had the opportunity to undertake a mobility period in France at
the QUARTZ Lab, focusing on the study of fault detection and monitoring in autonomous
systems. This part of the research explored theoretical approaches to identify and isolate
faults in networked systems, providing a complementary perspective to the work carried
out at the University of L’Aquila. This international experience was particularly valuable,
as it provided exposure to diverse research environments, facilitated collaboration with
new colleagues, and offered alternative perspectives on problem—solving in autonomous
systems.

The journey of this research has been both intellectually stimulating and personally
rewarding. Conducting research in the field of autonomous systems requires not
only mastery of technical concepts but also creativity, persistence, and the ability to
integrate ideas from multiple domains. I have learned to navigate complex theoretical
challenges, design and implement simulation studies, and critically analyse results to
extract meaningful conclusions. Beyond the technical achievements, the thesis reflects
perseverance, curiosity, and a commitment to personal and professional growth, fostering
abilities such as critical thinking, problem—solving, and the capacity to tackle complex
challenges effectively.

I hope that the work presented in this thesis will help advance understanding in
the field of autonomous systems, especially in areas that require reliable coordination
and effective monitoring. The methodologies and results developed here may provide a
foundation for future research and support the design of autonomous agents capable of
operating efficiently, handling unexpected situations, and functioning safely in a variety
of environments.

In conclusion, this thesis represents a combination of theoretical exploration, practical
analysis, and personal growth that has shaped my doctoral journey. It is intended as a
contribution to the ongoing development of autonomous systems, offering insights and
approaches that may inspire further research and practical applications in the control,
coordination, and monitoring of autonomous agents.
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Chapter 1
Infroduction

1.1 Background and Motivation

The rapid growth of autonomous systems has opened up a new era of intelligent
technologies that can operate independently in complex and uncertain environments.
In modern agriculture, these systems are playing an increasingly important role by
automating tasks such as crop monitoring, precision irrigation, soil analysis, and
coordinated field operations. Many of these applications rely on Multi-Agent System
(MAS), where multiple autonomous agents whether in the form of robotic swarms,
distributed sensor networks, or components of larger Cyber-Physical System (CPS), need
to work together seamlessly, communicate reliably, and respond quickly to faults or
external challenges like equipment malfunctions or cyber threats.

As agriculture continues to adopt automation, ensuring that these systems can
be properly controlled, well-coordinated, and effectively monitored is becoming more
important than ever. Reliable operation plays a key role in improving productivity and
maintaining safety across modern agricultural systems. To achieve these objectives, this
thesis investigates three main areas: control and coordination, security analysis, and fault
detection and isolation. Together, these three form the core pillars of the research, aiming
to build the foundation for developing autonomous agricultural systems that can perform
efficiently and consistently under real-world conditions.

This work first addresses the robust control and coordination of nonlinear MAS with
time delays, considering the effects of actuation disturbances and measurement errors. A
novel methodology is developed for designing Quantized Sampled-data Event-triggered
(QSE) controllers that ensure consensus tracking despite state delays. By leveraging
Steepest Descent Consensus Feedback (SDCF) and Input-to-State Stability (ISS) redesign
techniques, the approach can attenuate bounded disturbances and measurement errors
in the digital control framework. Theoretical results guarantee that, with sufficiently
fast sampling and appropriately quantized channels, the robustified SDCF controllers
achieve semiglobal practical consensus tracking, even under discontinuities or non-uniform
quantization. This methodology is demonstrated on a class of nonlinear time—delay MAS,
including a numerical example involving the coordination of an Unmanned Aerial Vehicle
(UAV) swarm.

In addition to achieving controlled coordinated behaviors, it is equally critical to
monitor MAS to ensure that they operate securely and reliably. MAS function within a
networked environment, and the complex and interdependent nature of these systems
makes them vulnerable to faults and cyber attacks, as an attack on a single system or fault
in a single system can rapidly spread across the network and can easily compromise the
reliability of the whole network. Monitoring plays a fundamental role in the dependability
of autonomous systems by offering a way to identify such undesired events and lessen
their impact. This thesis investigates the monitoring of agents through security analysis
and fault detection and isolation. Formal, model-based methods are developed to detect
and interpret abnormal behaviors.

For security analysis, this thesis employs the Finite State Machines (FSM) modeling
formalism to model agent behaviors and analyze their vulnerability to malicious attacks.
Mainly, two types of attacks are addressed in this work: Active and Passive attacks.
For active attacks, the focus is to develop necessary and sufficient conditions to ensure
detectability and localizability of attacks in both single-agent and networked—systems,
modeled using FSM. The work is then extended to passive attacks, which aim to infer
secret or sensitive states of the system without directly altering its behavior. The focus
here is on opacity, which determines whether sensitive information (e.g., the agent being
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in a critical or secret state) can be inferred by an external observer. Observers are
typically employed to verify or analyze opacity for this purpose. However, in large—scale
systems, the use of classical or traditional observers can lead to unnecessary and complex
computations. To reduce computational complexity, a decomposition technique that
breaks the observer into sub—observers is developed. The work also discusses how these
sub—observers can reduce the computational complexity involved in analyzing opacity.

In terms of fault detection, the thesis utilizes Petri Net (PN) modeling, and in
particular, Partially Observed Petri Net (POPN), to capture the concurrent behavior of
MAS. In this model, agents are represented by places or nodes, and the system’s evolution
is governed by transitions. The proposed fault detection method focuses on identifying
and isolating faults occurring in the input channels of agents due to communication
failures. A known—input observer—based fault detection algorithm is presented to identify
or detect the presence of faults in the unmeasurable input space. Furthermore, utilizing
the developed observer, a residual-based fault isolation scheme is also presented. It is
important to clarify that, although PN and POPN models naturally arise in distributed
and networked environments such as MAS, the fault detection framework developed in
this thesis is formulated at the level of a single POPN model. The connection to MAS is
therefore conceptual and motivational, rather than an explicit multi—agent modeling or
cooperative control formulation.

Together, these findings provide comprehensive approaches for achieving well—
coordinated, safe, and reliable operation of MAS. This thesis looks at control and
coordination, and monitoring as separate but connected areas, focusing on the real-world
challenges of using intelligent agents in agriculture, where both teamwork and reliability
are important. For instance, farming tasks such as crop monitoring, irrigation, and
field operations rely on precise coordination and consistent performance. The methods
developed in this thesis provide a strong foundation to help autonomous agents work
together effectively in these settings.

1.2 Literature Survey

In recent years, MAS have shown great promise in agriculture, where autonomous agents
are being used more and more for tasks like crop monitoring, precision irrigation, soil
analysis, and coordinated field operations [1], [2], [3], [4], [5], [6]. These applications
require agents to work together seamlessly, communicate reliably, and respond quickly to
unexpected events, such as equipment failures, dynamic enviroments, or even cyber threats
[7], [8], [9], [10]. This emphasizes that study of control, coordination, and monitoring of
MAS is not only technically interesting but also highly relevant for real-world agricultural
systems, where performance of the overall system depends on the reliable performance of
autonomous agents.

While the primary focus of this thesis is to develop methodologies for controlled,
coordinated, and monitored behavior of MAS, the approaches presented here are readily
applicable to agricultural settings. By highlighting this connection, the importance of
creating robust, secure, and fault—tolerant MAS frameworks becomes clear. The following
sections review the technical literature in three main areas control and coordination,
security, and fault detection, showing how existing approaches tackle these challenges and
setting the stage for the methods developed in this thesis.

1.2.1 Control and Cordination of Multi Agent Systems

Research in control and coordination of MAS has attracted significant attention over
the past decades. A central challenge in this field lies in designing control strategies
that not only stabilize individual agents but also ensure their coordinated behavior
under practical constraints, such as communication delays, measurement errors, limited
actuation, etc. In particular, the consensus problem of MAS concerns the design of a
distributed control protocol such that a group of autonomous agents reach an agreement
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in some sense. Many results have been provided for the consensus problem of linear and
nonlinear MAS making use of continuous—time control laws (see, for instance, [11], [12]).
On the other hand, it is well-known that in most practical applications, the quantized
sampled—data transmission is unavoidable due to the involved technological devices
and, consequently, the digital implementation of the control law is required [13]. Many
approaches have been proposed in the literature for the study of the digital consensus
control problem in the case of delay—free MAS (see [14], [15], [16]). In practical engineering
applications, another important aspect to take into account is the unavoidable presence of
measurement errors and actuation disturbances affecting sensors and actuators and which
can deteriorate the performances of the consensus protocol preventing the agreement to
be reached. In the case of delay—free MAS, the robust consensus problem has been widely
investigated by exploiting continuous-time/digital controllers (see, for instance, [14], [17],
[18], [19], [20]). On the other hand, results concerning the robust quantized sampled—data
consensus of nonlinear MAS with state-delays are very few in the literature (see, for
instance, [21]). Recently, in [17], the robust quantized sampled—data consensus tracking
problem of a class of nonlinear globally Lipschitz MAS with state-delays in presence of
actuation disturbances and measurement errors and described by bounded functions was
investigated by exploiting the notion of Steepest Descent Consensus Feedback (SDCF). It
is here highlighted that the results in [17] do not take into account: (i) general nonlinear
time-delay MAS described by locally Lipschitz functions; (ii) known external disturbances
affecting the system at hand introduced to characterize tracking control problems; (iii)
event-triggered strategies for the update of the control input signals in order to properly
manage the communication resources. To the best of our knowledge, no result is available
in the literature concerning quantized sampled—data protocols achieving the consensus
tracking of nonlinear MAS with state—delays in presence of measurement errors and
actuation disturbances taking into account points (i)-(iii).

In this work, we fill this gap by providing, for the first time in the literature, a
methodology for the design of robust Quantized Sampled-data Event-triggered (QSE)
controllers for the consensus tracking of nonlinear locally Lipschitz MAS with state—delays
affected by bounded actuation disturbances and suitably bounded measurement errors.
In particular, the recent results provided in [22], concerning the robust QSE stabilization
problem of nonlinear time—delay systems, are here extended to the case of the tracking
consensus control problem in the context of nonlinear MAS with state-delays. The
proposed methodology relies on the Artstein’s approach (see, for instance, [23], [24], [25]),
which is here used in order to provide a new guideline for the design of robust QSE
protocols for the consensus tracking of nonlinear time—delay MAS taking into account
points (i)-(iii). The notion of SDCFs [17] is here suitably accommodated in order to: (a)
cope with nonlinear time—delay MASs described by locally Lipschitz functions; (b) be
used together with the Inpul-to-State Stability (ISS) redesign methodology for the design
of robust QSE protocols. For the first time in the literature, it is shown that there exist a
suitably small maximum inter—sampling time and a suitably accurate quantization of the
input/output channels such that the QSE implementation of SDCFs (continuous or not),
together with the new added control term, ensures the consensus tracking agreement
in finite-time of the related closed—loop MAS in a semiglobal practical sense, with
arbitrarily small final tracking error and regardless of the above uncertainties. The design
procedure here provided allows for possible discontinuities in the function describing
the SDCF at hand, widely enlarging the possibilities of successfully constructing robust
QSE protocols for the consensus tracking of nonlinear MASs with state-delays because
the continuity issue is no more a constraint. In the theory here developed, the case of
time—varying sampling intervals and of non—uniform quantization of both input/output
channels, as well as the stability analysis of the intersampling system behaviour, are
included. The stabilization in the sample-and—hold sense theory [26], [27], [28], [22],
[29], [30] is properly revised and used as a tool for proving the results. We highlight
that, differently from the results here provided, in [22]: (1) tracking control problems
characterized thorough the presence of known exogenous disturbances are not considered;
(2) MASs are not addressed excluding the consideration of consensus control problems.
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Moreover, differently from [17], here: (1) event—triggered strategies introduced to properly
manage the communication resources are considered; (2) nonlinear MASs with state
delays described by locally Lipschitz functions and in presence of known exogenous
disturbances are studied; (3) spline approximation methods in order to cope with the
possible non—availability in the buffer of required past values of the state measurements.
The provided results are validated through an application concerning a particular class of
nonlinear MASs.

While the above results are developed for a general class of nonlinear MASs, similar
control challenges explicitly arise in agricultural UAV applications, where coordinated
drones must operate under sampling constraints, communication limitations, disturbances,
and measurement errors. Robust control strategies have demonstrated significant success
in precision farming applications. For instance, tube—based robust Model Predictive
Control (MPC) schemes for fixed—wing UAVs have been shown to follow waypoints with
high accuracy while effectively compensating for disturbances across agricultural fields
[31]. Extending beyond individual UAVs, multi-UAV coordination and optimal control
frameworks have been developed for large-scale farm coverage and agricultural spraying,
highlighting the practical advantages of consensus—based control strategies in smart
agriculture [32]. Reviews of precision farming drones consistently stress that advanced,
robust flight control methods are crucial for successful coordinated UAV operations
[33] reinforcing the practical relevance of the robust QSE consensus—tracking framework
presented in this thesis. Taken together, these studies clearly illustrate the significance and
applicability of robust, sampled—data, and event—triggered consensus control approaches
for UAV systems in agriculture.

1.2.2 Security Analysis

In parallel to control and coordination, monitoring autonomous agents to ensure reliable
and secure operation has become increasingly important, especially as systems grow in
complexity and scale.

For security analysis, FSM modeling provides a natural and expressive formalism
for representing agent behaviors and interactions. While the control and coordination
framework in this thesis is based on nonlinear system models, previous research has shown
that such nonlinear dynamics can be effectively abstracted into FSM representations,
thereby justifying the use of FSMs for security-related studies [34]. Numerous studies
further validate the choice of FSM / automaton—based modelling for analyzing security
in MAS and networked-systems. For example, [35] discusses security and diagnosability
under cyber—attacks by using the FSM modeling formalism to represent both the system
and the attacker. Similarly, In [36], intrusion detection in Mobile Ad Hoc Networks
(MANETS) was addressed for a specific class of attacks, namely Denial of Service, using
an FSM-based framework. In [37], the problem of multiple attack detection in Discrete
Event Systems (DES) is addressed, where attacker influence is represented through altered
observations, while using the FSM modelling formalism. Lastly, [38] demonstrates the
use of FSM modeling to represent reconfigurable MAS, supporting the idea that agent
behavior, communication, and dynamic reconfiguration can be effectively captured using
FSM. All of these works show that FSM and DES modeling is a preferable choice for
capturing both normal and malicious behavior, thus justifying their use in this thesis for
security analysis.

A thorough summary of studies examining attack and defensive strategies in the
context of DES, taking into account Fault Diagnosis, Opacity and Cyber Security, was
provided by [39]. Another detailed systematic survey can be found in [40] that reviews
research based on all types of attacks.

Building upon the general motivation for using FSM in security analysis, we now
examine more specific literature, beginning with a single system and extending to
networked or MAS.

Active Attack on Single Systems: The authors in [41] investigate the problem of attack
detection and prevention in supervisory control systems under actuator enablement attacks,
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using the notion of AE-safe controllability. An extension of this work, considering the
effect of control delays, is presented in [42]. The results in [43] characterize the existence
of a successful attacker and present an algorithm to synthesize the supremal successful
normal attackers. The research done in [44] proposes a method to obfuscate an (insecure)
supervisor, in order to maintain the behavior of the initial closed—loop system while
making it resilient to actuator enablement attacks. Similarly, the authors in [45] address
the problem of resilient supervisory control in DES under indefinite actuator attacks,
where any controllable event may be targeted by an intruder.

A general framework for attack mitigation in supervisory control systems is presented
in [46], where the goal is to minimize tolerated but undesirable behaviour while maximizing
desirable behaviour under partial observation. A Finite State Transducer (FST) model
for the supervisor—known sensor and actuator attacks is proposed and analyzed in [47].
In a related direction, the research in [48] provides a quantitative representation of the
system under specific categories of actuator attacks, sensor erasure, or sensor insertion
attacks, and proposes a defense strategy based on the disablement of all controllable
events once an attack is detected.

From the discussion above, it can be concluded that most of the available literature
on actuator attacks using the FSM or automaton modeling formalism either utilizes a
specific class of actuator attacks (e.g., actuator enablement attacks in [41], [42], [44]),
focuses on synthesizing the attacker ([43]), or deals with synthesizing a resilient supervisor
to mitigate the effect of attacks ([45], [46], [47], [48]). This highlights a gap in research
on attack detection at the actuator side that considers a more generic class of attacks. In
this thesis, we address this problem in detail by proposing a unique approach for actuator
attack detection, based on the composition of the plant and attacker models. With the
proposed approach, one can pre—analyze the system behavior for possible attack models
and design an appropriate controller to ensure safety.

Few researchers have also addressed the problem of security and attack detection in
DES by using PN formalism instead of automaton modelling. The research presented
in [49] deals with the detection of replay and covert attacks. The detection technique
is based on the comparison of the received signal from the network and the expected
behaviour of the system model. Paper [50] proposes a defence strategy to detect actuator
enablement attacks. A different approach based on cryptography, to protect CPS against
actuator attacks is provided in [51]. The idea is to encrypt the controllable events before
transmitting, leading intruders to mistakenly infer the supervisor’s control actions.

In contrast to these approaches, the method developed in this thesis uses an FSM-—
based framework and addresses both attack detection under actuator attacks. Unlike [50]
and [49], this thesis provides necessary and sufficient conditions to identify the attacked
channel. Additionaly, the work done in [51] is effective in reducing attack impact, but
assumes secure key distribution and does not support post—attack analysis as done in
this thesis.

The existing literature available on cyber—attacks in the context of DES, mostly deals
with attack detection [49],[52], [50], [41], [48] and supervisor synthesis [41], [48], [45], [46],
[44], [47]. However, only a few research articles can be found related to the localization of
attack, see e.g. [52]. The work presented in [52], refers to the term “attack localization”,
to identify the attacked subsystem. A subsystem contains a subset of sensors, and it
is assumed that the attacker has access to a limited number of sensor signals and the
attacked subset of sensor signals remains fixed. In contrast, this thesis defines attack
localization as the identification of the compromised channel type, i.e., whether the sensor
or actuator is under attack, rather than narrowing down to a fixed subset of sensor signals.
Moreover, the proposed approach does not assume prior knowledge of which signals are
accessible to the attacker.

While the above works focus on attack detection and isolation for a single system, the
increasing deployment of interconnected systems necessitates extending these security
measures to networked or multi-agent settings. In what follows, we review existing
literature that addresses attack detection and resilience in such distributed or networked
DES.
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Active Attacks in Networked/Multi-Agent Systems: Similar to the case of single
system, the existing literature discussing the security of networked systems can be classified
into three main categories (i) attack detection [53], [54], [55], [56], [57], [58], [59], [60],
(ii) attack isolation [54], [59], [61], and (iii) control strategies to minimize the effect of
attacks [47], [62], [63], [64]. Further discussion related to the security of MASs can be
found in these survey articles [65], [66], [67].

Drawing from these primary concepts a distribution attack detection strategy, for
interconnected systems is proposed in [53]. The proposed technique utilizes two observers,
distributed Luenberger observer and a decentralized unknown input observer, to locally
detect the attack in the communication channel connecting neighbouring sub-systems and
their respective local controllers. The extended results discussing the isolation of covert
attacks and the effect of disturbances were then addressed in [54] and [55] respectively.

Some papers address the security of interconnected systems along with network
optimization. The authors of [62], presented an event—triggered mechanism (ETM) to
address the security of networked interconnected systems (NISs), the proposed ETM
allows the control unit to gather more information from the local subsystem for improved
control performance in the presence of cyber—attacks, ensuring the efficient usage of
communication and computation resources.

Papers [53], [54], [55], [62] mainly address the problem of attacks in the communication
channel connecting subsystems with their local controller, but in contrast, the focus of this
work is to address the problem of decentralized attack detection, when the communication
channels connecting the subsystems are vulnerable to attacks.

Using the same interconnected system framework introduced in [53], the notion of
distributed attack detectability was discussed in [56]. Both local and interconnection
attacks were discussed and the ability to detect interconnection attacks was linked to
the input observability of neighbour’s states through interconnection, but the proposed
approach in [56], requires physical coupling (secure communication channel) amongst the
subsystems and the interconnection attack refers to the attacks on the communication
channel linking the distributed controllers. However, the conditions developed in this
thesis for attack detectability and localizability do not require any physical coupling or
secure communication channel among the agents.

While most research focuses on attack detectability and control strategies, the work in
[57] explores networked system vulnerabilities through graph theory. In [57], conditions
were developed to ensure that the attack remains undetectable; however, these conditions
were based on the assumption that the network must contain one rooted directed spanning
tree. In contrast, the proposed method in this thesis develops conditions for attack
detectability without imposing constraints on the network topology.

The problem of co—diagnosability in the presence of deception and denial of service
(DoS-D) attacks was discussed in [58], which focused on a decentralized network that
utilized one plant and multiple communication channels to gather data from various
measurement sites. On the contrary, we discuss the problem of attack detection in a
network of two agents in a decentralized framework.

Some researchers also investigated the concept of security from a control perspective.
The research presented in [47] provides attack—resilient control strategies for scenarios
where an attack occurs on the sensor, actuator, or both sides. These proposed control
strategies were derived using a Finite State Transducer (FST) model of the attacker. An
enhanced version of this work, utilizing FST (instead of automaton) modeling of plants,
was presented in [63]. Similar to [47], [63], we also used an attack model; however, in
our work, the focus is on attack detectability within a network of two agents, utilizing
the concept of Decentralized Critical Observability (DCO) while the research in [47], [63]
focuses on synthesizing a supervisor in the presence of attacks.

While many studies focus on detection and control strategies, few work address attack
isolation in networked systems. A recent work discussing a distributed attack isolation
strategy was presented in [61], which provides necessary and sufficient conditions for the
localization to occur. These conditions put structural constraints on the physical coupling
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on the network of agents. In contrast, the conditions for attack detection and localization
provided here do not require any physical connection among the agents.

While much of the literature discussing security of MAS or Networked systems focuses
on attack detection, isolation, or mitigation assuming specific communication models
or structural constraints, our work diverges by developing conditions for both attack
detectability and localization in a network of two agents without requiring physical
coupling or secure inter—agent channels.

Unlike existing works that often depend on strong assumptions about network topology,
controller structure, or secure links, the work done in this thesis provides a more relaxed
framework that still ensures rigorous detection guarantees in a decentralized setting.

Passive Attack analysis through Opacity: Building on the analysis of active attack
detection and isolation in networked systems, the next component of this thesis moves
towards passive attacks, which manipulate or leak information without directly altering
system behavior. In the context of DES, opacity has emerged as a widely accepted
property for formalizing and analyzing such information—flow security concerns.

A system is said to be opaque if an external observer, with limited observation
capabilities, cannot determine whether the system has visited a set of secret (or sensitive)
states [68]. Several notions of opacity have been introduced in the literature and the
intruder is modelled as a passive observer with complete knowledge of the structure of
the system [69]-[70]. There are two general concepts of opacity in the literature [71]:

o Execution—based opacity (Language-based opacity) [72] which has two categories:
Strong opacity and Weak opacity;

o State—based opacity considers two kinds of opacity: Current state opacity [73] and
Initial state opacity [74].

It was discussed in [75], that the different notions of opacity can be transformed into each
other. Wintenberg et. al. [76] provide a general framework that unifies different notions
of opacity including language—based and state—based ones. Strong current state opacity
and strong initial state opacity as more robust forms of opacity, were introduced in [77]
for partially observed non—deterministic finite state automata. Paper [78] proposed an
approach to verify current state opacity for bounded PN by using Multi—valued decision
diagrams with partial observable transitions. Worthy opacity was introduced in [79] for
PN, which characterizes the value of the information that a system may leak over its
evolution. While literature recalled above addresses opacity analysis, the works presented
in [80] and [81] address opacity enforcing via supervisory control design.

The notion of opacity allows for the modeling and verification of privacy against
passive observers and has been applied in various CPS settings to ensure that confidential
behaviors remain hidden [82], [83]. Motivated by this, the current work explores opacity
as a means to characterize and assess the vulnerability of FSM under passive attacks.
To this end, many existing approaches rely on observer—based methods, as the observer
captures the intruder’s knowledge of the system [83]. In fact, opacity verification is
typically performed through the computation of the system’s observer (see, e.g., [84]),
and the complexity of this process has been widely studied in the literature [85]. This
motivates the work on observer decomposition, which aims to reduce the complexity by
constructing smaller, local observers instead of the full global one, enabling more scalable
verification of opacity-related properties.

Building on the discussion of opacity for passive attacks, the FSM/DES-based security
analysis developed in this work—including both active attack detectability and localizability
as well as passive attack opacity has clear relevance to agriculture oriented UAV systems.
Discrete—event modeling has already been applied to multi-UAV agricultural systems to
represent mission stages, state transitions, and coordination, showing that DES/FSM
frameworks are suitable for capturing the behavior of complex agricultural operations [86].
From a security perspective, UAVs and IoT—enabled agricultural networks face a variety
of cyber threats, including communication attacks and sensor spoofing, which highlights
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the practical importance of formally analyzing attack detectability and localizability [87],
[88].

Beyond UAV coordination, formal state-based and hybrid automata models have
also been adopted in smart agriculture to represent and control complex greenhouse
processes, including crop growth, pathogen dynamics, and climate regulation. Such works
demonstrate that automata—based modeling provides a suitable abstraction for composing
heterogeneous agricultural subsystems and enabling formal analysis and control [89].

Hybrid formal models have been proposed in smart agriculture to ensure system
resilience, demonstrating that structured modeling approaches can help protect critical
agricultural operations [90]. In the case of passive attacks, opacity offers a formal
framework to evaluate privacy and potential information leakage in DES—based systems,
supporting observer—based verification methods that help protect sensitive behaviors
[91]. Similarly, formal threat modeling in IoT—enabled precision agriculture emphasizes
the importance of systematically evaluating system vulnerabilities to safeguard both
data and autonomous operations [92]. Overall, these findings show that the DES-based
framework developed in this work covering both active and passive attacks is not only
theoretically robust but also directly applicable to modern UAV—enabled agricultural
systems, offering a practical and well-structured approach to protecting precision farming
operations against a broad range of cyber threats.

1.2.3 Fault Detection

After discussing security analysis in FSM—based models, particularly in the context of
passive and active attacks, we now shift focus to another important reliability concern
in DES: fault detection. While FSM-based frameworks are well-suited for applications
relying solely on control logic and sequential behavior, they become increasingly limited
when modeling systems with concurrency or resource sharing. To address these structural
limitations, PN and POPN have been widely adopted as an alternate modelling formalism
in distributed and concurrent systems.

Several works have demonstrated the applicability of POPN in fault diagnosability
and isolation in complex and partially observed systems, e.g. the results presented in [83],
[93] provide structured methods to predict and detect faults without requiring full system
observability or exhaustive reachability analysis. Given these advantages, PN modeling,
particularly POPN is adopted in this thesis to address fault detection problems.

A major challenge in POPN is state estimation under partial observation particularly
reconstructing the marking (system state) and the sequence of transition firings based on
limited sensor data. Early work by Giua [94] addressed this by proposing an algorithm to
estimate the marking from observed transitions, assuming the net structure is known. In
another contribution, Giua and co—authors [95] investigated the estimation of markings in
labeled PN with nondeterministic transitions, where different transitions may share the
same label and be simultaneously enabled. They demonstrated that the set of possible
consistent markings can be expressed as the solution of a linear system with fixed structure,
whose parameters can be recursively determined. This methodology was later applied in
[96] to address the estimation problem in the presence of silent transitions, i.e., transitions
whose firings cannot be directly observed.

Alternative approaches have also been developed to tackle estimation in PN systems.
For instance, Bourjij [97] proposed a reduced—order observer for generalized PN systems,
where the token flow is represented using state equations analogous to those in continuous
dynamic systems. This observer design was subsequently employed in [98] for detecting
active modes in hybrid systems, and later applied to hybrid photovoltaic systems in [99].
In a different line of work, Ramirez et al. [100] examined the recovery of the initial marking
when only partial information about transition firings is accessible. Their formulation
incorporates both the available output measurements and the notion of observability into
the observer design. For Interpreted PN, Salas [101] proposed a construction procedure
for asymptotic observers under partial observation, while Hadjicostis [102] studied state
estimation under the combined presence of nondeterministic and unobservable transitions.
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Despite these numerous efforts, relatively little work has been devoted to the estimation
of firing transitions themselves. Lingxi [103] introduced an approach for determining the
least—cost transition firing sequence that matches the observed label sequence generated
by transition activities in a labeled PN. Similarly, Lefebvre et al. [104] analyzed the
problem of estimating transition firing sequences under the assumption that the marking
of the PN is known.

This work builds upon previous research in the field. In [105], the focus was on designing
an unknown input observer for POPN. The objective in that study was to estimate the
internal state of the system despite incomplete observations, thereby addressing one of the
central challenges in monitoring distributed systems. Subsequently, in [106], the same PN
modeling framework was extended to develop a fault detection methodology for hybrid
dynamical systems, where discrete—event dynamics are coupled with continuous evolution.
Specifically, the authors in [106] tackled the problem of place/node fault detection, i.e.,
identifying abnormal conditions linked to the degradation or malfunctioning of certain
system states.

While place-level fault detection has received significant attention, transition—level
faults remain comparatively underexplored, despite their critical role in the operation of
DES. In industrial applications such as automated production systems, PNs are frequently
used to model the sequence of operations and interactions between machines. In such
systems, transitions often correspond to events triggered by input signals, such as the
activation of a robot, the start of a conveyor belt, or the opening of a valve. A failure
in these transitions for example, when a transition does not fire despite the availability
of resources, or when it fires unexpectedly due to an erroneous signal can cause serious
problems. These may include deadlocks that block the production line, unsafe operating
conditions such as the simultaneous activation of incompatible machines, or performance
degradation manifested in increased cycle times and wasted resources. Detecting faults
at the transition level is therefore essential, as it allows early identification of abnormal
behaviors before they escalate into costly downtime or quality issues.

In this thesis, we shift the focus from faults in places to faults occurring in transitions,
which correspond to abnormalities in the input channels of the system. Such faults are
critical because transitions often represent events, commands, or external stimuli driving
the system’s dynamics. Detecting anomalies at this level requires a refined observer
design. The approach proposed in this thesis aims to address this gap by developing a
fault detection strategy specifically targeted at transition—level faults in POPN-modeled
systems.

Building on the technical survey above, it is also valuable to emphasize how the
proposed transition—level fault detection framework connects with practical application
domains such as agricultural systems. PN-based modeling has been employed to
represent key agricultural processes for example, the workflow of farm operations such
as site selection, tilling, planting, irrigation, weeding, fertilization, and harvesting using
Colored PN, as illustrated in the study [107], that formally captures the progression of
discrete agricultural tasks and resource usage in crop production workflows. Similarly,
generalized stochastic PNs have been used to model the dynamics of plant disease and
pest propagation, capturing how environmental conditions, biological processes, and
management actions interact over time. Such models have been shown to support early
warning and treatment decision-making in large—scale agricultural settings [108]. These
works illustrate that transitions in agricultural PN models naturally represent operational
actions, environmental events, or external stimuli that directly influence system behavior,
which closely aligns with the transition—focused viewpoint adopted in this thesis. While
the current agricultural literature primarily concentrates on modeling and simulation
rather than explicit fault diagnosis, the resulting structured PN representations form a
solid foundation for the application of advanced fault detection and isolation techniques.
In this sense, the methodology developed in this thesis can be seen as a complementary
extension, contributing to improved reliability and robustness in automated and data—
driven agricultural CPS.

The literature reviewed here demonstrates the extensive work done in control and
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monitoring of DES, with specific attention to multi-agent control and coordination, attack
detection and localization, and fault diagnosis and isolation. FSM-based approaches
have proven effective and efficient for security analysis, particularly in addressing active
and passive security threats, through attack modeling, detection conditions, and opacity
analysis. Similarly, PN based frameworks, specifically POPN, offer strong modeling
capabilities for fault detection in systems exhibiting concurrent and distributed behaviors.
However, despite the extensive research in the respective fields, certain limitations remain
intact. While numerous approaches achieve controlled coordinated behaviour of MAS,
but they often assume ideal sensing, actuation, or delay—free conditions. In security,
existing detection and localization techniques often rely on strong assumptions such as
full observability or secure communication links. Likewise, in fault diagnosis, much of
the focus has been on place—level faults, with fewer methods addressing transition—level
anomalies in POPN.

When we consider agriculture, these limitations become even more significant.
Agricultural environments are dynamic and uncertain, with noisy sensors, unreliable
communications, and constantly changing conditions. Addressing these practical
challenges is essential to ensure that MAS used for crop monitoring, irrigation management,
soil analysis, coordinated field operations, etc., can operate safely, reliably, and efficiently.
This underscores the importance of developing MAS methodologies that are robust,
secure, and fault—tolerant, capable of handling the complexities of real-world agricultural
applications.

1.3 Problem Statement

Despite extensive research on control and monitoring of MAS in the context of DES, key
challenges persist in the following areas:

¢ Robust Event-Triggered Consensus of MASs under Delays and Uncertainties

Despite substantial progress in distributed control of multi-agent or networked
systems, several challenges persist. Most existing methods rely on ideal conditions,
neglecting state delays, measurement errors, and actuation disturbances that
commonly arise in practical implementations. The integration of quantized sampled—
data and event—triggered control under such nonlinear and uncertain environments
remains limited. Furthermore, ensuring consensus and stability in the presence
of non—uniform sampling, communication constraints, and bounded uncertainties
continues to be a key open problem requiring deeper investigation.

o Attack Detection and localization in FSM modelled systems:

Current research lacks generalized frameworks for actuator attack detection and
localization in single systems that avoid restrictive assumptions about attack
types while ensuring precise identification of compromised channels. Likewise,
decentralized detection and localization approaches for networked systems that
operate without relying on physical connections, secure communication among
agents, or stringent network topology requirements are still limited. Addressing
these gaps is essential to develop flexible and robust security methods applicable to
both single and interconnected DES.

o Passive Attack Analysis Via Opacity

Opacity verification in FSM-based systems typically depends on constructing a
global observer, which becomes computationally expensive and impractical for large—
scale systems. This poses significant challenges for analyzing opacity in large—scale
or complex DES. Despite its importance, limited progress has been made toward
scalable verification methods that can manage this complexity effectively. As a
result, the problem of efficiently verifying opacity in large systems remains an open
challenge in the field.

o Fault Detection in Petri Net models
Fault diagnosis using POPN has been extensively studied, particularly for detecting
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faults at the place level. However, comparatively less attention has been given to
faults occurring at the transition level. This gap is especially prominent under partial
observability, where detecting such faults is critical for identifying abnormalities
in input—driven behaviors. As a result, transition—level fault detection in POPN
remains an underexplored area.

To address these gaps, this thesis makes the following contributions:

e Design of robust, Quantized Sampled-data Event-triggered (QSE) controller for
consensus tracking of nonlinear MASs, addressing state delays, measurement errors
and actuation disturbances.

e Design of an FSM-based framework for actuator attack detection and localization
that supports a broad class of attacks and enables rigorous analysis without assuming
full observability or secure links.

o Development of decentralized detection and localization conditions for active attacks
in networked systems, without requiring physical coupling or putting constrained
on network topology.

e Proposal of a scalable opacity verification method through observer decomposition,
enabling efficient analysis of passive attacks in FSM—-modeled systems.

e Formulation of a fault detection strategy for transition—level faults in POPN,
enhancing reliability monitoring for distributed DES under partial observation.

While this thesis mainly focuses on the control, coordination, and monitoring of
autonomous agents, agriculture is considered as one of the application domains where such
methods can be relevant. As discussed in Section 1.2, precision agriculture increasingly
relies on teams of autonomous agents for tasks such as field monitoring and coordinated
operations. Such scenarios provide inspiration for the study of coordination, robustness,
and security in MAS considered in this work.

1.4 Scope of the work

The first part of the thesis is confined to the robust control and coordination of nonlinear
MASs with state delays, measurement errors, and actuation disturbances, under quantized
sampled—data and event—triggered frameworks. It focuses on designing robust QSE
controller to achieve reliable consensus tracking and coordinated behavior. However, this
study is limited to systems with locally Lipschitz agent dynamics and bounded disturbances
and measurement errors, and does not address unbounded uncertainties or highly irregular
network topologies. These constraints define the practical applicability of the proposed
methodologies and the scenarios where the results can be reliably implemented.

The second part of the thesis is focused on the analysis of security threats and fault
detection, within the framework of DES. The work specifically considers systems modeled
using FSM and POPN due to their suitability for capturing logical behavior, event—driven
dynamics, and partial observability. Both single systems and multi-agent/networked
systems are considered under this modeling paradigm. Specifically, it addresses problems
related to attack detection, attack localization, observer decomposition for opacity analysis,
and fault diagnosis, but restricts attention to discrete-event dynamics only. Continuous—
time systems, hybrid system dynamics, or cryptographic security mechanisms are outside
the scope of this work. Furthermore, the analysis assumes known system structure
for security analysis and partial observation for fault detection, without incorporating
probabilistic or learning—based models. The focus remains solely on model-based detection
techniques.

Overall, the scope of this thesis is aligned with the agricultural application scenarios
discussed in Section 1.2. The control, coordination, monitoring, and security problems
addressed this thesis are motivated by the operational requirements of autonomous agents
in agricultural environments, such as robustness to disturbances, limited communication,

11
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security, and reliability under partial observability. While the proposed methodologies are
developed in a general and application—agnostic manner, the assumptions, constraints, and
problem formulations are chosen to reflect realistic conditions encountered in agricultural
MASs. Consequently, the scope defined above captures both the theoretical contributions
of the thesis and their relevance to autonomous agricultural systems.

1.5 Thesis Organization

This thesis is organized to provide a clear and systematic presentation of the research,
carried out on the control, coordination and monitoring of autonomous agents. The
thesis covers theoretical foundations, methodological developments, and provides suitable
examples, to show the effectiveness and applicability of the proposed techniques. The
following sections briefly summarize the purpose and scope of each chapter.

Chapter 2 establishes the foundational framework and modeling methodologies adopted
in this work. It introduces the general notations used throughout the thesis. It also
presents the nonlinear time—delay MAS model employed for control and coordination,
and formally defines FSM and PN structures used for monitoring. This chapter provides
the necessary foundation for the subsequent technical chapters.

Chapter 3 focuses on the control and coordination of autonomous agents, addressing
the development of robust QSE controller for nonlinear time—delay MASs. The chapter
presents in detail the theoretical foundations, key assumptions, and rigorous proofs
ensuring stability and consensus for the proposed robust QSE controller, in the presence
of time delays, measurement errors, and actuation disturbances. Simulation results are
provided to validate the effectiveness of the proposed methodologies and to illustrate the
practical performance of the control strategies.

Chapter 4 is devoted to the security analysis of autonomous agents modeled as
FSMs, focusing on both active and passive attacks. This chapter develops composed
FSM-based models to show/represent the behaviour of the system in the presence of
attacks and provide necessary and sufficient conditions for detecting and localizing attacks
on single-agent and multi-agent networks. Additionally, passive attacks are addressed
through the notion of opacity, with the objective to reduce computational complexity to
verify this property in large scale systems. A decomposition technique to generate sub
observers is developed to achieve the stated objective. Together, these contributions offer
a comprehensive methodology for monitoring and securing FSM-modeled systems against
a broad range of adversarial behaviors.

Chapter 5 investigates fault detection in PN—modeled systems when only partial
information is available from sensors. The chapter starts with a descriptor system
formulation, to show the evolution of POPN. Furthermore, an observer—based method is
developed to detect input faults from the available place and transition sensors, enabling
reliable monitoring even without full system observability.

Chapter 6 concludes the thesis by providing a concise overview of the work presented
throughout the study. It summarises the key contributions in the areas of control and
coordination, security analysis, and fault detection of autonomous agents. The chapter
highlights the significance of the methodologies developed, their theoretical foundations,
and their relevance to advancing reliable and robust networked MASs. The results are
also presented in the form of submitted and published articles, emphasizing the scientific
impact and practical relevance of the contributions made in this research.



Chapter 2
Modeling Formalisms and Approaches

This chapter provides the necessary notations and mathematical modelling used for
the control, coordination, and monitoring of autonomous agents in this study. For
the control and coordination aspects, the agents are modeled as nonlinear time-delay
MASSs, capturing the dynamics, interconnections, errors and delays that arise in realistic
networked environments. This representation provides a formal basis for the design and
analysis of robust QSE controller.

As outlined in Chapter 1, this work employs FSM and PN as the primary modeling
formalisms for monitoring purposes. In this chapter we also provide structured means of
representing discrete event dynamics, system states, and transitions, within the framework
of FSM and POPN, which are essential for effective observation and analysis of agent
activities. This chapter presents a detailed discussion of the theoretical foundations of
these two modelling techniques, along with their integration into the overall monitoring
framework.

2.1 Motivation for Multiple Modeling Approaches

To study the behavior of autonomous agents in complex, uncertain environments, we
employ three modeling frameworks that each address different aspects of the problem.
Using different formalisms allows us to capture the diverse dynamics and requirements of
MAS, control and coordination, security analysis, and fault detection in a way that is
both rigorous and practically relevant.

First, the modeling of nonlinear MAS is chosen to address the control and coordination
of agents whose dynamics may include nonlinearities, coupling effects, and practical
constraints like communication delays, actuator errors or measurement noise. Nonlinear
agent models allow us to describe realistic behaviors, for example autonomous vehicles or
drones in a field setting and design control laws that guarantee consensus or formation
despite uncertainties.

Second, we adopt the formalism of FSM for security analysis, particularly when agents
or networks may face discrete-event challenges, such as cyber intrusions, communication
failures or compromised channels. FSM-based approaches are effective for modeling
attack scenarios, deriving detection conditions, and studying information flow or opacity
properties.

Third, we use POPN to model fault detection and isolation in networked systems where
only some events or states are observable. POPN are well suited to capture concurrency,
distributed events, and state-transition behaviour in systems with multiple interacting
agents or subsystems. The partially observable variant allows us to address situations
where not all system components are visible, which is often the case in field—deployed
autonomous networks.

By selecting these three complementary formalisms, nonlinear MAS for control/coor-
dination, FSMs for security, and POPNs for fault detection, we build a comprehensive
modelling toolbox. This enables us to tailor our methods to the specific demands of
each task while still maintaining coherence across the overall research. It also allows a
clear mapping from theoretical development to practical scenarios involving autonomous
agents, such as those seen in agricultural applications, where coordination, security and
reliability are all required.



Notation

2.2 Notation

We start by providing the notation used in this thesis. N denotes the set of nonnegative
integer numbers, R denotes the set of real numbers, R* denotes the extended real line
[—00,00], RT denotes the set of nonnegative reals [0,00). The symbol | - | stands for
the Euclidean norm of a real vector, or the induced Euclidean norm of a matrix. For
a given positive integer n and a given positive real H, the symbol B} denotes the
subset {x € R™ : |z| < H}. For a positive integer n and for a positive real A
(maximum involved time-delay), C™ denotes the space of the continuous functions
mapping [—A, 0] into R™, W1 denotes the space of the absolutely continuous functions,
with essentially bounded derivative, mapping [—A, 0] into R™, Q™ denotes the space
of bounded, right—continuous functions, with possibly a finite number of points with
jump-type discontinuity, and with finite left-hand limit at 0, mapping [—A, 0) into R™. For
¢ € C", ¢|_a,0) is the function in Q" defined, for 7 € [~A,0), as ¢_a,0) (7) = ¢ (7).
For ¢ € C™, we will consider ||@|locc = sup [¢(0)]. For a positive real H, for ¢ € C™,
0 ,0]

C%(o) ={v € C" : || — ¢|lo < H}. The symbol C}; denotes C}(0). For a continuous
function z: [—A,¢) = R™, with 0 < ¢ < oo, for any real t € [0,¢), z; is the function in
C"™ defined as x¢(7) = z(t + 1), 7 € [=A,0]. For a positive integer n and for S = R™ (or
RT), C1(S;RT) denotes the space of the continuous functions from S to R* admitting
continuous (partial) derivatives, while C}(S;RT) denotes the subset of the functions
in CY(S;R*) admitting locally Lipschitz (partial) derivatives. A continuous function
v: RT — RT is of class Py if v(0) = 0, it is of class A if it is of class Py and increasing
(not necessarily strictly increasing), it is of class P if it is of class Py and ~(s) > 0, s > 0,
it is of class IC if it is of class P and strictly increasing, it is of class K, if it is of class IC
and unbounded. The symbol I; denotes the identity function in R*. For a given positive
integer n and m, the symbols I,, ,, and 0,, ,,, denote the identity matrix and zero matrix
in R™*™ and R™*"™, respectively. The symbol “o” denotes composition (of functions). For
positive integers 7, 7, p, for Lipschitz on bounded subset functionals F': C? x C? — R,
G :C" x CP — R™"™ and for a locally Lipschitz functional V: C® — RT, the derivative
in Driver’s form (see, for instance, [109]) DTV : C" x CP x R™ — R*, of the functional V,
is defined, for ¢, € C", ¢, € C? and u € R™, as

DV (¢., ¢r,u) = limsup —V(¢zh'“’¢,§)_V(¢2)

h—0t

(2.1)

where for 0 < h < A, ¢,,,, € C" is defined, for s € [-A,0], as
p (s) = {¢z(s +h), s E€[=A,—h)
i ¢:(0) + (s + h) (F(¢, ¢r) + G(2,6r)u), s € [=h,0].

For a,b € N, [a,b] = {x € N:a <2 < b}. For a string o, symbol o, denotes the
string o(a)o(a + 1)...0(b). For a set Q, the symbol |Q| denotes its cardinality. The
symbol e denotes the null output. For a set Y C @, symbol C has to be understood
as (not necessarily proper) subset and the symbol Y denotes the complement of Y
in Q. For W C @ x @, the symbol W? denotes the symmetric closure of W, i.e.
W = {(i1,42) | (i1,32) € W or (iz,i1) € W}. The power set of a set @ is denoted by 2%.
For two sets Q" and @Q, let Q'\Q ={i € Q'|i ¢ Q}.

2.3 Nonlinear Time Delay Multi Agent Systems

To address the consensus problem, we consider a nonlinear time-delay MAS described by:

@i(t) = fil@e,is Xe,i) + 9i(@e,0, Xe,) (ui(t) + di(t)),

zi(r) =29(r), T€[-A0], i=1,---,N. (2.2)

where: x;(t) € R", 2;; € C",i=1,--- , N denote the states of the system; z{ € W}
are the initial states; x;; € C*, i =1,---, N, are known disturbances, whose evolution
is assumed to be known or measurable; u;(t) € R™, i =1,--- , N, are the control input
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signals; d;(t) € R™, i = 1,---, N, are unknown disturbances; f;: C"* x C? — R™ and
gi: C" x CP — R™ ™ are functions Lipschitz on bounded subsets of C" x CP; A > 0 is
the maximum involved time delay, assumed to be known; N is the number of agents. It
is assumed that the known exogenous disturbances x,; € C?, i =1,--- , N, in (3.1) are
continuously differentiable and such that there exist positive reals ¥,, Yay, satisfying

_ dxe.i(0 _
[Xt.illoo <Ay, VE€RY, ;%ES[S_SAu}g]|X‘T()! <Fay, Vt € RY. (2.3)

The MAS presented in (2.2) and the inequality described in (2.3) will be used in the
following chapter to discuss the consensus problem by designing a robust QSE controller
for the given nonlinear MAS.

2.4 Finite State Machines

To support the monitoring framework proposed in this work, FSM are employed to model
the behavior of autonomous agents under normal and adversarial conditions. Two distinct
mathematical representations of FSM are used in this thesis, reflecting the structural and
analytical differences between single-agent and multi-agent scenarios.

2.4.1 Single Agent FSM Representation

For the single—agent case, a classical six—element tuple representation is adopted. This
formalism is well-suited for capturing the discrete event behavior of an individual agent,
providing a clear and rigorous structure for defining states, transitions, events, and
outputs. It enables precise modeling of agent—level dynamics and supports the design of
monitoring algorithms for attack detection and localization at the agent level.

Formally, we consider FSM described by:

(X, X0, E,Y,A,H) (2.4)
where:

e X is the finite set of states;

e Xy C X is the set of initial states;

e [ is the finite set of events;

e Y is the finite set of outputs;

e A C X x E x X is the finite set of transitions;

o H:(XUA)—=Y is the output function.

To convert the FSM described above into a Moore machine, the key modification lies
in the output function. In the FSM presented in (2.4), outputs depend on both states and
transitions, but in a Moore machine, all output information must be associated exclusively
with the states. This requires redefining the output function H : X — Y, mapping each
state directly to an output. Consequently the set of transitions becomes A C X x X.
Thus, any information previously carried by the transitions must be encoded into the
states themselves. This ensures that the system’s outputs are generated solely based on
the current state, allowing all relevant information to be reflected in the state, rather

than being influenced by the immediate input or event.
For z € X in (2.4),

succ(z) = {2’ € X : (z,e,2") € A}

pre(z) ={2' € X : (2',e,x) € A}
u(z)={e€ E:(z,e1)e A}
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Similarly, for X’ ¢ X
succ (XY ={zx e X :(2/,e,x) e AN € X'}
pre(X')={z e X: (v,e,2') e AN € X'}
FSM is in general nondeterministic, i.e. it is possible that (z,e,z’) € A and

(z,e,2") € A with 2’ # z”. In our setting, the input events are available as outputs, i.e.
H((z,e,z’)) =e,and hence E CY; e ¢ E.

A string
T1 €] Ty ey Ts... (2.5)
with z; € X and ¢; € E is called a run of the FSM in (2.4), if z; € Xy and
(zi,e5,xi01) € A, Vi = 1,2,... . Runs may be of finite or infinite length. Given a
run (2.5),
the sequence
Te =e€1€2€3... (2.6)
is called event run, the sequence
Ty = T1 T T3 ... (2.7)

is called state run and the sequence
ry = H(z1)e1 H(zz) ea H(xg) ... (2.8)

is called output run.

Let R be the set of all FSM runs, E be the set of all event runs, X be the set of all
state runs and and for a given U C X, let X¥ be the set of finite state runs r, € X with
last symbol in ¥. Let T be the set of all output runs of FSM. Function f: Xo x E - R
associates to an initial state and event run, the collection of all compatible runs of FSM,
ie. f(x1,7e) = {(z1€122€5...),...}. Function y : R — Y associates to a run of FSM, the
corresponding output run, i.e. for r € R, y(r) = H(x1)e1 H(x2)ea H(x3).... For k > 1 and
k" > k, the symbol y(r)|jx,k denotes the string H (xy)ex H (2pq1)epy1...H (1), Finally,
y~! denotes the inverse function of y i.e. y~!(ry) ={r' € R:r, =y(r')}, r € R.

Furthermore, we adopt the notion of accessible part Ac(.), of the FSM from [110], as:

Ac(M) = (Xoe, Xo, B,Y, Ay, H) (2.9)
where,

o Xpe={zeX:Ir. eEAxy€ XoA fao,7e) = {(x0,€1,...,2)}};
o Ape={(z,e,2") e A a2’ € Xy}

Intuitively, Ac(M) contains only those states that can be reached from the initial
state(s) through some finite sequence of events. States that are not reachable from X
are considered inaccessible and are removed from the model.

Let Y be the set of strings with symbols in ¥ = {y €Y :y#e¢€}. Define y :
X — Y as the function that associates to a state run the corresponding outputs, as
y (rz) = P (o) where 0 = H (r; (1)) ...H (r,, (n)), n = |ry| if |ry| is finite and P (o) is
the projection of the string o, i.e. the string obtained from o by erasing the symbol
€ [111]. Otherwise if |r;| is infinite, y(ry) = P(0s) where o is an infinite string
recursively defined as 01 = H(ry(1)),0p41 = H(rz(k+1)),k = 1,2,... . Finally,

Y (y(ra)) = {fe € X1 y(2) = y(ra)}, 72 € X.
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2.4.2 Multi-Agent FSM Representation Using Difference Equations

In contrast to single systems, the multi—agent scenario introduces additional complexity
due to inter—agent interactions and network—level coordination. To address this, a
difference equation—based representation of FSM is employed. This approach facilitates a
more compact and scalable modeling framework for networks of agents, allowing for the
analysis of system—wide behaviors and the detection of distributed anomalies.

In the networked case, the FSM behavior of each agent P; is represented using a
difference inclusion:

x%(t—'_ ) € F'(xi(t>7yé—i(t)ﬂui(t))v

xl(O) E)(lo7

Yi(t) = hi(xi(t)), ys—i(t) = ha—i(v3—i(t)),
xi(t) € X;,u;(t) € Ui, t €N,

(2.10)

with ¢ = 1,2, z;(t) is the state and u;(¢) is the input at step ¢t € N, and y5_,(¢) is the
output of the agent Ps;_; as received by agent P; through the network, denoted by Net.
Xi, Xio0 C X;, Y; and U, are the finite sets of states, initial states, outputs and inputs,
respectively. Map Fj : X; x Y3_; x U; — 2% is the state transition (possibly partial) map,
and we use the symbol F;(z;(t), y5_,(t), u;(t))! to show that the map is defined for the
given x;(t), y5_,;(t) and w;(t) and h; : X; — Y; is the output function. Net represents the
communication network and is defined as follows:

Net:Y; x Yq — (Y; UYy) (2.11)

where Net(y;,ya) = yi, if no attack occurs, and Net(y;, ya) = ya, otherwise.
Next, we adopt the notion of state run as a finite sequence of states z;(0)z;(1)....
satisfying (2.10) for some finite sequence of inputs y5_,(0)y4_,;(1)... and u;(0)u;(1)... .
Next, we can extend the definition of succ and pre for the above set of equations as:
For a state x € X:
suce(r) ={z' € X : 2’ € F(z,u)},

pre(z) ={a’ € X 1z € F(2',u)}.
Similarly, for X' C X:

suce(X'Y={ze X :ze Fla',u)Aa' € X'},

pre(X')={re X :2' € F(z,u) N2’ € X'}.
Remark 2.4.1

The adoption of these two FSM modeling approaches allows the framework to adapt to
the scale and complexity of the system under observation. The tuple-based model is
more intuitive and directly traceable for individual agents, whereas the equation—based
model provides mathematical tractability for larger, interconnected systems. Detailed
implementations and applications of these models are presented in Chapter 4, where
their role in attack detection and localization is fully explored. 0

2.5 Petri Nets

While FSMs provide a useful framework for modeling DES, they are often limited in
representing concurrent or resource—shared behaviors. To overcome these limitations,
we employ PNs, which offer a more expressive modeling paradigm capable of capturing
parallelism, synchronization, and causality within complex systems.

In the context of this thesis, PN serve as the foundational modeling tool for fault
detection under partial observability. Specifically, we utilize a POPN structure to represent
the system dynamics, where only a subset of places and transitions are observable. This
facilitates monitoring and diagnosis in settings with limited sensor information.
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We adopt the notion and definition of POPN from [112] as:
N = (P, T, Pre, Post, Py, Ty) (2.12)
where:

e P={P},i=1,..,nis a set of n places;

T={t;},j=1,..,mis a set of m transitions;

e Pre: PxT — N, and Post: PxT — N are the Pre and Post incidence functions
that specify the arcs;

e Py C P is the set of observable places with cardinality n; satisfying 0 < n; < n;

e Ty C T is the set of observable transitions with cardinality m; satisfying
0<ms <m.

A marking (i.e., net state) is a vector M : P — N that assigns to each place of a PN
or POPN a non negative integer number of tokens. We denote by M (p) the marking
of place p (i.e. the number of tokens in place p). We identify a set of transitions by a
vector o € {0,1}™. A transition ¢ € T is said enabled at marking M if M > Pre(p,t).
The enabled transition ¢ € T' can be fired reaching a new marking M}, that can be
computed by [113] and [105]:

Mk+1 = M + WO’k+1 (213)
where,

e M; € N" is the marking vector of places,

o o5, € N™ is the firing vector of transitions at time instant & (i.e., a vector whose
Jj — th entry denotes the number of times the transition ¢; has fired), and

o T is the incidence matrix of the net, it is defined as W (i,j) = Post(t;,p;) —
Pre(p;,t;) if Post(t;,p;) or Pre(p;,t;) is not defined for a specific place p; and
transition t;, it taken to be 0.

This section introduces the basic modeling framework of POPN, which provides the
foundation for the fault detection and isolation approach developed in this thesis. The
POPN formalism enables effective representation of systems with limited observability,
while preserving the dynamic behavior. Further details regarding the observer design,
residual generation, and fault analysis based on this model are discussed in Chapter 5.



Chapter 3
Control and coordination

The main focus of this chapter is the control and coordination of MAS, with particular
attention given to practical constraints that are often encountered in real-world
applications. These include the use of digitized controllers, state—delays, measurement
noise, communication errors, and other uncertainties that can significantly affect the
performance and reliability of the system. Under these practical constraints, ensuring that
agents can work together effectively requires careful design and robust control strategies.

To address these challenges, we present the design of robust Quantized Sampled-data
Event-triggered (QSE) controllers, which aim to achieve consensus tracking for nonlinear
MAS affected by state—delays. The proposed approach leverages the concept of Steepest
Descent Consensus Feedback (SDCF) along with the ISS redesign methodology. This
combination allows the design of a QSE control term that can effectively reduce the
impact of bounded actuation disturbances and suitably bounded measurement errors. In
other words, even when the system is exposed to practical imperfections, the controller
ensures that the agents remain coordinated and stable.

Furthermore, it is proved that there exist a sufficiently fast sampling rate and accurate
quantization of the input and output channels, such that the digital implementation of
robustified SDCFs (continuous or not) guarantees consensus tracking in a semiglobal
practical sense. The design also handles possible discontinuities in the functions describing
the control protocol, ensuring smooth operation despite irregularities. The cases of
time—varying sampling intervals and of non—uniform quantization in the input/output
channels are included in the theory here developed.

To illustrate the practical applicability of the proposed methodology, it is applied
to a specific class of nonlinear time—delay MAS. As a numerical example, we consider
the coordination control problem of a network of UAVs. This example shows how the
proposed controller can keep multiple agents working together in a coordinated way,
while handling actuation disturbances, and measurement errors that commonly occur in
real-world situations.

Overall, the methods presented in this chapter provide a practical and robust framework
for achieving effective control and coordination in complex MAS, connecting the theoretical
design with real-world applications. This part of the thesis is currently being prepared
for submission in [114].

3.1 Problem formulation

Let us recall the nonlinear time—delay MAS described in (2.2)

@i (t) = fi@eis Xe.i) + 9i(@e i xe0) (wi(t) + di(t)),

zi(t) =a2d(r), Te€[-A0, i=1,---,N. (3.1)

Next we formally introduce the consensus tracking problem addressed in this work.
Problem 3.1.1

For given positive reals ¥y, Yay, Va2v, for a given continuously differentiable desired
1/’15.1
reference signal for coordination v, = | : |ec™N, ¢, €C*, i=1,--- N, t € R,

e, N
satisfying
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19e]loo <, VE € RT, ess sup’%ﬁ‘ <ay, YVt € RT,
0e[—A,0]
4>, (6) ~ + (32)
ess sup{T| <Aazy, VEERT,
0e[—A,0]

the consensus control problem addressed in this paper consists of designing a
robust QSE static state feedback controller for the MAS (3.1) (see u;, i =1,--- N,
in (3.1)) such that the conditions

tlggo |21 (t) —1(t)] =0,

3.3
tliglolmi(t)_xi-&-l(t)_wi(t)l:0’ i=1-,N-1, ( )
hold in a semi—global practical sense taking also into account the presence of
possible unknown errors affecting the available digital state measurements. In practice,
due to quantization, event-triggering, and measurement errors, the convergence in (3.3)
is interpreted in a semi-global practical sense, meaning that the errors are ultimately
bounded within a small neighborhood of origin.

Furthermore, two convergence expressions in (3.3) reflect the leader—follower
coordination structure considered in this work, where the leader agent (i = 1) tracks
the desired reference trajectory, while each follower agent (i > 1) maintains a prescribed
relative offset with respect to its preceding agent. O

In the following section, the above will be solved in a semi-global practical sense. In
particular, Problem 1 will be recast in a suitable robust digital stabilization problem for
which a semi-global practical solution will be provided.

3.2 Design Methodology

In order to investigate Problem 3.1.1, taking into account (3.1) and (3.3), let us consider
the new state variable

2¢.1(T) Ty 1 (1) = Y1 (7)

z(1) = aa(m) | [ ) = zea(r) = ()
t 5 : (3.4)
ZzA,N(T) wtﬁN_l(T) — ffzﬁN(T) _ 1/)“\](7_)
T e [-A,0].

In this formulation, the introduction of the transformed state variable z;(7) explicitly
includes the reference signal v, ;(7) as part of converting the original consensus tracking
problem into an equivalent convergence problem in these new coordinates. This
transformation inherently involves the reference trajectory because the goal is to regulate
the error between agent states and the reference or between agents themselves. Importantly,
the presence of the reference signal in the formulation does not dictate a centralized
control architecture. Depending on the communication and information sharing structure,
the controller can be implemented in a centralized manner where a leader or central
coordinator computes control inputs using global information or in a decentralized fashion
where agents exchange necessary information such as local states and reference signals
to compute their own controls. This assumption of reference availability is common in
leader—follower and cooperative control frameworks, where the reference can be broadcast
or locally generated through distributed consensus mechanisms.

Taking into account (3.4), from (3.1), we obtain the following dynamical system

£(t) = F(ze,m0) + G(z0,70) (u(t) + d(1)),
. LL‘?(T)O* ’lﬁ?(T)O .
2(r) = 2(7) = z4(7) *xQET) —13(7) Crela] (3.5)

2y (7) — 2% (7) — 6 (7)
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where, by calling with 7 = nN, p = (2n+ p)N and m = mN,

u(t) = (w7 - un(®)T)" eR™,
d(t) = ()T - dn@®T)" e R™,
. T i (3.6)
rr) = (p(n)T (0] 4 @)T) eR?, Tel-A0]
X = (aa(M” - xan(MT) eRY, e [-A,0),
F:C"x(CP = R"and G : C™ x CP — R™ "™ are the functions defined for any
¢z,
o.=| : |ec, ¢.,eC i=1,...,N,
Gan
and for any
(bw ¢¢1 ¢d¢1 ¢X1
¢r = ¢dw € Cpa d)w = ) ¢d1/) = ) ¢X = y
qu ¢¢N ¢d1/uv ¢XN
where ¢y, ¢ayp, € C" and ¢y, € CP, 1 =1,..., N, as follows.
- T
F(o.,00) = (fL -+ &),
gl On,m On,m e On,m On,m
gl 7!?2 On,m e On,m On,m
On,m §2 —f]3 e On,m On,m (37)
G(¢za ¢r) - : . : .
On,m On, n,m _ngl On,m
On,m On,m On,m e ngl _gN
fl = f1(¢z1 + ¢¢17¢X1> - ¢d1b1(0>7
f2 = f1(¢21 + ¢¢17¢X1) - f2(§23¢)(2) - ¢dw2(0)7
fi = fifl(%fla (infl) - fi(§i7 (bxz) - ¢dwi (0)7 1=3,..., N;
(3.8)

g1 = gl(¢z1 + ¢d)17¢x1)a gi = gi(§i7 ¢X:’)7

Gi=0z+ by — Y (¢, +0y,), i=2,...,N.

j=2
Notice that, from (2.3), (3.2), it follows that there exist positive reals 7, and 74, satisfying
Ireilloc <3, VYt ERT,

drt(ﬂ)
do

(3.9)

ess sup ’ < Jar, VteRT.

0c[—A,0]

In the following, the proposed procedure for the design of robust QSE stabilizers for
nonlinear time—delay MASs is presented. In particular, the proposed design methodology
is based on the Artstein’s approach [23] where candidate Lyapunov/Lyapunov—Krasovskii
functions/functionals (see, for instance, [23], [26], [27], [22], [24], [29], [25]) are used for
the design of stabilizers. According to such a procedure, as a first step, we introduce the
considered set of candidate Lyapunov-Krasovskii functionals. To such an aim, the notion

of smoothly separable functionals [29] and of invariantly differentiable functionals are
recalled [115],[116].

21



Design Methodology

Definition 3.2.1

N A functional V: C" — R* is said to be smoothly separable if there exist:
e a function V; € C}(R";RT),
e a locally Lipschitz functional Vo: C" — R*, and

o functions 1, B2 of class Koo,

such that, for any ¢ € C", the following equality and inequalities hold:

V(g) = Vi(¢(0)) + Va(o),
B1(|6(0)]) < Vi((0)) < Ba2(|¢(0)]).

O

As in [116], the formalism used in the classical definition of invariantly differentiable
functional [115], is here suitably modified for the purpose of formalism uniformity over this
work. For any given z € R™, ¢ € Q™ and for any given continuous function Y: [0, A] — R

with Y(0) = z, let ¢\>*Y) € Q" h € [0, A), be defined as ¢{"*>) = ¢, and, for h > 0,

(3.10)

(2,6.)) &) — qf)(s-i—h)7 SG[—A,—h)
U (){y(s+h), s € [~h,0).

Definition 3.2.2 ([115], [116])

A functional V: R" x Q™ — R* is said to be invariantly differentiable if, at any point
(2,0) € R" x Q"

o For any continuous function Y: [0,A] — R™ with }(0) = z, there exists the
right—hand derivative
a‘/(z7 wgzﬂb’y))
oh ‘hzo’
and such derivative is invariant with respect to the function );
oV (z,9) .
0z

’

o There exists the derivative

o For any continuous function Y: [0, A] — R™ with )(0) = z, the following equality
holds for any p € R™ and h € [0,A):

V(z+p, ") = Viz,¢) = L/ézz’ ?) p

oV (="

o lioy o (VIR ).
(3.11)

with lim =0.

s—0t

/5

O

We denote here with V the set of Lyapunov-Krasovskii functionals V': C* — R* with
the following properties

Py) there exist a locally Lipschitz function V;: R™ — RT a locally Lipschitz functional
Va: Q" — RT such that the functional V: C" — R* defined, for ¢ € C", as
V(g,) = Vi(¢.(0)) + Va(¢,), where Vo: C* — RT is defined for ¢ € C" as
‘72(@) =V; (ff’z[, A,O)), is smoothly separable, with related functions 31, 82 according
to Definition 3.2.1;

Py) the function (¢., ¢y, u) — DTVa(h.,dr,u), ¢, €C™, ¢ € CP and u € R™, is
Lipschitz on bounded subsets of C* x CP? x R™;
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P3) the functional V: R™ x Q" — R* defined, for z € R, ¢, € Q" as V (z,¢.) =
Vi(z) + Va(¢,), is invariantly differentiable (see Definition 3.2.2);

P;) there exist functions 71, 72 of class Ko such that for any ¢, € C", the following
inequalities hold

71(1¢2(0)]) < V(¢2) < v2(l[@zlo0)- (3.12)

Remark 3.2.1

Notice that, the items Pj)-P,) are satisfied by a very large class of Lyapunov-
Krasovskii functionals, including standard complete quadratic ones (see, for instance,
[116], [117], [118], [119], [120]). For instance, the following standard functional

0

V(6) = 67 (0)Po(0) + / &7 (1)Qé(r)dr, ¢ € C, (3.13)

—-A

fulfills items Py )-P;) with functions 1(s) = 71(5) = Amin(P)s?, B2(5) = Amax(P)s?,
72(8) = (Amax(P) + Admax(Q))s?. The invariant differentiability property, as here
connected with the smooth separability one (see items P;) and P3)), has been proved
to be very helpful in order to apply ISS redesign methodologies for the robustification
of stabilizers for control-affine nonlinear time-delay systems (see [28] and the references
therein). We highlight also that, in the forthcoming Section 5, it is shown how a
standard functional of the form (3.13) can be easily used to apply the control design
methodology proposed in this paper. ([

In the following, the well-known notion of Steepest Descent Feedback (SDF) (see,
[26], [27] for the delay—free case and [28], [30] for the delayed case) is revised in order to
deal with the design of robust QSE controllers for nonlinear time—delay MASs taking
simultaneously into account: (a) the presence of sampling and quantization in both
input/output channels; (b) the presence of actuation disturbances and measurement
errors; (c) event—triggered strategies for the updates of the control input signals; (d)
the presence of known exogenous disturbances characterizing, for instance, tracking
control problems. In particular, in the following the notion of Steepest Descent Consensus
Feedback (SDCF) is introduced.

Definition 3.2.3

Let V € V. A locally bounded function k : C" x CP — R™, continuous or not, is said
to be a SDCF for the system described by (3.5) with d(t) = 0, induced by V', if there
exist positive reals 1, p, p, a function p in Ci (R*;RY), of class K, and satisfying

d,
p(s) < p, a function @ of class Py such that I; — @ is of class K, a real v € {0, 1},
S - _
such that, for any ¢, € C", ¢, € CP the following conditions hold

VD+V(¢)Z, ¢r, k(¢z; ¢r))+

nmax {Oa D+p ol <¢Za bry k(9, ¢T)) +ppoVi (¢z (0))} < (3.14)
a(npe™"2p o Bi([[¢xllo0));
F(07 ¢r) + G(07 (br)k(ov ¢r) =0, (3'15)
where: /31 is the function of class Ko, in Definition 3.2.1; where the derivatives in (2.1)
is computed with u = k(¢,, ¢.). O

Assumption 3.2.1

There exist a functional V € V and a related SDCF k for the system described by
(3.5) (see Definition 3.2.3). O
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Before the presentation of the proposed robust QSE control strategy, by considering the
simple example provided in Section 1, we show how to practically design SDCFs.

In the following, the proposed robust QSE implementation of SDCF for nonlinear
time-delay MASs is presented. Firstly, for the presentation of the proposed digital event—
based controller, the notions of quantizer (see, for instance, [121]), of partition (see [26],
[27], [29]) and of spline approximation (see [30]) are recalled. Such notions will be used
for the characterization of the digital framework under study.

Definition 3.2.4
For a given positive integer c, a quantizer is a piece-wise constant function g, : R® —
y» With Q7 a suitable finite subset of R, characterized, for some given positive real

y7
E (range of the quantizer) and p, (error bound of the quantizer), by the following

implication holds (see, for instance, [121]):

Wyl <E — |gy(y) =yl < py, y €RC (3.16)

O

Definition 3.2.5

For a positive integer 1, a partition m = {t;, j = —l,—=l+1,...} of [-lA,00) is a
countable, strictly increasing sequence t; € [—lA, 00), with tyg = 0, such that t; — co
as j — oo. The diameter of w, denoted diam(), is defined as sup;s_;tj41 —t;. The
dwell time of , denoted dwell(r), is defined as inf;>_;t; 41 —t;. For a given a € (0,1],
0 >0, my5 is any partition m with ad < dwell(r) < diam(w) < 4. O

Remark 3.2.2

Notice that, Definition 3.2.5 aims at characterizing the sampled-data framework
here considered by partitioning the time axis into sampling intervals [t;,t;i1),
j=-l,—l+1,.... We highlight that, in Definition 3.2.5, the positive real a € (0, 1]
is introduced in order to consider the case of non-uniform sampling in which, for
j=—l,=l+1,..., a6 <tj41 —t; <9, with § representing the upper bound for the
sampling period. (I

For given 6 < A (A > 0), a € (0,1], let I be the smallest positive integer such that
lad > A. Let Tj 4.5 C R be the set defined as follows (see [30])
Tias = {w = (wo,...,w;) € R wy €[-16,0], k=0,1,....1,

(3.17)
wo =0, wog—w; >A, 0>wy— wiy1 > ad, k;:O,l,...,l—l}.

For a positive integer A\, let Plf‘a,é s RAHD % Tias — C* be the function defined (see
[30]), for
2=, )T eRMNFD D e RN j=0,1,...,1,

w=(wo,...,w;) € Tias, TE€EA,D0],

as follows.
T—w
(Pys (o) (7) = g + 54 (), (3.18)
W — Wk+1
where k is the smallest integer in {0,1,...,0 — 1} such that wy > 7 > wy1.
Remark 3.2.3

Notice that, the spline approximation methodology is here used in order to cope
with problems very commons in the context of systems with state delays and mainly
related to the possible non—availability in the buffer of past values of the system
state required for the correct implementation of a proposed control strategy (see, for
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‘instance, [30]). O ‘

In the forthcoming points (i) and (ii), the actuation disturbances (see (3.1), (3.5)) and
the measurement errors under investigation (see Problem 1) are described. In particular,
for a given partition 7, s (see Definition 3.2.5), [22], [28]

(i) the actuation disturbances d(t) in (3.5) (see also (3.1)):

(i.a) are assumed to be continuous in any interval [t;,t;41) with possible
discontinuities in the sampling instants t;, j € N;

(i.b) satisfies |d(t)| < d, Vt € R*, with d a known positive real;

(i.c) are such that there exists finite Hmt—n];ld(t)’ j=0,1,---.

(ii) the measurement errors affecting the quantized sampled—data output channel
are characterized by an unknown sequence e : N — C”, satisfying ||e;]|oc < €,
7=0,1,---, with e a known positive real.

In order to cope with the presence of unknown actuation disturbances and unknown
measurement errors (see point (i) and (ii)), in the following, an ISS redesign methodology
(see, for instance, [28], [116], [122], [123], [124], [125]) is used. In particular, a new control
term is designed and added to the SDCF at hand in order to arbitrarily attenuate the
effects of the uncertainties considered in points (i) and (ii). To such an aim, under
Assumption 3.2.1, let:

— 5:C" x CP — R™ be the function defined, for ¢, € C* and ¢, € CP, as follows

(6..0n) = (25

T
)ng,@)) 7 (3.19)

z=¢. (0
where V7 is the function related to the SDF at hand (see Definition 3.2.3);
— k:C™ x CP — R™ be the function defined, for ¢, € C™ and ¢, € CP, as follows

k(62 0r) = k(00 ) — wS(6, b1, (3.20)

where: w > 0 is a control tuning parameter to be chosen (see forthcoming Theorem
3.3.1); k is the SDF in Assumption 3.2.1 (see also Definition 3.2.3).

In the following, some useful functionals are introduced for the presentation of the
event—based mechanism which will be exploited for the update of the controller at hand.
In particular, under Assumption 3.2.1 and taking into account the positive reals n, u, v
and the functions p and V related to Definition 3.2.3, let:

(£1) V3:C™ — R* be the functional defined, for ¢, € C", as

Va(¢.) = sup euepo Vi(-(0));
0c[—A,0]

(£2) Vo : C™ — RT be the functional defined, for ¢, € C", as

(£3) Do : C" x CP x R™ — R be the functional defined, for ¢, € C", ¢, € CP, u € R™,
as follows

Dw(¢z7¢rau) = VD+V(¢Z7¢T"U’) - 77#‘/3(@)

+ nmax {0, D+p(V1 (b2, Prs U)) + Mp(Vl (¢z(0))) } (3.21)
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In the following, the proposed QSE controller is provided.
Under Assumption 3.2.1, for given positive reals o € (0,1), i, i € (0,1}, 6, E, U, w, Lp,
Ey, piz, pr and g, the proposed robust QSE controller for the system (3.5) when affected
by measurement errors (see point (ii) above) is described by

u(t) = qu(ty;) = qu (]E(IP;?;,IP;’;)),

te [tj,tj+1)7 7=0,1,..., tj,tj+1 € Ta,s-

(3.22)

where:

k is the function in (3.20);

o To5 = {tj, j = —I,—1+1,...} is any partition (see Definition 3.2.5) with [ the
smallest (nonnegative) integer such that lad > A {t_;,t_i11,...,0} € Tra6:

e the functions ¢, : R™ — Q7, ¢, : R? — QP and ¢, : R™ — Q" are quantizers with
error bounds fi, fir, i, and ranges F1, 7., U, respectively (see (3.16));

o PI = Pl’?af;(Bgz (4): Br(5)), = 0,1,--- , and B, 5 is the function defined in (3.18)

with A = n;
o P = Pl’?a’a(Bg’ (), Br()),j=0,1,--- , and Plp?a,é is the function defined in (3.18)
with A\ = p;

e B :N — R” , BT :N — RP an N — are defined (recursive
B¥ N — R+ Bl . N — RPUHD and By : N — R*! are defined ( ly)

q=(2°(0) + eo(0))
BE(0) = : :
4= (20t 1) + eo(t—1))

4(70(0))

(
_ _ ) 2%7) + eoln), T € [-A,0],
ZO(T) + 60(7') = {ZO(—A) + 60(—A), re [t,l, _AL
Fo(r) = ro(T), T € [-A,0],
0 ro(—=A), 1€ [t —A] (3.23)
BE (j) = (qZ(Z(téfﬁffj(O))) + (0’};7 0%“) BE(j - 1),
B = () 4 (O ) BrG -,
T
Broy=(o0 ¢, : ¢,) -
1
Br) = ("t 0) (Bri-n- -t | 1)),
1

e the sequence e : N — C" characterizes any kind of unknown measurement errors as
in point (ii) and satisfying
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sup | (s (2 4+ BE (), w), Pl o7, w))
zeB”

E+\/l+1
B (3.24)

5 - 5 5 e
- S<Pl7,la,5(z, U)), Plz,)a,(S(r7 w))’ § ;7 Yw € 77,a,5~

with 7, the positive real in (3.9) and the function Bg : N — R?(F1 defined
(recursively) as:

%(0) eo(7) e [~A,0]
BsO)=| : |, aln)= { o7 o

Zot_) eo(—A), 7€t —A] (3.25)
BS(j) = (glﬂn(gi) + (07};1” Oﬁoxl) BLGi-1),  j=12...

the sequence ij, j = 0,1,..., is defined as ig = 0 and, for j > 1, ¢; = j in the event
that (see (£.3))

— Do (PL, P, qu(iti,_,)) + 0 Doo (PE, PY, qu(@y)) < H(P¥, PY). (3.26)

and i; = ;1 otherwise;
the function H : C" x CP — R* is defined, for ¢, € C*, ¢, € C? as follows

- _ €+ [i+ i _
H(0.:00) = o1 = o)+ anp(1 +.0)) x (180660 + L) 4300401,
(3.27)

1, v and p are the positive reals in Definition 3.2.3;

¢ and d are the bounds of the involved measurement errors and actuation
disturbances, respectively (see points (i) and (ii) above).

~
\ D
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[ Xl‘\ ot
> X
&7 @-(,(7) + e5(7)), 7€ [-A,0]
M N G Qs .
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Figure 3.1: An example of the spline approximation method here used (see IF’?Z in (3.22))
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Remark 3.2.4

Notice that, the knowledge of infinite dimensional variables q.(z:,(T) + e;(T)) and
qr(r¢,(7)), 7 € [=A,0] is not needed for the correct implementation of the proposed
robust QSE controller (3.22). Indeed, spline approximation methodologies (see [30])
are here used in order to obtain an approximation of the infinite dimensional variables
q:(2¢;(7) +e;(7)) and q,(r¢,(7)), T € [=A, 0], by interpolating the available noised
quantized sampled-data state measurements q,(z(t;) + e;(0)) and the quantized
sampled-data exogenous signal q.(r(t;)) (see (3.18) and PJ*, P{" in (3.22)). The
vectors BY, BY and By describe buffers of length n(l + 1), p(l + 1) and | + 1
collecting, respectively, the quantized sampled-data state measurements affected by
the noises e;, j = 0,1,---, the known exogenous disturbances and the times elapsed
between a sampling and the following which are used in the interpolation procedure
to obtain the required approximations. In Fig. 3.1, an example of the interpolation
method here considered is reported. (I

Remark 3.2.5

Notice that, the proposed triggering condition (3.26) is checked just at times t;,
j=0,1,---, guaranteeing a minimum dwell-time ad between two consecutive sampling
instants (see Definition 3.2.5). Hence, no continuous-time monitoring of the state
variables is needed and possible Zeno behaviours are avoided by sampling with dwell-
time. (]

3.3 Main Results

In the following, the main results are provided. In particular, we will show that, under
Assumption 3.2.1, there exist suitable control tuning parameters w and Lp (see (3.22)—
(3.26)), a suitably fast sampling § and an accurate quantization of the input/output
channels (i.e., ranges and error bounds for the quantizers ¢, ¢, and ¢, in (3.22)) such
that the semi—global practical stability property of the closed—loop system (3.5)-(3.22) is
ensured regardless of the unknown actuation disturbances d (see point (i) in Section 3.2)
and of the unknown measurement errors e (see point (ii) in Section 3.2) as long as (3.24)
holds. In the following, we will consider functions «;, i = 1,2, of class K., defined for
s € RT as follows

ai(s) =ne *Apo Bi(s), aa(s) = vya(s) +npo Ba(s), (3.28)

where: 7, p and v are the positive reals in Definition 3.2.3; p is the function in Definition
3.2.3; 72 and ;, 1 = 1,2, are the functions related to the Lyapunov—Krasovskii functional
V €V (see points P;) and P;) in Section 3.2).

Theorem 3.3.1

Let Assumption 3.2.1 hold. Let a, i and i be arbitrary reals in (0,1]. Let o
be an arbitrary real in (0,1). Then, for any positive reals Ry, Ry, E, q, d and e,
with 0 < Ry < Ry < E and o1(E) > as(Ry), there exist positive reals 6, T, U, w,
Lp, By, piz, ptr and pu,, such that for any initial state 20 € Wi N Ch, satisfying

0
ess sup ’dZTSO) ’ < g, the corresponding unique locally absolutely continuous solution of

0c[—A,0]
the QSE closed-loop system, described by (3.5)-(3.22), exists Vt > 0 and, furthermore,
satisfies: i )
z €Cp, V620, z €Cg,, Vt 2T, (3.29)
i.e., Problem 1 is solved. O
Proof. The proof of Theorem 3.3.1 is reported in the Appendix. O
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Remark 3.3.1

We highlight here that, the methodology provided here is a novelty also for the case of
a single agent system (i.e., N = 1). Indeed, to the best of our knowledge, no result is
available in the literature concerning robust QSE stabilizers for the class of nonlinear
systems described by (3.5). In this work, inspired by the methodology proposed in
[22], for the first time in the literature, results concerning the design of robust QSE
stabilizers are provided for the class of systems described by (3.5). We highlight here
that time—varying known exogenous disturbances are not considered in [22], thereby
excluding from the developed theory several interesting practical control problems,
such as the tracking one. Moreover, MASs and the related consensus problems are not
considered in [22]. We highlight also that several new and not trivial developments
have been here required with respect to [22] in order to correctly apply the stabilization
in the sample—and—hold sense theory, here used as a tool for proving the results, to
the case of nonlinear time—delay systems in presence of known exogenous disturbances
introduced to characterize, for instance, tracking control problems. See, as an example,
forthcoming Definition 3.2.3, (3.22)-(3.27) and steps 1)-10) in the proof of Theorem
3.3.1. O

Remark 3.3.2

Notice that, in Theorem 3.3.1, the functions d and e are unknown. More in details, the
functions d and e characterize the unknown actuation disturbances and the unknown
measurement errors, which affect the QSE controller when closed in the loop with
system (3.5) (see (3.22)-(3.27)). The new added control term —wS(IP’f;,PZ;) (see
(3.19)) has been introduced to arbitrarily attenuate the effects of such disturbances
(see Theorem 3.3.1). It is here highlighted that, no a-priori limitation on the bounds
d and é is here introduced. On the other hand, it is assumed that the measurement
errors e affect marginally the new added control term S (see the inequality in (3.24)).
It is highlighted also that, taking into account that discontinuities in the function
describing the SDCF controller at hand are allowed (see Definition 3.2.3), even small
measurement errors may turn in serious performances deterioration of the feedback
control law. Then, the robustification of (QSE controllers, based on the notion of
SDCFs, is significant also in the case of small measurement errors. Moreover, the
results here provided are valid for any actuation disturbance with arbitrarily large
bound. To our best knowledge, it is the first time in the literature concerning nonlinear
MASs with state delays, that a methodology for the design of robust QSE tracking
protocols able to arbitrarily attenuate the effects of bounded actuation disturbances
and bounded measurement errors is provided. (I

Remark 3.3.3

The methodology proposed in this work aims to extend the Artstein’s methodologies
(see, for instance, [23], [26], [27], [24], [29], [25]) to the design of static state feedbacks
protocols for nonlinear time-delay MASs. In particular, the following steps summarize
the proposed methodology for the design of robust QSE protocols achieving the
consensus tracking in a semiglobal practical sense, with arbitrarily small final tracking
error (see (3.3)—(3.5), (3.22)-(3.27) and Theorem 3.3.1)

1) choose a candidate Lyapunov—Krasovskii functional V' belonging to V;

2) by the use of the Lyapunov—Krasovskii functional V defined in Step 1, try to
find a function k (continuous or not) satisfying inequality (3.14), i.e. a SDCF
(see Definition 3.2.3) and, consequently, define the robustification term S as in
(3.19);

3) implement the robust QSE controller as in (3.22)-(3.27) by using the SDCF k
and the robustification term S defined in Step 2 and, apply it to the original
system (3.1).
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| 0

3.4 Application to a Particular Class of Nonlinear MASs

To illustrate the applicability of the proposed control design, we consider in this subsection
a particular class of nonlinear time-delay MASs. This class encompasses a wide range of
MASSs studied in the literature and allows one to explicitly demonstrate how the proposed
controller can be implemented in practice. Moreover, the considered structure facilitates a
transparent verification of the controller design conditions while preserving the generality
of the developed approach. In this subsection, we study the case of a particular class of
nonlinear time—delay MASs described by

xz(t) = Ax,;(t) + Hi(act’h Xt,i) + Bi(u;(t) + di(t)),

3.30
22(r), Te€[-A0, i=1,---,N. (3.30)

2 (7)

where z;(t) € R*™, 2;; € C*", denote the states of the system; z¥ € W21;L°° are the
initial states; x¢,; € C?, are known disturbances continuously differentiable and satisfying
(3.2); u;(t) € R™ are the control input signals; d;(t) € R™ are unknown disturbances;
H;: C?" x CP — R?" are functions defined for any ¢; € C*", ¢,, € CP, as

0
fi,1(¢ia ¢X1)
0

Hi (¢“ ¢X1) — fi,? (¢27 ¢X1) (331)

0
fi,n(¢ia ¢X1)

with f;;: C*" xCP - R,i=1,--- N, j =1,---,n, Lipschitz on bounded subsets
functions; A € R?"*2" and B; € R?"*" i =1,--. , N, are the matrices defined as:

0 1
N
. 0
B; = <dlag{b¢,17 big,  bin} ® <1> >

with b; ; € R,i=1,--- N, j=1,--- ,n. By exploiting the methodology proposed in
this paper, in order to design a robust QSE protocol for the MAS (3.30), let

(3.32)

1Pt,i,l (7')
1/%,1 1/%,1‘,1(7')

wt = S CQnNa 1/%,1‘ (T) = S RQna
7/’t,N 'l/')t,i,n(T)
Vt.in(T)

where ¢ = 1,--- N, t € RT, 7 € [-A,0], and ¢,;; € R, j = 1,--- ,n, be a desired
reference signal for coordination satisfying (3.2). Notice that,

1_#},1‘,1 (7')
%,i,l (T)
Ve (1) = : e R?",
1ét,i,n (1)
"r/)t,i,n (T)
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Application to a Particular Class of Nonlinear MASs

Taking into account (3.4), (3.5), (3.30), (3.32), and the form of the chosen reference
for tracking 1, the corresponding tracking error system is described by (3.5), where
fi=2nN,p=(4n+p)N,and m =nN; F:C" x CP - R and G : C" x CP — R™*™ are
the functions described for any

b2,
Qf)z: Gcﬁv ¢Z7‘,662n7i:17"'5N7
Gy
Py ) o ]
¢7‘ = ¢d1l) S va ¢1ZJ = S Cn?
x Py
Py, o
bap=|  |€C, o=| : |ecrV,
Py DO

where ¢y, ¢ay, € C*™ and ¢, € CP fori=1,--- , N, as follows,

F(¢z;¢r) = (.flT f~]€)T7

Bl On,m On,m e On,m On,m
Bl *BQ On,m e On,m On,m
On,m BZ _BS e On,m On,m (333)
(¢ ¢r) = : : : :
On,m On,m n,m _BNfl On,m
On m On m Omm T BNfl _BN

fl (¢21( ) + ¢¢1 (0)) + Hy (¢Z1 + ¢¢17¢X1) - ¢dw1 (O)’
f2 (¢Zz( )+¢¢2(0)) +]:]‘1((72521 +¢¢17¢X1) 7H2(§27¢X2) 7¢d1/12(0)7
fi = 14(d)z1 (0) + (b’llh (0)) + Hifl (gifla ¢Xi71) - Hi (gia (bXL) - ¢d’¢h (0)7 i = 37 ce aNa

i

G=0u +u — Y (¢, +0y,), i=2...,N.

T (3.34)
Thus, it follows that
21(t) = fi + Bi(wi(t) + di(t)),
Zo(t) = fo+ Bi(ur(t) + di(t)) — Ba(ua(t) + da(t)),
in(t) = fv + Br_1 (un—1(t) + dx_1(£)) — By (un(t) + dn (1), (3.35)
2i(r ) Y1 (7)
== | T . AU L I

Wy (r >—x&< ) — 9% ()
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Application to a Particular Class of Nonlinear MASs

According to the proposed design procedure, let V : C* — Rt be the function defined
for any ¢, € C" as V(d)z) = Vl(d)z(o)) + V2(¢z), V1(¢z(0)) = ¢Z(O)TP¢Z(O)’ Vv2(¢z) =0,

where P is the symmetric and positive definite matrix such that

(A— BK)'P+ P(A- BK) = —Q, (3.36)
with: @Q € R?*™ an arbitrarily chosen symmetric positive definite matrix;
A=Iny®AB =Inme (?) . (3.37)
and o
K = diag{K;,..., Ky} € R™*"
where
Ky Ki2 0 0o .- 0 0
0 0 K,3 Kia - 0 0
Ki=| : : 0o 0 - 0 0 [eRrme
0 0 0 0 ce Ki,Qn—l Ki,Qn

is a matrix such that (A — BK) is Hurwitz. Taking into account the functional V, (3.5),
(3.6), (3.33), (3.34), (3.35), and considering d = 0, we have that for any ¢, € C", ¢, € CP,
the following conditions hold.

DYV (¢2,¢r,u) = 20:(0)T P(F(¢z, ¢r) + G(¢z, ¢r)u). (3.38)
Let k; : C* x CP = R?", i =1,..., N, be the functions defined for any
¢z
¢.=| : |ecC” ¢,eC" i=1,...,N,
o
by ) o )
Or = | Gay | €CP, ¢y = : eC,
Ox Dy
P, bxa
Pdy = : eC", ¢, = : e cry,
P Pxn
with ¢y, , Pay; € c?", ¢y, €CPi=1,...,N, as follows.

F1(020,) = ding{ o (= K162, (0) ~ (T @ (0 1))

boi boa’ bon

(Hl (¢zl + ¢¢13¢X1) - Qde’l (O)))’

kil6,6,) = ding{ -, - --,ﬁ}(—un,n@(o ) (Hilsi, 6x,) = b0 (0)+

7,1 bz2

zi:%wj(o)) K1¢-,(0 Z j2; (0 ) i=2,...,N.
j=2

(3.39)
Let k : C™ x C? — R™, be the function defined for any ¢, € C" and for any ¢, € CP, as
follows
kl (djzv ¢7)
k(¢z, ¢r) = : . (3.40)
kN<¢Z? ¢7‘>
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Application to a Particular Class of Nonlinear MASs

From (3.38), taking into account (3.5), (3.6), (3.33), (3.34), (3.35) and by selecting
u = k(¢.,,), for any ¢, € C* and for any ¢, € C?, the following equalities/inequality
hold

D+V(¢za ¢7"a k(¢z7 ¢r)) = 2¢Z<O)TP(F(¢za ¢r) + G(¢z7 ¢T)k(¢23 ¢r))
=26.(0)" P(A = BK).(0) < —Amin(Q) |62 (0)*.

It follows that, inequality (3.14) is here satisfied by choosing, for instance, n = 1,

)\min — . . . .
< /\max((QP)), p=1d, & =0, v = 1. Thus, the function k in (3.40) is a SDCF induced by

V according to Definition 3.2.3. We can apply the results in Theorem 3.3.1 implementing
the SDCF (3.40) according to (3.22)-(3.27).

(3.41)

3.4.1 Case Study: Consensus of UAVs via Digital Controllers

In this section, we apply the results presented above to the coordination problem of a
swarm of UAVs. UAVs, particularly quadrotors, have attracted remarkable attention in
both research and industry due to their versatility, compact design, and vertical take—off
and landing (VTOL) capabilities. Their agility and ease of control make them ideal for a
wide range of applications such as search and rescue operations [126], [127], aerial delivery
[128], surveillance and environmental monitoring [129], and precision agriculture [130],
[131], [132], [133], [134].

In the agricultural domain, quadrotor—based UAVs have demonstrated exceptional
potential in improving efficiency, reducing operational costs, and enabling sustainable
farming practices. Recent studies highlight their use in tasks such as targeted pesticide
spraying [131], crop health and disease detection through high-resolution multispectral
imaging [132], [133], and real-time monitoring of vegetation indices and soil conditions
[130], [134]. The combination of autonomous navigation, onboard sensing, and data
processing allows these systems to perform precise and adaptive agricultural interventions,
which are essential for modern precision farming. Furthermore, when operating in
coordinated swarms, UAVs can collectively cover larger areas, share environmental
information, and execute cooperative missions with enhanced robustness and fault
tolerance.

In the following numerical example, by exploiting the SDCF in (3.40) and the results
provided in Theorem 3.3.1, a robust QSE controller is designed for the coordination
problem of a swarm of UAVs. The considered swarm of UAVs is described by [135]

L1 ki .

L= E(893392C91 + 393591)[]1 - El‘

L1 ks .

i = —(s0350:C0, = Coy 80, )1 = 5

1 k

zZ= —g+ E(CG2CGI)U1 - EBZ

. 1 .. . i (3.42)
61 = 7(9293(111 — L) — J, 0210 — k407 + dU>)
. 1. . . .
Oy = —(0103(1: — L) = Jobrw — k503 + dUs)

Yy

. 1. . .
O3 = 7(9192(195 —I,) — ke3 + fUs)

where: z,y, z represents the position of the UAV, along the z—, y— and z— axis of the
UAV, respectively; 61,05, 03, represents the roll, pitch and yaw angles around xz—, y—
and z— axis, respectively; Uy, Us, Us, Uy, are the control inputs; the symbols ¢, and s,
denotes the functions cos(y) and sin(y), respectively. The remaining parameters in the
model, such as m, I, I, I, J, and k; (for ¢ = 1,..,6), represent the physical properties
of the UAV, including its mass, moments of inertia, rotor dynamics, and aerodynamic
coefficients (see, for instance, [135] for more details).
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Application to a Particular Class of Nonlinear MASs

We consider the above model because it has been widely studied in agricultural
applications, e.g., in [136], [137], where similar models were adopted to design advanced
control strategies for agricultural quadrotors. In [136], an adaptive composite anti—
disturbance controller was developed to enhance stability under wind, payload, and
propeller failure disturbances during low—altitude operations. Likewise, [137] proposed an
adaptive radial basis function neural network sliding mode controller to improve altitude
stability in the presence of disturbances and propeller faults, with the effectiveness of the
method verified through simulations and field experiments.

By defining the state vector

X1 9.1
Xro 91
T3 02
T4 92
T5 93
r= "0 = O3
X7 x
T €T
ZT9 Yy
10 Y
T11 z
[ T12 ] L 2 ]

from (3.42), we obtain (see [135])
i‘l = T2
To = Q12426 + 2Ty + (lga'}g + b1Us
&g =14
Ty = QuX2%6 + 5T + a6mi + byUs
j?5 = X
Tg = a7xoxy + agiL'g + b3U4
T (3.43)

. Uy

Tg = 9T + E(Cﬂclsxscﬂcs + 84, Su5)
Tg = T10

. 1

T10 = @10%10 + E(Cxﬁxssxs — 82,Cas)

T11 = T12

T12 = a11T12 — g + El(cmlcfcg)

Herea; € R,j=1---11and b; € R,j = 1---3 are are the involved model parameters
represent the physical properties of the UAV, including its mass, moments of inertia,
rotor dynamics, and aerodynamic coefficients (see, for instance, [135] for more details);

Since a quadrotor is an underactuated system, its linear motion along the x— and
y—axes depends on the roll and pitch angles, respectively. Therefore, to compute the
desired roll and pitch angles needed to achieve specified x and y coordinates, we introduce
three virtual control inputs as follows:

Uy
U1 = E(Cfﬂlsmscﬂﬁs + 811515)
U,
V2= E(Czlswsswg) - Szlcws) (344)

U
vz = —g + El(cflcﬂm)
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Application to a Particular Class of Nonlinear MASs

Using (3.44), the desired roll ;1 4 and pitch x5 4 angles, and the input Uy, can be
formulated as:

Uy = my/vi + 02 + (vs + g)?

v18125 - v201‘5
x4 = arctan (c 7)
1,d T3 v3 _|_g (345)
(vlcxs + V2844 )
r3,q4 = arctan| —————
v3 +g

Taking into account (3.43) and (3.44), the considered swarm of UAVs is here described
by

&1 () = 24.2(t)

T 9(t) = a12; 4 ()75 6(t) + aowia(t) + azz;o(t)?
+b1(U;2(t) + dia(t))

i 3(t) = xi,4(t)

@i 4(t) = aswi 2(t)w;6(t) + aszio(t) + agz;a(t)?
+bo (Ui 3(t) + d; 2(t))

#i.6(t) = arwio(t)w; 4(t) + agzie(t)? + b3 (Ui a(t) + d;3(t)) (3.46)

zi(0) ==, i=12,--- N,

Here, d; ; € R, j =1,---,6 are the involved actuation disturbances;
In the following, the control problem addressed in this example is introduced. For a
given reference signal

Yia(t)
Yia(t)
¥i(t) = : eR¥2, i=1,...,N.
Yi6(t)
Yi6(t)
satisfying (3.2), find a robust QSE controller ensuring that, for a swarm of UAVs composed
by N agents, the leader (here denoted with index 1) follows a desired position trajectory

P1,4(t), ¥15(t), ¥16(t) and a desired orientation 1y 3(¢t) while forming a prescribed
formation with the followers here characterized by the signals ¢;(t), i =2,--- , N.
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Notice that, the MAS presented in (3.46) is in the form (3.30) where:

0

a164,4(0)9i6(0) + a26,4(0) + az¢? 5(0)
0

a16i,2(0)0i6(0) + as0;:,2(0) + as 7 4(0)
0

Hi(os, 6,) = a7¢i,2(0)¢z‘,4(g) + ag¢;7 6(0) 7

agpig(0)

0 (3.47)
a10¢i,10(0)
0

a11¢i,12(0)
0 1
A= IG,G ® (O 0) )

Bi = (diag{bl,bg,bg,l,Ll}@ (?) ) i=1,...,N.

It follows that the feedback k provided in (3.39), (3.40) is a SDCF for the system
described by (3.46). Therefore, Theorem 3.3.1 can be applied. Simulations have been
performed by with following settings: N = 3; a desired position trajectory 11 4(t) = 3s0.2¢,
P1,5(t) = 5so.2t, ¥1,6(t) = 15 and a desired orientation ¢ 3(t) = 1.57, ¥t > 0. The desired
pitch and roll are obtained from (3.45)

v1,1()8y, 5(0) — U1,2(t)0¢1,3(t)>

vi3(t) +9g ’

v1,1()ey, 5(1) + U1,2(t)5w1,3(t))
vi1,3(t) +g

A desired offset in the position and orientation trajectories is given by
V2,3(t) = 0,92,4(t) = 1P2,5(t) = 5,92,6(t) =0,
V3,3(t) = 0,93,4(t) = ¥3,5(1) = 5,¢3,6(t) = 0.

In this formation, the Leader follows the given reference trajectory, while Follower 1 tracks
the leader with a 5 — unit offset along both the x— and y—axes. Follower 2, in turn,
follows the same trajectory while maintaining a 5 — unit offset relative to Follower 1 along
both axes. All agents maintain the same heading (yaw angle) and altitude throughout
the motion.

The control parameters K ;, i =1,2,3, j =1,---,12, in (3.39), (3.40) are all set to 1;
the robustification term w = 10; the uniform (i.e., a = 1) sampling period is § = 0.0001]s],
and quantizers are based on the round-to—nearest method with

1/)171(t) — arctan (01111,2(75)
(3.48)

)

1,2(t) = arctan (

qulg = {u € RIS | Uil = Uj2 = U3 = :l:OOOO].j,
Vi1 = Vi2 = V33 = :EOI],
i=1,2,3,7=0,1,...,10°},

Q3 = {2 R | 2, = 217 = 21110 = £0.00015, k=1,...,6,
2k = Rk+7 — Rk+19 — :tOlj, k= 7, ey 12,
i=1,2,3,7=0,1,...,10° },

Q7 = {r e R™| rpp12, = £0.00015, k=1,...,6,

Thi12y = £0.15, k=7,...,12,
v=0,...,5,i=1,2,3, j=0,1,...,10° }.
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The initial state of the leader is defined as
21=[0 000000000CO0O0],
and the initial states of the followers are

25=[0 00000 20000 0],

25=[0 00000 —4 0000 0],

The above initial states place all agents in a straight line along the y—axis.
The disturbances are defined as

d; 1 (t) = 2sin(t)di(j),t = 1,2,3,k=1,--- ,6,t; <t <tj41,7=0,1,---,

with dq(j), d2(4), d3(j) and da(4), d5(j), de(j) taken from the interval [—0.05,0.05] and
[—3, 3], respectively by emulation of the uniform probability density function.

Having defined the control parameters, quantization settings, sampling period, and
initial conditions for all agents, we now proceed to evaluate the performance of the
proposed control strategy through numerical simulations. The simulations consider
different practical scenarios to assess the effects of sampling, quantization, event—triggered
control, disturbances, and the robustification term. The control gains K; ; are consistently
set as defined previously (K;; = 1) in all cases, while other mechanisms such as
sampling, quantization, event—triggered updates, and robustification are selectively applied
depending on the scenario.

Case 1 — Nominal Response: This case evaluates the system without any digitization
(sampling or quantization), event—triggered mechanism, or robustification. No disturbances
are introduced. This serves as a baseline to observe the nominal tracking performance
with the control gains K; ; = 1.

Fig. 3.2 depicts the evolution of the collective variable Z (as defined in (3.35)) for
all three UAVs, highlighting their convergence behaviour under the baseline controller
i.e. without sampling, quantization, robustness or event-triggered mechanism. Fig. 3.3
presents the trajectories of the main motion states i.e. orientation 03 (z;5(t).t = 1,2,3),
and translational coordinates x,y, and z (x; 7(t), z;0(f) and z; 11(¢),7 = 1,2, 3) for the
three agents, together with the corresponding desired trajectories. The plots clearly
illustrate how each UAV tracks its reference while maintaining the prescribed formation
offsets. Only these four states are displayed, since pitch 6; and roll 6y (z;(t)and
x;,2(t),4 = 1,2,3) are functionally dependent on the translational dynamics, as explained
earlier.

10— I

0 e Z1:2

—_—713
ol —_—214 |
10 / —_—715

20 —z16 |

Z1 (Leader)

30l —218 |

P = —Z1:10

30} —_—221 ||
~ —_—222

T 20} —_—723 H
3 —724

s 10} —_—725 ]

s —226 |
& 9 —_—727

qof —228 H
—_—729

20| —_—22:10] |

-30 | L L L —Z211
1

30 — 731

20— s 7.3:3
10l e 7.3:4

— 736

0?? —
10~ — 738
20

30 L l 1 | —7311
0 5 10 15 20 25 —2312

Z3 (Follower 2)

[ —— |
3

Figure 3.2: Evolution of the Z;, for i = 1,2, 3 (as defined in (3.35) for all three UAVs under the nominal
case (without sampling, quantization, robustness, or event-triggering effects).
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Figure 3.3: Desired and actual trajectories of 03 (heading) and z,y, z (position states) for the three UAVs
under the nominal case (without sampling, quantization, robustness, or event-triggering effects)

Case 2 — Sampling and Quantization: In this case, the controllers are implemented with
uniform sampling (6 = 0.0001 [s]) and the quantization schemes Q¥ Q%6 Q72 as defined
in the previous section. No event—triggered mechanism, disturbances, or robustification
term is applied. The control gains K; ; remain unchanged.

The evolution of the Z variables (as defined in (3.35)) for this setup is shown in Fig.
3.4, and the corresponding trajectories of motion states (x;5(t), zs7(t), s,0(t), i 1101, =
1,2,3) of all agents are illustrated in Fig. 3.5. From these figures, it can be observed
that the introduction of sampling and quantization causes small variations in the control
response, particularly visible as minor oscillations or overshoot during the transient phase.
These effects are expected, as quantization introduces discretization errors in the control
and measurement signals, and sampling inherently limits the control update rate.

Despite these small variations, the system performs reliably overall. After a brief
transient phase, all agents settle into steady state and accurately follow their desired
trajectories with essentially zero steady—state error. This shows that the control design is
quite robust, as it maintains stable and precise performance even when practical factors
like sampling and quantization are introduced.

Case 3 — Sampling, Quantization, and Event-Triggered Control: Here, the system
is subjected to the same sampling and quantization settings as in Case 2, but an
event—triggered control mechanism is activated to reduce unnecessary control updates.
Disturbances and robustification are still not applied, while the control gains remain as
previously defined.

The evolution of the Z variables (as defined in (3.35)) for this configuration is shown
in Fig. 3.6, and the corresponding motion trajectories (x;5(t), zs7(t), 2s0(t), s 11(1), % =
1,2,3) of the agents are presented in Fig. 3.7. Compared to Case 2, a very small
steady-state error is now observable. Although it is minimal and barely noticeable in the
figures, this error arises because the event—triggered mechanism reduces the frequency
of control updates, which slightly limits the system’s ability to fully compensate for
quantization effects. In other words, the control input is only updated when necessary,
so small discrepancies can persist in steady state. Despite this, the overall performance
remains highly satisfactory, with all agents closely following their desired trajectories and
the tracking error remaining negligible.

Case 4 — Sampling, Quantization, Event—Triggered Control with Disturbances: This
scenario extends Case 3 by introducing external disturbances d; 1 (t) as defined earlier,
emulating realistic noise and perturbations. Sampling, quantization, and event—triggered
updates remain active, while robustification is still not applied.
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Figure 3.4: Evolution of the Z;, for i = 1,2, 3 (as defined in (3.35) for all three UAVs with sampling and
quantization only.
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Figure 3.5: Desired and actual trajectories of 03 (heading) and z,y, z (position states) for the three UAVs
with sampling and quantization only.

The evolution of the Z (as defined in (3.35)) variables for this configuration is shown
in Fig. 3.8, and the corresponding motion trajectories (2;5(t), i 7(t), s0(t), %;11(¢),1 =
1,2,3) of the agents are presented in Fig. 3.9. From the figures, it can be seen that the
introduction of disturbances clearly affects how the system behaves. The Z variables
show oscillations and noticeable overshoots, which reflect how the disturbances influence
coordination between agents. In the same way, the motion trajectories slightly deviate
from their intended paths, meaning the system cannot maintain perfect synchronization
once noise is present.

Even with these effects, the system stays stable, and the agents continue to move
in a coordinated manner. These results are important because they show how external
disturbances impact performance and coordination. This case gives a good baseline for
comparison, showing the system’s sensitivity to noise and setting up the next case, where a
robustification term is added to reduce these effects and improve the overall performance.

Case 5 — Sampling, Quantization, Event-Triggered Control with Disturbances and
Robustification: Finally, the robustness of the proposed control scheme is evaluated by
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Figure 3.6: Evolution of the Z;, for i = 1,2,3 (as defined in (3.35) for all three UAVs with sampling,
quantization and event triggered control.

= ——0(13}

- o N

65 (yaw angle)
°
2
T
|

X - Trajactory
&
I
2 ]
|

X 241618

Y -9.99228 _/

Y - Trajactory

}

Z - Trajactory
@ 3
T
|

o

I I I I I 7
0 5 10 15 20 25 30

Figure 3.7: Desired and actual trajectories of 03 (heading) and z,y, z (position states) for the three UAVs
with sampling, quantization and event triggered control.

activating the robustification term w = 1 in addition to the sampling, quantization, event-
triggered control, and disturbances from Case 4. This case demonstrates the combined
effect of all mechanisms on the system performance.

The evolution of the Z (as defined in (3.35)) variables and the corresponding motion
trajectories (x;,5(t), 24,7(t), Ti,9(t), 2i11(¢),7 = 1,2, 3) are shown in Fig. 3.10 and Fig. 3.11,
respectively. Compared to the previous case, the overall response shows a noticeable
improvement in the motion trajectories. The agents now stay much closer to their intended
paths, showing fewer deviations and smaller steady—state errors. This improvement is
especially clear in the trajectory plots, where the impact of disturbances is noticeably
reduced.

Overall, adding the robustification term makes the system perform better under
disturbance conditions. The agents move more smoothly and accurately while staying
better synchronized, demonstrating that the added robustness leads to a clear performance
boost.

Looking at all five cases together really shows how the system evolves as more realistic
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Figure 3.8: Evolution of the Z;, for i« = 1,2,3 (as defined in (3.35) for all three UAVs with sampling,
quantization, event triggered control and disturbances
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Figure 3.9: Desired and actual trajectories of 03 (heading) and z,y, z (position states) for the three UAVs
with sampling, quantization, event triggered control and disturbances.

conditions are added. In the simplest, nominal case, without any sampling, quantization,
or disturbances, the UAVs followed their desired paths almost perfectly, keeping their
formation just as intended. This gives a clear picture of how well the baseline controller
works under ideal conditions.

When sampling and quantization were introduced, small oscillations appeared during
transients, but the UAVs still managed to settle accurately on their target paths. This
shows that the control design can handle practical implementation effects without losing
stability or precision. Adding the event—triggered control mechanism slightly reduced
the control update frequency, which led to tiny steady-state errors. Still, the agents
tracked their paths closely, showing that efficiency can be improved without sacrificing
performance.

Introducing disturbances in the fourth case made the challenge more noticeable. The
agents’ trajectories showed slight deviations, and oscillations became visible, highlighting
how external noise and perturbations can affect coordination. But when the robustification
term was finally included, the system’s resilience became clear: the UAVs stayed much
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Figure 3.10: Evolution of the Z;, for i« = 1,2, 3 (as defined in (3.35) for all three UAVs with sampling,
quantization, event triggered control with disturbances and robustification.
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Figure 3.11: Desired and actual trajectories of 03 (heading) and z,y, z (position states) for the three
UAVs with sampling, quantization, event triggered control with disturbances and robustification.

closer to their intended paths, moved more smoothly, and maintained synchronization
even under disturbances. The robustification essentially acted as a buffer, allowing the
system to cope with real-world uncertainties.

Overall, these results illustrate a clear progression: each enhancement—-sampling
and quantization handling, event—triggered control, and robustification-—contributes to
improved performance under increasingly realistic conditions. The study demonstrates
that the proposed control framework not only achieves accurate trajectory tracking
and formation maintenance but also provides resilience against disturbances, noise, and
practical implementation constraints. This confirms that the approach is both reliable
and practical, making it a compelling solution for real-world multi-agent coordination
tasks.
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Chapter 4
Security Analysis

This chapter is dedicated to the analysis of security threats in the context of FSM, which
serve as a fundamental modeling framework for a wide range of DES. We investigate three
main problem areas: active attacks on single—agent systems, active attacks on multi—agent
networks, and passive observation—based attacks, each addressed through distinct but
interconnected theoretical contributions.

We begin by examining active attacks on a single FSM, focusing on actuator attacks
where an adversary interferes with the system’s control channel. A formal model combining
the nominal FSM and an attacker FSM is developed to study the dynamics under attack.
Within this framework, we derive necessary and sufficient conditions for attack detection
and localization, enabling the identification of both the presence and location of attacks.
This work was presented in [59].

The analysis is then extended to a networked setting, where multiple agents each
modeled as an FSM interact through shared outputs over potentially compromised
communication links. In this decentralized framework, we propose a compositional model
that captures the joint evolution of the agents and the attacker. The chapter provides
detection and localization conditions that ensure each agent can assess the integrity
of overall system, even in the presence of attacks targeting the network’s inter—agent
channels. The results of this study are accepted for publication in [138].

Finally, we turn to passive attacks, where an adversary attempts to infer sensitive
system behavior without directly interfering with its operation. To address this, we
explore the system property of opacity, which prevents an observer from confidently
determining whether the system has entered a secret state. Verifying opacity often
requires constructing a full observer, which can be computationally prohibitive for large—
scale systems. To mitigate this, we propose a decomposition-based observer framework by
introducing the concept of total indistinguishability. This approach allows for the design
of efficient sub—observers that collectively preserve the observability properties needed for
opacity analysis, thereby reducing the overall computational complexity. This work was
published is [139].

Together, these three lines of work form a comprehensive approach to security analysis
in FSM-based systems, addressing both detection and localization of attacks.

4.1 Active Attacks
4.1.1 Attack Detection for a Single Agent

For attack detection in a single agent, we consider the framework shown in Fig. 4.1. The
architecture is composed of a plant M, a static function Net and an attacker M,. The
plant M is an FSM as in (2.4), i.e.

M= (X,Xo,E,Y,A H) (4.1)

Similarly, the attacker M, is represented as:
M, = (Xa, Xoa, Ba, Ya, Aoy Ha) (4.2)
For the attacker, E, = {@,}, is considered, as only the output is relevant for

security analysis; the internal event has no effect on the nominal plant, and the attacker
influences the system solely through its outputs that drive the plant’s state evolution,
and H, : X, — Y.
The block NV in Fig. 4.1 represents a communication network that is modeled as the
static function:
N:ExY, = (EUY,)
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H,(x, e H(zx
Attacker (re) N Plant ),

ee€ u(x)T

Figure 4.1: Plant under actuator attack

where N(e, Hy(z,)) = e, if no attack occurs, and N (e, Ho(z,)) = Hy(z,), otherwise.
Here, H,(z,) represents the output of the attacker at state x,. The corrupted input
e =N(e, Hy(xg)).

We assume that M and M, are synchronized in terms of state transitions. As it is
shown in Fig. 4.1, the attacker can replace e with ¢’ € Y,, which may or may not belong
to E. If the corrupted event e’ ¢ E, then no state evolution occurs in the plant M, as
such an event cannot trigger any valid transition. It is important to note that the output
associated with state transition, represents the information on the actual input of the
plant (e € E), instead of corrupted input (¢’ € Yy).

Let Xo = Xaoff U Xaon, where X, o5 is the set of states in which the attacker is
off, X, on is the set in which the attacker is on and makes a replacement. We suppose
that Xo, is a singleton g, in the set X, o1 .

For further analysis on attack detection at actuator side, we make the following
assumptions:

Assumption 4.1.1
FSM M is alive, i.e., Vx € X, succ (x) # . O

Assumption 4.1.2

Attacker is only capable of replacing the event ¢ € E with some value ¢, which may
or may not belong to E. Event removal is considered here as a special case of event
replacement i.e. when the attacker replaces e, with e’ such that e’ ¢ u(x). However,
the injection attack is not discussed in this work. O

Assumption 4.1.1 ensures that the FSM remains active at all times, meaning that
from every state there is at least one possible successor. This avoids deadlock situations
and allows the analysis to focus on ongoing system behavior under potential attacks.
Assumption 4.1.2 restricts the attacker’s capability to event replacement, which captures
a broad range of realistic tampering actions while keeping the model tractable. Event
removal is treated as a special case of replacement. As stated earlier, for the nominal
plant M the input event is also observable as an output. Therefore, in the case of
injection attacks where the attacker introduces new data instead of replacing existing
events, the injected transition would immediately produce an unexpected output, making
such attacks detectable as soon as they occur. For this reason, injection attacks are not
considered within the current framework.

Here we analyze the security of FSM by using the notion of “indistinguishable” FSM
runs.

Definition 4.1.1

Given two FSM My and My of the form (2.4), two runs v, and 14 as indicated in (2.5)
of My and My, respectively, are indistinguishable if y,(r1) = yo2(r2), where y; and ys
are functions associated with M7 and M. O

During a state transition, starting from x € X with event e € u(x), if an attacker
replaces the event e with e’ € u(z), the resulting state transition will be called corrupted if
(z,e,2') € AN(x, e 2") € AN # 2", If ¢ ¢ u(x) no transition occurs in the plant, and
plant M, generate € as the output of the state. This may or may not lead to immediate
detection of an attack, depending on the presence of silent states in the plant M. A run
that includes at least one corrupted transition is called a corrupted run. For a given event
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run 7. € E and initial state z; € Xp, let R("**1) represent the set of uncorrupted FSM
(Teﬂxl)

runs and Ry the set of corrupted FSM runs.
Moreover, we make the following assumption:

Assumption 4.1.3

pre(zq) C Xaons V2q € suce(Xa on)- O

Assumption 4.1.3 has been made to ensure that all the states reachable from a corrupted
state transition are not reachable from uncorrupted state transitions.

Here, two different notions of security are discussed in terms of attack detectability.
For a given infinite FSM run r € R of the form (2.5), let k € N be the smallest value of
k, such that the transition associated with (zy, eg, xx11) is corrupted. k = oo, represents
the absence of attack.

The FSM is called “Secure” if the attack is detectable immediately or after some delay.

Definition 4.1.2

(Security) FSM M is secure to attacker if there exists d € Z, such that for all infinite
input runs r. € E, starting from any initial state x1 € Xg, and for all uncorrupted
runs r € R(e*) and corrupted runs r’ € RE[’E’“), the following holds

Y(r) ka1 Z ) ktde] (4.3)

M is called strongly secure if d = 0. O

From the definition above, M is secure if there are no pairs of corrupted and
uncorrupted runs with corresponding output runs coinciding.

We now introduce the notion of “Always Security”, where it is possible to detect an
attack, immediately or after some delay, whenever it occurs.

Definition 4.1.3

(Always Security) M is always secure if there exists d € Z, such that, given a run r,
whenever the transition (v, ey, ;) is corrupted, the information collected up to
k+d+1, (ie. y(r)y fc+d+1])’ is sufficient to establish that an attack occurred at some

ke []23, k+ d]. M is called always strongly secure if d = 0. O

The above notions of Security and Always Security are introduced directly in terms
of attack detectability along system executions. At this stage, these definitions are
presented independently of existing diagnosability concepts. Their connection to classical
diagnosability notions in the DES literature will be developed later in this chapter, where
we show that Security and Always Security can be characterized through diagnosability
and critical diagnosability properties, respectively.

4.1.1.1 Composed Finite State Machine

Here we present a composed system that describes the behavior of Plant M, in the
presence of attacker M,, at the actuator side:

M, = (XG,XOG,EY, ﬁaﬁa)
R o (4.4)
— Ae ((X UXH) % Xa, Xoa, B, Y, Ay, Ha>

where Ac(.) represents the accessible part as mentioned in (2.9) and:

. )?a is the finite set of states;

o X is the finite set of duplicate states of M, such that:

(z7 € XT)YA (2, € X) A (2] = 24))

K2
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o )?OQ = Xo X Xgo C )/(\' is the set of initial states;

e A, C Xox E x X, is the transition relation, defined as follows: given (z,2q) € X.,
A, is the set of all transitions 0, = ((z,34), e, (2, 2)) € X x E x X, such that

(Ho(zo) =€) A ((z,e,2") € A) A (24, Qq, 2,) € Ay) (4.5)

(Ho(zo) =€) A ((m,e,2") € A) A (T4, Quy z),) € Ay) (4.6)

or

(Ho(za) ¢ u(x)) A (e € u(z)) A (2" = 2) A ((Ta, Qu, x)) € Ay) (4.7)

~

. ﬁa : ()?a UA,) — 2Y is the output function where

— if &, satisfies (4.5), then H,(0,) = {e};
— if &, satisfies (4.6) or (4.7), then H,(8,) = u(z);

~

—if (a/,2) € X, is such that ((z,z.),e,(2',2))) satisfies (4.7), then
H,((«',2))) = {€}, otherwise H,((z',2)) = {H(2')}.

The point to set mapping PAIQ above has been introduced to model the fact that,
whatever the input event e € u(x) is, if Hy(x,) # € the attacker replaces it with the event
H,(z,), but the output information available to the monitoring system is the current
value of e, i.e. the event before the attack occurs. The output for a state of J\//.Ta which is
the incoming state of the transition satisfying (4.7) has been set to € to represent the fact
that, whatever the input event e ¢ u(z) is, the plant M cannot evolve.

If attacker replaces e with €', such that (z,e,2’) € A and (z,¢’,2”) € A and 2’ # 2",
then the state (2, 2/,) of composed model J/\/.I'\a7 is called corrupted state. The set €, is
the set of all corrupted states.

4.1.1.2 Main Results

Let S} C )?a X )/fa be the set of states of J\/Za reached by two indistinguishable runs of ]\/Za.
Also define Q! C €, as the set of states reached by a state run of ]\//L, that never crosses
2, before, i.e. there exists a state run of M such that z € Q4 Az & Qu,Vh < e or
71 € Q. Let S*! be the set of states of M} M} reached by two 1ndlst1ngulshable runs of M
where M, (} is the accessible part of the FSM obtained by Ma by removing the tran51t10ns
starting from Q!. Obviously Si! c S7.

Set S can be easily computed by first transforming FSM ]/\4\@ into a pure Moore FSM,
where all output information is associated with states.

Next, we recall the recursion from [140], [141], to compute Set S¥. Let

~ ~ ~

II = {(l‘a, ) € Xy x X, Ha(ﬁz) = ﬁa(ﬂz)%

and R R
Sl = (XOa X XOa) N H,

define for i = 1,2,3....
Siv1 = {(Z,,7),) € L : (pre(Ta) x pre(z),)) NS; # 2} U S,;. (4.8)
It is stated in [140], the least fixed point of recursion, containing ()A(OG X )A(Oa) N1I,
exists, is unique, and is equal to S}.

Next, we provide a proposition that uses the set S to give a formal criterion for M
to be strongly secure with respect to M,.
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Proposition 4.1.1

M is strongly secure under attacker M, if and only if:

Sal N ((Qg x ) U (9 x Q) = 2, (4.9)

where QL is the complement of Q) in X,. O

Proof. If the current state x), € QL C Q,, then, by Assumption 4.1.3, the transition from
Zk—1 to x was corrupted. Condition (4.9) means that it is not possible to reach with

two indistinguishable runs of ]\/4\(} a pair of states, one belonging to 2. and the other not
belonging to QL. Therefore, by definition of M}, the result follows. O

Proposition 4.1.2

M is always strongly secure under attacker M, if and only if:
SEN (X Q) U (e x Q) =2 (4.10)

where €, is the complement of ), in )?a. O

Proof. As in the proof of Proposition 4.1.1, if the current state zj € §),, then the transition
from xp_1 to ) was corrupted. Condition (4.10) means that it is not possible to reach
with two indistinguishable runs of JT/I\G a pair of states, one belonging to ! and the other
not belonging to QL. Therefore, the result follows. O

By using the terminology introduced in [140] and [141], equations (4.9) and (4.10)
are necessary and sufficient for J/\/[\a to be observable with respect to €, and critically
observable with respect to €, respectively.

Next we recall the the notions of diagnosability and critical diagnosability from
[140]. For any state run r, € x, as defined in (2.7), there are two possible cases, either
ry(k) ¢ Q,Vk € N, or r,(k) € €, for some k € N. Let k; be the minimum value associated
to a state run r,, € x, such that r,(k;) € Q

Definition 4.1.4

Diagnosability: The FSM M is diagnosable with respect to a critical set ) C X if
there exist 6 € N, such that for any r, € x, for which k, # oo, it follows that for any
string v}, € y~(y(rz|p kots])), 7o (h) € Q, for some h € [max{l, ky — M}, ko + A2], for
some A1, As € N and Ay <. [l

Definition 4.1.5

Critical Diagnosability: The FSM M is critically diagnosable with respect to a critical
set Q) C X if there exist 0 € N, such that for any r, € x, for which k, # oo, whenever
r2(k) € Q, it follows that for any string r, € y~ (y(rz|j1,k+s))), 7% (h) € Q, for some
h € [max{l,k — M\ }, k + X\o], for some A1, 2 € N and Ay < 4. ]

From Definition 4.1.4 and Definition 4.1.5 it is easy to prove the following result:
Proposition 4.1.3

M is secure under M, if and only if]\//;f\a\ is diagnosable with respect to Q,. M is
always secure under M, if and only if M, is critically diagnosable with respect to
Qg |
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Figure 4.2: Plant under Sensor attack

4.1.2 Attack Localization for a Single Agent

The problem of attack detection at the sensor side has been discussed in [35]. Here, we
extend those results, along with the results presented in the previous section, to address
the problem of localization, i.e., identification of the attacked channel.

Let the FSM Mg models the dynamic for the sensor attacker shown in Fig. 4.2

M, = (XS7XOS7ES7YS7AS7HS) (411)

Here, Fs = {Q,} and H, : X, — Ys.
Similar to the previous case of attacks at actuator side, the block N in Fig. 4.2
represents a communication network that is modeled as the static function:

N,: Y xY, = (YUY,)

where N (y, Hs(zs)) = y, if no attack occurs, and N (y, Hs(zs)) = Hs(zs), otherwise.
Here, Hq(xs) represents the output of the attacker at state z;.The corrupted output
Y = Ny, Hy(w,)).

We assume that M and M are synchronized and the attacker is capable of replacing
any output symbol of M, which may or may not belong to the output set of plant M.
We also assume that the attacker cannot remove or inject symbols in the sensor channel.

To provide conditions for security and localization we need to formalize a composed
model M, based on the nominal plant and the attacker model of sensor attack.

]/\Zs = (237)?057E37ﬁa£57ﬁ3)

S (4.12)
= Ac(X x Xy, Xo x Xos, E,Y UY,, A, Hy)

The composition M, is based on the rules formulated in [35] and [34]. In the following,
we adapt these rules to our setting and present them in detail.
Set A; contains all transitions ((z,xs), e, (2’,2%)) such that,

Ao={((w.2).e.(o'.2) : (.0)) € AN () € AcAecula))  (4.13)

In our setting, the events are also available as outputs, therefore, the output map,
H,: (X, UA,) — 2Y is defined as

s(z,2s) = Ho(x) if 25 € X of5
s(x,x5) = Hg(x), otherwise (4.14)

~

Hy((z,xs),e, (', 2L)) = e

The state (z,x) is called corrupted if H(z) # Hg(xzs).
Let Q, C X, be the set of all corrupted states. Also define Q! C €, as the set of

states reached by a state run Mj, that never crosses (2 before, i.e. there exists a state
run of M such that xp € Qs A2y, & Q,Vh < k or 21 € Q.
For further analysis, we make the following assumption.

y )

Assumption 4.1.4

The attacker can replace data only at one side i.e. sensor or actuator channel, but not
both. O
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4.1.2.1 Main Results

To provide conditions for the detection of corrupted or attacked channel, we need to
define the set S, C X X XS, as the set of palr of states of M and MS, reachable from

X0a and Xos with two runs of M and MS, respectively, which are indistinguishable.
Let Sg, = Qg x Q;, and define S;; as the set of pair states of M} and M} reached by
two indistinguishable runs of M. Land M, Sl, where M, 51 is the accessible part of the FSM
obtained from Z/W\S by removing transitions starting from the set Q!. Then, the following
result characterizes localization.

Proposition 4.1.4

Suppose that M is strongly secure to attacker M, and M. It is possible to identify
the attacked channel as soon as the attack occurs if and only if:

Siins, =2 (4.15)

O

Proof. Suppose there is an attack in the actuator channel (or sensor channel), then under
the assumption of strong security. the only condition to identify the attacked channel is
that the current state (z,7,) € QL (or (z,z5) € Q1) is distinguishable from every state
belonging to Q! (or Q!). Hence, the statement follows. O

Now, let us assume that M is secure under actuator attacks and it is also secure
under sensor attacks, separately. Let W be the subset of S}, such that for any
((x,24q), (z',2))) € U there are two arbitrarily long indistinguishable runs with initial
states (x,x,) and (2/,x)), respectively.

Proposition 4.1.5

It is possible to identify the attacked channel (with some delay after the first attack)
if and only if
(w,24) & Qa A (2, 2)) & Q (4.16)

V((z,xq), (2, 2))) € W.
O

Proof. The sufficiency is obvious. In fact, by assumption M\a and ]\/Zs are alive, and
condition (4.16) means that there are no two arbitrarily long corrupted indistinguishable
runs of M\a and M\S. As for necessity, suppose that (4.16) is false. Then there is an
arbitrarily long actuator side (sensor side) corrupted run which is indistinguishable with
a run r of ]\75 (J/\/[\a, resp.). If r is not corrupted, it corresponds to a not-corrupted run of
M. Since we assumed that M is secure under actuator attacks and it is also secure under
sensor attacks, separately, then such a run r has to be corrupted. Hence, condition (4.16)
is necessary. O]

4.1.3 Example: Attack Detection and Localization for a Single Agent
4.1.3.1 Attack Detection

Consider the plant FSM M shown in Fig. 4.3 and the attacker model M, in Fig. 4.4a.
The composed model M, is shown in Fig. 4.5. The transitions of the composed model
are based on the rules in (4.5), (4.6) and (4.7). The output associated with each state of
Z\/Za, is assigned using the output function ﬁa.

Next, we convert our composed model M, into a pure Moore Machine as shown in
Fig. 4.6a. For the composed model M, in Fig. 4.6a, set S*' can be computed using the

algorithm presented in (4.8).

Sat ={((1,0a), (1,1a)), ((3,0a), (3, 1a)), ((2,04), (2, 1a))}
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b c
start@ @ )m @ )@aa

Figure 4.3: The Nominal Plant FSM model M

B €
start —{ 0, >@ >@ A 3a

(a) Actuator Attacker Model

start M

) Sensor Attacker Model

Figure 4.4: The Actuator and Sensor Attacker FSM

Figure 4.5: Composed FSM ]\//\[a
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(a) Composed Model M,

(b) Composed Model M,

Figure 4.6: Composed models ]\ZL and ]\A45
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Similarly the sets QL and Q, are:

Qzlz = {(372a)17 (2+’2¢1)}7 Qo = {(3a2a)1a (2+a2a)}

and the sets Q1, Q,, are:

Q}z =1, = {(01 Oa)v (17 Oa)v (27 Oa)a (27 1a)7 (3’ Oa)v (37 1a)v (17 la)a (37 2a)7 (37 311)7 (21 311)}

Recalling the conditions of Proposition 4.1.1 (1N ((Q x Q1)U (QL x QL)) = @), and
Proposition 4.1.2 (S N ((Qa x Qa) U (R x Q,)) = @), we observe that both are satisfied
by the computations above. As a consequence, M is strongly and always strongly secure
with respect to M,.

4.1.3.2 Locadlization

Consider the same nominal plant model M in Fig. 4.3 and the sensor attacker M in Fig.
4.4b. Based on the rules presented in (4.13) and (4.14) , the composed model is shown in
Fig. 4.6b. For simplicity, we converted the composed model into a pure Moore machine.

The composed model M is in Fig. 4.6b. The set Si! can be computed using (4.8) as:

Saa = 1((0,04), (0,05)), ((1,04), (1,05)), (1, 1a), (1,05)),
(2,04),(2,05)), ((2,1a), (2,05)), ((3,0a), (3,05)), (3, 1a),
3,0)), ((3,0a), (3, 15)), (3, 1a), (3, 1)), ((3,22)", (2, 1)),
(3,24),(3,04)), ((3,24), (3,

and Q! and Q! are:

Q, =1{(3,22)", (27, 2.)}, 2, = {(2.1,), (1, 1,)}

( );
( La),
( 1))}

Clearly
Sas M Sas = {((3:2)", (2, 1))}
Hence, condition of Proposition 4.1.4 (Sl N Sl = @) is not satisfied, hence we can
conclude it is not possible to identify the attacked channel instantly.
Finally, ¥ is given by:

¥ = {((0,04), (0,05)), ((1,0a), (1,05)), (1, 1a), (1,05)) }

It is clear that for all pair of states in ¥, conditions of Proposition 4.1.5 ((x,z,) ¢
Qg A (2',2)) ¢ Q) is satisfied. Hence, in this case, it is possible to identify the attacked
channel after some delay.

4.1.4 Attack Detection for a Network of Agents

We extend the results obtained in the previous sections for a single agent to a network of
agents. In this setting, the agents are modeled as FSM, interconnected via output feedback
composition, and share their output information through vulnerable communication
channels. An attacker can act on the communication links between agents. A composed
model is first developed to represent the evolution of the entire network in the presence
of attacks. Based on this model, necessary and sufficient conditions are derived to ensure
the detectability and localizability of the attacked channel.

Here, we consider a Network of Agents (NoA) composed of two systems P; and Ps,
an attacker P4, acting on the communication infrastructure, as shown in Fig. 4.7, where
we are assuming that attacker P4 corrupts information sent by P; to P». The models of
Py, P, and P4 are FSM, described by difference inclusions as in (2.10).

The FSM model of attacker P4 is given by:

l‘A(t—F 1) S FA(JCA(t),uA(t)),
PA _ (( ) € XA ,09

ya(t) = ha(za(t)),
xA(t) € Xa,ua(t) € Ug,t €N,

(4.17)
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Figure 4.7: Agents interconnection in NoA.

Let X4 = Xa,0rr U X4 o0n, where X4 s is the set of states in which the attacker is off,
X 4,0n is the set of states in which the attacker is on and makes a replacement.

The two interconnected agents, in the presence of attack, are described using the
following difference inclusion:

zi(t+1) € Fy(wi(t), y5_; (1), ui(?)),
7;(0) € X0,
P = Qui(t) = hi(xi(t)),ys—i(t) = ha_i(x3-4(t)), (4.18)
ys_;(t) = Net(ys—i(t),ya(t)),
xz(t) € Xi,ui( ) S Ui,t S N,

Net represents the communication network defined in (2.11). It can be seen in Fig.
4.7 that yi (t) = Net(y1,ya) and y5(t) = ya(t).

To address the problem of attack detection in a network of agents within a decentralized
framework, we extend the definition given in [59] and [35] to the current framework, we
give the following definition:

Definition 4.1.6

The NoA is said to be secure in a decentralized setting (D—secure), whenever an
attack occurs at step t, at least one of the agents e.g. P;, is able to detect the attack at
most within step £+ 1, on the base of its information y;(t),t € [0, + 1], w;(t), t € [0, 7]
and yéfi(t)’ le [Ovﬂ O

4.1.4.1 Model Composition

Now we define a composed model P to represent the behaviour of NoA:

ot +1) = ®(x(t), u(t)),

LC(O XIOXX2OXXA07

.Z'(t) X1 X X2 X XA,

P = ¢y(t) = (hi(z1(?)), ha(z2(1))), (4.19)

u(t) = ((u1(t), y5(t)), (uz(t), 91(t)), ua(t)),

€ (U xYy) x (Uy xY{) xUg,

teN.
Here z(t + 1) = (z1(t + 1),x2(t + 1),24(t + 1)), x(t) = (z1(t),22(t),za(t)) and
2(0) = (21(0), 22(0),24(0)), and
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((x(t),u(t)) =
(Fr(21(t), y5(t), ua(t)), Falza(t), y1 (1), ua(t)),
Fa(za(t),ua(t))),
it Fy(xi(t),v4
(Fr(21(t), y5(t), ua(t)), z2(t
if F(2i(t), y5-;

() u () for i =1,2
s Fa(za(t), ua(t))), (4.20)
t),u;(t))! only for ¢ =1
(1(t), Fo(22(t), ¥1(t), ua(t)), Fa(za(t), ua(t))),
if Fi(x;(t),y5_;(t), w;(t))! only for i =2
(1(t), w2(t), Fa(xa(t),ua(t))) Otherwise

—_— =~

For further analysis, let us modify the composed system P such that all the available
information is grouped as the output of the current state. This modification may result
in multiple copies of the same states, these copies are generated using the function ¢.

]5:

(4.21)

teN.
Here, W, (2(t)) is given by:
Wi(2(t) = ((wi(t = 1),y55(t = 1)), hi(wi(t))), i = 1,2. (4.22)

and ¢ is defined as follows:

(®(2(t), at)))™FL, if Vm, Ji : p(2(t),a(t)) =
AV (&(+1)™) # ((ualt
hi(zi(t +1)));
(@(2(t), a(t))™, if Im: p(2(2), a(t)) = 2(t +1)™
(2t + 1)) = ((ui(t), y3_; (1)),
(:cl(t +1))),Vi;
(®(2(t),a(t))°,  otherwise.

2t +1)™,
)sY5—4(1)),
(4.23)

Here #(t + 1)™ represents the n — th copy of the state. For simplicity, let 2(t + 1)° =

Z(t+1).

The first element of ¥;(&(¢)) represents the input information (i.e. (u;(t),y5_;(t))),
and the second element represents the output information (i.e. (h;i(x;(t)))) available to
the i — th agent. A State-run of P is a finite sequence of states #(0), &(1), ... satisfying
(4.21), and the corresponding output run is (V1 (2(0)), V2(2(0)), (V1(2(1)), Y2(2(1)), .

Let X be the set of all state runs of the composed system P and Y; be the set of all
output runs of Agent i. Function f; : X — T; associates to a state run, the corresponding
output run of the ¢ — th Agent, i.e. for r, = (2(0)),2(1),.., fi(rz) = ¥;(£(0), T;(2(1)), ....
The symbol |r,| represents the length of the state run.

Next, we adopt the notion of indistinguishable state run as defined in Definition 4.1.1
to the current framework.

Definition 4.1.7

" T wo state ru 5 |

wo state runs r,1 and 1o of the composed system P are called P;—indistinguishable
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‘iffi(rﬂ) = fi(ra2)- O ‘
Furthermore, we define the set f; '(fi(r,)) as:

FTNfilre) = {ry € x: fulra) = fulr)} (4.24)

which represents the set of all state runs which are P;—indistinguishable from 7.

Next, we formally define the notion of Decentralized Critical Observability (DCO),
which captures the property that, whenever the current state of the composed system P
belongs to a specified critical set, at least one agent is able to detect this belonging.

Definition 4.1.8

System in (4.21) is critically observable with respect to a set 2 C X in a decentralized
setting (shortly Q— DCO) if whenever the current state of (4.21) at step t belongs to
Q, at least one of the agents e.g. P; is able to detect the belonging on the basis of
information y;(t),t € [0, + 1], u;(t), t € [0,#] and y4_,(t), t € [0,1], corresponding to
U, (t), t €[0,+1].

O
The critical set € is the collection of all states (¢ + 1) € succ(2(t)) of P such that:
#(1) = (2(0) 22(1), 24 () A o)
24(t) € Xaon ANha(za(t)) # hi(z1(t)).
4.1.4.2 Main Results
Theorem 4.1.1
The NoA is D—secure if and only if P is Q— DCO, with Q as in (4.25). O

The proof of the result above is a direct consequence of the definition of 2.

Proposition 4.1.6

P is Q— DCO if and only if the following statement is false: there exists a state run
r, of P ending in ) and for each agent P;, i = 1,2, there exists a state run r,; ending
outside (), such that r, and r,; are P,—indistinguishable. O

Proof. Necessity: Let us assume that the above statement is true, this implies that there
is at least one state in €2, for which every state run r, leading to that state, for each
agent P;, there exists an indistinguishable state-run 7, € f;*(fi(r,)) as defined in (4.24)
such that 7/, leads to a state outside . Hence, it is not possible to detect the belonging
to the critical set Q. Sufficiency: As for the sufficiency, if the above statement is false,
this implies that for all the state runs r, ending in €2, there exists at least one agent for
which all indistinguishable state runs 7/, € f;'(f;(r)) defined in (4.24) also ends in Q.
Therefore the sufficiency follows. O

Let X, be the set of 2 € X such that ¥;(z) = ((u(t),€), ).

Let A; be the set of pairs (2,2') € X x X, such that ¥;(2) # ((us,€),€) and
U, (2) = U, (2).

Let us assume that U;(2) # ((ui, €),€), V2 € Xo,Vi = 1,2.

For k = 1,2, ... define the recursion,

Sk+1 = S;€+1 U Sk, (4.26)

where

Sy ={s e X2:(s(i),s(3)) € Ay, fori=1,2}, (4.27)
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and S,’c+1 is the set of s/ € X3 such that for some s € Sk

(s'(4) € suce(s(i))) A (Wi(s'(d) # €)

A ((s'(2),5'(3)) € Ay) fori=1,2. (4.28)

Proposition 4.1.7
Consider the recursion defined in (4.26). Then

1. Sy is the set of s € S® such that there exist state runs ry; for i = 1,2,3,
ending in s(i), such that the state runs r; and r,3 are P;,—indistinguishable and

| fi(rzi)| = | f3(ras)| = k;
2. the least fixed point of recursion exists, is unique and is equal to S*;

3. the recursion reaches the fixed point S* in at most S* < |X|? steps.

Proof.

1. Suppose that Sy is the set of s € X3 such that there exist state runs rei,t=1,2,3
ending in s(i), such that (ry,7,3) are P,—indistinguishable and |fi(r.)| =
|fi(re3)] < k. Then, by construction, Ski1 is the set of s € X3 such that
there exist state runs 7,7 = 1,2,3 ending in s(i), where state runs (7, 7.3)
are P;—indistinguishable and |f;(rz;)| = |fi(rz3)| < k + 1. Since the property holds
for k =1, then the result follows.

2. The sequence Sy, k = 1,2, ... non decreasing, and s;41 = Sy, implies Si; = Sk, Vj =
1,2, ... . Since the set X is finite, the result follows.

3. Trivial.
O
T_heorem 4.1.2
P is Q— DCO if and only if the following condition is false:
ds € 5" :5(3) € QNAs(i) ¢ Q, fori=1,2 (4.29)
O

Proof. Necessity: Let’s suppose that (4.29) is true. Then there exists at least one state in
the critical set i.e. & € €2, such that for each agent there exists another state outside critical
set i.e. ; ¢ Q, such that & and #; are reachable from P;—indistinguishable state runs,
which contradicts the definition of 2— DCO and hence the necessity follows. Sufficiency:
As for the sufficiency, since s(3) represents the current state of P, by Proposition 4.1.6, for
each execution ending in 2, at least one of the agents is able to reconstruct the belonging.
Conversely, if the current state of P does not belong to 2, since for each agent, the actual
state surely belongs to the states compatible with the collected output information then
no “false alert" is possible. ]

4.1.5 Attack Localization for a Network of Agents

To address the problem of localization, let us consider NoA and NoA’ as in Fig. 4.7 and
4.8, respectively. The term localization refers to the identification or detection of an
attacked channel.

For further analysis we make the following assumption:

Assumption 4.1.5
|
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Figure 4.8: Agents interconnection in NoA’.

e Both NoA and NoA’ are D—secure.

o Attacker P4 can only corrupt one of the two channels, i.e. actual model is NoA
or NoA”’.

e No agent P; has prior knowledge of which channel is attacked.
O

To accommodate the possibility of attack in both channels, let us consider NoA and
NoA’ as shown in Fig. 4.7 and 4.8, respectively. Let P’ represent the composed system,
same as the one presented in eq. (4.21), such that y4(t) = Net(y2,ya) and y;(t) = y1(t).
X’ represent the state of states of P’ and X’ be the set of all state runs of P’. Let  C X’
represent the set of corrupted states in P

4.1.5.1 Main Results

Proposition 4.1.8

If the attack is detected then the localization of attacked channel is possible if and
only if the following statement is false: there exists a state run r, of P (15’ ) ending in
Q (resp. ) and for each agent P;, i = 1,2, there exists a state run rl, € X' (v, € X),
such that r, and rl, are P;—indistinguishable. O

Proposition above is equivalent to the following:

Proposition 4.1.9

The localization of attacked channel is possible if and only if the following statement

is false
Ir, € X, € X irg(|re]) € QVrl(rl]) €

A filre) = fi(ry), Vi=1,2. (4.30)

O

Proof. Necessity: Let us assume that the above statement is true, then it means that
there exists at least one state in Q (or ' ), such that for all the state runs r, € X (r, € X/,
resp.), ending in that state, there exists an indistinguishable state-run r., € X’ (v, € X,
resp.), for each agent. Therefore, if the above statement is true, locating the attacked
channel is not possible. Hence, the necessity follows. Sufficiency: If the condition in
(4.30) is false, then for every state run 7, € X (r, € X’) of the composed system P
(P, resp.), that ends in Q (€, resp.), there exists at least one agent such that all the
indistinguishable state runs (7%, € f; '(fi(r;)) in (4.24)) also belongs to X (X', resp.) and
ends in Q (€, resp.). Every time we are in the critical set of any composed system, at
least one agent can detect its belonging and hence, the sufficiency follows. O]
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Let Wi c X x X’ be the set of pair of states of P and P’, reached by two
P;—indistinguishable state runs i.e.

Wi={(z,2")e X x X":

re € XA e X/, filra) = fi(rl)}. (4.31)

The computation of W' can easily be derived from (4.8) to compute the set of
indistinguishable states from two different FSMs.

Let S C §* x S* be the set of pair of strings from S* and S*' where S*', represents
the set S* computed for the system P’

S={(s,s):s€ 8" As' €S A(s(i),s (i) € W', Vi}. (4.32)

The set S, can be computed as shown in Algorithm 4.1.

Algorithm 4.1 Computation of S
Input: S, Wi Vi=1,2
Main:
h=1,k=1;
S={}
while i < |S**| do
q=S"(h)
while k& < [S%*| do
p= 5% (k)
if (q(i),p(i)) € Wi for i = 1,2 then
10: S=SuU(g,p)
11: end if
12: k=k+1
13:  end while
14: h=h+1
15: end while
16: Qutput: S

Theorem 4.1.3

If the attack is detected, then the localization of attack is possible if and only if the
following statement is false:

J(s,s") €S:5(3) eQVs'(3) e . (4.33)

O

Proof. Necessity: By definition, S contains only those pair of tuples from S* and S*,
that are indistinguishable for both agents. Now if we assume that the above statement is
true, then it means that there exists at least one state in  or €', such that none of the
agents can reconstruct its belonging, therefore, it is not possible to localized the attack if
the above statement is true and hence the necessity follows. Sufficiency: The sufficiency
is obvious. If the above statement is false, then it means that every time the current state
belongs to critical sets  or ', at least one agent can reconstruct its belonging. O

Remark 4.1.1

By Definition 4.1.6, if a NoA is D—secure then the attack can be detected, whenever
it occurs. This requirement can be relaxed if we need to detect the attack only the
first time it occurs. Similarly, another possible relaxation can be obtained by asking
that the detection is possible within a finite number of steps after the attack, and
not within one step, as done in this paper. We are able to solve the detection and
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(c) The Attacker

Figure 4.9: The models of Agents A;, A2 and Attacker

localization problems also in these different framework. Moreover it is easy to show
that D—security of NoA and NoA’ implies D—security of the network also when
attacker has the ability of changing signals on both channels, during the same run. In
the framework defined above, localization is also assured under the same conditions of
Theorem 4.1.3. O

4.1.6 Example: Attack Detection and Localization for a Network of Agents

Consider interconnected Agents P; and P,, with set of states X7 = {01,11,21,31} and
Xo = {02, 12,22, 32}, respectively. Also, X1 0= {01}, Uy = {a}, Y1 = {a,b}, Yo = {a,b}
X2,0 = {02} and Uz = {#}. The state evolution of both agents is shown in Fig. 4.9a and
Fig. 4.9b, respectively. The input of each state is shown in the form of an ordered pair
(i.e. (wi,ys—i),i = 1,2), where the first element represents the external input and the
second element represents the output of the other agent. The structure of the attacker is
shown in Fig. 4.9c.

The simplified composed model P is shown in Fig. 4.10. For simplicity, a label is also
assigned to each state in Fig. 4.10.

The set S* is computed using (4.26),(4.27) and (4.28), as

5* ={(5,4,4), (4,5,4), (5,5,4), (4,4,5), (5,4,5), (7,3,3), (3,7,7), (6,7,6), (7,6,6),
(7,7,6),(6,7,7),(7,6,7)(6,6,7), (8,10, 10), (10,8,8), (10,9,9), (9, 10, 9), (10, 10, 9),
(9,10,10), (10,9, 10), (9,9, 10), (7,9,9), (7,9,11), (7,11,9), (9,7,7), (11,7, 7), (9, 3, 3),
(11,3,3),(3,9,9),(3,9,11),(3,11,9), (3,11, 11), (3,6,6), (3,7,6), (3,6, 7), (3,7, 7),
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((e;a), (e;0)) (((0),a), ((B,a),a)) (((a;a),a),((B,0),0))

(017 027 OA)

Figure 4.10: Composed System P

(6,3,3),..} UG

where O is the tuple with all equal elements and the set Q = {(2), (3), (10)}, as highlighted
in Fig. 4.10, with green color.

4.1.6.1 Attack Detection

For the given © and computed S* it can be seen that (4.29), is true for (9,9, 10), then
according to Theorem 4.1.2, it can be concluded that for the given two agents and the
attacker, the attack can not be detected.

Remark 4.1.2

We can also apply the same theorem to a subset of the critical set. For example, in
some scenarios, it is sufficient to detect the first occurrence of an attack to generate
the necessary control commands. In this case, if we define a set §2; € ) containing
only the critical states when the attack occurred for the first time, we can verify its
detectability with the help of Theorem 4.1.2. (I

4.1.6.2 Localization
For the composed model P’ shown in Fig. 4.11, the S* can be computed as:

S*/ :{(2/74/72/)7 (4/72/’2/), (4/’4/’2/)’ (4/’2/’4/)’
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((e;a), (e;0)) (((a;0),a), ((B,a),0)) (((a,0),a),((B,a),a))

start —

Figure 4.11: Composed System P’

(2',4',4"),(2',2',4"), (1,5',1"), (5", 1,5 }u O
Similarly, we can compute S using Algorithm 4.1:
S = {((0/,0",0),(0,0,0)), ((1",1,1'),(3,3,3))}

For the computed S, the condition in (4.33) does not hold, which means that the attack
can be localized as soon as it is detected.

4.2 Passive Attacks

In the context of passive attacks, the goal of an adversary is to infer sensitive information
by observing system outputs without interfering with the system’s dynamics. One widely
studied system property related to passive attack resistance is opacity, which ensures that
certain critical (or “secret”) states of a system cannot be unambiguously inferred from
observations. To verify opacity and similar properties, observers are commonly used as
analytical tools in the setting of FSM. However, the construction of full observers can be
computationally expensive, especially for large—scale systems.

To address this challenge, we propose a decomposition—based observer design
that reduces complexity by dividing the observer into a set of sub—observers. This
decomposition of observer into sub-observers is based on the concept of critical observability
and total indistinguishability. A switching mechanism is employed to alternate between
these sub—observers, forming what we refer to as a switching observer. This framework
preserves the ability to verify opacity while significantly lowering computational demands.
In the following, we present this decomposition approach and illustrate its application in
analyzing opacity as a security related property against passive attacks.

Here, we consider plants modelled by FSM as in (2.4). However, we assume that
E = {e} because we are only interested in the transitions events produce but not in their
values. Therefore, for simplicity, the set E is not shown in the system definition and is
represented by the 5-tuple:

M = (X, X,,Y,H,A) (4.34)

where the transition relation A C X x X.
For further analysis, we make the following assumption:

Assumption 4.2.1

The initial states have no predecessors, i.e., pre(x) = (), for all x € Xj. (]
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The assumption above can be given without loss of generality because an FSM can be
always transformed into another one satisfying this condition and behaving the same as
the original one, see e.g. [142].

4.2.1 Observer Decomposition

Now, we present a novel method to divide traditional observer into sub—observers for an
FSM M based on the notions of “Total-indistinguishability” and “Critical observability”:

We define the notion “Total-indistinguishability”, by using the notion of “indistin-
guishable state run” define in 4.1.1

Definition 4.2.1

A pair (z,2') is called Totally-indistinguishable (T-indistinguishable) if for any finite
state run v, € X ending in x (resp. '), there exists a finite state run rl, € X ending
in @' (resp. x), with r, and r/, indistinguishable. O

Total indistinguishability is a transitive property. Since it is also reflexive and
symmetric, we can group the states in X into equivalence classes. Let the symbol
~ denote the total indistinguishability relation on the set X. For a state z € X its
equivalence class is the set {2’ € X : 2/ ~ z}. The set of equivalence classes induces a
partition on the set of states X

X=xWux®  ux® (4.35)

with L < N where N = | X|. Let T = {X(1), x® _ x )}

The notion of total indistinguishability for the elements in T is related to the notion of
equivalent states e.g. in [110] which refers to states starting from which the same marked
language is obtained.

We recall hereafter the notion of critical observability [140].

Definition 4.2.2

(Critical observability) The FSM (4.34) is critically observable with respect to a set
O C X (critically Q-obs) if for any string r, € X, whenever (k) € , it follows that
for any string 7y € Yy (y(ralpa))), 7 (IP2]) € Q. A set Q is said to be critically
observable if the FSM is critically €2-obs. O

Let I, C {1,2,...L} be the set of indexes i such that M is X ()-critically observable,
and To = {XW icl.}CT.
Remark 4.2.1

By Assumption 4.2.1, T¢ is nonempty. In fact, given X, each maximal subset of X
where the states have the same output is an element of T¢. O

The construction of sub-observers is based on the collection 7o C T where the notion
of critical observability is used.

Let M’ be obtained from M by removing the transitions (z,2') € A with 2/ € X
for all s € I, and M’|; be the FSM M’ with initial state set X(?). We define the FSMs
M;, i€ l. as

Ml' = AC(M/|1) = (Xi,XOi,Ei,Y;‘,Hi,Ai) (436)
where Xo; = X and Ac(.) denotes the accessible part as defined in (2.9)
Proposition 4.2.1

Each state run of M is the concatenation of state runs of FSMs in {M;,i € I.}. O

Proof. Given an initial state xg € Xy, let Xy; € 7o be such that zg € Xy;. By Remark
4.2.1, this set exists and is unique, because Xo;, N Xo; = 0, Vi, j € I., with i # j. Therefore,
until the state run of M intersects some set Xo;, j € I., we will have a state run of M;.
As soon as the current state belongs to Xo;, we will have a state run of M; until the state
run of M intersects some set Xop, h € I., with h not necessarily different from j, etc. [
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Let O be the observer for M and Xo be the set of states of the observer O, see e.g.
[110].

Proposition 4.2.2

If X € To, then there exists #' € Xo such that & = X®, and X 0 =0,
Vi e Xo with & # &', O

Proof. T-indistinguishability for a set X implies that it is not possible that a proper
subset of X is a subset of a state of the observer. Critical observability of the same set
X @ implies that for a state & of the observer either 2N X® = or 2 ¢ X®. O

Remark 4.2.2

By Proposition 4.2.2, T¢: © Xo but in general T # Xo. In fact, a state of the observer
is the finite union of sets in 7. Therefore ‘Xo‘ < ‘2'7“. O

Let Oy, © € I, be the observer for M;, also called “sub-observer", and XO,; be the set
of states of O;. Then, we have:

Xo = XQl U...u XOL

and it is possible that X, 0, ﬂf(oj # (). Algorithm 4.2 summarizes the procedure illustrated
above.

Algorithm 4.2 Decomposition of Observer into sub-observers

1: Compute the Totally-indistinguishable sets X1, X2 x (),
2: Let T be the collection of X fori=1,...,L;
3: Let T, C T be the collection of X ¢ 7' such that X is crltlcally observable;
4: Define M’ from M by removing the transitions (z,2') € A with 2/ € X@ for i € I.;
5: Define M'|; as the FSM M’ with initial state set X (?);
6: Define the FSMs M,, ¢ € I, as M; = Ac(M'|;);
7: Build the observer O; for each subsystem M; where Xoi is the set of i-th sub-observer
states.
Remark 4.2.3

Although the number of states of the traditional observer O for the FSM M, is not
greater than the total number of states of all its “sub-observers", when using observers
for checking some specific properties, such as opacity, the use of a sub-observer is
advantageous, because it is not always necessary to build all sub-observers. This will
be illustrated in the next section. O

Next, we present algorithms for the computation of 7 and 7¢. Let S* be the maximal
set of indistinguishable pairs (z,2’) € X x X. The following result characterizes critical
Q-observability of an FSM by means of S*.

Proposition 4.2.3
[143] The FSM (4.34) is critically € — obs if and only if

S C(Qx QU@ xQ) (4.37)

Next we define
= {(z,2')€e X x X : H(x) = H(2")}

Let S4 be the maximal set of Totally-indistinguishable pairs (x,z’). For simplicity, we
assume in the sequel that no state is silent (e ¢ V), but the general case can be addressed
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by appropriately defining an equivalent model without silent states, see e.g. [141]. We
recall the computation of set S from [35] as follows. Define the recursion, with k = 1,2, ...

S%ﬂ = (X() X X()) NII

SEtt = {(z,2’) € IL: (pre(x) x pre(z’)) C Sk} U Sk (4.38)

It is obvious from the algorithm above that the sequence of sets Sk is increasing, i.e.
Sk < SET! k€ N. Moreover, each set Sk contains totally indistinguishable pairs of
states. The following preliminary result holds.

Lemma 4.2.1

The least fixed point of recursion (4.38) exists, is unique and is equal to S}..

O

Proof. The set Il is a fixed point of the recursion and the intersection of fixed points
is a fixed point. Therefore, the least fixed point exists and is unique. If S:];H = Sk for
some k then Sk = Sk Vi > 0, and hence S% is a fixed point. But a finite k such that
Skl = Sk exists because of the finite cardinality of IT. Let k: be the minimum value of k
such that Sh™ = Séﬁ. The fact that Sgi = 57 comes from the maximality of S7. O

Starting from S7., the sets X®) € T can be computed as in Algorithm 4.3.

Algorithm 4.3 Algorithm to compute sets X (¥)
1: Input: X, S}
2: Set:

3 A=X
4 k=1

5. while A # () do

6

7

8

9

X = {zYu{a'|(z,2') € S}, z €A
A=A\ X®
k=k+1
: end while
10: Output: XM, x®@  x @)

Since all elements of a totally-indistinguishable subset are equivalent from the
observability point of view, it is not necessary to check all of them to find the
critical observable set. Hence, the result presented in Proposition 4.2.4 can reduce
the computational cost to check this property.

Proposition 4.2.4

For k = 1,..,L, let x; be an arbitrary state belonging to X®*). A Totally-
indistinguishable set X ") € T is critically observable if and only if

(xh,xr) ¢ S*, Vh=1,..,L,k#h (4.39)

O

4.2.2 Opacity

Opacity requires that a specific behaviour of the system stays opaque to an external
observer. We refer to a state-based definition of opacity as in [68], as follows:
Definition 4.2.3

The FSM M is opaque with respect to the set Yg C X called secret set (shortly
Y g-opaque), if for any state run r,, of M ending in X g, there exists another state run
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" of M ending in Xg, such that r, and v/, are indistinguishable. O |

Opacity verification is based on the computation of the observer (see e.g. [84]) and
its complexity has widely been investigated in the literature [85]. In this section, we use
the proposed sub—observers to check opacity for DES modelled by FSMs, which may be
useful for reducing computational cost.

We recall the following result, see e.g. [144], that provides a characterization of opacity.

Theorem 4.2.1
M is Y g-opaque if and only if

Xon2¥s =0
O
Since the set X is critically observable, the following result holds.
Emma 4.2.2
M is Y g-opaque only if XD ¢ Yg, Vi € I,. O

4.2.3 Main Results

Foric I, let Yg; =Yg N X,;. We now show that a set Y g is opaque for M if and only
M, is Y g ;-opaque, Vi € I, such that Yg,; # 0.

Theorem 4.2.2
A set Yg is opaque for M if and only if

XoiN2¥si =0, Viel, (4.40)

O

Proof. By Lemma 4.2.2 and definition of X i € I., we can assume without loss of
generality that X NYg =0, Vi € I... In fact, if X ¢ Yg, for any state x € XONYg
there is a state 2’ € Y g such that the pair (x,2’) is T-indistinguishable. Therefore, in
checking the property the states in X N Yg can be skipped.

Sufficiency: if Xg, N Ygs; = 0,Vi,j € I, with i # j (i.e. each set Xg,; cannot be
reached with state runs of M starting from Xo; with j # i), then Y g ;-opacity for M;
implies Y g ;-opacity for M. Since condition (4.40) holds Vi € I. then the sufficiency
follows. Otherwise, suppose that for some 7,j with i # j, Xg, N Yg; # 0. Any two state
runs r}ry; and rr,; of M, with ry; and r,; state runs of M; and M;, respectively, are
distinguishable. In fact, since X¢; and Xo; belong to 7¢, then Xo; N Xo; = 0. Therefore,
whenever the current state of a state run of M is in Xj;, such belonging can be deduced
from the available output information, because of the critical observability of M with
respect to each of them. The state runs r,; and r,; have initial states in Xo; and Xo;,
respectively. Then, it is not possible that 17,r,; and r//r,; are indistinguishable. Then,
given a run r,r,; of M, ending in Yg;, opacity holds if there exists a state run of M
which is indistinguishable from 77/r;; and ends in X \ Yg. All state runs of M which
are indistinguishable from r/r,; have a run of M; as suffix. Since M; is Y g;-opaque,
then there exists a state run of M which is indistinguishable from r/r,; and ends in the
X; \ Yg,; which is a subset of X \ Yg. Finally, since condition (4.40) holds Vi € I., the
sufficiency follows.

Necessity: Straightforward by Proposition 4.2.1. O

The advantage of using the sub-observers is that it is not necessary to build all O; to
check if a set is opaque. In fact, consider the set of states X; of M;. It is sufficient to
build the observers for the FSMs M; if X g N X; # (). It is readily seen that the proposed
method allows a reduction of computational cost from 2/XI to D icr 21Xl
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4.2.4 Switching Observer

In this section, we propose the notion of switching observer by using the defined sub-
observers. The purpose of the switching observer is to demonstrate how sub-observers
can be used equivalently to a traditional observer by employing appropriate switching
mechanisms. This suggests that the switching procedure leverages the benefits of using
sub-observers while permitting the same functionality as the regular observer.

The switching observer, called O, is constructed by appropriately switching between
the observers in the family of sub-observers {O;,i € I.}. Switching among observers
{O;,i € I.} is triggered by the state run r,. Roughly speaking, consider a given state run
ry of M, with (1) € X for some i € I,. The observer at the first step is O; and it will
not change until the state run reaches a different set in the family T¢, say X ) i # j. At
this step, called the “switching step”, the current observer becomes O;, with the current
observer state equal to X ) and it remains the same until the state run reaches the next
different set in 7¢. Let kp, kpy1 denote two consecutive switching steps, and define the
intervals Iy, = [k, kpy1 — 1], h=1,2,..., H, with Iy = [kg,|r.| + 1). Let us denote with
O(h) € {O;,i € I.} the observer associated to the interval Ij,. Algorithm 4.4 presents the
switching observer formally.

Algorithm 4.4 Evolution of Switching Observers

1: Input: M = (X, Xo,Y,H,A), 7, € X
2: Main:

3: h=1,k=2

4: i such that r,(1) € X;

5: O(h) =0,

6: while r, (k) ¢ X, for p € I.\{i} A k < |r,| do
7 k=k+1

8. if ry(k) € X, € Tc then

9: i=pand h=h+1

10: O(h) = Oz

11:  end if

12: end while

13: Output: O: Switching observer

By construction, the traditional observer and the switching observer are synchronized
with the output run of M, i.e. at each step the state of O is the same as the related state
of the switching observer built following the algorithm above.

The following result presents this property formally:

Theorem 4.2.3

For any state run of M, at each step, the state of O is equal to the state of O.
O

Proof. Whenever the current state of M is € X for some i € I, the state of O is
equal to X by Proposition 4.2.2. By construction of the switching observer, the result
follows. 0

4.25 Example

Consider the FSM shown in Fig. 4.12 where the secret set is Yg = {3}. The critical
observable set of the given FSM is 7o = {{1},{2},{4,6}}. As it can be seen from Fig.
4.13, Yg C X/ (removing all transitions to the states of critical totally-indistinguishable
set yields M; to be only state 1 so this is not shown in the figures). Therefore, since
X{NYsg=0and X, NYg =10, it is only necessary to check the opacity of M, for the
given Y'g. Using Theorem 4.2.1,

Xo2 n2Ys = 1]
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(a) Subsystem Mo
d b e

start

(b) Subsystem M3

Figure 4.13: Obtained FSMs by considering Ac(M’|;)

yields that the secret set is opaque to the intruder in Ms. Hence, based on Theorem 4.2.2,
the defined FSM M is opaque with respect to the given secret set Xg. The observer
for the overall system and the observer for My are shown in Fig. 4.14. In this specific
example, we need to construct an observer for a system with set of states of cardinality 4
instead of an observer for a system with set of states of cardinality 9.

In summary, this chapter has explored security in FSM-based systems from multiple
perspectives: attacks on single agents, attacks across multi-agent networks, and passive
observation threats. Each section tackled a specific challenge-detecting and locating
actuator attacks, ensuring the integrity of interconnected agents, and protecting sensitive
information from passive observers. The numerical examples included along the way
helped illustrate the applicability of the proposed approaches. Altogether, these studies
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{9} {8,9}

(a) Traditional observer O

A~

start
l b
{2}

{9}

(b) Sub- observer O3

Figure 4.14: Traditional observer vs sub-observer Oz

offer a clear picture of how FSM-based systems can be assessed and protected against a
variety of threats, providing useful insights for both understanding and improving system
security.
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Chapter 5
Fault Detection

The increasing complexity of distributed and automated systems demands robust fault
detection mechanisms that can operate effectively even when full observability is not
guaranteed. PN, owing to their ability to model concurrent and asynchronous systems,
have become a popular modeling framework in control and monitoring applications.
However, in many real-world scenarios, it is often impractical or costly to observe the
full state of such systems. This chapter addresses the problem of fault detection in PN
under partial observation, where only a subset of the system’s behavior can be measured
directly.

In the context of PN, two types of sensors are typically available: place sensors, which
provide information about the marking (i.e., token count) of specific places, and transition
sensors, which detect the firing of transitions. Given the partial and potentially limited
sensing structure, the goal of this work is to develop a methodology capable of detecting
input faults i.e., faults that affect the system’s inputs based on the available sensor data.
To this end, the PN dynamics are reformulated using a descriptor framework, which
allows for a compact representation of the marking evolution. An observer-based fault
detection scheme is then designed within this framework to monitor the system and
identify deviations caused by faults, despite the restricted observability.

It is worth emphasizing that this chapter focuses on fault detection for POPNs at the
system level, without explicitly addressing multi—agent or cooperative control aspects.
Moreover, the treatment here assumes ideal measurements and does not explicitly consider
measurement noise or delays; issues of robustness are therefore not addressed in the
present development. Nevertheless, POPN naturally arise in distributed and networked
environments, including MASs, where limited sensing and incomplete information are
common. From this perspective, the fault detection framework developed here provides a
basis that can be leveraged in such settings, even though the technical development in
this chapter is confined to single PN models. The results presented in this chapter are
currently being prepared for submission to [145]

5.1 Petri Nets Modelling
Here we recall the model of Partially Observed Petri Net (POPN) as described in (2.12).
N = (P, T, Pre, Post, Py, Ty) (5.1)
Similarly, we recall the evolution of marking of POPN as described in (2.13):
My41 = My, + Wop

For further analysis, we make the following assumptions:

Assumption 5.1.1

o Fault represents the loss of communication between places (P)

o Input faults always belong to the unmeasurable space.

O

These assumptions reflect common challenges in monitoring distributed systems.
Modeling faults as communication losses allows the detection framework to focus on
behavioral deviations caused by missing or delayed information, which are typical in
networked environments. Moreover, restricting input faults to the unmeasurable space
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introduces a realistic and nontrivial scenario, where faults cannot be detected through
direct measurements alone. This necessitates the use of observer—based techniques capable
of reconstructing unobservable behavior and isolating the presence of faults based on
indirect evidence from the measurable part of the system.

Next, we modify (2.13), to include the effect of faults in the input channel as:

M1 =My +Wopp + Ffrp (5.2)
Here f} is the fault function described as:
fr = diag(oy) x fault (5.3)

and F is the fault distribution matrix.

Next, we adopt the descriptor system formulation introduced in [113], [105], and [106],
and incorporate it into our framework by partitioning both the marking vector and the
transition firing vector into measurable and unmeasurable components.

where,

. M,i € N”HM,? € N”2 are respectively, the marking of measured places and
unmeasured places,

o op € le,ai € N™2 are respectively the firing count of the measured and
unmeasured transitions at time k,

e n=n1+ng and m =mq + ms

Let us also decompose the incidence matrix W based on the observable and
unobservable transitions:

W = [W,|Ws] = {W“ W”}

War Was

with Wy € Rnlxml, Wis € Rnlxm2, Wo1 € R™2%™M1 and Wy € RN2Xm2,
Using the above decomposition of W, and (5.2), we can redefine our system as:

EMyy1 =AMy, + WQO'I%+1 + F fri1 (5.4)
yr = C My
where,

L4 Mk = [Mk O’,i]

o B = [In —Wl]

« A= [In Onxml]

I 0 0
.« O = n ny Xmns nyXmi
0777,1 Xni 0m1 Xno Iml

o« F=_W,

The resulting descriptor representation of the POPN captures the evolution of the
system’s marking in a compact form, while also allowing for the integration of partial
observations and potential fault inputs. This formulation serves as the foundation for the
design of an observer that can track the system’s behavior and enable fault detection,
even when complete state information is not available.
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5.2 Observability of Partially Observed Petri Nets

In this section, we recall notions of observability for POPN, as discussed in [105], [113]. In
particular, we focus on the concepts of Causal Observability and Observability for POPN
presented in (5.4).

Causal Observability of a POPN refers to the capability to uniquely infer both the
marking vector M} and the transition firing vector o; from the system outputs y,
assuming that the initial marking M, is known. In contrast, Observability is defined as
the ability to uniquely determine the marking vector M} and the firing vector o solely
from the outputs y, without any prior knowledge of the initial marking M.

Next, we review the theorems from [105], [113], which address these concepts of Causal
observability and Observability for the descriptor system defined in (5.4), and discuss
their direct implications for the POPN formulation in (5.1).

Theorem 5.2.1

1. The descriptor system in (5.4) is Causal Observable, if

rank [E W,

=n+m 5.5
C 0(n+m1)><m2:| ( )

2. The descriptor system in (5.4) is Observable, if

AE— A —AWs

rank
|: C 0(7L+'rn1)><m2

} =n+m,VAeC (5.6)

3. The POPN N in (5.1) is Causal Observable, if rank(Ws) = mo
4. The POPN N in (5.1) is Observable, if rank(Ws) = mg and n = ny

Here A, represents the eigenvalues computed using |[\E — A| = 0. (]

Proof. The proof of the this theorem is presented in detail in [105], [113]. O

Building on these concepts, the next section presents the design of a faul-detecting
observer.

5.3 Fault-Detecting Observer Design

We now develop an observer that enables fault detection based on the available
measurements. The key idea is to ensure that the observer error, the difference between
the estimated and actual system behavior, converges to zero only in the absence of faults.
In the presence of input faults, this error exhibits a detectable deviation, which serves as
the basis for fault identification.

Let us assume that the descriptor system presented in (5.4) is Causal Observable,
i.e condition 1 of Theorem 5.2.1 holds. Hence,we can define a known input observer
described by the following equations:

2k11 = Nzp + Gogy1 + Ly (57)

Mk =zr + Hy

where 2z, € N is the state estimate at time k and yy, is the output of the POPN at time
k. N,L and H are matrices of appropriate dimensions that guarantee the asymptotic
convergence of the observer in the absence of faults. Thus the problem of fault detection,
reduced to finding matrices N, L and H such that the estimate M, converge asymptotically
to the state vector My, only in the absence of faults.
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The estimation error for the observer in (5.7), is defined by:
er = My — My, (5.8)
ex = My — 2k — Hyp,
e = (In+m1 + HC)Mk — 2

Let UE = (Inym, + HO)
€L — UEMk — %k (5.9)

ep+1 = UEMj1 — 214
From (5.4) and (5.7)

Cr+1 = U(AMk + WQO’?H_l + ka+1) — (Nzk + G(Tk_H + Lyk)
=UAMy, +UWs0o}, | + UF fyi1 — N2z — Gogn — LOMy,)

From (5.9), we have z;, = UEMy, — ey,
ert1 = UAMy + UWaoi + UF fri1 — N(UEMy, — ey,)
~Glop . — G0y — LOM,,
= Nej, + (UA— NUE — LC)My, + (UW5 — Ga)oj 4y
—G'opy +UF fiia

(5.10)

In the absence of fault, the error will converge to zero if the following conditions hold:

(i) Matrix N is asymptotic stable
(ii) UA— NUE - LC =0
(iii) UWs — G2 =0 and G; =0
(iv) UF #0

(v) I-HC=UE

For further analysis we make the following assumptions:

Assumption 5.3.1

o Ffi ¢ ker(E)
o The matrix CUF is square and have full rank.
o Pair (UA,C) is detectable.

O

These assumptions ensure the feasibility and effectiveness of fault detection and
isolation using the proposed observer. The condition F'fi, ¢ ker(FE) guarantees that faults
produce a nonzero effect on the system evolution specifically, on the marking vector
M. This is necessary for the observer to "see" the fault in the evolution of the system,
a key requirement for fault detection. The assumption that CUF is square and full
rank ensures that each fault induces a unique and independent effect on the output.
This is essential for constructing a decoupling matrix () in later section, allowing each
residual signal to respond to only one fault, thus enabling complete fault isolation. Finally,
detectability of the pair (UA, C') ensures that the observer error converges to zero in the
absence of faults, even if the system is not fully observable. Together, these assumptions
define the structural and dynamic properties the system must satisfy for the proposed
observer—based fault detection and isolation scheme to function correctly.

In the following, we present a systematic procedure for computing the observer
matrices, ensuring that the conditions outlined above are fully satisfied.
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Let

(5.11)

UF:D:[ Wa }

1m1 Xmeo

Here, 1,,, xm,, denotes a matrix with m; rows and msy columns, with all entities
equal one. This equality ensures that the effect of faults is propagated only through the
components of the system that are structurally linked to the faulty transitions. In the
context of POPN, this means that a fault occurring at a transition ¢ influences only the
output measurements associated with the places and transitions that are immediately
connected to t, either as predecessors or successors. By limiting the propagation of fault
effects to a confined part of the system, this approach enables more precise fault isolation,
as will be discussed in the following section.

From (5.11) and (v), we have,

v #|g =1 o

c 0
equation

if [E F} is full row rank matrix then we can calculate U and H using the following

+
E F
U H|= [CT 0] I D] (5.12)
here ()t = ()T x (() x ()T)~1, denotes the Moore-Penrose pseudoinverse of a matrix
with full column rank.
Now, by placing (v) into (ii), we get

UA—N(I—HC)-LC =0

UA-N+NHC-LC=0

Let K =L — NH, then
UA-N-KC=0

N=UA-KC (5.13)

The gain matrix K can be adjusted to make the observer matrix N asymptotically
stable, provided that the pair (UA, C) is detectable. Finally we have

L=K+NH (5.14)

By using (5.11),(5.12),(5.13) and (5.14), we can compute all the required matrices for
the observer.

To summarize the observer design methodology, the Algorithm 5.1 outlines the step-by-
step procedure for constructing an observer that ensures fault detectability under partial
observation. The effectiveness of this algorithm is guaranteed provided that Assumptions
5.3.1 are satisfied. The algorithm captures the selection of the necessary matrices and
conditions required to guarantee that the observer error converges to zero only in the
absence of faults.

Let

Ve = Yk — @k (515)

denote the output residual, defined as the difference between the measured output and
the output estimated by the observer. The proposed observer ensures that:

vp(i) =0 foralli e N <= no fault is present in the system.

In other words, all components of the error signal remain identically zero over time if
and only if the system operates without faults. Any deviation from zero in v (i) indicates
the presence of a fault affecting the system’s unmeasurable inputs. This property forms
the basis for fault detection, as the observer is sensitive to fault—induced discrepancies
that cannot be explained by the system’s nominal behavior alone.
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Algorithm 5.1 Observer Design

1: Calculate U and H using

2: Compute [Gl GQ]

GQ = WQ, Gl =0
3: Adjust K, so that N is stable:
N=UA-KC
4: Compute L, using
L=K+NH

5.4 Residual Design for Fault Isolation

While the detection of faults is essential, distinguishing which specific fault has occurred
is equally important for enabling timely and targeted corrective actions. This process,
known as fault isolation, requires the design of residual signals that not only react to the
presence of faults but also provide information about their location.

In this section, we extend the residual framework introduced earlier to enable isolation
by designing a structured set of residual signals, each sensitive to a specific fault or group
of faults. The objective is to construct these signals such that each fault generates a
distinguishable signature in the residual space, while maintaining robustness to other
unmodeled disturbances or fault—free behavior.

To enable fault isolation, we build upon the observer-based residual structure
introduced in the previous section. Recall that the output residual at step k is defined as:

Uk = Yk — Gk

where yy, is the measured output and gy, is the observer’s estimate. From (5.4), we have
yr = C My, hence we can say:

Vi = C/\/lk - CMk
From (5.8), we have e, = My, — M, hence:
VE = Cek

As indicated in (5.10) and the preceding conditions from (i) to (v), the steady-state
behavior of the error signal is driven solely by the fault component U F fj,. Hence we can
rewrite output residual as:

Vi = CUka;
To isolate individual faults, we define the structured residual vector r, € R™2 as:
r, = Qup = QCUF fi, = QRfy (5.16)

Here QQ € R™2%™ is a design matrix chosen to decouple fault effects and R = CUF. To
ensure each component of r is affected by only one fault, we impose the condition

QR=1

which implies that each residual signal rj (i) responds exclusively to fault fi (i), thus
enabling fault isolation.
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5.4.1 Residual Compression via Signature Matrix

In practical scenarios, it may not be feasible to design as many residual signals as there
are faults, due to limitations in sensing or processing capabilities. To address this, we
consider a compressed residual scheme where fewer residual signals are used to distinguish
between fault patterns. Let ms be the number of faults and p be the number of residual
signals to be generated. We define a fault signature matrix S € RP*™2  whose rows
encode binary or structured combinations of faults. Each row of S defines how individual
faults contribute to a corresponding residual.

Given that the output residual is designed as rp, = Quy, for a lower dimension residual
signal 7, we define a compression Matrix S € RP*™2 here p < ms and compute:

T = STk (5.17)

The matrix S acts as a fault signature matrix, where each row specifies a binary or
weighted combination of fault signals. This approach maintains the existing observer
and isolation design, and introduces an additional post—processing layer that reduces the
number of residuals without requiring any change in the original observer or ) matrix.

Remark 5.4.1

While the use of a binary—coded signature matrix S enables dimensionality reduction
of the residual signal and simplifies the isolation process, it inherently limits the ability
to distinguish between multiple simultaneous faults. Since the compressed residual
T = Sry is a lower—dimensional representation, different fault combinations can
produce identical residual patterns, leading to ambiguity in fault interpretation.
Therefore, this approach is most effective under the assumption of single—fault
occurrence. The limitations of this method in the presence of multiple faults are
illustrated in the example provided in the following section. (I

Fig. 5.1 summarizes the overall workflow of the observer design for fault detection
and isolation, and also illustrating its application during runtime.

5.5 Simulation Results

Consider the POPN shown in Fig. 5.2, it consist of six places from p; to pg and six
transitions from ¢; to tg. We assume that the places p1, p2, p3 and ps and transitions t¢q,
to are observable (i.e. ny = 4,ny =2, my = 2 and mg = 4). Additionally, transition ¢4 is
concurrent to or t3, meaning that the pair (¢4,t2) or the pair (¢4,t3) may fire in a single
step.

Based on this structure, the incidence matrix W is computed as follows:

-1 0 0 0 1 1
1 -1 -1 0 0 0
W=10 1 0 0 -1 0
0 0 10 0 -1
0 0 0o 1 -1 -1

Since, place p; initially holds a token, the initial marking M is defined as:

OO OO

0

Recall that the evolution of the marking is described by (5.4), and the observer used
for fault detection is given in (5.7). The signal compression matrix S, used for generating
the reduced, is chosen as follows:
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Define POPN as
N = (P, T, Pre, Post, Py, Ty)

{

Define POPN using (5.4)
EMjg1 = AMy +Waoi  + F fesa
Yk = C My,

V

No

Is (5.4) is Causal Observable

(Cond.1 of Thm 5.2.1 holds)

Design Observer Using (5.7):
zp+1 = Nz + Gogq1 + Lyy,
My, = 2z, + Hyy,
and Algorithm 5.1

|

Compute output residuals using (5.15):

A

Uk = Yk — Yk

|

Check for faults

ievp(i) =0foralli e N

¢Yes

Detecting single

Ves faults No
\4 \4
Use (5.17) to isolate fault Use (5.16) to isolate faults
ie 7, = Sry iery = Qug
>| Report Faults [«
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No
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Figure 5.1: Flow Diagram of the Fault Diagnosis Framework in POPN

76



Simulation Results

start

Figure 5.2: Petri Net structure
1 01 0
S=10 1 1 0
0 0 0 1

Based on this selection, the reduced residual signal 7 can be interpreted (or decoded) as:

7(1) 7(2) 7(3)
0 0 0 no fault
1 0 0 fault in t3
0 1 0 fault in t4
1 1 0  fault in t5
0 0 1 fault in ¢4

The input signal o is described as follows:

, (k=1 k=2 k=3 k=4 k=5 k=6]
t; 1 0 0 1 0 0
. 0 1 0 0 0 0
o= t3 =1 0 0 0 0 1 0
t4 0 1 0 0 1 0
t5 0 0 1 0 0 0
R 0 0 0 0 1

In the above matrix, each column corresponds to the input o at a specific instant k.
In the following analysis, we examine the behavior of the given POPN structure under
three distinct scenarios:
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e Case 1: No faults

e Case 2: Fault in transition t4

e Case 3:

Fault in transition t4 and t5

Each case highlights different aspects of fault detection and isolation performance

within the system.

5.5.1 Case 1: No Faults

In the absence of faults, as shown in Fig. 5.3, the actual output y and the estimated
output ¢ coincide perfectly. Consequently, all components of the output residual defined
in (5.15) and the reduced residual signal in (5.17) remain consistently zero, as illustrated

in Fig. 5.4 and Fig. 5.5, respectively.
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Figure 5.3: Actual y;, and Estimated output g in the absence of faults
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Figure 5.4: Output residual 7 in the absence of faults

78



Simulation Results

s Reduced Residual signal 7x(1)
E T T T

05 -

05 1 1 I 1 I
1 2 3 4 5 6 7

s Reduced Residual signal 72)
E T T T

05 1 1 I 1 I

1 2 3 4 5 6 7
Reduced Residual signal )]
15 T T T T
1 i
0.5+ B
0
05 1 1 I 1 I
1 2 3 4 5 6 7

Figure 5.5: Reduced residual signal 75 in the absence of faults

5.5.2 Case 2: Fault in transition ¢4

Next, we introduce a fault in transition t4, represented by the fault vector defined in (5.3)
as: .
fault=[0 1 0 0] .

The impact of this fault on transition ¢4 is illustrated in Fig. 5.6. It can be observed that
at each time instant k& when ¢, is active (i.e., equals 1), the fault causes it to drop to
0. The resulting actual output y and estimated output y are shown in Fig. 5.7, where
discrepancies appear at k = 3 and k = 6. Correspondingly, Fig. 5.8 shows that only the
residual component 7o, which corresponds to t4, deviates from zero at these time points.
Similarly, the reduced residual signal #(2) becomes active during the fault, effectively
indicating the fault in t4.

t
T T T T T
15+ — — — ty received by PN after fault [
ty before fault
1
05+ N
0 I T [ S
1 2 3 4 5 6 7
t5
T T T T T
15 — — — 15 received by PN afterfault |
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1L .
05+ N
0 I T I
1 2 3 4 5 6 7

Figure 5.6: Input signal ¢4 and t5, before and after fault in ¢4

5.5.3 Case 3: Fault in fransitions t4, and t5

Finally, we examine the same structure with simultaneous faults in two channels, namely
t4 and t5. In this case, the fault vector in (5.3) is defined as:
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Figure 5.8: Output residual r; in fault in channel ¢4

fault=[0 1 1 0]".

The effects of these faults on ¢4 and t; are illustrated in Fig. 5.10. As shown in
Fig. 5.11, the actual output y and estimated output § deviate at fault occurrence times.
Fig. 5.12 demonstrates that the residual signals ro and r3 activate (equal to 1) only
when their corresponding faults occur. Similarly, the reduced residual components in
Fig. 5.13 distinctly indicate faults in ¢4 and t5 during the respective instances. However,
as discussed in Remark 5.4.1, at time k = 4, both #(1) and 7(2) are active simultaneously,
which can be misinterpreted as faults in ¢3 and t4. Therefore, we conclude that the
reduced residual approach remains reliable only for single-channel faults. When multiple
faults occur simultaneously using the binary weighted signature matrix S, accurate fault
isolation is not guaranteed.

Taken together, the three cases show how the fault detection system responds in
different scenarios. In the first case, with no faults present, everything works perfectly,
the actual and estimated outputs align exactly, and all residuals stay at zero, confirming
that the system is reliable under normal conditions. In the second case, a single fault
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Figure 5.10: Input signal ¢4 and t5, before and after fault in t4 and t5

in transition t4 is introduced, and the system detects it right away, the corresponding
residual spikes precisely when the fault occurs, clearly signaling the problem. The third
case introduces simultaneous faults in ¢4 and 5, which adds complexity. Here, the reduced
residual approach shows its limitation, it can isolate only one fault at a time. However,
when the number of residuals matches the number of faults, multiple faults can still be
identified accurately. Overall, these cases demonstrate that the fault detection framework
is robust and effective, performing smoothly under normal and single—fault conditions
while also highlighting the strengths and boundaries of different residual strategies in
handling multiple faults.
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Chapter 6
Conclusion

6.1 Key Findings and Contributions

The main goal of this thesis, titled Control, Coordination, and Monitoring of Autonomous
Agents in the Agri-Food Field, was to develop and analyze robust methodologies for
controlling, coordinating, and monitoring MASs in realistic, uncertain environments.
These methods are particularly relevant to modern agriculture, where automation and
intelligent agent collaboration can greatly improve efficiency, precision, and sustainability
in tasks such as crop monitoring, irrigation management, and autonomous field operations.

The work spans three interconnected aspects, each closely tied to agricultural
applications that rely on cooperation between machines and systems for safe and efficient
operation: control and coordination of nonlinear MASs, security analysis of single and
networked DES modeled using FSM modeling formalism, and fault detection in DES
modeled as POPN. The technical details of these stated goals are presented in Chapters
3, 4, and 5, and the following provides a brief conclusion of each.

Chapter 3 presented a detailed study on the control and coordination of nonlinear
MASs affected by state delays, actuation disturbances, and measurement errors. The
primary objective was to develop a robust QSE control framework capable of maintaining
stable and reliable consensus tracking, even under uncertain or constrained conditions.

To overcome the challenges of coordinating multiple agents, special attention was given
to balancing communication efficiency, robustness, and control accuracy. The proposed
control structure allows individual agents to work together smoothly while remaining
stable and resilient against the disturbances and network limitations that often occur in
large—scale cooperative systems.

The proposed methodology introduces a novel concept of SDCFs, derived from a
general class of Lyapunov-Krasovskii functionals, which has been revisited and extended
to suit the robust QSE consensus tracking of nonlinear time—delay MASs. Furthermore,
by applying an ISS redesign approach, a new control law was developed to effectively
attenuate the impact of bounded actuation disturbances and measurement uncertainties.
The stabilization in the sample—and—hold sense was rigorously analyzed to confirm that the
QSE implementation of the robustified SDCFs guarantees semiglobal practical consensus
tracking, even when the system operates under time—varying sampling intervals and
quantized communication channels.

To validate the theoretical results, the proposed control approach was applied to a
special class of nonlinear MASs. A series of simulations were carried out for a network
of UAVs modeled using the same framework. The analysis showed that the proposed
controller can effectively and efficiently coordinate multiple UAVs, while maintaining
reliable consensus and strong performance even under realistic conditions. The findings
highlight that the proposed controller can be utilized in a wide range of agricultural
applications, such as coordinating autonomous farming vehicles, optimizing precision
irrigation, and managing distributed sensor networks—areas where reliable coordination
and communication—aware control are crucial.

In a broader sense, this research contributes to a better understanding of how robust
cooperative control and coordination can be achieved in nonlinear MASs and lays the
groundwork for future practical applications, especially in situations where systems must
remain reliable, flexible, and efficient under real-world conditions.

In addition to control and coordination, it is equally important to ensure the reliable
operation of autonomous agents under potential security threats. Chapter 4 addresses
this aspect through the security analysis of single and networked DES, providing methods
to monitor and protect agents.
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Chapter 4 provides a detailed analysis of different aspects of security in DES, modeled
as FSM, considering both active and passive attacks, and addressing the problem at
multiple levels, from a single system to networks of interacting agents.

First, the security of an individual agent/system modeled as an FSM under actuator
attacks was analyzed. A composition of the nominal plant and attacker FSMs was
proposed to model the system’s behavior under attack. This composed model was then
used to derive conditions for attack detection and attack localization under the assumption
that only one channel is compromised at a time. While the case of multiple simultaneously
attacked channels was not explicitly considered, the methodology is readily extendable to
such scenarios. Numerical examples were provided to illustrate the applicability of the
approach and validate the theoretical results.

Building on the single-agent analysis, the framework was extended to networked
systems. Specifically, a network of two agents, each modeled as an FSM, was considered.
For these interconnected agents, a composed model was developed to represent the joint
state evolution in the presence of attacks on communication channels. By leveraging the
concept of DCO, necessary and sufficient conditions for attack detectability and attack
localizability were established. This analysis provides the ground work for dealing with
more complex network and offers practical direction for building secure and resilient
MAS in agriculture, including applications like coordinated UAVs or teams of cooperative
robots.

Finally, passive attacks in the form of opacity were addressed, focusing on information
flow and the system’s ability to hide critical information from an intruder. To manage
the computational complexity inherent in analyzing large FSMs, a sub—observer approach
was proposed for checking observability properties. Notions of total indistinguishability
and critical observability were used to design these sub—observers. Additionally, switching
observers, constructed by appropriately switching among the set of sub—observers, were
introduced. The methodology was applied to analyze opacity, with illustrative examples
validating the approach.

Overall, Chapter 4 offers a systematic approach for analyzing both active and passive
security threats in single and networked systems, an important aspect for the monitoring
of autonomous agents.

While security analysis helps ensure that agents can withstand malicious attacks,
effective monitoring also includes detecting unexpected system faults. Chapter 5, address
this by focusing on fault detection and localization in POPN, providing a natural
complement to the security measures presented in Chapter 4.

Chapter 5 focused on fault detection in PN—modeled systems under conditions of
partial observability. The evolution of markings of POPN was modeled using a descriptor
system framework. Building on this foundation, an observer—based methodology was
developed to detect input faults using the information provided by available place and
transition sensors.

Furthermore, fault isolation was also addressed in detail. Residual signals were
constructed to isolate and identify the specific faulty channels, providing precise
information about the location of the fault within the system. This capability is crucial
for timely corrective actions and enhances the overall reliability and maintainability of
autonomous agricultural systems, such as sensor networks or robotic machinery.

A numerical example was presented and simulation results were analyzed to show that
proposed fault detection and isolation algorithm can be used effectively and efficiently in
POPN. Suggesting that the combination of the observer—based framework with residual
signals proves to be a reliable method for monitoring DES modeled as POPN, even when
full system information is not available.

It should be noted that, although POPN naturally arise in distributed or multi—agent
settings, the technical development in this chapter focuses solely on single—system fault
detection and does not explicitly address multi-agent coordination or interactions. The
results presented in Chapter 5 provide an effective and efficient means of addressing faults
in DES.
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To conclude, this thesis addresses the control, coordination, and monitoring of
autonomous agents applicable to agricultural applications. Chapter 3 develops robust
strategies for controlling nonlinear MAS and achieving coordinated consensus among
them. Chapters 4 and 5 investigate monitoring, addressing both security issues and fault
detection to ensure that these systems can operate reliably and withstand unexpected
disturbances. Altogether, the results form a comprehensive framework for designing
autonomous agricultural systems that are resilient, efficient, and capable of performing
safely under uncertain and challenging conditions.

6.2 Research Publications

The work carried out in this thesis has led to a number of scholarly contributions, including
papers that have been published, submitted, or are planned for submission. The following
section provides a categorized list of these contributions, highlighting how each relates to
the goals and findings of this research.

e B. Bushra, E. De Santis and G. Pola, “Security and Localization of Cyber Attacks
in Finite State Machines”, IEEE 20th International Conference on Automation
Science and Engineering (CASE), Bari, Ttaly, pp. 2659-2664, 2024.

¢ B. Bushra, E. De Santis, M. D. Di Benedetto and G. Pola, “Observer Decomposition
for Finite State Machines and its Application to Opacity”, IEEE 63rd Conference
on Decision and Control (CDC), Milan, Ttaly, pp. 4443-4448, 2024.

e B. Bushra, E. De Santis and G. Pola, “Decentralized Attack Detection and
Localization for Finite State Machines”, IEEFE 6/th Conference on Decision and
Control (CDC), 2025, accepted for publication.

e B. Bushra and M. Djemai, “Fault detection and Isolation in Partially Observed
Petri Nets”, to submit.

e B. Bushra, E. De Santis, M. Di Ferdinando, S. Di Gennaro and P. Pepe, “On the
Consensus Problem of Nonlinear Multi-Agents Systems via Digital Controllers”,
International Journal of Robust and Nonlinear Control, Special issue on Multi—Agent
Systems with delays and Networked Control Systems on IJRNC, submitted.

6.3 Future Work

Although this thesis has addressed key aspects of control, coordination, and monitoring
of autonomous agents, there are still many opportunities for further research and
development. Real-world challenges, such as enhancing system scalability, handling
multiple simultaneous attacks, managing hybrid or partially observed systems, and
integrating diverse types of agents, were only partially addressed or left for future
investigation. Extending the current methods to tackle these challenges could improve the
reliability, efficiency, and adaptability of autonomous systems in practice. The following
paragraphs highlights these potential directions in more detail, offering a roadmap for
future research that builds on the foundations established in this thesis while addressing
open challenges in creating robust, resilient, and intelligent autonomous systems.

While the proposed control and coordination strategy demonstrated promising results
in managing state delays, future research could extend the framework to address input—
output delays, which are common in practical systems. Handling such delays would make
the control design more comprehensive and applicable to a wider range of real-world
multi-agent scenarios.

In the case study, the presented controller was applied to a swarm of UAVs operating
under communication and actuation uncertainties. However, in many real-world
applications involving autonomous coordination of UAVs or drones, it is also necessary
to ensure obstacle avoidance and safe navigation in dynamic environments while still
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achieving cooperative objectives. Extending the proposed approach to incorporate these
aspects represents another promising research direction.

Finally, an important direction for future work is to apply the proposed control
strategy to MASs where the network connections can change over time. In such systems,
links between agents may be disrupted or re-established due to movement, environmental
conditions, or communication limits. Exploring how the framework performs under these
conditions would give a better understanding of its stability and robustness, making it
more suitable for practical, large—scale cooperative systems.

Looking ahead, future research in security analysis could focus on expanding the
current framework to handle multiple simultaneous attacks on actuators, sensors, or
communication channels. While the present methodology focused on the case where only
one channel is compromised at a time, real-world systems often face coordinated attacks
targeting several components at once. Developing detection and localization strategies
capable of managing such scenarios would make the approach more robust and practically
relevant.

Another promising direction is to look at larger and more complex networked systems,
where many agents interact and communication links can change over time. Studying
how attacks might spread in these dynamic environments, and making sure that detection
and localization methods continue to work effectively, could offer important insights for
building more resilient autonomous systems.

Finally, future work could focus on making the analysis of large FSMs more scalable
and efficient. While sub—observer and switching observer methods already help to
manage complexity, further improvements like better observer designs, model reduction,
or hierarchical approaches could make it possible to study even bigger networks of agents,
such as swarms of UAVs or teams of cooperative robots, in real-world situations.

The findings presented in this work on fault detection in POPN-modeled systems
could be expanded in several interesting directions. One possible extension is toward
dynamic or reconfigurable networks, where the structure of the system can change or
adapt in response to faults or evolving conditions. In this thesis, the focus was mainly
on fixed network structures and on fault detection and isolation. Exploring adaptive
networks and developing fault—tolerant control strategies would be a valuable next step.

It would also be worthwhile to study stochastic PN that include varying state counts
or non—uniform switching times. Such models could capture more realistic scenarios,
for instance when agents are activated or deactivated during operation. Handling these
dynamics would improve the reliability of fault detection in complex and evolving systems.

Another important direction is to perform a robustness analysis, evaluating how
sensitive the residual signals are to disturbances that are not caused by faults. This would
help determine how well the method performs in uncertain or noisy environments. The
approach could further be extended to detect multiple faults occurring simultaneously,
for example by using non—binary signature matrices or orthogonal separation techniques.

In addition, exploring decentralized observer designs for distributed multi—agent
networks could make the detection process more scalable and less dependent on centralized
coordination. Finally, it would be interesting to look into hybrid systems that combine PN
with continuous dynamics, which could open the door to applications in cyber—physical
and real-world control systems where discrete and continuous behaviors interact.

Finally, in this thesis, control and coordination, security analysis, and fault detection
for networked autonomous agents were studied separately. A promising direction for
future work would be to bring these pieces together into a single, unified framework. This
could allow autonomous systems to operate more reliably and robustly, coordinating their
actions while staying protected against attacks and able to detect faults quickly, all within
the same platform.
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Appendix A

A.1 Proof of Theorem 3.3.1

Firstly, two useful lemmas are provided which will be helpful for proving Theorem 3.3.1.
In particular, the following lemmas are based on Lemma 13 and Lemma 14 in [28] which
are here suitably revised in order to cope with nonlinear time-delay MASs affected by
exogenous known disturbances r;.

Lemma A.1.1

(See Lemma 13 in [28]) Let Assumption 3.2.1 hold. Let k be the function defined
in (3.20) with given positive real w. Let v be an arbitrary positive real and
D = (—v,7)™ C R™. Let a4 be the function of class K defined, for s € RT, as
follows ( 12
v +np)s
ot - LD
where 1, v and p are the positive reals in Definition 3.2.3. Then, for any ¢, € C", for
any ¢, € CP and for any d € D the following inequality holds:

VD+V(¢27 ¢7'a ];(Cézv ¢7) + d)~
+nmax{0, D" p o Vi(dz, br, k(¢z, br) + d) (A1)
+pp o Vi(9:(0)} < alnue 2p o f1(]|¢:]l00)) + ca(d]).

O

Lemma A.1.2

(See Lemma 14 in [28]) Let Assumption 3.2.1 hold. Let the functional V3, V., and
Do as defined in points (f.1), (£.2) and (£.3) of Section 3.2. Let «;, i = 1,2,, be the
functions of class Ko defined in (A.6). Let a3 be a function of class Ko, for s € R,
as

as(s) = (Io — a)(nue™"2p o f1(s)),
where 31 is the function of class K, related to the smooth separability property of the
functional V' and & is the function in Definition 3.2.3. Let vy be an arbitrary positive
real and D = (—~,v)™ C R™. Let oy be the function of class Ko, in Lemma A.1.1.
Then, the following conditions hold:
(C'l) al(”¢z”oo) < Voo(d)z) < 042(||¢z||oo)7 Vo, € Cﬁ;
(c.2) the function (¢, ¢r,u) — Doo(¢z, ¢r,u) is Lipschitz on bounded subsets of
C" x CP x R™;
(C-3) D+Voo(¢z,¢r7u) < Doo(¢27¢7‘au)7 Vo € Cﬁa Vo, € Cﬁv Vu € Rm;
(c4) Doc (02, b k(2. 6) + d) < —as(d:llo) + au(ldl), Vo € C*, Vo, € C7,
Yu € R™, Vd € D.

O

In the following, the structure of the proof provided in [22] (see Theorem 1 in [22])
and, based on the stabilization in the sample-and-hold sense theory [26], [27], [29], will
be suitably adapted to cope with the stability analysis of the QSE closed-loop system
(3.5)-(3.22). Differently from [22], here known exogenous disturbances, introduced to
characterize, for instance, tracking control problems, are considered. As a consequence,
the proof used in [22] cannot be directly applied here and the development of a new
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devoted proof is required. See, just to provide an example, steps 1)-10) in the proof of
Theorem 1 in [22] and steps 1)-10) here provided. We highlight also that, as in this paper,
the consideration of known exogenous disturbances turns out to be very helpful also in
the context of MASs to characterize consensus problems which, in [22], are not considered
at all.

Let:
1) Ry, Ry, be any positive reals, 0 < Ry < Ro;
2) a, @i, it € (0,1] and o € (0,1) be arbitrarily fixed;
3) the function 7; be arbitrarily chosen such that (3.9) is satisfied, ¢ be any positive real

~ 0
and 20 € Wh>n Ch, satisfying esssup ‘dzdée)‘ <gq
9€[-A,0]
4) ey, es, E be positive reals satisfying:

0<ez<er1 <Ry <Ry<E, ai(E)> as(Ry),a1(Ry) > as(er); (A.2)
5)

E1:E—|—€, E2:E1—|—1, ’3/7.:’77.—{—17
L= s |k(ei6]) — k(s5,45)],
| #i€CR, $5€CE, $TECE  ppect
L= ?up - |k( §7¢{)_k(¢§;¢§)|a

$7.03€Ch 07 05eCt
L= - SUP ~ |k( T’d)q)_k(asqusg”a

$7€Ch,  93€Ch 9T BFECT (A.3)
D=d+é+p+ap+L+L+1L,

= 2
0> o =maxd1, LWL
oas(es)

U= sup |k(¢,00)|, U=U+1+d.

$-€Ch . preCl

6) M, Lp, Lg be positive reals such that the following inequalities hold, V¢$, ¢35 € ngv
Vo, ¢y € Cf% and Yui, us € B%h:

15(¢3, 81) — 5(¢3,8%)| < Ls([|6F — 3 loc + (|67 — dh[[c),
Do, 6%, ut) — Doo (95, 95, u2)| < L (167 — @5 oo + 165 — @blloo + ur — us);
(A.4)
7) ¢ = max{q, M} with M the positive real in (A.4);
8) B =woag(ez) — M;
9) 0, pz, iy, by be positive reals and ¢, g, be state quantizers with ranges Ey, 7, and
error bounds ., p, such that:

0 <min{l,A}, 0<pu, <1, 0<p, <1, ex+IM<e,

2 36 i
oa(Ry) > anlen) + 220 Lo(035 +93u,6) < £ Ry oM < B,
g > 2wLp(2 4 ) (py + 2G0 + 27410 + 3p. + 3pr),
qz (20) QT'(fO) A 5
sup S(Plfla,é( : 7w>713lpa6( : ,w)) (&.5)
Z0,....,21EBY, - Y ~
Fo,...,ﬁGBg: QZ(ZI) QT(TI)
20 To ~
- S<Pl?a,6 ( 7U)> ) Plz?a75 ( ,’lU)) < g» Yw € 72711,5'
Z1 g
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10) g, be an input quantizer with range U and error bound .
Let us consider a partition m,s5. Let B : N — R™+D Br . N — RPU+D and
B :N— R be defined (recursively) as

0) + e0(0) 2°(0)
B5™(0) . BiO)=| |,
+ 20(t_y)
’I"Q(T)7 [ A 0}
o(t l TO(—A), [t l,—A]
-0 ao(r) — 20(7) + eo(7), 6[—A,0],
2 (1) +eo(T) = {ZO(_A) + eo(—A), €ty —A]’ (A.6)
ZO(T) _ 20(7)7 T € [-A,0]
1 2%(=A), Teft,-A]’
BéJre( ): (Z(tjz)l—;f] (0)> + (?;;i;b (g)ln n) Bnge( 1)’
it = (502) + (o g ) s
5500 = (gued) + (e ) B30 =1

In the following, we denote:

P =P, 5(B5(i), Br(4)), Pj =Pl s(B5(j), Br(j), P;**:= P, s(B& (), Br(j)

Firstly, we notice that for any

<0

i=|:|, zeBy i=o0,...,1,
Z

and for any

€0

~ . ~ 7 .

e=|:1, &eBy, i=0,...,1,
€l

we have
|2i+éi‘§E1, 1=0,...,1,

and consequently, for any w € T 4 s,

1Ph,0,5(% + & w)l[co < En.

Moreover, for any

I3
I

. HReBr, i=0,...,1

we have
lg.(%)| < By + 1 = Ex,

%0
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and thus, for any w € 74,5,

QZ(ZO>
HPl,a,5 : 7wH < Es.

qz (Zl)

From these considerations, it follows that
1P5 o < B1, 1P oo < B

Similarly, for any

we have, for any w € T 4,5,
1P g 5 (7)o < i
and
g ()| <Y +1=%, i=0,....1

which implies

qr (7o)

pra,é : ’wH < r-

ar(71)

Hence,

1Pilloc < s IIPG7 oo < Ar-

Finally, for any d € Bg”, we have

Qu('ELO) +de BgL

Let us consider the solution of the QSE closed-loop system (3.5)-(3.22).

We show first that the solution exists in [0,¢;]. Otherwise, by contradiction, if the
solution blows up, there exists a time 7 € [0,¢1) such that |z2(¢)] < E, t € [0,7), and
|z(7)| = E. But, from (A.4), (A.5), for ¢t € [0, 7], the inequalities hold:

12(8)] < |2200)| + [y |F(20,70) + G(20,70) (qu(fi0) + d(0))|d8 < Ro +6M < E. (A7)

Thus, taking ¢ = 7, the absurd inequality arises ¥ < E. Therefore, the solution exists
in [0,1] and, by (A.7), it follows that z, € C, t € [0,t1]. Let W (t) = wVo(21), t € [0, 1],
with Vo : C" — R* provided in Lemma A.1.2. Taking into account (3.9), point (c.3)
in Lemma A.1.2 and Steps 6), 9), 10), for any fixed ¢ € (0,¢], for some ¢* € [0,], the
following equalities/inequalities hold:

W (t) = W(0) = [o wD*Vig(2r, 7+, qu (o) + d(7))dr <
1 -

t(t fot WD oo (2, Try qu(g) + d(T))dT> =

twDoo (24, e+, qu (o) + d(t*)) = -

Do (240 70 @) + () — 8D (20, 70, g + d(t))+ (A8)

twDoo (20, 70, o + d(t*)) — twoDeo (20,70, Uo + d(t*))

+twoDeo (20,70, To + d(t*)) < )

twLp(2G6 + 2740 + pu) + tw(1 — 0)Doo (20, 70, to + d(t7))

+twoDoo (20, o, U + d(t*)),
where, d(t*) = d(t*) if t* <t; and d(t*) =lim,_,,- d(t) if t* =t; and, by suitably repeating
the reasoning in [146] (see, also, [30]), ||zt+ — 20llco < 2G0 and ||re= — rolloo < 294-6. Now,
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Proof of Theorem 3.3.1

we notice that, P§ € CL, Pj € C,gr, Pite € CL and P§* € CR , Pi" € Cf;r. Then, taking
into account (A.4) and (A.5), the following equality/inequalities hold:

S(PE Bg) — S(PEF P =

|S(PF, 5(BE (0), B (0)), P, 5(B% (0), B (0)))—
S(PT, 5(BE(0), B7(0)), P}, 5(B5(0), Br(0)))| <
|S(P5,P5) — S(2°,10)| < Ls (P — 2°lloe + [P§ = 7olloc) <
Ls(240 + 274,0) < —

SRS

where, by a similar reasoning to the one in [146], ||P§ — 2% s < 246 and ||Pf — rolloc <

274,9. Taking into account (A.3) and (A.9), let v; € Bf*, i =1,---,6, be such that:

k(PG PE) = k(P5T,Pp) + Lo,
k(Pg+67P6) = k(P(Z)aPS)_JF Luvs,
k(Pg,Py) = k(2°,7) + Lus, )

ﬂ%ﬂWW—S@?SW)f%% (A.10)
ﬂW“PU—ﬂ%P@+5m
S(P3, L) = S(2°, ) + gUG.

Then, taking into account point (c.4) in Lemma A.1.2 and (A.10), the following
equalities/inequality hold:

To,uO -l—d(t*)) =

To, (]P)gzqu’)""_d( ))

To, (szqu’)_ws(ﬁbgzﬂpq’)'i_d( ))
T

o0

o0

Do (29,
Do (29,
Do (29,
Doo(2°,

o 0, k(2°,70) — wS (2, TQ) + Lvy + Lvy + Lus (A.11)
—fivg — pws — g + d(t*)) <
(v +np)D?

—ag([20]) +

From (A.8), taking into account (A.5) and (A.11), for ¢ € [0,¢1], the following inequality
holds
W (t) — W(0) < twLp(2G0 + 2746 + pa)
(v +np) D?
—twoaz(]|2°]|e0) + 1 1 < (A.12)
(v + np)D?
1 .
Let us now consider the following two cases: 1) [|2%]|0 < €25 2) [|2°]|cc > €2. As far as
case (1) is concerned, by using again the first inequality in (A.7) and from (A.5), the
following inequality holds, for any ¢ € [0, ¢1],

gt — twoaz(]|2°]| ) +

[2(t)] < ea + M < ey.
From point (c.1) in Lemma A.1.2, it follows
W(t) < wag(er), t €[0,t1].
As far as case (2) is concerned, we have that

(v +np)D?

5 > —woag(| o) +

Therefore, from (A.5), we have, for any ¢ € [0,1],

W(t) < W(0) + gt Bt =W(0)— %ﬁt.

Let us introduce the following claim, which will be proved later.
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Claim A.1.1
The solution z(t) of (3.5)-(3.22), exists in [0, +00) and, furthermore, z; € C, Vt >
0. O

Notice that, taking into account the control input in (3.22), Claim A.1.1 and the same
reasoning used in the first interval [0, ¢;], for any d € Bg’, qu(ti;) +d € ng, j=1,--

Let W(t) = wVx(2t), t € RT. Taking into account the reasoning used in the interval
[0, 1], points (c.3) in Lemma A.1.2 and Steps 6), 9), 10), for any fixed ¢t € (¢;,t;41], j > 1,
for some t* € [t;,t], the following inequalities hold:

W ()~ W(t;) < wlt - t;)Doczae, e qu (i) + (7))
< w(t = 1) (Doo (210 710, u(3s,) +(17))

~Doo(2t;, 7, Ui, +d(t*))+Dso (2t;, 78,5 U, +d(t*))

— Do (21, 71,11y + A(t*)) + 0 Do (21,74, il + d@*))) < (A13)
w(t —t;)Lp(2G6 + 2yar + pu)

+w(t — ;) (Doo(ztj Ty g, +d(t) —0Doo (21, 1t Uy +d(t))

+0 Do (21,74, 1 + d(t*))),

where, d(t*) = d(t*) if t* <t; and d(t*)=lim, ,, d(t) if t* =t; and, by suitably repeating
the reasoning in [146] (see, also, [30]), ||z —Jztj||oo < 236 and |1 — rolloe < 29450
Taking into account (3.9) and Claim A.1.1, we notice that, P? € Ci, P} € CL | IE”?+e €Cq
and P € Ch., Pire€Ct ,j=0,1,---. Then, taking into account (A.4) and (A.5), the
following equality /inequalities hold:

|S(PI, PI") — S(B5F, )| =

ISP, 5(BE (), Br(i)s PR s (BL ), BrG))—
S(P, 5(B5 (i) Br (i), Pl s(B5 (), Br(i))| < £
|S(P3, BY) — Sz, 71,)| < Ls(IPF = 2, lloo + IPF, = 71, lo0) <

777
Ls(2G0 4 274,0) < g,

(A.14)

where, by a similar reasoning to the one in [146], [|P7 — 2, [loc < 2¢6 and [P}, — 1y, [loc <
274-6. Taking into account (A.3) and (A.14), let v; € Bf*, i =1,---,6, be such that:

k(P2 PI") = k(P7¢, P)) + Ly,
(IP’”E PT) = k(IP’J ) + Lvg,
(P§7P§) = k(ZtJ , Tt]) + LU37
S(P% P S IP’Z+€ P ﬁ A.15
( J 077 ) ( ) wv47 ( )

z+e v
Szt pr)

S(P=,P7) + z .,

7770

S(Pz,PY) = S(ztj,rtj) + gvg.

Jr7a

Then, taking into account point (c.4) in Lemma A.1.2 and (A.15), the following
equalities /inequality hold:

(v +np)D* (A.16)

Do (2,715, U5 + d(t)) < —az([lzt;[lo0) + 1
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Moreover, taking into account (3.22), (3.26) and (A.13), we have that

W (Doo(ztj o, 4 d(t)) — 0Dag (21,07, 5 + d(t*)))

w(l - U)Doo(th,th,ij + J(t*)) Z] = j)

- (A.17)
_ w(Doo(zt].,rtj,ﬂij_l+d(t*))
—UDW(th,th,ﬂj+d(t*))) Z] :ijfl-
Taking into account (A.16), if i; = j (trigger), the following inequality holds:
W(1 = 0)Doo(2t,,7¢,, Ui + d(t*)) <
(v + 1p) D? (A.18)

—w(l=o)as(lz;llec) + (1~ 0)—

In the case that i; = i;_1 (no trigger), the triggering condition (3.26) is false and,
consequently, the following inequality holds:

Doo (PF, P4, qu (i, _, )

J 77

(A.19)

For simplicity in the notation, in the following we will call with: Wy (¢.,¢,,u) the
function DTp o Vi(¢,, dr,u) + up o Vi(4,(0)) and with Wy(e,, ¢y, d) the function

d V;

' =L G (¢, ¢r)d. Taking into account (3.21), the following
A |s—vi(6.(0)) 9% l:=6.(0)
equalities hold

Doo(ztj ) th ) ’[L’L-jfl + J(t*~)) =
DTV (24,1, iy, +d(t7)) — npVs(z;)
+nmax{07 qjl(zthth?ﬂij—l =+ d(t*))} =
oV ~
vDVV (20,1 i, ) + v — G (z4,,71,) d(t*)
FRRRZ) J 9z m(ty) J ~.7
—npuVs(ze,) +nmax{0, Wy (2, e, Ui, , +d(t*))} (A.20)
+1n maX{Oa \Ill(th y Tt ’aij—l )} _ nmaX{O7 \I/]_(th y Tt ﬂ/ijfl)}
oV, ~
:Doo(zt.77"t.,’lli.7l)+yil G(Zt.77"t.)d(t*)
AT i 9z 2ma(ty) i ~J
—|—7’] H?laX{O7 \Ifl(th 5 ’f‘tj 5 ﬂijfl) + \IJZ(th 5 ’I"tj 5 d(t*))}

—nmax{0, Wy (2,74, Ui, )}
Moreover, by exploiting the same reasoning used in (A.20), we have that

DOO(th ) rtj ) ﬂj + J(t*)) =
_ oV o
Doo(th,T'tj,Uj)“‘VE ( )G(ztj,rtj)d(t )
z=2z(1; -
+n maX{O, \Ill(ztj y Tty ﬂj) + \IIQ(th y Tty d(t*))}
—nmax{0, Wy (2,7, U5)}

(A.21)

94



Proof of Theorem 3.3.1

Then, taking into account (A.20) and (A.21), the following equality/inequality hold:

(Do ety iy +d(E))
—O'DOO(th,Tt].,ﬂj + g(t*))) =
w(DOO(ztj7th ) ’aij,1> - O-DOO(th ) rtj ) aj))

2% ~
! G (th s ’f’tj) d(t*)

+wr(l—0o) —
z=z(t;)

Ox
ern(max{o, Wy (2,071, 6, ) + Ualzr,, 1y, d(t9))}

—max{0, ¥ (z,, th,ﬂij_l)}> (A.22)
—i—wan(maX{O, Wy (2,78, 15)} — max{0, Ui (z,, 7y, 0y)

+\I/2(ztj,7‘tj,d(t*))}) <

w (Doo(ztj y Tty ﬁij_1) - JDOO(th AT ﬂj))

+wr(l — o) o G (z1,,71,) d(t*)
0z z=z(t;)
-| oVi
+4w(1 + o)npd| — G (z,,71,) ‘
07 |omaity)

From (A.15) and (3.19), we notice that

oV,
aiml G (th’rtj) = S(th’rtj)T =

z=z(t;) . (A.23)
S(]p?z’Pgr)T _ pvy + 625 + g .

Taking into account (A.23), from (A.22), the following inequality holds:

W( Doo (2,5 7e,, Uiy, + d(t*)) — 0Doo (21,71, Uj + (i(t*))) <

w DOO(th,th7a7;j,1) - O.DOO(thﬂﬁtj?aj))—"_ (A24)
7 _ = qdz qr [)' + e + /3'
w(d(y(l o) +4np(1 + ) (IS (Pe, PI)| + 8 ))

Then, taking into account (3.27), (A.4) and (A.24), the following inequalities hold:

W(Doo(th,th,ﬂij71 + J(t*)) - O-DOO(th’th,ﬂj + J(t*))> <
w(Doo(zt]. T,y ) — oDoo(ztj,rtj,ﬂj))—i—

W(J(V(l — o)+ dnp(1 + o) (IS(BY By + WD

J 77

0 (Doc (B P, (i, ,)) — Do (P, P, 0 (1))

Do (I, BY qu(i,,)) + 0D (BY PY", (1)) ) <
w(Doo(ztj,rtj,ﬁijfl) — aDoo(ztj,rtj,ﬂj)) —3w(l+0)Lpe

+w( — Do (P, PV, g, (i, ,)) + UDOO(IP’?z,]ID?T,qu(ﬂj))) <
—3w(l+o)Lpe+w(l+0)Lpu,

(1 + o) Lo ([P — 2, oo + P — 14, lloc) <
w(l+0)Lp(|PF — P57 + P57 — P2 + P — 2, |0

PP — BF £ =7y o)

—3w(l+o0)Lpe+w(l+0)Lpp, <
—3w(l+o)Lpe+w(l+0)Lpi,

+w(1 4+ 0)Lp(2G0 + 2940 + 31 + 3pr + 3€) <
w(1+0)Lp(pu + 240 + 27476 + 3pz + 3pr.).

(A.25)
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Then, taking into account (A.19), (A.25), from (A.17), we have that, for j > 1, the
following inequality holds:

w<DOO(th ) thv’&'ij + CZ((J"*)) - O-DOO(thartjaﬂj + J(t*))) S
w(140)Lp(pu + 240 + 27ard + 3p1z + 3pur) (A.26)
= 2
s

From (A.13), and taking into account (A.5), (A.26), for ¢ € [t;,t;41], § > 1, the following
inequality holds

W(t) < W(tj) + (t - tj)g = (t = ty)owas(|l2t; ) N
(v +np)D* 20

+(t—tj) 1

(2) in [0,t1]), for any t € [t;, tj41], j =0,1,..., we obtain:

Then, taking into account of both cases ||2¢,[|oc < €2 and [z, ||oo > €2 (see cases (1) and

W (t) < (W(t;) — %B(t — ;) H (|2 |00 — €2) (A.28)
+wag(er)Ho(ea — ||Zt,~ lloo)-

The symbols Hy and H denote Heaviside functions defined, for s € R, as follows: Hy(s) =1
if s>0,Hy(s)=0if s <0; H(s) =1if s >0, H(s) =0if s <0.

Notice that, by induction reasoning with (A.28), for any integer j > 0, the inequality
holds W (t;) < wasa(Rp). From here on, by suitably exploiting (A.28), the same steps used
in the proof of Theorem 5.3 in [29] can be properly repeated, in order to prove that the
solution z(t) of the closed-loop system (3.5)-(3.22), exists for all ¢ € R* and, furthermore,
satisfies z; € C%, Vt € RT (Claim A.1.1 holds true) and 2, € Cgf, vVt > T, with

- 3W(X2(R0)
T — T

The reader can refer to steps from (5.15) to (5.23) in [29] with kg = [%%27;;%")] + 1. The
proof of the theorem is complete.

+1. (A.29)
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