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Critical Observability Verification and Enforcement
of Labeled Petr1 Nets by Using Basis Markings

Xuya Cong, Member, IEEE, Maria Pia Fanti, Fellow, IEEE, Agostino Marcello Mangini, Member, IEEE,
and Zhiwu Li, Fellow, IEEE

Abstract—A discrete event system is said to be critically
observable if the observer can always determine whether the
current state necessarily belongs to a set of critical states. This
paper focuses on two issues related to the safety and security of
discrete event systems, namely critical observability verification
and enforcement of labeled Petri nets. First, given a bounded net,
we verify its critical observability by using basis markings and
solving some integer linear programming problems, thus avoiding
the enumeration of the full state space of a net system. Moreover,
for a non-critically observable net system, we obtain a feasible
stop-free event set from a twin basis reachability graph such that
a valid control policy can be always found, if the feasible stop-
free event set is non-empty. Finally, according to the feasible
stop-free event set, a set of disabled edges is generated, and
an online control policy is developed based on the supervisory
control theory, which guarantees that the closed-loop system is
critically observable and deadlock-free.

Index Terms—Discrete event system, Petri critical

observability, supervisory control.

net,

I. INTRODUCTION

With the wide applications of the cyber-physical systems,
security and safety become important in safety-critical
applications such as air traffic management systems, where
it is usually necessary to check whether the current behavior
falls into the dangerous or undesired situations. Inspired by
the safety-critical applications in real practice, the notion of
critical observability is initially proposed by De Santis et al.
[1] for linear switching systems.

In the framework of discrete event systems (DESs), the
work in [2] computes all the state pairs to verify critical
observability for finite state automata. By using critical
observers, Pola er al. [3] check critical observability for
networks of finite state automata. Lai et al. [4] introduce a new
observer to check critical observability for max-plus automata.
A recent work in [5] studies the computational complexity
of checking critical observability for both (networks of)
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finite state automata and PNs. Moreover, the work in [7]
touches upon the critical observability for (networks of) finite
state automata at a given time step. Recently, our paper
[6] uses integer linear programming (ILP) to check critical
observability for a bounded and live labeled Petri net (LPN).

For a non-critically observable system, an interesting and
significant issue is to enforce the critical observability of the
system. According to the notions of critical observability,
the sensor selection or activation mechanism [8—10] for
diagnosability or prognosability enforcement can also be
adopted to enforce critical observability. By using such
methods, it is necessary to deploy additional new sensors
in a net system, which is not economic or even impractical.
In this case, supervisory control theory [11] is selected as a
feasible avenue to enforce diagnosability of an LPN without
adding new sensors to a plant. Based on the supervisory
control theory, several works [12—14] deal with diagnosability
enforcement, called active diagnosis in the framework of
automata. More precisely, Sampath et al. [12] initially propose
an approach to break the indeterminate cycles in a diagnoser.
Yin and Lafortune [13] develop a supervisor that can achieve
the safety, non-blockingness, and maximal permissiveness of
the closed-loop system, which is useful in diagnosability
enforcement. Moreover, Hu et al. [14] present an online
control policy to enforce diagnosability by exploiting the
structure of a verifier and a feasible stop-free set in the verifier.

Different from an automaton model, few works [16, 17]
address the problem of active diagnosis in the framework of
PN that have become a standard model for the study of DESs.
In particular, the work in [16] presents a method to enforce
diagnosability of the interpreted PNs by using a regulation
circuit controller. In addition, a recent work in [17] develops
a new structure called a quiescent basis reachability graph
(QBRG), and builds its corresponding Q-diagnoser to obtain
a diagnosability enforcing supervisor for the LPNs.

This paper proposes two new methodologies to verify and
enforce critical observability of a bounded LPN system by
using basis markings. Hence, the aim of the paper is to address
the research gap between automaton models and PN languages
that have been largely defined to represent the behaviour
of DESs [17, 19]. The main contributions of this paper are
outlined as follows.

1) An approach is proposed to check critical observability
by using basis markings and solving some ILP problems,
which circumvents enumerating all the reachable
markings or all the minimal T-semiflows of an LPN.
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2) To the best of our knowledge, it is the first work to
enforce critical observability of LPNs, which has not been
studied in the literature.

3) By computing a feasible stop-free event set in a twin basis
reachability graph (twin-BRG), the closed-loop system
is critically observable and deadlock free. Moreover, we
also prove that the closed-loop system is maximally
permissive under a particular condition.

4) By applying the proposed online control policy, we avoid
the construction of a whole observer for designing a
supervisor.

The remainder of this paper is organized as follows. Section
II recalls some basics of LPNs and BRGs. Section III presents
a method to verify critical observability based on twin-
BRGs. In Section IV, we formulate the problem of critical
observability enforcement of LPNs. In Section V, we analyze
a stop-free event set and propose a method to compute a
feasible stop-free event set. Section VI provides an efficient
online control policy to enforce critical observability. Finally,
Section VII concludes the paper.

II. PRELIMINARIES
A. Labeled Petri Nets

Let N be a set of non-negative integers. A PN [18] is a four-
tuple PN = (P, T, Pre, Post), where P is a set of m places,
T is a set of n transitions with PUT # () and PN T = ),
Pre: PxT — Nand Post : P xT — N are the pre- and
post-incidence functions that specify the arcs from places to
transitions and transitions to places in a net, respectively. In
general, Pre (Post) can be represented by an m X n matrix
indexed by P and T'. The incidence matrix of a PN is defined
as C' = Post — Pre. Given a place p € P, its input and
output sets are defined as *p = {t € T|Post(p,t) > 0} and
p® = {t € T|Pre(p,t) > 0}, respectively. The notions for *¢
and t* are analogously defined. An acyclic PN indicates that
there are no oriented cycles.

A marking is a function M : P — N that assigns to each
place a non-negative integer number of tokens. Similarly, a
marking M can be represented by an m-dimensional vector
indexed by P. A PN system (PN, M) is a net PN with an
initial marking Mj. A transition ¢ is enabled at M if M >
Pre(-,t). The firing of a transition ¢ at M leads to marking
M’ = M + C(-,t), which is denoted as M [t)M’.

Marking M is said to be reachable from M, if
there exist a transition sequence o = tjiy---t; and
markings My, My, ..., Mi_1 such that My[t;)M;[te) Mo
-+« My_1[tg)M holds, denoted as My[o)M. We write it as
My[o) if the destination marking is of no interest. The vector
J» is the firing vector of o, ie., ¢,(t) = k if transition
t appears k times in o, where T is the Kleene-closure
[19] of T. The set of all reachable markings from M is
denoted as R(PN, My). A net system (PN, M) is said to
be bounded if the set R(PN, My) is finite. A marking M is a
deadlock marking if no transition can fire at this marking, and
(PN, My) is said to be deadlock-free if there is no deadlock
marking in R(PN, My). The set of all sequences that can fire
in (PN, My) is defined as L(PN, My) = {o € T*|My|o)}.

An LPN system is a four-tuple G = (PN, My, E, \), where
(PN, M) is a PN system, E is an alphabet (a finite set of
labels) and A : T'— E'U{e} is a labeling function that assigns
to each transition ¢ € 7' either a symbol from E or the empty
word e. Moreover, T is partitioned into 7' = T, U T,,, with
T,NTy, = 0, where T, (resp. Ty,) is the set of n, (resp. nyo)
observable (resp. unobservable) transitions. For any transition
t eT, ift € T,, then A(t) € E; otherwise A\(t) = &. In
an LPN, the same label can be associated with more than
one transition. The unobservable reach of M is defined as
UM)={M" e N"Jo, € T}, : M[o,)M'}. Given an event
e € E, T(e) represents its corresponding set of transitions,
ie., T(e) = {t € T|A(t) = e}. Moreover, given an event
set E; C E, we use T(E;) to denote the set of transitions
associated with F;, i.e., T(F;) = {t € T|\(t) € E;}.

Let w denote the label sequence associated with a transition
sequence 0 € T* such that w = A(o) by extending the
labeling function as A : T* — E*. Given an LPN system G =
(PN, My, E, \), we define the language generated by system
G as L(G) ={w € E*|Jo € L(PN, My) : Ao) = w}. For
a word w € L(G), let S(w) = {0 € L(PN, My)|\(c) = w}
and C(w) = {M € N™|3o € S(w) : My[lo)M} denote
the set of firing sequences consistent with w and the set of
markings consistent with w, respectively.

Given an LPN system G = (PN, My, E,\) with PN =
(P,T, Pre, Post), we denote by PN’ = (P, T’, Pre’, Post’)
the unobservable subnet of G, i.e., the net is obtained by
removing all transitions in 7T, from PN, where Pre’ and
Post’ are the restrictions of Pre and Post to T,,,, respectively.
The incidence matrix of an unobservable subnet is denoted by
C, = Post’ — Pre’.

B. Basis Reachability Graph

Definition 1: [20] Given a marking M and an observable
transition ¢t € T,, we define:

o X(M,t) = {0 € T:|3M' € N : M[oyM' A M’ >
Pre(-,t)} as the set of explanations of ¢ at M and
Y(M,t) = {y, € N'e|do € E(M,t)} as the set of
e-vectors;

o Ymin(M,t) = {0 € X(M,t)|fo’ € S(M,t) : 4 S
U-} as the set of minimal explanations of ¢ at M and
Yiin(M,t) = {g, € N™e|Jo € %,,;n(M,t)} as the
corresponding set of minimal e-vectors.

Definition 2: [21] Given an LPN G = (PN, My, E, A), its
set of basis markings Mp is a subset of R(PN, M) such
that

1) My € Mp;

2) VM € Mp, Vt € Ty, Vi, € Yiin(M,t), M' = M +
Ci,t)+Cy yr = M € Mp.

The BRG B = (Mp,E §,My) of an LPN G =
(PN, My, E, \) is an NFA computed by Algorithm 1 in [21],
where the state set is the set of basis markings Mp, the
event set is the set of labels of G, the transition relation is
§ : Mg x E — 2M5_ and the initial state is the initial
marking M. The domain of § can be extended from Mp x FE
to Mp x E* in the usual way. In the following, let T'(M)
denote the set of active events at a basis marking M, i.e.,
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I'(M) = {e € E|6(M, e)isdefined}. For a word w € L(G),
we use Cp(w) to denote the basis marking set consistent with
w, i.e., Cp(w) = C(w) N Mpg. The complexity of building a
BRG is still exponential w.r.t. the number of places and and
the number of tokens in the initial marking [21]. However, due
to the existence of unobservable transitions, the size of BRG
is in general much smaller than that of reachability graph.

IITI. CRITICAL OBSERVABILITY VERIFICATION OF LPNs

This section considers the critical observability verification
of the LPNs. We first present the following two assumptions
that are useful for the application of the BRG-based approach.
Al) An LPN G is bounded;

A2) The unobservable subnet of G is acyclic.

Assumption Al ensures the finiteness of the BRG of a plant.
In addition, Assumption A2 makes the state equation serve as
a necessary and sufficient condition for marking reachability.
In this paper, a set of critical markings Cr C N™ is defined
as a set of discrete markings or a general mutual exclusive
constraint [22].

Definition 3: [5] Let us consider an LPN G =
(PN, My, E,\) and a set of critical markings Cg. G is
said to be critically observable if [C(w) C Cr] V [C(w) C
R(PN, My) \ Cg], for all w € L(G).

Based on Definition 3, given an LPN and a set of critical
markings, we introduce the following definition that is useful
to check critical observability of the LPN.

Definition 4: Given an LPN G = (PN, My, E, \), its BRG
B = (Mg, E,0,My), and a set of critical markings Cg, the
set of fully-critical basis markings is defined as 7 = {M €
MpU(M) C Cr}, the set of partially-critical basis markings
is defined as P = {M € MglU(M)NCr # ONU(M)\Cr #
(Z)}, and the set of non-critical basis markings is defined as
N ={M € Mg|lU(M)NCg = 0}.

By Definition 4, the set of basis markings M p is divided
into three disjoint subsets. More precisely, a fully-critical
basis marking means that it can only reach a critical marking
by firing an unobservable transition sequence, a partially-
critical basis marking implies that not all but some markings
in its unobservable reach are critical, and a non-critical
basis marking represents that none of the markings in its
unobservable reach is critical.

Given a basis marking set Mp and a critical marking set
CRr, we present a proposition that is applicable to compute the
sets of fully-critical, partially-critical, and non-critical basis
markings.

Proposition 1: Given an LPN G = (PN, My, E,)), its
BRG B = (Mg, E,d, M), and a set of critical markings
Cr = {M},..., M3}, a basis marking M € Mg is fully-
critical iff the integer constraint set (1) is infeasible, a basis
marking M € M p is partially-critical iff the integer constraint
sets (1) and (2) are feasible, and a basis marking M € Mp
is non-critical iff the integer constraint set (2) is infeasible:

/\ M+CU'ga7éMcI€7
MkeCr
M+ Cy - s >0, 0

Yo € Ntue

\ M+Cy- iy = MF

MkeCR )
Yy € Nue,
Proof: See the supplementary material in [23]. ]

Note that Eq. (1) can be linearized by the technique in [6],
and the logic OR condition in Eq. (2) can be linearized by
the technique in [26]. In this sense, Eqs. (1) and (2) can be
represented as integer linear constraints. In fact, since Eqgs. (1)
and (2) consider all the critical markings, we need to solve
at most 2|Mp| ILP problems of Egs. (1) and (2) for the
computation of the sets F, P, and N. Moreover, a critical
marking set Cr can be usually described as a generalized
mutual exclusion constraint Cr = {M € N™|w? - M < k},
where w € Z™ and k € Z (Z is the set of integer numbers).
In this case, for a basis marking M € M p, the first constraint
in Egs. (1) and (2) can be rewritten as w? - (M + C,- %)
>k+1and w? - (M + Cy- 7,/)< k, respectively.

In the following, we show a sufficient condition to check
critical observability of an LPN by analyzing its BRG.

Proposition 2: Given an LPN G = (PN, My, E,)), its
BRG B = (Mg, E,d, M), and a set of critical markings
Cr, G is critically observable if there is no partially-critical
basis marking in the BRG B of G.

Proof: See the supplementary material in [23]. ]

In order to obtain a necessary and sufficient condition to
check critical observability, we can use the twin-plant structure
[24] that is shown in Definition 5.

Definition 5: Given an LPN G = (PN, My, E, \) and its
BRG B = (Mp,E,é, M), a twin-BRG is an NFA B =
()(,E]7 (Stw,l‘o), where X C MB X MB, o = (Mo,Mo),
and the transition relation is defined as:

1) X = {(Mo, Mo)};

2) for all (M',M") € X,

{ (M',e,M") €6 {
=

(M" e, M") € §

zeX

(M',M"),e,%) € dt")
3)

where 7 = (M', M")2.

Definition 6: Given an LPN G and a critical marking set
Cr, a state x = (M, M’) in the twin-BRG of G is said to
be critical observability violative if one of the following two
conditions holds:

1) MeP;
2) M e Fand M' e N.

Note that since (M, M') is an unordered pair, it does not
specify the first or the second basis marking in Definition 6.
In the following, given a twin-BRG B = (X, E, §1., 7o), the
set of critical observability violative states is denoted as X,
and the set of states that does not violate critical observability
is denoted as Xy with Xy = X \ Xn.

Proposition 3: Given an LPN G = (PN, My, E,)), its
twin-BRG B = (X, E, 614, o), and a critical marking set Cg,
G is critically observable iff there is no critical observability
violative state in the twin-BRG B of G.

IFor brevity, the domain of &4, can be extended from X x F to X x E*
in the usual way.

2Since the order of two basis markings does not matter to the problem,
(M, M) is defined as an unordered pair, i.e., (M’, M) and (M", M')
are equivalent.



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

Proof: See the supplementary material in [23]. ]
In particular, for an LPN, if the set of fully-critical basis
markings or the set of non-critical basis markings is empty,
we can derive a necessary and sufficient condition for critical
observability by only analyzing its BRG as follows.
Corollary 1: Given an LPN G = (PN, My, E, \), its BRG
B = (Mg, E,d, My), and a critical marking set Cr, suppose
that 7 = () or N’ = 0. G is critically observable iff there is
no partially-critical basis marking in the BRG B of G.
Proof: It directly follows from Propositions 2 and 3. O

to(d  Ps ()

toe) Po ts(@

te®  pu ts()

t:(©

Fig. 1: An LPN G in Examples 1, 2, and 3.
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Fig. 2: The BRG of the LPN in Fig. 1.

(Mo, o) (M, M (M M (M M)
(M, M,) 5 :

Fig. 3: The twin-BRG of the LPN in Fig. 1.

Example 1: Consider the LPN G in Fig. 1, where T, =
{tl, tQ, t4, t5, tﬁ, t7, ts, t107 t13, t14, ﬁ16, t17} with T(a) =
{t1, b2}, T(b) = {ta, t5}, T(c) = {tg, 17}, T(d) = {t10, 113},
T(G) = {t14,t16,t17}, and T(f) = {tg} The BRG and twin-
BRG of G in Fig. 1 are shown in Figs. 2 and 3, respectively.
Given a critical marking set Cp = {M € N'| — M(p1o) —
M(p11) < —1}, by Proposition 1, the sets of fully-critical,
partially-critical, and non-critical basis markings are F =
{M5}, P =10, and N' = {My-My}, respectively. The result
in this example illustrates that Proposition 2 is not necessary

for critical observability: even though there is no partially-
critical basis marking in the BRG, due to the existence of
two critical observability violative states zg = (My, M5) and
29 = (Ms, M3) in the twin-BRG, the LPN is not critically
observable based on Proposition 3. g

IV. CRITICAL OBSERVABILITY ENFORCEMENT
FORMULATION OF LPNS

In the supervisory control framework of LPNs [25], the
event set F/ of a given LPN is divided into two disjoint subsets
F,. and E., where the events in F,. are uncontrollable
and those in E. are controllable. In particular, if a transition
sequence o € L(PN, My) occurs in a plant net, the observer
observes the corresponding event sequence w = A(o) and
obtains a set of consistent basis markings Cp(w). According
to Cp(w), a supervisor permits a subset of controllable events
C(Cy(w)) C E. to be executed, while the occurrence of other
events in E. \ {(Cy(w)) is forbidden. Moreover, the supervisor
cannot disable any transition with uncontrollable label. Once
an event is disabled, all the transitions associated with
this event are disabled. The scheme of critical observability
enforcement is shown in Fig. 4.

(G (w)

A

h J
Labeling
Function 1
w=A(o w

S o

Fig. 4: Critical observability enforcement scheme.

Let (G,() denote the closed-loop system. The language
generated by (G, () denoted by £(G, ¢), is defined recursively
as follows:

1) e € L(G,(); and

2) [w e L(G,¢) Nwe € L(G) Ne € ((Cp(w)) U Ey] <

[we € £(G,C)].

Now, the following part of the paper is to design a control
policy ¢ for a non-critically observable LPN G such that the
closed-loop system (G, () is critically observable.

Furthermore, we assume that a plant net to be controlled
satisfies the following two assumptions.

A3) The LPN is deadlock-free.
A4) All the unobservable transitions are uncontrollable.

Assumption A3 is made for technical convenience only.
In fact, once a plant is deadlocked, it can be converted to
a deadlock free net by adding a quiescent event (or stop
event) [14, 17]. Moreover, the deadlock-freeness of a plant net
is a precondition of the deadlock-freeness of the controlled
system in this paper. Assumption A4 is widely used in the
context of supervisory control of partially observed DESs.
Under Assumption A4, we can omit all the arcs labeled with
unobservable transitions and all the markings reached by firing
unobservable transitions in the supervisor by using the basis
marking technique.
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V. STOP-FREE CONTROL POLICY
A. Stop-free Event Set Analysis

In this paper, we explore a control policy ( to make
the closed-loop system critically observable and deadlock-
free. However, the control action at a set of basis markings
consistent with a word may cause a control-induced deadlock.
In this case, we formally define a stop-free control policy ¢
to ensure the deadlock-freeness of the closed-loop system as
follows.

Definition 7: Given an LPN G = (PN, My, E,\) with
E = E.UE,., a control policy ¢ is stop-free if for any
word w € L(G) and any basis marking M € Cp(w),
the following condition holds: by firing any unobservable
transition sequence o, € T, at M, there exists a transition
t € Tuo UT((C(Co(w)) U Eye) NT(M)) that satisfies M [o,t),
where ((Cy(w)) is the set of controllable events permitted by
the control policy ¢ at Cp(w).

Note that even though a basis marking has an active event
in the BRG, this marking may enter a deadlock after firing an
unobservable transition sequence. Thus, in Definition 7, we
provide a rule to ensure that no deadlock will occur at any set
of basis markings Cy(w) after the control action ¢(Cp(w)) is
taken, i.e., no deadlock can occur in the closed-loop system.

Definition 8: Given an LPN G = (PN, My, E, \) with E =
E.UE,., E. is a stop-free event set if [EC C EJA(Voy €
T*YM € Mp)[M[o,) = (3t € T,o UT(E \ E.NT(M)))
Mo, t)].

Definition 8 defines a subset of controllable events E’C C FE,
such that the disablement of any event e € E, can never lead
to a deadlock, and a supervisor is designed to only disable
some controllable events in £, but not any event in £\ E..

Proposition 4: Given a stop-free event set E, in an LPN
G, the closed-loop system (G, () is deadlock-free if ¢ never
disables any event e ¢ E..

Proof: By contradiction, suppose that there is a deadlock
marking in the closed-loop system (G, (). After the control
action ((Cp(w)) with M € Cp(w) is taken, by firing an
unobservable transition sequence o, € T);, at M, the LPN
enters a deadlock, which contradicts the fact that for all
o, € Tk, M[o,) implies that there exists a transition ¢ €
Tyuo UT(E\ E,NT(M)) such that M([o,t) holds. O

The stop-free event set is not unique in general. However,
not all stop-free event sets are feasible for designing a control
policy to enforce critical observability. In the next subsection,
we provide an algorithm to compute a feasible stop-free event
set to ensure critical observability of the closed-loop system.
Given a stop-free event set E,, a control policy ( is said to
be stop-free w.r.t. E,, if it never disables any event not in E,.

Moreover, given a stop-free control policy ( w.r.t. E,, in
order to avoid the closed-loop system uncontrollably entering
a critical observability violative state, we define X ,0q = {z €
Xy|#w € (E\ E.)* : 61(x,w) € Xy} as the set of states
that cannot reach a state in X via an event sequence w €
(E\ E.)*, where w € (E \ E,)* is an event sequence that
cannot be disabled by (.

Proposition 5: Given an LPN G = (PN, My, E, \) with
E = E.U E,, a critical marking set Cr, and a stop-free

control policy ¢ w.r.t. a stop-free event set E,, the closed-
loop system (G, () is critically observable iff none of the set
of consistent basis markings of (G, () includes a state in X \
Xgood1~

Proof: (If) By contrapositive, if there exists a set of consistent
basis markings Cp(w) of (G, () that includes a state x € X \
Xgood, then there exists an event sequence w’ € (E \ EC)*
from x to 2’ such that 2’ is a critical observability violative
state in Xy. In addition, due to w’ € (E '\ Ec)*, it cannot
be forbidden by the control policy (. Based on Proposition 3,
(G, ) is not critically observable.

(Only if) By contrapositive, if (G,{) is not critically
observable, based on Proposition 3, there exists a critical
observability violative state * € Xy included in a set of
consistent basis markings Cp(w) of (G, (). Since the state
x € Xy is also in the set X \ Xgood the conclusion holds. U

B. Computation of a Feasible Stop-free Event Set

In order to enforce critical observability of a plant net, by
Proposition 35, it is necessary to forbid a system to reach any
set of consistent basis markings that includes states in X \
X gooa- The following proposition provides a condition for the
existence of a control policy w.r.t. E,.

Proposition 6: Given an LPN G = (PN, My, E,\) with

E = E.U E,, a critical marking set Cg, and a stop-free
event set £, C E,, there exists a stop-free control policy ¢
w.r.t. E, such that (G, ¢) is critically observable iff the initial
state x in the twin-BRG B = (X, E, §;,, 2¢) of G is a state
in X good-
Proof: (If) By contrapositive, suppose that there exists no stop-
free control policy ¢ w.rt. E, such that (G,¢) is critically
observable. By Proposition 3, there always exists a critical
observability violative state that can be inevitably reached from
the initial state x in the twin-BRG of (G, (). That is to say,
the initial state xq is not in the set X 504.

(Only if) By contrapositive, suppose that the initial state xg
is in the set X \ X ,0q. There exists an event sequence w €
(E\ E.)* from x to 2 such that z is a critical observability
violative state. Since the sequence w cannot be disabled by a
supervisor, there exists no stop-free control policy ( w.r.t. E,
such that (G, () is critically observable. O

In order to find a suitable control policy ( that ensures
critical observability of the closed-loop system, we introduce
the feasibility of a stop-free event set E, as follows: a stop-free
event set Ec is feasible, if the initial state of the twin-BRG is
a state in the set X 04.

Given a twin-BRG B = (X, E,d,,20) and a subset
of events £/ C FE, an FE’-induced twin-BRG Bp =
(X', E',4;,,,%0) is a sub-graph of B by removing all edges
labeled with event e € E \ E’, followed by removing all the
unreachable states.

Based on Proposition 6, the feasibility of a stop-free event
set B, implies the existence of a stop-free control policy ¢
w.rt. E. such that (G, () is critically observable. Then, we

A set of consistent basis markings Cp(w) is said to include a state z =
(M;, Mj) in the twin-BRG, if M; € C,(w) and M; € C,(w) hold, and we
write it as « C Cp(w).
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introduce a property for the stop-freeness and feasibility, which
is useful to design an algorithm for the computation of a
feasible stop-free event set.

Proposition 7: Given two sets El, Eg C FE. with E’l - Eg:

1) If Eg is stop-free, then El is stop-free;

2) If E; is feasible, then Ej is feasible.

Proof: Suppose that Eyisa stop-free event set. Due to E, C
Es, we have (E. \ E;) C (E.\ Ey). That is to say, if the
condition (Yo, € T%)[M[o,) = (3t € Tyo UT(E\ E2 N
I'(M)))M|[o,t)] holds, then the condition (Vo, € T;\,VM €
MBg)[M[o,) = (3t € Ty UT(E\ EyNT(M)))M|o,t)] also
holds. Therefore, 1) is proved.

We now prove 2). Due to B, C F5, we have (E\ El) D
(E \ E5). Based on the definition of E;-induced twin-BRG,
B B\B: only contains the events in F \ E’Z If, in B B\By> the
initial state cannot reach a critical observability violative state,
it implies that the initial state can reach a critical observability
violative state in B B\Es neither. Thus, the event set EQ is
feasible. O

Based on the notion of a stop-free event set, by solving a
set of integer linear constraints, we propose a necessary and
sufficient condition to check the stop-freeness of a subset of
controllable events.

Proposition 8: Given an LPN G = (PN, My, E, \) with
E = E.UE,, let B= (Mp,E,J M) be its BRG. An
event set B, C E, is stop-free iff for each basis marking
M € Mg the following set of integer constraints F'(M) is
infeasible:

M/:M+Cu'50267

F(M)=1q o €Ne, 4
(M)
where (') = A (V M'(p) < Pre(p,t)

) teT, o UT(E\E.NT'(M)) PE®t

—1).

Proof: (If) If Eq. (4) is infeasible, there exists no firing vector
9, € N such that M’ = M + C\,- 75> 0, and there is no
transition ¢ € Ty, UT(E \ E.NT(M)) enabled at M, i.e.,
M’ is a deadlock marking due to control-disabled or lack of
tokens. Thus, by Theorem 1 in [20], by firing any unobservable
transition sequence at M, M can never enter a deadlock. Based
on Definition 8, the event set Ec C E. has stop-freeness.

(Only if) We prove it by contrapositive. Suppose that Eq.
(4) is feasible, there exists a firing vector ¢, € N> such that
M =M+C, vy, > 0 and M’ is a deadlock marking due
to control-disabled or lack of tokens. By Theorem 1 in [20],
there exists an unobservable transition sequence o, € T},
with 7, = g, such that M[o, )M’ and M’ is a deadlock
marking, which violates the condition in Definition 8. O

Note that the logical OR condition in ¢(M') of Eq. (4)
can be linearized by the method in [26]. Thus, Eq. (4) can be
represented as an integer linear constraint set.

Given a bounded LPN G, a stop-free and feasible event set
E, is not unique in general. In fact, among all the feasible
stop-free event sets, we want to find a set with the maximal
cardinality, since it can provide the maximum flexibility to
design a control policy. To this end, we propose an algorithm
to compute such a feasible stop-free event set.

Now, we explain the details of Algorithm 1. Step 1 computes
the BRG of a net system. Step 2 sets a power set Z = 2
as the set of candidates. Steps 3—16 are the procedures of the
search process. At each iteration, a minimal set z among all
the untested sets is chosen, and we test if the corresponding
maximal set EC = E. \ z is feasible and stop-free. In
particular, the stop-freeness is tested by Proposition 8. As for
the feasibility, it is tested by checking whether there exists no
critical observability violative state in the (E \ E,)-induced
twin-BRG B B\B." If the above two conditions (feasibility
and stop-freeness) hold, then we can obtain a feasible stop-
free event set Ec that has the maximal number of elements.
Otherwise, if at least one of the two conditions (feasibility and
stop-freeness) does not hold, z is deleted from the candidate
set Z, and by Steps 11 and 14, some other sets can be deleted
based on the contraposition of Proposition 7.

Example 2: Let us consider again the LPN G in Fig. 1
and a critical marking set Cp = {M € NY| — M(p1g) —
M (p11) < —1}. The controllable event set is E. = {a,b, e}
and the uncontrollable event set is Fy. = {¢,d, f}. Now, we
use Algorithm 1 to compute a feasible stop-free event set with
the maximal cardinality as F, = {a}. O

Algorithm 1 Computation of a feasible stop-free event set E,.
Input: An LPN G = (PN, My, E,\) with E = E.UE,,
and a critical marking set Cr
Output: A feasible stop-free event set E,
1: compute the BRG B = (Mp,E, 0, M) of G by
Algorithm 1 in [21];

2: let Z = 2Fe;

3: while Z # () do

4: select a minimal event set z € Z;

5 let E. = E, \ 23

6 compute the (E \ E,)-induced twin-BRG Bp\ i,
7: if £, has stop-freeness then

8 if £, has feasibility then

9: output E‘C;

10 else

11: let Z=2Z\{z€Z|Z Dz}
12: end if

13: else

14: let Z=2Z\{ € Z|z Cz};

15: end if

16: end while
17: output: No solution.

Now, we analyze the complexity of Algorithm 1. Consider
an LPN G = (PN, My, E, \) whose BRG and twin-BRG are
B = (Mp,E,§ My) and B = (X, E, §4,p, T0), respectively.
The stop-freeness is tested by solving at most |[Mp| ILP
problems of Eq. (4). Moreover, the feasibility is tested by
examining the existence of a critical observability violative
state in By, p , whose complexity is O(|M p|?). Finally, the
loop of Steps 3-16 executes at most 2/Z¢| times if z is equal
to F., which means EC = (). In this case, x( is a state in
the set X \ X004, and there is no stop-free control policy to
enforce criticl observability according to Proposition 6.
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Note that the complexity of constructing a BRG is
exponential w.r.t. the number of places and the number of
tokens in the initial marking, and the complexity of solving an
ILP problem is exponential w.r.t. its number of variables and
constraints. Thus, the complexity of Algorithm 1 is exponential
w.r.t. the number of places, the number of transitions, the
number of tokens in the initial marking, and the number of
controllable events.

VI. ONLINE CONTROL POLICY FOR CRITICAL
OBSERVABILITY ENFORCEMENT

In this section, an online control policy for critical
observability enforcement is presented. By applying the
proposed online control policy, the closed-loop system is
critically observable and deadlock-free.

Algorithm 2 Online control policy (.
Input: An LPN G = (PN, My, E,\) with E = E.UE,,
and a critical marking set Cr
Output: Online control policy ¢
Offline Stage:
1: call Algorithm 1 to compute an event set E, with stop-
freeness and feasibility;
. if Algorithm 1 has no solution then
exit;
end if
: compute the twin-BRG B and the set of states X ;,04;
. let D = 0;
: for each z; € X4, € € E,. such that Otw(Ti€) = €
X \ Xgood do
let D=DU{(x;,e,x;)};
remove edge (z;, e, z;) from B;
10: end for
Online Stage:
11: let w = ¢;
12: compute the set of basis markings C,(w);
13: let ((Cp(w)) = E;
14: for each (z;,e,x;) € D do
15: if z; C Cp(w) then

2 o

16: let ¢(Cy(w)) = ((Cy(w)) \ {e};
17: end if
18: end for

19: wait until an event e occurs, let w = we;
20: go to Step 12.

Algorithm 2 is composed by an offline stage and an online
stage. In the offline stage, Step 1 computes an event set E,
with stop-freeness and feasibility by Algorithm 1. Step 5
computes the twin-BRG and the set of states X ;,,4, and Steps
6-10 generate the set of disabled edges D, which includes
the edges of the twin-BRG such that those edges should
be forbidden by the supervisor. The online control policy is
designed according to the set of disabled edges D. For each
word w, the supervisor first updates the set of basis markings
Cp(w) consistent with w. If the set Cp(w) contains a state
x; such that (z;,e,x;) € D, then event e is disabled by the
SUpErvisor.

Theorem 1: Given an LPN G = (PN, My, E,)\) that
satisfies Assumptions A1-A4, and a critical marking set C'g,
the closed-loop system (G, () is critically observable, where
¢ is the control policy obtained by Algorithm 2.

Proof: By contradiction, suppose that the closed-loop system
(G, ¢) is not critically observable. There is a state € X in

the twin-BRG B and a path 2o % z; % zj, > x in B with
e € C(Cy(w)) N E, and w' € (E\ E.)*. However, e € E. is
disabled by Steps 14-18, which contradicts e € {(Cy(w)). O

Theorem 2: Given an LPN G = (PN, My, E,)\) that
satisfies Assumptions A1-A4, and a critical marking set Cg,
the critically observable closed-loop system (G, () derived
from Algorithm 2 is deadlock-free.

Proof: Since Algorithm 2 never disables any event e ¢ E..,
based on Proposition 4, the critically observable closed-loop
system (G, () is deadlock-free. O

Then, we prove that the critically observable closed-loop
system obtained by Algorithm 2 is maximally permissive
under a particular condition.

Theorem 3: Given an LPN G = (PN, My, E,\) that

satisfies Assumptions A1-A4, and a critical marking set Cr. If
E, = E,, the critically observable closed-loop system (G, ¢)
derived from Algorithm 2 is maximally permissive, i.e., for
any other critically observable closed-loop system (G, ('), it
holds L(G,¢) ¢ L(G, ().
Proof: By contradiction, suppose that a critically observable
closed-loop system (G, () is not maximally permissive, i.e.,
there exists another critically observable closed-loop system
(G,¢’) with a language L(G,¢') such that £(G,{) C
L(G,¢"). This implies the following two facts:

1) Vw € L(G,C), ¢(Cy(w)) S ¢'(Ch(w));

2) Jwy € L(G, ), ¢(Cp(wr)) C ¢'(Cp(wr)).

Let us take into account the word w; € L(G,() such
that ¢(Co(w1)) C C'(Colwr)) and ¢(Co(w})) = C'(Coluw})),
Vw] € aw; \ {w1}. Then, for the control action at Cp(ws)
in ¢, there exists an event e such that e € ¢/(Cp(wy)) but
e ¢ ((Cy(wy)). Due to e € ¢'(Cy(wy)), e is not disabled by
Algorithm 2. Since E, = E,, we have E\E, = E\E, = E,,..
Then, a state © € X \ Xgo0q can be reachable from z,
which uncontrollably yields a critical observability violative
state through w,. € E .. According to Proposition 3, (G, (')
is not critically observable, which leads to a contradiction. []

Note that the output of Algorithm 2 is unique under
Assumption A4, which is consistent with the results shown
in [13, 19].

Example 3: Let us consider again the LPN G in Fig. 1. Its
BRG and twin-BRG are shown in Figs. 2 and 3, respectively.
Given a critical marking set Cp = {M € N'| — M(pyo) —
M(p11) < —1}, by using Algorithm 1, a feasible stop-free
event set F, = {a} is obtained. The set of states of X004
is Xgo0a = {®0, 71,23, 24,25, 27, xs}. The set of disabled
edges is D = {(zo,a,z2)}. Then, we can obtain an online
control policy by Algorithm 2.

If no event occurs, the set of basis markings consistent with
w = e is Cp(e) = {Mp}. Since (xg,a,22) € Dy and xg C
Cp(e), event « is disabled at Cy (), i.e., ((Cp(€)) = E.\{a} =
{b, e}. If event b occurs, the set of basis markings consistent
with w = b is Cp(b) = {M3}. By 2o € Cp(b), no event
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is disabled, i.e., ((Cp(b)) = {a,b,e}. If events ¢, d, and e
occur successively, we can obtain ((Cy(bc)) = ((Cp(bed)) =
C(Cp(bede)) = {a,b,e} for the same reason. Fig. 5 shows
the critical observability enforcing supervisor obtained by the
online control policy, which also describes part of the evolution

of the closed-loop system (G, (). O
¢ e
b ¢ c d |
Mo} = My} =] (Mo, Mo} | (M}

Fig. 5: The critical observability enforcing supervisor obtained
by Algorithm 2 for Example 3.

Finally, we analyze the complexity of Algorithm 2. In the
offline stage, the complexity of Steps 1-4 in Algorithm 2 is
equal to that of Algorithm 1. Since the twin-BRG has at most
|Mp|? states and [Mp|* - |E| transitions, the complexity of
Steps 5-10 is O(|Mp|* - |E|). Moreover, for each observed
event, the online stage of Algorithm 2 (Steps 11-20) is a
one-step-look-ahead procedure by analyzing the set D, whose
complexity is negligible. In summary, the complexity of the
online control policy in Algorithm 2 is polynomial w.r.t.
the size of the BRG but exponential w.r.t. the number of
controllable events.

VII. CONCLUSION

In this paper, we propose two methods to verify and enforce
critical observability of an LPN by using basis markings.
First, we provide a necessary and sufficient condition to verify
critical observability of an LPN based on the twin-BRG and
the solutions of some ILP problems. Then, we formulate the
problem of critical observability enforcement and introduce
the notion of a stop-free event set in the BRG. Furthermore,
we propose a method to compute a feasible stop-free event set
in the twin-BRG. Finally, based on the aforementioned results,
we present an online control policy by disabling the edges in
the twin-BRG such that the closed-loop system is critically
observable and deadlock-free. Future work will extend the
proposed methods to decentralized and distributed settings.
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