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POLITECNICO DI BARI

Abstract
Department of Electrical and Information Engineering

Doctor of Philosophy

Advanced Service Orchestration for Intent-Based Networks: Architectures,
Security, and Algorithms

by Federica !" T#$%$&

The deployment of 5G and the evolution toward 6G are transforming commu-
nication networks into dynamic, programmable ecosystems where conventional
performance-driven management is no longer su!cient. Future networks must
simultaneously satisfy technical requirements and broader value-oriented objec-
tives formalized as Key Value Indicators (KVIs) alongside traditional Key Perfor-
mance Indicators (KPIs). Against this background, three challenges remain open:
securely translating high-level human intents into executable orchestration actions
that jointly meet KPIs and KVIs; endowing Digital Twins (DTs) with the algorith-
mic intelligence to turn network state into context-aware decisions; and extending
orchestration beyond centralized assumptions toward secure, autonomous control
in decentralized environments. In response, this thesis advances service orches-
tration for Intent-Based Networks (IBNs) along three interconnected dimensions.
First, it proposes a secure intent translation framework and a bi-objective optimiza-
tion approach for joint KPI and KVI satisfaction. Second, it develops a DT-assisted
algorithmic intelligence perspective grounded in Multi-Criteria Decision Making
(MCDM) and game-theoretic methods. Third, it explores how agentic AI paradigms
can enable autonomous, trust-aware orchestration at the edge of future Internet-of-
Everything (IoE) environments.

HTTP://WWW.POLIBA.IT
http://dei.poliba.it
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Introduction

The ongoing deployment of 5G systems and the evolution toward Next-Generation
Networks (NGNs) are pushing communication infrastructures to unprecedented
levels of complexity [1]. The convergence of softwarization, virtualization, cloud-
native architectures, Arti"cial Intelligence (AI)-enabled control, service disaggrega-
tion, and multi-domain orchestration is transforming networks from static service
platforms into dynamic, programmable, and highly interdependent ecosystems. As
devices, data, services, and users become increasingly intertwined, coordination
demands intensify, resource heterogeneity grows, and management becomes sub-
stantially more challenging [2]. In this context, conventional approaches based on
static con"gurations, isolated monitoring, centralized control, and manual inter-
vention are no longer su!cient to guarantee e!cient, trustworthy, and adaptive
network operation.

At the same time, mobile and wireless networks have evolved far beyond their
traditional role as communication infrastructures. They have become essential en-
ablers of social participation, economic activity, and access to critical services, mak-
ing connectivity pervasive and continuously available. Their impact is especially
evident in applications such as telepresence, remote collaboration, telemedicine,
and online education, where connectivity reduces the need for permanent physical
co-location, improves accessibility, and fosters inclusion, particularly in rural and
underserved areas. Telecommunications therefore contribute not only to ubiqui-
tous service delivery, but also to broader social and environmental objectives, mak-
ing their design and operation increasingly relevant within the wider sustainability
agenda [3].

This broader perspective naturally connects the evolution of communication
networks to the framework established by the United Nations (UN) Sustainable
Development Goals (SDGs) [4]. Since the de"nition of the 17 SDGs as a shared
blueprint for peace and prosperity for people and the planet, all sectors have been
called to contribute to long-term environmental, social, and economic sustainabil-
ity, and telecommunications have progressively emerged as one of the enabling do-
mains through which such goals can be supported. Within this context, networking
exhibits an inherently dual role [5]. On the one hand, networks enable sustainability
in other sectors by supporting digital services that reduce travel, optimize industrial
processes, improve access to healthcare and education, and promote more e!cient
use of resources. On the other hand, networks themselves must become more sus-
tainable by reducing energy consumption, greenhouse gas (GHG) emissions, waste,
and overall environmental footprint across their life cycle [6]. This distinction is re-
%ected in the sustainability terminology proposed in the Internet Engineering Task
Force (IETF), which separates the sustainability of a technology from the sustain-
ability outcomes it enables in external domains, and stresses the need to evaluate
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both rigorously [7]. For future wireless systems, this means that sustainability can-
not remain a generic aspiration, but must be grounded in measurable objectives and
actionable decision mechanisms [8].

This evolution also implies that NGNs can no longer be assessed solely through
conventional performance-oriented metrics. Traditional KPIs remain essential for
characterizing technical behaviour, service quality, and operational e!ciency, in-
cluding throughput, latency, reliability, availability, and resource utilization. How-
ever, they are not su!cient to capture broader environmental, ethical, and social
objectives when networks are also expected to be sustainable, inclusive, and trust-
worthy. For this reason, recent Beyond-5G research introduces KVIs as comple-
mentary criteria that quantify value-oriented dimensions and connect technical be-
haviour with broader societal outcomes [9]. In this sense, KVIs do not replace KPIs;
rather, they extend the evaluation space of telecommunication systems and provide
a bridge between sustainability principles, SDG-oriented aspirations, and the actual
governance of advanced communication networks [10]. As a result, future commu-
nication systems are increasingly expected not only to optimize performance, but
also to embed value-aware reasoning into their management and orchestration pro-
cesses.

If KPIs and KVIs de"ne what should be measured and optimized, a further chal-
lenge concerns how these objectives can be operationalized in increasingly complex
network environments. In this regard, DTs have emerged as a particularly promis-
ing enabling technology [11]. A DT maintains a virtual counterpart of a physical
system, continuously connected to it and enriched with the information needed
to represent its relevant properties, behaviours, and state evolution. Over time,
this concept has expanded from a product-centric representation into a broader
paradigm for simulation, prediction, and control of complex systems, with the goal
of anticipating failures, supporting safer experimentation, and improving decision
making through a su!ciently faithful digital representation of the physical world.
These capabilities make DTs especially relevant for next-generation communica-
tion networks. By combining real-time observations with historical data, a DT can
support monitoring, diagnosis, fault localization, prediction, and optimization, en-
abling operators to anticipate issues before they materialize in the physical infras-
tructure. This can improve resource allocation, service assurance, and operational
e!ciency, while reducing the cost and risk of direct experimentation on production
systems. The networking literature further extends this vision through the notion
of Network Digital Twins (NDTs), where the twin becomes part of a layered archi-
tecture for modelling, monitoring, and controlling communication infrastructures
[12]. From a sustainability perspective, DTs are particularly relevant because they
support more e!cient operation, better trade-o# analysis among performance, re-
silience, and energy-related objectives, and more informed management decisions.

However, DTs alone do not determine which goals should be pursued, which
constraints should prevail, or which system behaviours are most relevant from a
service perspective. Their full value emerges when they are embedded within a
wider intent-driven control process. Intents provide the semantic directive that
gives purpose to the twin: they de"ne what should be achieved, what constraints
must be respected, what should be validated before enforcement, and what should
be continuously monitored during operation. From this perspective, IBN o#ers the
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abstraction layer through which high-level requirements are expressed, while DTs
provide the decision-support environment in which those requirements can be in-
terpreted, evaluated, and validated before being translated into executable actions.

Despite the progress enabled by DTs and IBN, several open challenges still hin-
der the realization of fully trustworthy, adaptive, and scalable orchestration frame-
works for NGNs. First, the secure translation of high-level intents into executable
orchestration actions remains di!cult, especially when multiple requirements, con-
straints, and stakeholders coexist, and when orchestration must jointly account for
both performance-oriented and value-oriented objectives. Second, although DTs
provide a powerful environment for monitoring, simulation, prediction, and valida-
tion, their e#ectiveness depends on the availability of reasoning mechanisms able
to transform data into actionable decisions. This calls for orchestration frameworks
in which intelligence is not an external add-on, but an integral component of the
control process. Third, future network environments will be increasingly heteroge-
neous, decentralized, and pervasive, requiring orchestration mechanisms that move
beyond centralized assumptions and support cooperation among distributed enti-
ties while preserving security, trust, and operational autonomy. This is particularly
relevant for edge, last-mile, and future IoE-oriented scenarios, where local intelli-
gence and dynamic interactions will play a more active role in the control loop.

Against this background, this thesis investigates advanced service orchestra-
tion for intent-based networks through three tightly connected dimensions: archi-
tectural design, secure intent translation, and algorithmic decision support. These
dimensions are not addressed in isolation. Rather, they de"ne a coherent orchestra-
tion perspective in which architectural design provides the structural foundations
of the system, secure intent translation ensures the trustworthy operationalization
of high-level objectives, and algorithmic decision-support mechanisms enable adap-
tive and context-aware control. More speci"cally, the thesis addresses the following
research questions:

(RQ1) How can high-level intents be securely translated into orchestrable network
actions that jointly satisfy both KPIs and KVIs?

This question is addressed in Chapter 1, which introduces a high-level
architecture and a methodological framework for the secure translation of
performance- and value-oriented requirements into intents. The chapter
also de"nes a bi-objective optimization framework for service orchestration
and presents an implementation-oriented case study, showing how technical
metrics and broader value dimensions can be jointly handled within the
same orchestration process.

(RQ2) How can DTs be endowed with intelligence to provide trustworthy, context-
aware, and e!ective decision support for network orchestration?

Chapter 2 addresses this question by developing a mathematical-reasoning
perspective for intelligent orchestration through Multi-Criteria Decision
Making (MCDM) methods and game-theoretic algorithms, connecting theory
and practice within the broader vision of the COHERENT project.
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(RQ3) How can secure, autonomous, and trustworthy distributed orchestration be
achieved across last-mile and future network environments?

Chapter 3 discusses this question by exploring the evolution of orches-
tration toward distributed and trustworthy intelligence, with particular
attention to security, autonomy, and future-facing architectural directions. It
adopts a prospective view, examining how emerging agentic AI paradigms
may contribute to the orchestration of highly dynamic IoE ecosystems.

Finally, the conclusions summarize the main "ndings of the thesis, discuss their
implications, and outline possible future research directions.
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Chapter 1

Secure Intent Translation for KPI
and KVI Satisfaction

IBN has emerged as a promising paradigm to bridge the gap between high-level ser-
vice objectives and low-level network operations. By enabling users and operators
to express desired outcomes in a declarative form, it shifts network management
from device-centric con"guration to intent-driven service control.

However, the practical e#ectiveness of IBN depends on a critical capability: the
reliable translation of high-level intents into actionable and veri"able orchestra-
tion decisions. This step is far from trivial, since intents may be incomplete, am-
biguous, context-dependent, or expressed through natural language, and therefore
cannot be translated through a purely syntactic mapping. The problem becomes
even more demanding in value-aware networks, where orchestration is expected to
account not only for conventional KPIs, but also for broader value-oriented dimen-
sions captured through KVIs. In this case, intent translation is no longer limited
to deriving technical con"gurations from service demands, but must support the
joint formalization of performance targets, value objectives, and enforcement con-
straints within a common decision framework. Moreover, the translation pipeline
itself cannot be assumed to be neutral or risk-free. When intents are accepted as
inputs to automated orchestration, harmful, adversarial, or otherwise untrustwor-
thy formulations may propagate into the operational layer unless they are detected
and handled before policy generation and deployment.

Against this background, this chapter develops an architectural and method-
ological perspective for secure intent translation in value-aware networks. It "rst
reviews the main foundations and related research on intent-based networking, se-
cure intent handling, and value-aware orchestration. It then introduces the refer-
ence architecture for secure intent admission and value-driven orchestration, for-
malizing a bi-objective optimization framework for the joint satisfaction of KPIs
and KVIs, and presenting an implementation-oriented case study on sustainable
network orchestration.

1.1 Background and Related Works
Future NGNs are expected to satisfy not only technical requirements such as
throughput, latency, and scalability, but also broader objectives related to sustain-
ability, resilience, inclusiveness, and trustworthiness [4], [9], [13], [14], [15], [16].
As a result, communication networks are increasingly viewed as socio-technical
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systems whose design and operation a#ect not only service performance, but also
energy consumption, environmental impact, and the ability to support wider soci-
etal goals [17], [18], [19].

In this context, IBN has emerged as a promising paradigm to manage network
complexity by allowing users and operators to express high-level service goals,
while delegating the derivation of con"gurations, policies, and orchestration de-
cisions to the underlying management system [20], [21], [22]. This abstraction is
particularly relevant in Beyond 5G (B5G) environments, where automation must
jointly account for heterogeneous infrastructures, slicing, cloud-edge integration,
service dynamism, and requirements spanning performance, security, and sustain-
ability.

Despite the progress of the literature, three limitations remain particularly rel-
evant for this thesis. First, many IBN solutions focus on semantic interpretation
and deployment while implicitly assuming that incoming intents are legitimate and
trustworthy. Second, most orchestration approaches are still centered on traditional
KPIs, with limited support for broader value-oriented objectives. Third, secure in-
tent processing, semantic translation, and value-aware orchestration are often ad-
dressed separately rather than within a uni"ed end-to-end framework. These gaps
motivate the background discussion developed in the following subsections and,
more importantly, the architectural choices introduced later in this chapter.

1.1.1 Foundations of Intent-Based Networking
The conceptual foundations of IBN are grounded in the notion of intent as a declara-
tive expression of operational goals and expected outcomes. According to RFC 9315,
an intent is de"ned as a set of goals that a network should achieve, speci"ed with-
out describing the low-level procedures required to implement them [20]. This def-
inition is important because it distinguishes intent from traditional device-centric
con"guration and from purely imperative policy speci"cation. In other words, in-
tent does not prescribe how the network must behave internally at each step, but
rather states what outcome should be achieved and leaves the realization strategy
to the IBN system [21].

This abstraction principle is one of the main reasons why IBN is regarded as
a suitable paradigm for highly dynamic and large-scale communication systems.
As discussed in recent surveys, IBN reduces operational complexity by raising the
level of interaction between human stakeholders and the network, thus enabling
management processes that are more closely aligned with service objectives than
with individual device settings [22]. In practice, this means that network control is
progressively shifting from low-level parameter provisioning toward intent-driven
orchestration and assurance work%ows, in which the network continuously inter-
prets, enforces, monitors, and re"nes the desired state.

This view is also consistent with standardization e#orts related to zero-touch
and autonomous management. In particular, intent-based control is increasingly
recognized as a key enabler for automation in network slicing and future mobile sys-
tems, where the network must react quickly to changing conditions while remain-
ing aligned with operator objectives and service expectations [23]. Therefore, IBN
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should not be interpreted as a single interface technology, but rather as a lifecycle-
oriented management paradigm.

A useful way to make this perspective more explicit is to consider the intent life-
cycle. Rather than being a one-shot request, an intent is expected to remain in e#ect
over time and to be continuously evaluated against the observed network behavior
[20]. From this viewpoint, an IBN system operates as a closed-loop process in which
intents are acquired and interpreted, translated into operational policies and con"g-
urations, enforced through orchestration and provisioning mechanisms, and then
continuously monitored to verify whether the resulting network state remains com-
pliant with the original objectives [20], [23]. When deviations, con%icts, or chang-
ing conditions arise, the same lifecycle supports re"nement, retranslation, optimiza-
tion, or corrective actions, thereby limiting intent drift and preserving alignment
between service goals and network operation over time [20].

From a system perspective, this lifecycle-oriented interpretation is particularly
relevant for this thesis. It implies that the value of IBN lies not only in simplifying
user-network interaction, but also in enabling a closed-loop management process in
which high-level goals can be translated into operational behavior and continuously
veri"ed over time. Such a property is essential in NGNs, where service demands,
resource availability, and environmental conditions may vary rapidly and require
adaptive responses that remain aligned with the original intent.

1.1.2 Intent expression, translation, and lifecycle manage-
ment

One of the central research problems in IBN concerns the semantic gap between
the way users express their objectives and the way the network internally repre-
sents, interprets, and enforces them. To bridge this gap, the literature has proposed
multiple approaches for intent acquisition and translation, ranging from template-
based interaction and domain-speci"c abstractions to Natural Language Process-
ing (NLP)-driven interfaces and conversational agents [24], [25], [26], [27]. Al-
though these approaches di#er in design and operational assumptions, they share
a common goal: enabling users to formulate requests in a human-friendly manner
while still producing structured representations suitable for automated orchestra-
tion.

Early work on intent re"nement had already highlighted that high-level and
often underspeci"ed user objectives cannot be directly mapped into low-level con-
"gurations without intermediate processing steps [24]. This insight remains highly
relevant, since the value of IBN depends not only on abstraction itself, but also on
the ability of the system to progressively transform abstract service expectations
into operationally meaningful representations. In this sense, intent handling is not
a single translation act, but a structured process in which semantic interpretation,
re"nement, validation, and enforcement are tightly coupled.

Building on these premises, more recent studies have explored chatbot-based
and natural-language-based interfaces for enterprise networks and intent-driven
service management. Systems such as Lumi and Rasa-based intent translators show
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that user requests can be acquired through conversational interactions and progres-
sively mapped into structured intents by extracting entities, classes, contextual con-
straints, and service-related semantics from free text [25], [26], [28]. These develop-
ments are especially important because they demonstrate that the usability of IBN
strongly depends on the front-end interaction layer and on the robustness of the
semantic extraction mechanisms that connect human expressions with machine-
processable intent representations.

Beyond user-friendly interaction, another major research direction concerns the
translation of high-level intents into policies, con"gurations, and orchestration ac-
tions. Several works have addressed this problem in speci"c operational contexts,
including Quality of Service (QoS) control, adaptive routing, network slicing, and
multi-domain infrastructure management [29], [30], [31]. In these solutions, the
translation block plays a crucial mediating role between the abstract language of
user goals and the concrete language of network operations. As a result, ambigu-
ities, incomplete interpretations, or modeling errors introduced at this stage may
propagate downstream and compromise deployment correctness, resource alloca-
tion, and service assurance.

The emergence of LLMs has further expanded the design space of intent trans-
lation. Recent studies have investigated LLMs for policy generation, con"guration
assistance, semantic interpretation of open-ended service requests, and automated
generation of network actions from high-level descriptions [32], [33], [34], [35],
[36]. Their appeal lies in the ability to capture richer semantic information than
traditional rule-based pipelines, potentially including contextual preferences, latent
constraints, and higher-level service expectations. This is particularly relevant in
advanced orchestration scenarios, where requests may involve heterogeneous ob-
jectives and may not "t rigid intent templates.

At the same time, the same literature makes clear that LLMs do not solve the
intent translation problem by themselves. Their outputs may still su#er from ambi-
guity, inconsistency, hallucination, limited controllability, and partial misalignment
with the actual capabilities and constraints of the underlying network [33], [34],
[37]. Consequently, while LLMs represent a major opportunity for more expressive
and %exible intent-driven management, they also reinforce the need for validation,
controllability, and assurance mechanisms that can constrain and verify the gener-
ated outputs before operational enforcement.

This perspective naturally connects intent translation with the broader lifecycle-
oriented view of IBN. Once acquired and interpreted, intents must be translated into
executable policies, resolved against resource constraints and possible con%icts, ac-
tivated through orchestration mechanisms, and continuously monitored to verify
that the observed network behavior remains aligned with the desired objectives
[20], [23]. Therefore, intent expression and translation should not be regarded as
isolated front-end tasks, but as foundational phases of a broader closed-loop man-
agement process in which semantic understanding, execution, and assurance re-
main tightly interconnected over time.
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1.1.3 Security in intent-driven systems
Security is increasingly recognized as a key requirement of IBN, particularly be-
cause the paradigm introduces a new human-to-network interaction layer and
pushes a larger portion of control logic into software-driven and AI-assisted com-
ponents. Existing research has shown that intents can be e#ectively used to ex-
press security-oriented requirements and support the deployment of secure net-
work services. Representative examples include intent-based cloud security ser-
vices, intent-driven security provisioning for network slicing, data protection in-
tents, conformance checking for security policies, and optimization-based place-
ment of security-oriented network functions [38], [39], [40], [41], [42], [43]. These
contributions clearly demonstrate that IBN is well suited to encode and automate
security objectives at the operational level.

Another line of work investigates trust-preserving mechanisms for secure pol-
icy realization, including blockchain-based approaches and accountability-oriented
frameworks for policy enforcement [44]. Such studies reinforce the idea that IBN
can improve operational security by reducing con"guration errors, centralizing pol-
icy interpretation, and accelerating the deployment of preventive and reactive coun-
termeasures. In this sense, security has often been treated as a property that can be
speci"ed through intents and automatically enforced by the orchestration logic.

However, the same architectural features that make IBN attractive also intro-
duce new vulnerabilities. Because intents are expressed at a high level and then
translated into concrete operational actions, errors or manipulations at the entry
point of the lifecycle may propagate across the entire control process. This is-
sue becomes even more relevant when AI-assisted or LLMs-assisted components
are involved in semantic interpretation, since the %exibility of natural-language in-
teraction may increase ambiguity, reduce predictability, and expose the system to
malformed, deceptive, or adversarial requests. More broadly, recent research and
standardization e#orts highlight that centralized control logic, semantic misinter-
pretation, interface manipulation, and intent con%ict propagation are all relevant
security concerns in intent-driven systems.

A crucial limitation of the current state of the art is that most security-oriented
IBN works focus on translating and deploying security requirements, rather than on
validating the legitimacy of the incoming intent. In many cases, the input request is
implicitly assumed to be well-formed, benign, and trustworthy, while the research
focus is placed on how to deploy it correctly once it has already been accepted.
This assumption is problematic in realistic enterprise, multi-tenant, and automated
service environments, where malicious or deceptive requests may intentionally at-
tempt to trigger privilege escalation, service disruption, unsafe recon"guration, or
unauthorized access to sensitive resources.

1.1.4 From KPI-centric orchestration to KVI-aware network
management

While security represents one major research challenge, another equally important
limitation of current IBN and orchestration frameworks concerns their predomi-
nantly KPI-centric nature. In most service management and orchestration solutions,
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network decisions are still driven by indicators such as throughput, latency, packet
loss, utilization, acceptance ratio, or SLA compliance. These metrics remain essen-
tial because they quantify technical e!ciency and service quality. However, they
are not su!cient to characterize the broader value that communication systems
are expected to generate in NGNs. As a consequence, the literature has progres-
sively introduced KVIs as complementary indicators that capture dimensions not
adequately represented by conventional KPIs. In this perspective, KVIs extend the
objective space of network design and management by making it possible to reason
more explicitly about societal, ethical, and environmental outcomes.

A "rst research direction has investigated sustainability-aware optimization in
communication networks through energy-e!cient routing, resource allocation, ser-
vice placement, and green orchestration strategies. Representative examples can be
found in cellular, edge, cloud, and Internet of Things (IoT) scenarios, where opti-
mization models aim at reducing energy consumption, carbon emissions, or related
operational costs [45], [46], [47], [48], [49], [50], [51]. These studies are important
because they show that environmental concerns can be explicitly incorporated into
network decision-making, rather than treated only as ex-post reporting dimensions.

A similar trend can be observed in multimedia and video-delivery systems,
where the environmental impact of data-intensive services has motivated research
on energy-aware streaming, caching, transcoding, and cloud-network optimization
[52], [53], [54], [55], [56], [57], [58]. In these works, sustainability is typically ad-
dressed through application-level adaptation, path selection, or compute-resource
optimization. Nevertheless, in most cases it is modeled as a narrow optimization
target, often limited to energy e!ciency or carbon reduction, without being em-
bedded into an end-to-end intent lifecycle and without being jointly handled with
richer service semantics and broader societal objectives [8], [59].

Taken together, these studies con"rm that the "eld is still fragmented. On the
one hand, most existing solutions focus on one value dimension at a time, especially
energy e!ciency. On the other hand, secure intent processing, semantic translation,
and value-aware orchestration are still often addressed as separate problems rather
than as tightly integrated components of a uni"ed end-to-end framework. This
gap motivates the need for orchestration architectures capable of jointly handling
technical performance, societal value, and trustworthy intent operationalization.

1.2 Architecture for Secure Intent Translation
Figure 1.1 illustrates the general intent-based architecture proposed in this thesis
and highlights the functional blocks that connect secure request processing, value-
aware intent translation, multi-objective optimization, and runtime orchestration
support. The proposed architecture builds upon the intent lifecycle consolidated
in the literature, whereby a high-level service requirement or operational objec-
tive expressed by a requester is progressively processed through intent pro"ling,
translation, resolution, activation, and assurance functions. Within this perspective,
requests may originate from heterogeneous actors, including end users, network
operators, and administrators, who interact with the system through high-level in-
terfaces such as applications, templates, chatbots, Graphical User Interfaces (GUIs),
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F$’(#" 1.1: Proposed intent-based architecture [60].

or Application Programming Interfaces (APIs), rather than by directly con"guring
low-level network mechanisms.

More speci"cally, once a request is submitted, the architecture performs an ini-
tial pro"ling and information extraction step aimed at identifying the relevant en-
tities, contextual elements, constraints, and service objectives expressed in natural
language. This processing stage prepares the semantic content required for the
subsequent formulation of the intent and makes explicit the transition from user-
oriented expressions to machine-processable representations. When needed, this
interpretation process may also include an intent con"rmation step, through which
the requester is asked to validate or re"ne the inferred objective before it is for-
warded to deployment-oriented functions. In this way, the architecture does not
treat the request as a simple input string to be translated, but as a progressively
re"ned speci"cation that becomes increasingly precise along the intent lifecycle.

Building on the research gaps identi"ed in the previous section, the architecture
proposed in this thesis extends this conventional lifecycle by enriching the process-
ing and enforcement chain with security-, value-, and optimization-oriented capa-
bilities. A "rst extension concerns the request-processing phase, where a Malicious
Intent Detection (MID) step is introduced before full intent translation in order to
analyze whether the submitted request is harmful, deceptive, or otherwise unsuit-
able for admission into the orchestration pipeline. This design choice addresses
a critical risk of highly automated IBN systems, namely that malicious natural-
language requests may otherwise be translated into disruptive con"gurations or
policies and subsequently enforced by the infrastructure itself.

A second extension concerns the intent-translation stage, whose output is no
longer limited to a purely technical description of the requested service, but is in-
stead represented as a structured intent enriched with both conventional KPIs and
broader KVIs. More speci"cally, the value-driven formulation adopted in this the-
sis enables the extraction of performance-oriented parameters, such as delay, data
rate, and packet loss, together with value-oriented dimensions related to trustwor-
thiness, inclusiveness, and environmental sustainability. In this phase, an LLM can
support the interpretation of natural-language requests by extracting the relevant
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semantic elements and mapping them into explicit parameters suitable for orches-
tration and optimization.

After translation, the architecture enters the intent resolution and activation
phases, where the system derives feasible decisions under both performance and
value constraints. At this stage, the thesis adopts a multi-objective optimization
perspective, and the software support for this phase is provided by TETREES [61],
a modular Python framework built on Gurobi that makes it possible to compute
deterministic non-dominated solutions and to analyze the trade-o#s between con-
%icting objectives in a reproducible way.

When the target scenario requires awareness of dynamic topology, residual ca-
pacities, energy conditions, or emission pro"les, the same orchestration loop can
be further supported by a NDT. In this case, the NDT provides an updated virtual
representation of the infrastructure and assists both orchestration and assurance by
exposing the state information needed to enforce adaptive and context-aware de-
cisions. This is particularly relevant in sustainability-oriented scenarios, where the
intent may include carbon-e!ciency requirements that depend on time-varying op-
erational and environmental conditions. Finally, the activated intent is monitored
through an assurance loop that veri"es whether the deployed con"guration remains
aligned with the original objectives and triggers corrective or adaptive actions when
deviations emerge.

In this sense, the proposed architecture addresses RQ1 introduced in the thesis
introduction by de"ning a general intent-processing framework in which high-level
requests are progressively transformed into enforceable orchestration decisions
through secure admission, semantic translation, multi-objective resolution, and
runtime adaptation. Rather than viewing intent handling as a simple translation-
and-deployment pipeline, the architecture formalizes it as an integrated process.
The remainder of the chapter develops this answer through the speci"c contribu-
tions of the thesis, namely the MID module for secure request admission, the value-
driven KPI/KVI translation framework, the TETREES optimization engine, and the
NDT-aided sustainability-oriented orchestration case study.

1.2.1 Secure intent admission
The "rst speci"c contribution developed within the proposed architecture concerns
secure request admission. Since high-level requests may contain harmful, deceptive,
or adversarial formulations, they cannot be assumed to be trustworthy before en-
tering the orchestration pipeline. To address this issue, this thesis introduces the
MID module as a protection mechanism operating at the beginning of the intent
lifecycle.

Users

Enterprise network

Physical infrastructure

Intent 
Profiling

IBN framework (Lumi)

Intent
Translation

Intent
Resolution

Intent 
Activation

F$’(#" 1.2: The considered enterprise network environment [62].
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within the enterprise intent-processing pipeline [62].

Fig. 1.2 illustrates the enterprise network environment considered for the design
and validation of the MID, where users or network operators express requests to ac-
cess, con"gure, or protect enterprise resources and services [62]. Such requests are
formulated through high-level interfaces and expressed in natural language rather
than through low-level commands. This interaction paradigm allows users to spec-
ify the desired network behavior, possibly including quality, temporal, or spatial
constraints, while delegating the derivation of deployable actions to the IBN sys-
tem.

In the considered scenario, the enterprise infrastructure is modeled as a con-
trolled operational environment, such as a corporate LAN protected by a gateway
and a "rewall and exposing a regulated interface toward external networks. Within
this setting, the intent-processing chain comprises four main functions, namely In-
tent Pro"ling, Intent Translation, Intent Resolution, and Intent Activation.

Upon submission of a request, Intent Pro"ling acquires the user utterance and
extracts the relevant entities and contextual information through an NLP frame-
work, thus preparing the request for structured interpretation. The resulting infor-
mation is then forwarded to Intent Translation, where the request is reformulated
into an IBN language. In the considered implementation, the selected representa-
tion is Network Intent Language (NILE), which converts the pro"led content into a
structured intent characterized by a name and a set of tags de"ning its scope. Subse-
quently, Intent Resolution veri"es whether the translated intent can be consistently
admitted with respect to the operational conditions of the enterprise network, pos-
sibly including an interaction loop for user con"rmation or re"nement. Finally, In-
tent Activation compiles the resolved intent into network con"gurations or policies
to be enforced in the physical infrastructure. Within this %ow, the proposed MID
mechanism operates during Intent Pro"ling so as to assess request trustworthiness
before translation. In this way, harmful or deceptive requests can be intercepted at
an early stage, and only trusted inputs are propagated to the subsequent orchestra-
tion functions. In the considered implementation, Lumi∗ is adopted as the reference

∗https://lumichatbot.github.io/

https://lumichatbot.github.io/
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IBN framework, while a Rasa-based conversational interface is used to acquire and
interpret user requests.

1.2.1.1 Rasa-based Intent Pro!ling chatbot

Rasa is an open-source framework tailored for the creation of adaptable and scal-
able chatbots, employing advanced NLP and machine learning techniques. In the
considered solution, it implements the conversational front-end through which en-
terprise users articulate their requests in natural language and supports the pro"ling
of such requests before they are transformed into formal intents. The choice of Rasa
is motivated by its %exibility and by the possibility of customizing its components
to re%ect the needs of the protected enterprise environment.

Within the proposed architecture, the Rasa-based chatbot supports the early
stages of the intent lifecycle by interpreting and categorizing user expressions. To
this end, Rasa provides models and components speci"cally designed to extract per-
tinent information from user inputs, including entities, synonyms, and intention
classes. These intention classes describe the meaning or goal of an utterance and
may capture conversation initiation or termination, request con"rmation or rejec-
tion, operational service requests, and anomalous utterances that do not belong to
the expected classes.

A relevant feature is the use of the out-of-scope class. In standard conversa-
tional systems, this class is used to collect utterances that do not match the de"ned
intent classes. In the present work, this class is deliberately repurposed so as to cap-
ture requests that are classi"ed as malicious or harmful for the enterprise network,
thereby turning a conversational fallback mechanism into a security-oriented clas-
si"cation outcome. The proposed implementation also incorporates the Dual Intent
and Entity Transformer (DIET) classi"er, a state-of-the-art multi-task model capa-
ble of jointly performing entity recognition and intent classi"cation. By relying on
advanced tokenization techniques, the DIET classi"er improves the extraction of
features that are relevant to both tasks. The classi"er further exploits the Synonym
Mapper component, which supports direct associations between alternative expres-
sions referring to operations, services, locations, protocols, or constraints and their
prede"ned entities or intents. To accurately recognize entities and classify user ut-
terances, the adopted classi"er must be trained with a dataset containing examples
of enterprise requests grouped according to the corresponding intention classes. In
the considered implementation, examples of user expressions include statements
such as “Set up an anti-phishing "lter on the email server”, “Assign network adminis-
trator rights to the Operations, Administration, and Management (OAM) group”, and
‘‘Enable two-factor authentication for all network management accounts.” These ex-
amples show that the conversational layer must capture not only the requested ac-
tion, but also the involved service, target, user group, or security control.

The %exibility and customizability of Rasa make it particularly suitable for ex-
tending the pro"ling stage of the IBN lifecycle with security-aware capabilities. In
particular, this work exploits such %exibility to support the recognition and ex-
plicit classi"cation of malicious user requests. As a consequence, the chatbot does
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not merely extract semantic information for downstream translation, but also con-
tributes to deciding whether the request should be admitted into the subsequent
lifecycle stages.

1.2.1.2 Malicious Intent Detection module

To detect malicious behavior during the early stages of the lifecycle, this work cus-
tomizes Intent Pro"ling by placing the MID mechanism alongside the NLP frame-
work used by the chatbot. As shown in Fig. 1.3, the proposed module is organized
into "ve main functions: (i) Information Gathering, (ii) Tra!c Analysis, (iii) Secu-
rity Knowledge Base De"nition, (iv) Entities Listing, and (v) Intentions Generation.
Together, these functions create the knowledge and training artifacts required to
distinguish legitimate operational requests from harmful ones.

The Information Gathering and Tra#c Analysis functions are tightly coupled
with the status of the enterprise infrastructure. Their goal is to collect informa-
tion that re%ects the security posture of the monitored environment, including as-
sets, vulnerabilities, historical service requests, and potential attack evidence. This
makes the malicious intent detection process aware of the concrete security con-
text of the protected enterprise network rather than purely dependent on generic
natural-language patterns. More speci"cally, Information Gathering acquires inter-
nal data from the enterprise environment, including logs, reports, service request
histories, and technical speci"cations obtained from servers, devices, and virtual
machines. These data sources provide a structured view of the enterprise infrastruc-
ture and of the requests that have already been observed within the system. In ad-
dition, external security-support tools can be leveraged to help identify weaknesses
and attack patterns relevant to the considered deployment scenario. Among such
tools, the MITRE ATT&CK Enterprise Matrix plays a particularly important role. It
provides a structured view of attacker tactics and techniques and supports enter-
prises in understanding, analyzing, and mitigating security threats. Each matrix cell
is associated with a speci"c technique, and the matrix adopts color-coded indicators
to represent the frequency and severity of the corresponding attack behaviors. This
makes it suitable as a reference source for contextualizing how malicious users or
attackers may attempt to formulate disruptive requests. The Tra#c Analysis func-
tion complements internal information by processing network-level observations
obtained from Intrusion Detection Systems (IDSs), "rewalls, and machine-learning-
based anomaly detectors. In the considered implementation, these detectors include
Naïve Bayes classi"ers, decision trees, and Support Vector Machine (SVM), selected
because of their interpretability and fast training behavior. Their outputs are used
to identify anomalies in tra!c traces and %ows and to enrich the knowledge used
for malicious intent detection with evidence derived from actual network behav-
ior. The information collected from the previous functions is then processed by
the Security Knowledge Base De"nition function. Its role is to combine heteroge-
neous data gathered from multiple sources into a uni"ed and structured represen-
tation that can support the classi"er in taking informed decisions. To this end,
the collected data undergo re"nement operations such as "ltering, normalization,
and aggregation before being encoded through descriptive formats and standards
including XML, JSON, and Structured Threat Information eXpression (STIX). The
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adoption of STIX-compatible representations is particularly useful because it en-
ables structured handling of threat-related information, such as indicators of com-
promise, tactics, techniques, procedures, and other security observables. On top of
this normalized data pool, clustering techniques such as k-means and HDBSCAN
are used to identify patterns, interpret the collected knowledge, and detect new
observations with respect to the existing data. This supports the assessment and
quanti"cation of risks and vulnerabilities and helps characterize the mechanisms
through which adversaries may gain unauthorized access to enterprise resources.
The resulting knowledge base is organized into two distinct repositories. The "rst
repository stores security areas together with their associated threats and targets,
thereby representing a structured model of the enterprise security domain. The
second repository stores service requests previously observed in the enterprise en-
vironment. This dual-database organization makes it possible to jointly reason on
what should be protected and on how users tend to formulate benign or malicious
requests. On top of this knowledge base, the Entities Listing function generates
the domain-speci"c artifacts needed to specialize the chatbot to the enterprise en-
vironment. By exploiting the information stored in the Security Areas repository
and leveraging Named Entity Recognition (NER) algorithms, this function produces
entities and synonyms that populate or re"ne the chatbot con"guration "les. In
practical terms, the output of this function is used to enrich the Rasa con"gura-
tion so that the conversational layer can recognize enterprise-relevant concepts
with the level of granularity needed by the downstream classi"er. The Intentions
Generation function instead focuses on the creation of request examples to support
intent classi"cation. In the proposed implementation, Generative Adversarial Net-
works (GANs) are applied to the data stored in the two repositories to generate
conceivable malicious requests that can be used as training examples. This choice
is meant to expand the diversity of harmful utterances seen during training and to
improve the ability of the classi"er to identify malicious expressions that undermine
the integrity of the enterprise network. A crucial implementation choice concerns
the way in which intention classes are modeled inside the chatbot. Since the Rasa-
based %ow does not natively include a dedicated malicious-intent class, this work
de"nes a legitimate operational request class denoted as build-intention and reuses
the out-of-scope-intention class to collect all user expressions labeled as malicious.
In this way, benign service requests and harmful requests are clearly separated at
classi"er level, while still remaining compatible with the standard operation of the
conversational platform.

The artifacts generated by the MID module are then used to train and re"ne
the DIET classi"er that supports the pro"ling stage. Once a request is submit-
ted by a user, the chatbot extracts entities and classi"es the corresponding inten-
tion. If the request is mapped to the malicious class, the chatbot returns the prede-
"ned response associated with the out-of-scope-intention category, and the request
is blocked and discarded. Conversely, only the contextual information extracted
from legitimate requests is forwarded to the subsequent lifecycle stages, starting
from Intent Translation. In this way, the proposed mechanism operates as a security
gate that prevents harmful requests from being translated into deployable intents
and propagated toward resolution and activation.
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1.2.1.3 Performance Evaluation

The performance of the proposed approach in detecting harmful requests within an
enterprise network is investigated herein. More speci"cally, the evaluation focuses
on the ability of the MID-enhanced pro"ling stage to correctly extract entities, clas-
sify user intentions, and intercept malicious requests before they are propagated.

A comprehensive de"nition of the MID module’s Security Knowledge Base
has been synthesized to elucidate entities and malicious intentions. The result-
ing knowledge captures security areas relevant to the physical infrastructure of
the enterprise network, including antispam, antivirus, authentication, authoriza-
tion, access control, malware and data loss prevention, encryption, intrusion detec-
tion, network segmentation, patching, hardening, and backup. Each security area
is correlated with its associated threats and targets and contributes to shaping the
semantic space used by the classi"er.

Starting from this knowledge base, 12 types of entities have been delin-
eated, namely tra!c, locations, middleboxes, operations, groups, services, QoS
constraints, QoS values, QoS units, hours, protocols, and values. Examples of
these entities, together with their potential synonyms, have been cataloged in the
domain.yml and lookups.yml con"guration "les of the Rasa framework. In ad-
dition, the domain.yml "le speci"es the entities that must be detected and classi-
"ed by the DIET classi"er during the pro"ling stage. Potential malicious intentions
have then been inferred from the delineated threats and encoded as training expres-
sions for the intent-classi"cation task. These malicious expressions are stored in the
intents.yml con"guration "le of the Rasa framework and are used to populate
the malicious class represented through out-of-scope. In total, 196 malicious requests
were de"ned and complemented with examples from the other intention classes, in-
cluding those related to initiating, modifying, or concluding a conversation. Apart
from the synthesized dataset used to train the DIET classi"er embedded in the pro-
"ling stage, the evaluation also considers 755 user requests sourced from interac-
tions with the enterprise system chatbot. These requests are processed through the
proposed MID-enhanced conversational layer in order to assess whether harmful
intentions can be reliably detected and "ltered before the requests are translated
into enforceable intents.

The in%uence of the MID module on the DIET classi"er was examined using
k-fold cross-validation. The dataset was partitioned into K subsets of comparable
size, referred to as folds. The classi"er was then trained iteratively K times, each
time using one fold as validation data and the remainingK→1 folds as training data,
and the "nal performance was obtained by averaging the results over all iterations.
Due to the limited size of the produced dataset, the number of folds was set to 3.

To describe the classi"cation e!cacy for both entities and intentions, Fig. 1.4
reports the confusion matrices obtained from the DIET classi"er. These matrices
show the number of detected instances, including false positives and false nega-
tives, across all entity types and intention classes. In this representation, rows cor-
respond to predicted classes, whereas columns correspond to actual entities and
user intentions. The reported results show that 234 instances of the build intention
were correctly classi"ed out of 246 instances. In addition, the classi"er successfully
identi"ed 265 malicious intentions out of 284 by assigning them to the out-of-scope
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F$’(#" 1.4: Confusion matrices of entities and intentions [62].

class. Consequently, only 19 malicious intentions were not intercepted by the pro-
posed MID mechanism and therefore escaped malicious classi"cation.

To accurately translate users’ expressions, the conversational pro"ling layer
must "rst extract and recognize the involved entities. In this respect, the classi"er
achieves an accuracy of 95%, with an average precision of 94%, an average recall of
92%, and an average F1-score of 92%. While the extraction performance is weaker
for a few entity types, such as Value, the classi"er consistently captures the informa-
tion needed to support request understanding and downstream intent processing.

To provide further insight into the reliability of the classi"cation outcomes,
Fig. 1.5 depicts the distribution of the intent prediction con"dence score. This score
ranges from 0 to 1, with higher values indicating a stronger alignment between the
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T)*+" 1.1: Precision, Recall, F1-score for the entity extraction task.

Entity Precision Recall F1-score
Tra!c 0.96 0.97 0.96
Location 0.96 0.94 0.95
Middlebox 0.92 0.90 0.91
Operation 0.95 0.96 0.95
Group 0.97 0.88 0.92
Service 0.94 0.91 0.92
Hour 0.94 0.80 0.86
Value 1 0.08 0.14
QoS constraint 0.77 0.86 0.81
QoS value 0.84 1 0.91
QoS unit 1 0.95 0.98
Protocol 0.98 0.96 0.97
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F$’(#" 1.5: Con"dence distribution of predicted intentions.

predicted class and the declared intention. The reported results show a con"dence
level above 0.98 for correctly classi"ed intentions, with 555 instances correctly iden-
ti"ed at a con"dence score equal to 1. By contrast, only 19 intentions reached the
highest con"dence score among the incorrectly classi"ed instances.

The outcomes of the intention-classi"cation task were evaluated through preci-
sion, recall, and F1-score, as detailed in Table 1.2. Precision measures the proportion
of true positive predictions among all positive predictions made by the classi"er. Re-
call measures the proportion of true positive instances that were correctly identi"ed
out of all actual positive instances. F1-score measures the harmonic mean of preci-
sion and recall and provides a balanced assessment of the classi"er performance.

The out-of-scope class consistently exhibits high-performance metrics, which
con"rms the e!cacy of the proposed MID mechanism in detecting malicious in-
tentions. Speci"cally, the malicious class achieves a precision of 94%, a recall of
95%, and an F1-score of 94%. These values indicate that the proposed pro"ling-
stage extension can e#ectively discriminate harmful requests from legitimate op-
erational demands. The Rasa framework also provides the overall accuracy of the
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T)*+" 1.2: Precision, Recall, F1-score for the intentions classi"cation.

Intent Precision Recall F1-score
Welcome 0.96 1 0.98
Cancel 1 0.82 0.90
Thanks 0.92 0.96 0.94
Goodbye 1 0.77 0.87
Reject 0.96 1 0.98
Con"rm 0.92 0.86 0.89
Build feedback 0.90 1 0.95
Build 0.92 0.95 0.93
Out-of-scope 0.94 0.95 0.94

intention-classi"cation task, computed as the ratio between correct predictions and
total predictions. Across the full set of 755 user requests, the observed results yield
an average accuracy of 93% in correctly classifying intentions. This accuracy, to-
gether with the high metrics achieved by the out-of-scope class, substantiates the
capability of the proposed approach to detect malicious intentions and discard them
before they are propagated to the subsequent lifecycle stages, where the focus shifts
to determining how the intent should be formally represented for value-aware or-
chestration.

1.2.2 Value-driven intent translation and orchestration
Once a request has been admitted as trustworthy, the next step is to translate it
into a structured representation that can guide orchestration decisions. To this end,
this thesis adopts a value-driven intent translation framework in which natural-
language service requests are mapped into both conventional KPIs and broader KVIs
[60]. In particular, the translation process identi"es performance requirements such
as service delay, data rate, and packet loss rate, together with value-oriented dimen-
sions such as trustworthiness, inclusiveness, and environmental sustainability. In
this way, intent translation is extended beyond purely technical targets and becomes
able to capture a richer set of service objectives within a uni"ed representation.

To bridge the semantic gap between user expressions and network-level decision
variables, the framework relies on a general-purpose LLM that is instruction-"ne-
tuned for the considered task. Given a natural-language request, the model extracts
the relevant contextual information, infers the associated KPIs and KVIs, and pro-
duces a structured intent representation suitable for subsequent optimization. The
generated output includes desired performance values and acceptable tolerances
for the considered KPIs, while the value-oriented component captures the broader
societal and ethical dimensions embedded in the request.

More speci"cally, the extracted performance-related parameters are mapped to
traditional KPIs, including service delay, data rate, and packet loss rate, and are
expressed through target values together with admissible tolerance thresholds. In
parallel, trustworthiness, inclusiveness, and environmental sustainability are mod-
eled as KVIs, thereby extending the service speci"cation beyond purely technical
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performance aspects and aligning intent translation with wider societal objectives
re%ected in the UN SDGs [9], [63]. In particular:

• the trustworthiness dimension is intended to capture network security, ro-
bustness, and privacy, thus contributing to the support of resilient technolog-
ical infrastructures;

• the inclusiveness dimension addresses fair access to digital technologies, the
mitigation of the digital divide, and the empowerment of heterogeneous com-
munities;

• the sustainability dimension re%ects the ecological perspective by promoting
energy e!ciency, supporting economic development, and reducing environ-
mental impact.

The resulting structured intent is then used as input to the subsequent orches-
tration stage, where resource allocation is determined by jointly accounting for net-
work quality and social and ethical value. The adopted system model and the cor-
responding optimization problem are introduced below.

1.2.2.1 System Model

Building on the intent-based system design introduced above, this work considers
a communication infrastructure in which services are delivered by a set of network
resources denoted as R = {r1, r2, . . . , rn, . . . , rN}. Each resource rn ↑ R is asso-
ciated with a capability pro"le (Crn , y1rn , y2rn , . . . , yirn , . . . , yIrn ), where Crn rep-
resents the number of cores of the rn-th resource available for service execution,
while y1rn , y2rn , . . . , yirn , . . . , yIrn denote the exposed performance attributes used
to evaluate the considered KPIs, such as computation delay, data rate, and packet
loss rate.

Users generate service requests of di#erent types, represented by the set S =

{s1, s2, . . . , sj, . . . , sJ}. Each requested service sj ↑ S is described by a tuple of
KPIs, (Dsj , y1sj , y2sj , . . . , yisj , . . . , yIsj , y1→sj , y2→sj , . . . , yi→sj , . . . , yI→sj ), where Dsj de-
notes the amount of processing resources required to execute the sj-th service, un-
der the assumption that each resource corresponds to a single service task and each
task requires one processing core. The parameters y1sj , y2sj , . . . , yisj , . . . , yIsj de-
note the desired performance levels, whereas y1→sj , y2→sj , . . . , yi→sj , . . . , yI→sj represent
the minimum acceptable thresholds for the corresponding KPIs.

Starting from these thresholds, the model introduces Qtolsj
as the overall quality

tolerance associated with a service request. This parameter quanti"es the admissi-
ble deviation from the ideal requested performance and takes values in the interval
0 ↓ Qtolsj

↓ 1. It is computed as

Qtolsj
=

I∑

i=1

wi · ˆy→isj , (1.1)

where wi is the weight associated with the i-th KPI, with
∑I

i=1 wi = 1 and
0 ↓ wi ↓ 1. In addition, ˆy→isj denotes the normalized value of the i-th KPI for
service request sj , obtained through min-max normalization as follows:
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ˆy→isj =

y→isj →min(y→i)

max(y→i)→min(y→i)

wheremax(y→i) andmin(y→i) denote the maximum and minimum observed values
of the i-th KPI over all service requests.

Since di#erent performance attributes may be measured according to heteroge-
neous standards, the model de"nes the normalized performance quality associated
with the i-th attribute of resource rn when serving request sj as ˆqirn,sj

, constrained
in the interval [0, 1]. This quantity is evaluated according to the standard normal-
ization model in [64] as follows:

ˆqirn,sj
=






1→
max(yirn )↑yisj
max(yirn )↑y→isj

, if the KPI is a bene"t,

1→
yisj ↑min(yirn )

y→isj
↑min(yirn ) , if the KPI is a cost,

0, otherwise.

(1.2)

The overall KPI value, denoted by Qrn,sj , represents the aggregate performance
quality delivered by resource rn to service sj and is computed as

Qrn,sj =

I∑

i=1

wi · ˆqirn,sj
. (1.3)

Without loss of generality, Table 1.3 reports the main symbols used throughout
the formulation.

1.2.2.2 Social and Ethical Values

The main advancement of the proposed approach lies in its capability to provide
services that are aligned with social and ethical KVIs. In particular, three indica-
tors, namely environmental sustainability, trustworthiness, and inclusiveness, are
introduced to represent intangible yet fundamental societal values and to assess the
contribution of communication networks to the SDGs.

The environmental sustainability indicator εrn,sj measures the climate impact of
service provisioning, expressed in grams of carbon dioxide equivalent. This KVI
re%ects the global warming potential associated with the greenhouse gas emissions
generated during the provisioning interval. The indicator also incorporates the
greenhouse gas emission compensation associated with the rn-th resource, achieved
through the acquisition of carbon credits or o#sets, where each unit corresponds to a
tonne of gCO2e reduced or removed from the atmosphere. Such compensation may
be enabled by initiatives including reforestation, renewable energy deployment, or
carbon capture projects [65]. This mechanism enables individuals, enterprises, and
public bodies to mitigate their environmental footprint and move toward carbon
neutrality, which is becoming increasingly important. Environmental sustainabil-
ity, however, goes beyond carbon reduction alone and also includes metrics at the
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T)*+" 1.3: Main Symbols Description.

Symbol Meaning
R Set of network resources
S Set of requested services
N Number of network resources [#]

J Number of services [#]

Crn Cores of the rn-th resource
Dsj Resource demand of the j-th service [#]

yirn Exposed performance attribute of the rn-th resource
yisj Desired performance parameter of the sj-th service
yi→sj Minimum tolerable value for yisj parameter
ˆqirn,sj

Normalized performance quality of i-th attribute for rn facing sj
Qtolsj

Overall quality tolerance of the sj-th service request
Qrn,sj Overall quality KPI for rn providing the sj-th service
Vrn,sj Overall social and ethical KVI of rn providing sj
w1, w2, w3 Weights for the KPIs relevance
w→

1, w
→
2, w

→
3 Weights for the KVIs relevance

εrn,sj Environmental sustainability indicator
t
rn,sj
comp Computing delay of the rn-th resource facing the sj-th service [s]
Bsj Input size of the data to be processed for the sj-th service request [Mb]
Clkrn Processing capability of the rn-th resource [Megacycles/s]
ϑrn,sj Average number of service requests that rn can handle per day
corn Carbon o#set associated with the rn-th resource [gCOe2 per day]
urn
c Core usage factor of the rn-th resource

P rn
c Power consumption of a single core of the rn-th resource [kW ]

P rn
m Power consumption of memory of the rn-th resource [kW ]

PowerUsageEffectiveness(PUE) Power usage e#ectiveness coe!cient
CI Carbon intensity factor [gCOe2/kWh]
ϖrn,sj Trustworthiness indicator
ϱrn,sj Cyber risk of rn providing sj
ςrn,sj Cyber con"dence associated with rn facing sj-th service
φrn,sj Inclusiveness indicator
MTTFrn Mean time to failure of the rn-th resource [h]
prn Probability of failure of the rn-th resource within a day
xsj ,rn Binary variable indicating if resource rn provides service sj
Q(X) Network quality performance function
V (X) Network social and ethical function

device, equipment, %ow, path, and domain levels, as well as the prevention of di#er-
ent forms of environmental degradation [66]. In this setting, the adopted environ-
mental sustainability indicator does not preclude the integration of complementary
metrics capturing other ecological dimensions.

Formally, the environmental sustainability indicator is de"ned as the di#erence
between the carbon o#set corn of the rn-th resource, characterized by a carbon in-
tensity factor CI expressed in gCO2e/kWh, and the carbon footprint associated
with provisioning service sj .

For each rn ↑ R, the time required by the rn-th resource to process service sj ,
denoted as computing delay t

rn,sj
comp, is calculated as follows:

trn,sjcomp =
! ·Bsj

Clkrn
, (1.4)

where! denotes the number of CPU cycles needed to process one bit. According
to [67], this value is set to 1000 cycles per bit. Moreover, Bsj denotes the input data
size to be processed for the requested service, whileClkrn represents the processing
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capability of the rn-th resource, expressed in [cycles/s].
Given ϑrn,sj , namely the average number of service requests sj that the rn-th

resource can serve per day, the environmental sustainability indicator can be com-
puted as follows [68]:

εrn,sj = corn → [trn,sjcomp · ϑrn,sj · Crn · (P rn
c · urn

c + P rn
m ) · PUE · CI], (1.5)

where P rn
c denotes the power consumption of a single processing core, and P rn

m

denotes the power consumption of memory, both expressed in kilowatts (kW). The
core usage factor urn

c , ranging from 0 to 1, expresses the fraction of the total exe-
cution time during which a processor core is actively involved in computation. A
value equal to 1 indicates full and continuous utilization throughout the entire exe-
cution interval, whereas lower values account for idle periods or reduced workload.
This parameter makes it possible to correct theoretical power consumption values,
often derived from processor thermal design power, so as to better re%ect actual
operating conditions. When detailed usage information is unavailable or hard to
obtain, setting urn

c = 1 provides a conservative estimate that is likely to overes-
timate the actual energy consumption. Moreover, PUE denotes the power usage
e#ectiveness coe!cient, set to 1.67 as the globally averaged measured value [68],
while CI represents the carbon intensity factor, which quanti"es the equivalent
carbon emissions associated with the consumed energy. The value of CI varies
signi"cantly across countries, re%ecting di#erences in national energy mixes, with
lower values generally associated with renewable-based systems and higher values
with fossil-fuel-dependent contexts.

Secondly, the trustworthiness indicator ϖrn,sj measures the security level of the
service provisioning o#ered by the rn-th resource to the sj-th service. As discussed
in our previous work [69], successful cyber-attacks can severely a#ect network per-
formance, with major consequences for both infrastructure operation and service
reliability. It is therefore important to quantify the cyber risk threatening the con-
"dentiality, integrity, and availability of the data and services associated with each
rn-th resource. Following the methodology presented in [69], the likelihood of a
successful cyber attack, denoted by Lrn , can be computed for each resource. Ac-
cordingly, the associated cyber risk ϱrn,sj is de"ned as the product of Lrn and the
impact”sj of an attack on the provisioning of service sj . The impact parameter”sj

captures the potential consequences and disruptions caused by a successful cyber
attack. Hence, the cyber con"dence ςrn,sj , expressing the con"dence of the rn-th
resource in serving the sj-th service, is formally computed as follows:

ςrn,sj = 1→ ϱrn,sj . (1.6)
The indicator ϖrn,sj is modeled through a generalized logistic function that in-

creases with cyber con"dence. This formulation ensures that more resilient re-
sources, characterized by stronger security mechanisms and lower cyber risk, at-
tain higher values of ϖrn,sj . The use of a logistic function e#ectively captures the
nonlinear relationship between cyber con"dence and trustworthiness, as discussed
in [70], and is expressed as follows:
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ϖrn,sj = Lω +
Uω → Lω

1 + e↑B(εrn,sj↑x0)
. (1.7)

Here, Lω denotes the lower bound of the trustworthiness attainable by a re-
source lacking strong security guarantees. This value may vary across providers,
since even resources without a strong security pro"le may still exhibit a baseline
level of trust due to third-party management, secure default settings, or compli-
ance with regulatory requirements. Conversely, Uω denotes the upper bound of
achievable trust, acknowledging that even highly secure systems remain exposed
to residual risks, including zero-day vulnerabilities and insider threats. The param-
eter B controls the steepness of the curve, determining how rapidly trust increases
as the security posture improves. Higher absolute values of B produce a sharper
transition around the in%ection point, whereas lower values yield a smoother in-
crease that may be more appropriate in settings where trust evolves over longer
organizational or cultural timescales. The in%ection point x0 identi"es the security
level at which a resource starts to be perceived as trustworthy. This threshold may
vary according to the complexity of the organization, since more complex infras-
tructures are usually exposed to a broader range of systemic threats. Importantly,
highly vulnerable resources may show limited risk reduction after initial counter-
measures, whereas mature and secure systems often experience diminishing returns
from additional security investments. This behavior re%ects realistic cybersecurity
dynamics, where the e#ectiveness of interventions strongly depends on the initial
resilience of the system and risk mitigation follows a nonlinear trajectory.

Furthermore, the inclusiveness indicator, denoted by φrn,sj , measures the capabil-
ity of the network to provide adequate service to users, thus ensuring operational
continuity and resilience for uninterrupted service functionality. In this work, in-
clusiveness is approximated by using availability as a proxy. This property is evalu-
ated through the time-to-failure TFrn , modeled through an exponential distribution
under the assumption of a constant failure rate. The parameter MTTFrn denotes
the Mean Time To Failure (MTTF), namely the average time between consecutive
failures. This metric is essential for evaluating the reliability of the rn-th provider.
The probability that the rn-th provider experiences failure or downtime within a
given time period t is expressed as follows:

P (TFrn ↓ t) = 1→ e
↑ t

MTTFrn (1.8)
Let prn denote the probability of failure of the rn-th resource within one day.

Assuming that the Crn available cores of the rn-th resource fail independently with
probability prn , the probability of observing k failures within an hour follows a
binomial distribution and is given by:

P (Frn = k) =

(
Crn

k

)
(prn)

k
(1→ prn)

Crn↑k, k = 0, 1, . . . , Crn (1.9)

Hence, the probability that no failures occur within an hour, denoted by
P (Frn = 0), is given by:
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P (Frn = 0) = (1→ prn)
Crn (1.10)

The inclusiveness indicator can therefore be expressed as follows:

φrn,sj = trn,sjcomp · ϑrn,sj · (1→ prn)
Crn (1.11)

Finally, the overall social and ethical KVI associated with the provisioning of
service sj by network resource rn is de"ned as:

Vrn,sj = w→
1 · εrn,sj + w→

2 · ϖrn,sj + w→
3 · φrn,sj (1.12)

where w→
1, w→

2, and w→
3 are weighting coe!cients in the interval [0, 1], whose sum

is equal to 1 and which express the relative importance of each indicator.

1.2.2.3 Problem Formulation and Solution

Let xrn,sj be a binary variable indicating whether service request sj ↑ S is assigned
to network resource rn, and let X denote the set of all binary indicator variables:

xrn,sj =

{
1 if rn provides service for sj
0 otherwise.

(1.13)

The network capability to provide services can be expressed through the over-
all quality KPI resulting from the matching between service requests and available
resources, as follows:

Q(X) =

∑

sj↓S

∑

rn↓R

Qrn,sj · xrn,sj . (1.14)

Similarly, the network ability to provide value-oriented and ethical services can
be expressed through the total KVI resulting from the matching between service
requests and available resources:

V (X) =

∑

sj↓S

∑

rn↓R

Vrn,sj · xrn,sj . (1.15)

For users requesting services, the bene"t lies in obtaining satisfactory provi-
sioning by jointly ensuring performance quality through KPIs and social and eth-
ical value through KVIs. Accordingly, the following multi-objective optimization
problem is formulated:
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max
X

(Q(X), V (X)), (1.16)

s.t.
(
Qrn,sj →Qtolsj

)
· xrn,sj ↔ 0, ↗sj ↑ S, ↗rn ↑ R, (1.17)

Vrn,sj · xrn,sj ↔ 0, ↗sj ↑ S, ↗rn ↑ R, (1.18)
∑

sj↓S

Dsj · xrn,sj ↓ Crn , ↗rn ↑ R, (1.19)

∑

rn↓R

xrn,sj = 1, ↗sj ↑ S (1.20)

xrn,sj ↑ {0, 1}, ↗sj ↑ S, ↗rn ↑ R (1.21)

Constraint (1.17) ensures that the service assigned to the network resources sat-
is"es the overall quality tolerance of the service request. Similarly, constraint (1.18)
imposes that the social and ethical value provided by the selected network resources
is greater than zero. Constraint (1.19) ensures that the total amount of requested
services does not exceed the available capacity of the network resources. Con-
straint (1.20) imposes that each service is assigned to exactly one network resource,
whereas constraint (1.21) enforces the binary nature of the decision variables.

The problem de"ned in (1.16) is a generalization of the maximum Generalized
Assignment Problem (GAP), which is known to be NP-hard [71]. Moreover, at-
tempts to improve service quality and performance may also increase system com-
plexity or enlarge the attack surface, thereby potentially introducing additional se-
curity issues. Since the problem involves two con%icting objective functions, a so-
lution that simultaneously optimizes both objectives may not always exist. In the
context of multi-objective optimization, the notion of Pareto optimality can there-
fore be used to evaluate the quality of solutions. A solution X↔ is Pareto optimal,
or dominant, if there exists no other solution X such that Q(X) ↔ Q(X↔

) and
V (X) ↔ V (X↔

), where X is distinct from X↔ and belongs to the feasible region.
To compute the set of dominant solutions, the exact ↼-constraint method can be

adopted [72], [73]. Generally, multi-objective optimization problems involve two
or more con%icting objective functions that must be optimized jointly. A widely
adopted solution strategy is the weighted sum method, in which the original multi-
objective formulation is transformed into a single-objective problem by assigning
a weight to each objective. However, the e#ectiveness of this approach strongly
depends on the choice of such weights, which is often based on empirical assump-
tions. As a result, the method may introduce a degree of subjectivity and may also
increase the e#ort required to calibrate the optimization process.

A more structured alternative is indeed provided by the ↼-constraint
method [74]. In this approach, one objective is selected as the primary objective
function, whereas the remaining objectives are converted into constraints bounded
by suitable ↼-values. In this way, the original multi-objective problem is reformu-
lated into a sequence of single-objective subproblems, commonly referred to as ↼-
constraint problems. By progressively varying these bounds, the method allows the
reconstruction of the set of non-dominated solutions, that is, the Pareto front.
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Compared with the weighted sum method, the ↼-constraint technique over-
comes several of its main limitations. In particular, it is less sensitive to the scaling
of the objective functions and provides "ner control over the distribution of Pareto-
optimal solutions through the adjustment of the ↼-bounds. In practical terms, the
optimization work%ow adopted in this work is implemented through TETREES,
while its software architecture and internal components are discussed in detail in
the next subsection.

Without loss of generality, the social and ethical KVIs objective is treated as the
primary objective in this work. Accordingly, the original multi-objective problem
in Eq. (1.16) is reformulated as the following single-objective optimization problem:

max
X

V (X), (1.22)

s.t. Q(X) ↔ ↼, (1.23)
(1.17), (1.18), (1.19), (1.20), (1.21). (1.24)

In constraint (1.23), the parameter ↼ de"nes the lower bound imposed on the
objective function Q(X). More precisely, ↼ varies between the lower and upper
bounds attained by Q(X) over the Pareto-optimal set, which correspond to the
Nadir and ideal points, respectively.

In its traditional form, the ↼-constraint method relies on a uniform partition
of the admissible ↼-interval. According to this scheme, the interval is divided into
equally spaced sub-intervals, and each boundary value is used as a candidate ↼-
level. Although straightforward to implement, this strategy does not guarantee the
identi"cation of all non-dominated solutions, since some Pareto-optimal points may
be missed because of the "xed discretization.

To overcome this limitation, the exact ↼-constraint method can be adopted. This
variant adaptively re"nes the selection of the ↼-values and thus supports the gen-
eration of the complete Pareto front. The detailed procedure is summarized in Al-
gorithm 1.

Algorithm 1 Exact ↼-Constraint Algorithm
Input: R,S
Output: Pareto-optimal solutions X↔

1: Compute the ideal points (VI , QI) with Algorithm 2.
2: Compute the Nadir points (VN , QN), by solving problems 1.25 and 1.28 with

Algorithm 2.
3: Set ↼min = QN , ↼max = QI , and step size equal to ω.
4: for ↼ = ↼min to ↼max with step ω do
5: Solve each problem 1.22 with Algorithm 2.
6: Return the best-known solution X↔.
7: Store the optimal solution if non-dominated.
8: end for
9: Stop when ↼ >= ↼max.
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The purpose of Algorithm 1 is to identify the set of Pareto-optimal solutions X↔,
namely the solutions for which one objective cannot be improved without deteri-
orating the other. To this end, the algorithm "rst determines the admissible range
of ↼, which acts as the bound of the constrained objective. This range is derived by
solving two independent single-objective optimization problems.

The "rst optimization problem considers only V (X) as objective function, with-
out imposing any bound on Q(X). The second one optimizes Q(X) alone, without
constraining V (X). These two optimizations yield the ideal points. More specif-
ically, the solution of the "rst subproblem is denoted as VI , which represents the
ideal point of V (X), whereas the solution of the second subproblem is denoted as
QI , corresponding to the ideal point of Q(X). Together, these values identify the
best achievable outcome for each objective when optimized independently.

Subsequently, two further optimization subproblems are solved to determine the
Nadir values of the two objective functions, denoted by VN and QN , respectively.
These values are obtained by optimizing one objective while constraining the other
to its ideal value. More speci"cally, VN is computed by maximizing V (X) under the
constraint Q(X) = QI , whereas QN is obtained by maximizing Q(X) under the
constraint V (X) = VI , as shown below:

max
X

V (X), (1.25)

s.t. Q(X) = QI , (1.26)
(1.17), (1.18), (1.19), (1.20), (1.21). (1.27)

max
X

Q(X), (1.28)

s.t. V (X) = VI , (1.29)
(1.17), (1.18), (1.19), (1.20), (1.21). (1.30)

Once these auxiliary optimization problems have been solved, the lower bound
of ↼ is set equal to the Nadir value of the constrained objective, whereas the upper
bound is set equal to its ideal value. In order to explore the Pareto front systemati-
cally, a step size ω is introduced to discretize the admissible range of ↼. The choice
of ω must balance computational e!ciency and solution accuracy, so as to capture
the non-dominated solutions while limiting the computational burden.

The algorithm then proceeds iteratively by increasing ↼ from its lower bound
to its upper bound. At each iteration, a new optimization problem is formulated
and solved by keeping one objective as the primary function and by constraining
the other through the current value of ↼. The resulting solution is then checked
for dominance. If it is non-dominated, it is added to the Pareto-optimal set. The
iterative process continues until ↼ exceeds its upper bound, which indicates that
the whole Pareto front has been explored. At termination, the algorithm returns the
set of Pareto-optimal solutions representing the trade-o#s between the con%icting
objectives.
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Algorithm 2 Branch and Cut Algorithm
Input: Problem 1.22
Output: Optimal solution.

1: Solve the relaxed version of the problem, without integrality constraints.
2: Set the initial solution space as the relaxed problem’s feasible region.
3: while solution space is not empty do
4: Partition the solution space into subproblems by branching.
5: For each subproblem, compute a lower bound of the objective function.
6: if a subproblem has a lower bound greater than or equal to the best-known

solution then
7: Prune the subproblem.
8: end if
9: Apply cutting planes to tighten the feasible region.

10: Solve each remaining subproblem and update the best-known solution.
11: end while
12: Return the best-known solution.

Each of the optimization problems introduced above can be solved iteratively
through algorithmic schemes such as Branch and Bound, which can be further
strengthened by integrating pruning mechanisms and cutting planes [75]. In gen-
eral, Branch and Bound is a combinatorial optimization technique that explores the
solution space through a tree structure, where each node corresponds to a subprob-
lem derived from the original formulation.

The procedure starts by solving a relaxed version of the problem, typically ob-
tained by removing the integrality constraints, so as to derive an upper bound in
the case of maximization problems. If the relaxed solution is already feasible, then
it is optimal. Otherwise, the problem is partitioned into smaller subproblems by in-
troducing additional constraints, for example by "xing a variable to 0 or 1. In order
to limit the computational burden, pruning is used to discard those subproblems
whose bounds indicate that they cannot lead to an optimal solution [76].

This procedure can be further improved by incorporating cutting planes, namely
additional constraints that tighten the feasible region without excluding optimal in-
teger solutions. The resulting enhanced strategy is known as Branch and Cut [77].
More speci"cally, when the current solution is fractional, additional cuts are intro-
duced to remove that fractional point while preserving all feasible integer solutions.
If the solution remains fractional after the addition of cuts, the standard branching
process of Branch and Bound is applied.

This search strategy reduces the number of explored branches and therefore
improves computational e!ciency. Its implementation is summarized in Algo-
rithm 2. In the present work, these optimization procedures are implemented within
TETREES, which acts as the software support for the exact exploration of the Pareto
front and is described in detail in the next subsection.

In general, the worst-case time complexity of the pure Branch and Bound algo-
rithm is exponential. However, by exploiting integrality relaxations, pruning, and
cutting planes, the average-case complexity may be signi"cantly reduced and is of-
ten expressed as O(nk

), where k is a small positive integer that depends on the
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F$’(#" 1.6: Overview of the TETREES framework architecture [61].

speci"c problem instance and on the e#ectiveness of the adopted pruning and cut-
ting strategies. For commercial solvers such as Gurobi, k may in practice take small
values, for example 1 or 2.

In the case of Algorithm 1, the time complexity is given by O(4 · (J + N)
k
+

(QI → (QN → ω)) · (J +N)
k
), which simpli"es to O((QI → (QN → ω)) · (J +N)

k
).

Here, O((J +N)
k
) represents the time complexity associated with computing the

ideal and Nadir points, as well as solving each subproblem for a "xed ↼. The term
(QI → (QN → ω)) corresponds to the number of iterations of the inner for-loop.

The selected parameter ranges re%ect plausible operating conditions for dis-
tributed orchestration scenarios, in which each orchestrator manages service re-
quests over a limited subset of network resources, typically associated with a clus-
ter or with a bounded geographical area. Preliminary scale-up experiments on in-
stances one order of magnitude larger suggested solver convergence within accept-
able tolerances. Due to space limitations and to the methodological focus of the
paper, a comprehensive large-scale benchmarking campaign is left for future work.

1.2.2.4 Optimization Support Through TETREES

Within the optimization perspective introduced above, this thesis relies on
TETREES [61], as the software framework supporting the exact exploration of the
feasible trade-o#s between con%icting objectives. Rather than acting as a simple
implementation layer, TETREES provides a reproducible computational work%ow
for the bi-objective orchestration problem considered in this chapter, thereby en-
abling the systematic reconstruction of the Pareto front associated with the adopted
KPI/KVI model.

As illustrated in Fig. 1.6, the framework is organized into "ve main components,
namely i) service and resource de"nition, ii) KPI/KVI normalization and weighting,
iii) model construction and objective-speci"c optimization, iv) ideal and Nadir point
computation, and v) iterative ↼-constrained optimization. This decomposition is
consistent with the logic adopted throughout the chapter, where high-level service
requirements are progressively translated into structured variables, constraints, and
optimization criteria.

The underlying optimization problem is formulated as a Binary Integer Linear
Programming (BILP) in which each service request must be assigned to exactly one
candidate resource. Within this setting, TETREES jointly handles heterogeneous
KPIs, such as throughput, latency, and packet loss, together with broader KVIs, such
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as sustainability, trustworthiness, and inclusiveness. As a consequence, the frame-
work supports the exact exploration of orchestration decisions in which technical
e!ciency and broader societal or ethical dimensions are treated within the same
decision process, rather than being separated into distinct optimization stages.

A relevant feature of the framework is the explicit representation of both
service-side and resource-side information. More speci"cally, services are charac-
terized by demand pro"les, quality thresholds, and target KPI/KVI values, whereas
resources are described through attributes such as capacity, reliability, energy e!-
ciency, and computational performance. Starting from these inputs, TETREES con-
structs the optimization model by combining assignment constraints, service-level
requirements, resource-capacity limitations, and ↼-constraints enforcing Pareto-
e!cient trade-o#s. The admissible range of ↼ is derived from the ideal and Nadir
values of the constrained objective and is then explored through iterative exact op-
timization. In practical terms, this means that the framework "rst computes the
extremal values needed to initialize the ↼-constraint method and then repeatedly
solves the resulting constrained subproblems so as to reconstruct the correspond-
ing set of non-dominated solutions. This design makes the overall procedure repro-
ducible and relieves the analyst from manually orchestrating the successive opti-
mization runs required for Pareto-front construction.

The exact optimization stage is delegated to Gurobi as Mixed-Integer Program-
ming (MIP) backend. In practice, the solver addresses integrality and linearity
constraints through a branch-and-bound process enriched by presolve reductions,
pruning, cutting planes, and heuristic routines. The solution process starts from
the relaxed formulation at the root node, branches on fractional variables, prunes
subproblems that cannot improve the incumbent solution, and injects valid inequal-
ities to tighten the feasible region. During presolve, redundant constraints may be
removed and structurally similar model components may be aggregated, while ad-
ditional heuristics may accelerate the discovery of high-quality feasible solutions.

A further important aspect concerns solver con"gurability. In particular, MIP-
Gap speci"es the acceptable optimality gap between the incumbent solution and
the best available bound, thus allowing the user to control the trade-o# between
convergence precision and runtime. MIPFocus biases the internal search toward
di#erent priorities, such as "nding feasible solutions more rapidly, strengthening
bounds, or proving optimality more aggressively. VarBranch de"nes the branching
strategy adopted during the search, for example by favoring pseudo-reduced-cost
decisions or stronger branching policies. Finally, Heuristics regulates the amount
of e#ort allocated to heuristic procedures, thereby a#ecting how aggressively the
solver searches for good feasible solutions before full proof of optimality is achieved.

Taken together, these parameters allow the analyst to study how the internal
search strategy in%uences runtime, convergence behavior, and Pareto-front granu-
larity even when the optimization model itself remains unchanged. This is partic-
ularly relevant in orchestration scenarios, where the quality of the "nal Pareto set
must often be balanced against operational timing constraints and available com-
putational budget.

Another relevant aspect of TETREES concerns the explicit separation between
optimization and post-processing. Once the sequence of ↼-constrained subproblems
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has been solved, the framework "lters dominated solutions and exports the result-
ing allocations in structured CSV form. In addition to Pareto-optimal allocations,
the exported outputs may include ↼-constrained solutions and heuristic bench-
marks, which can then be further inspected through dedicated post-processing
scripts and visualization tools. Alongside exact optimization, TETREES also sup-
ports heuristic benchmarking through greedy and randomized allocation strategies
under the same capacity constraints. These baselines provide a useful complement
to the exact procedure, since they make it possible to compare Pareto-optimal so-
lutions against faster approximate strategies and therefore to better interpret the
trade-o# between solution quality and computational e#ort. Within the broader
architecture proposed in this thesis, TETREES therefore acts as the optimization-
oriented counterpart of the secure and value-aware intent translation pipeline dis-
cussed in the previous sections. After high-level requests have been validated and
translated into structured service requirements, the framework enables the exact
exploration of the feasible non-dominated solutions satisfying both operational con-
straints and value-oriented objectives.

By making the exploration of multi-objective orchestration decisions transpar-
ent, reproducible, and extensible, the framework supports the systematic inspection
of how di#erent allocations balance network quality and social-ethical value, while
also clarifying how solver con"gurations a#ect the density and granularity of the
resulting Pareto front.

The applicability of the framework is demonstrated in a network orchestration
scenario; in this setting, a network orchestrator dynamically assigns incoming ser-
vice requests to the available resources of one or more providers, selecting the allo-
cation that best satis"es SLAs while balancing potentially con%icting KPI and KVI
objectives. For the KPI objective, we consider the metric de"ned in Eq. 1.15, com-
puted as a weighted and normalized aggregation of the data rate, latency, and packet
loss associated with serving each request. For the KVI objective, we adopt the social
and ethical value introduced in Eq. 1.14, which combines trustworthiness, inclusive-
ness, and environmental sustainability into a single composite measure. The exam-
ples rely on the parameters de"ned in the main.py script, namely num_resources
(number of providers), num_services_list (number of service requests), and the cor-
responding service and resource characteristics. In all experiments, the number of
resources varies from 60 to 130, while the number of service requests is "xed at 300.

Figure 1.7 reports the resulting Pareto fronts. Each curve corresponds to the set
of non-dominated allocations obtained for a particular number of providers, and
each point represents a feasible service-resource assignment that achieves an op-
timal trade-o# between performance and social/ethical value. As the number of
providers increases, the solution space expands and becomes denser, generating
progressively richer and more diverse sets of non-dominated solutions.

In the "rst scenario (Fig. 1.7a), service requests prioritize stringent security, pri-
vacy, and resilience requirements. The extreme points of each frontier correspond to
the maximum attainable value of each individual objective, obtained by optimizing
solely the social/ethical value or solely the performance metric. Intermediate points
represent trade-o#s between them, with the central region of each curve identify-
ing the most balanced compromise solutions. The zoomed-in region highlights that
even small increases in resource availability yield measurable improvements in the
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attainable trade-o#s, enabling stricter SLA compliance and more e!cient service
allocation.

In the second scenario (Fig. 1.7b), service requests emphasize reliability, physi-
cal safety, and energy e!ciency. The resulting fronts are more uniformly populated
and exhibit smoother progressions compared to the previous case, indicating that
this distribution of service requirements induces a more regular and homogeneous
solution space. These observations are particularly relevant for infrastructure plan-
ning, as they help operators assess the resource availability needed to concurrently
meet demanding performance constraints and stringent value-driven objectives.
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F$’(#" 1.7: Pareto fronts for increasing numbers of service providers
(N ) considering 300 service requests [61].

Beyond adjusting the number of providers, TETREES also supports the recon"g-
uration of the solver’s internal search strategy within the same operational context.
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By tuning parameters that control heuristic intensity, branching depth, and global
search priorities, users can obtain Pareto fronts with comparable densities but sig-
ni"cantly di#erent computational costs. To illustrate this, Table 1.4 compares "ve
solver con"gurations for 110 providers and 300 service requests: Adaptive, Cut-
and-Solve, Strong Branching, Sub-Optimal, and Infeasibility-Driven. These con"g-
urations modify the Gurobi parameters (e.g., VarBranch, MIPFocus, and Heuristics).

While all con"gurations eventually produce high-quality Pareto sets, the den-
sity and shape of the frontiers di#er. The Adaptive and Cut-and-Solve strategies
achieve similar runtimes (221–237 s) and produce comparable numbers of Pareto
points, though the latter relies on a signi"cantly larger heuristic budget (80%).
Strong Branching, despite its computationally intensive branching rule, yields fewer
Pareto points (36), con"rming that aggressive bound tightening reduces search
breadth. The Infeasibility-Driven con"guration generates the largest number of
non-dominated points (94), but at a runtime more than twice that of the other
strategies, illustrating the trade-o# between frontier granularity and computational
e#ort. These results show that solver-parameter choices a#ect not only runtime but
also the structure, density, and granularity of the resulting Pareto front. Selecting an
appropriate con"guration therefore becomes an application-aware design decision,
particularly important when timely computation is required for next-generation
network services.

T)*+" 1.4: Simulation results considering 300 service requests and
110 service providers under di#erent solver con"gurations.

Parameter Adaptive Cut-and-
Solve

Strong-
Branching

Sub-
Optimal

Infeasibility-
Driven

Branch Strategy Pseudo-
Reduced Cost

Pseudo-
Reduced Cost Strong Pseudo-

Shadow Price
Max.

Infeasibility

Global Search Balanced Feasible
Solutions

Best
Bound

Best and
Fast Bound Balanced

Heuristics (%) 10 80 0 5 10
Run time (s) 221.98 237.05 248.18 280.38 624.79
Pareto Points (#) 58 59 36 36 94

1.2.2.5 Performance Evaluation

This section outlines the considered experimental setup and discusses the outcomes
of the simulation campaigns performed through TETREES. The goal of the evalu-
ation is to analyze the e#ectiveness of the proposed service orchestration model
in jointly optimizing KPIs and KVIs, thereby broadening the assessment beyond
traditional performance-related metrics.

The examined environment includesN network resources, withN ranging from
[50, 800]. Each resource is characterized by a number of available cores within
[10, 50] and by processing capabilities spanning [40, 150] megacycles per second.
The MTTF is assumed to lie in the interval [8760, 45000] hours, consistently with
[78], whereas the average number of services that each resource can serve per day
varies within [150, 250].
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The power consumption, expressed in kilowatts, is assumed to fall in the range
[0.01, 0.2]. Moreover, the carbon credit o#sets vary between [4109, 6849.31] gCO2e
per day for each resource. The CI exhibits large di#erences across countries, rang-
ing from 12 gCO2e/kWh in regions mainly powered by renewable energy sources,
such as Switzerland or Norway, to values exceeding 800 gCO2e/kWh in countries
with strong dependence on coal or gas, such as Australia or South Africa. Although
marginal CI would provide a more precise estimate of the environmental impact
of computation migration, it is frequently unavailable. Therefore, the average CI
is commonly adopted as a practical lower bound and, in the following analysis, it is
"xed to the global average value of 475 gCO2e/kWh.

The probability of a successful cyber attack, denoted by Lrn , is assumed to vary
in [0.25, 1]. Finally, the lower and upper bounds of the trustworthiness indicator
are set to Lω = 1500 and Uω = 5000, respectively, representing the minimum and
maximum trust levels that a resource can realistically reach. The in%ection point
x0 and the growth parameter B are "xed to 0.5 and 0.6, respectively, in accordance
with a normalized con"dence domain, so that the trust level increases more rapidly
around the midpoint of the security assurance scale. The considered parameters are
summarized in Table 1.5.

T)*+" 1.5: Simulation settings.

Parameter Setting
J [80, 1200]
N [50, 800]
Crn [10, 50]
Dsj [2, 5]
corn [4109, 6849.31] gCOe2 per day
CI [475] gCO2e/kWh
Clkrn [40, 150] Megacycles/s
P rn
c , P rn

m [0.01, 0.2] kW
MTTFrn [8760, 45000] hours
ϑrn,sj [150, 250] per day
Bsj [600, 1200] Mb
”sj [0.25, 1]
Lrn [0.25, 1]
Uω 5000
Lω 1500
B 0.6
x0 0.5

The environment also comprises an unspeci"ed number of consumers generat-
ing service requests, which are then translated into intents. The number of service
requests under consideration ranges from [80, 1200].

To de"ne the considered intent categories, four classes of 6G services are taken
into account, namely Immersive Experience, Collaborative Robots, Physical Aware-
ness, and Trusted Environments, as described in [79]:
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1. Immersive Experience includes multimedia and extended reality services,
such as immersive telepresence, education, and gaming, and requires ultra-
low latency, high data rates, and accurate positioning. In this case, the
Sustainability of Service (SOS) mainly concerns digital divide mitigation and
the reduction of energy consumption through more e!cient computing and
transmission.

2. Collaborative Robots refer to autonomous robotic systems operating in in-
dustrial and public contexts, which require ultra-reliable low-latency com-
munications while giving relevance to sustainability through the reduction
of waste and environmental impact.

3. Physical Awareness services rely on sensing technologies for applications
such as network-assisted mobility and smart environments. They require
high-resolution sensing, accurate positioning, and high reliability, while also
supporting environmental monitoring, energy-e!cient connectivity, and im-
proved safety in smart cities.

4. Trusted Environments concern secure and privacy-oriented applications,
including telemedicine and public safety, and therefore require strong secu-
rity guarantees and very high reliability, together with resilient infrastruc-
tures capable of supporting societal well-being.

To instantiate the system model, the relevant parameters are derived from 6G
service requirements and from the features of the considered service classes. The
service delay, expressed in seconds, ranges within [0.002, 50]. The data rate, ex-
pressed in bits per second, varies within [70, 250], while the packet loss rate, ex-
pressed as the number of packets lost per second, lies in [20, 50]. The service de-
mand ranges from [2, 5], whereas the input data size Bsj is sampled in [600, 1200]
Mb for each service. In addition, the impact”sj of an attack on service provisioning
varies in [0.25, 1]. All these intervals are selected according to the deployment type
and the characteristics of the involved entities, as discussed in [79].

The performance of the proposed solution is compared against three baseline
approaches, each adopting a di#erent orchestration policy:

• Random Matching (RM): service requests are randomly assigned to network
resources by selecting the "rst available provider, without taking into account
either the KPIs or the KVIs o#ered by the resource.

• Performance-oriented Greedy Matching (PGM): service requests are allocated
through a greedy strategy that iteratively selects the most favorable available
option by considering only the provided KPIs.

• Value-oriented Greedy Matching (VGM): service requests are allocated
through a value-oriented greedy strategy that iteratively selects the most fa-
vorable available option by considering only the provided KVIs.

Figure 1.8 shows the Pareto fronts obtained by solving the proposed optimiza-
tion problem under di#erent combinations of J service requests and N available
network resources.
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F$’(#" 1.8: Pareto fronts considering di#erent service requests (J )
and network resources (N ).

In this analysis, the discretization parameter ω is "xed to 0.1 in order to preserve
consistency while maintaining a reasonable computational cost during Pareto-front
construction. As discussed in Section 2.3.4, this choice makes it possible to identify a
su!ciently rich set of Pareto-optimal solutions without the excessive computational
burden associated with "ner discretization values.

In the considered setting, neither quality performance nor social and ethical
value is explicitly prioritized; accordingly, KPIs and KVIs are assigned the same
weight. Similarly, the three KVIs are assumed to be equally relevant. Further dis-
cussion on the behavior of the proposed approach under di#erent weight con"gu-
rations and use cases is provided in the following subsections.

T)*+" 1.6: Simulation run times with varying ω.

N J ω Run time (s)
80 90 1 3.27
80 100 1 3.04
80 110 1 4.08
80 120 1 3.45
80 90 0.1 16.59
80 100 0.1 16.75
80 110 0.1 20.89
80 120 0.1 20.48
80 90 0.01 153.36
80 100 0.01 237.82
80 110 0.01 260.43
80 120 0.01 214.93
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resources, with the number of service requests "xed at J = 100 [60].

T)*+" 1.7: Simulation run times with varying weights of KVI.

N J Pref. KVI Run time (s)
80 90 εrn,sj 27.57
80 90 ϖrn,sj 16.00
80 90 φrn,sj 53.98
80 100 εrn,sj 29.36
80 100 ϖrn,sj 16.64
80 100 φrn,sj 56.25
80 110 εrn,sj 27.63
80 110 ϖrn,sj 21.24
80 110 φrn,sj 55.18
80 120 εrn,sj 37.36
80 120 ϖrn,sj 30.43
80 120 φrn,sj 32.13

The resulting curves clearly emphasize the trade-o# between network quality
performance and social and ethical value, showing how the number of available
resources and requested services a#ects the set of optimal solutions. In particular,
when both the number of network resources and the number of service requests in-
crease, the Pareto front expands, enabling better trade-o#s between the two con%ict-
ing objectives. For instance, in small-scale scenarios such as N = 80 and J = 120,
the optimal solutions are con"ned to the range (0.4·106, 105). Conversely, in larger-
scale scenarios such as N = 800 and J = 1200, the Pareto front becomes denser,
thus re%ecting greater %exibility in the decision space. Under these conditions, the
network attains a maximum social and ethical value of 3.6 · 106 while reaching a
maximum network quality performance equal to 1100. More generally, the results
con"rm the inherent con%ict between the two objectives, since improving one di-
mension typically causes a reduction in the other.



1.2. Architecture for Secure Intent Translation 41

In addition, it is possible to examine the execution times obtained with the
Gurobi commercial solver, focusing in particular on how Pareto-front construction
varies under di#erent combinations of services and network resources. The anal-
ysis considers variations in the parameters a#ecting both the ↼-constraint method
and the system model, including the discretization step ω and the weights associ-
ated with the three KVIs, namely environmental sustainability, trustworthiness, and
inclusiveness.

Figure 1.9 analyzes the impact of varying the number of services J and the dis-
cretization parameter ω, while keeping the number of network resources "xed at
N = 80. From the perspective of solution granularity, a "ner discretization, namely
ω = 0.01, increases the number of optimal trade-o#s from 7 to 164 with respect to
the coarser choice ω = 1, thus yielding a more detailed representation of the solu-
tion space when J = 120.

However, the higher granularity entails a signi"cant computational cost, as
shown in Table 1.6. More speci"cally, the execution time increases from 3.45 s for
ω = 1 and J = 120, to 20.48 s for ω = 0.1 and J = 120, and then to 214.93 s for
ω = 0.01 and J = 120. The most critical case is observed for ω = 0.01 and J = 110,
where the execution time reaches 260.43 s, further con"rming the steep growth in
computational complexity induced by "ner discretization. By contrast, a coarser
discretization such as ω = 1 considerably reduces the runtime, producing values
between 3.04 s and 4.08 s. This reduction, however, comes at the cost of a lower
number of optimal solutions and may therefore miss relevant trade-o#s between
quality performance and social and ethical value. On the other hand, smaller values
of ω improve the optimal social and ethical network value by 12%, thus enabling a
more accurate optimization of environmental sustainability, trustworthiness, and
inclusiveness.

Table 1.7 reports the execution times obtained under di#erent assignments of
the KVI weights. This analysis is useful to evaluate the computational impact of
prioritizing speci"c social and ethical dimensions within the optimization process.
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Overall, the results show that the execution times remain largely consistent
across the di#erent KVI weight con"gurations, with only limited variations due
to the speci"c application scenarios. For example, when J = 100 and N = 80,
runtimes range from 16 s to 57 s, with the highest value observed when inclusive-
ness is prioritized. For a slightly higher service load, such as J = 120, runtimes
range from 30.43 s to 37.36 s, with the maximum value obtained when environmen-
tal sustainability is prioritized. Therefore, execution time is mainly driven by the
service load and by the number of available resources, whereas the relative weights
assigned to the KVIs in%uence the optimization result without signi"cantly altering
the computational complexity.

Figures 1.10 and 1.11 further analyze the trade-o# between network quality per-
formance and social and ethical value under di#erent service–resource combina-
tions, while keeping the parameter ω "xed and considering a scenario in which nei-
ther quality performance nor social and ethical value is explicitly prioritized. The
curves compare the proposed optimization-based orchestration framework against
the baseline approaches PGM and RM. The results are obtained over 500 di#erent
seeds in order to ensure robustness with respect to di#erent distributions of service
request types.

More speci"cally, Figure 1.10 provides an empirical validation of the theoretical
framework introduced in Section 4, showing the capability of the system to identify
and explore Pareto-optimal solutions as the availability of resources increases. With
a "xed number of service requests, namely J = 100, and an increasing number of
available resources, ranging from 20 to 90, the Pareto front progressively shifts, re-
%ecting improvements in both service quality and social and ethical value. This
con"rms that greater resource diversity facilitates the identi"cation of a broader
set of non-dominated con"gurations and enables more favorable trade-o#s between
con%icting objectives. Such a behavior is fully aligned with the bi-objective opti-
mization perspective adopted in this work, which jointly considers service demands
and resource capabilities in order to promote the use of ethically valuable resources
while still satisfying user requirements.

In addition, Figures 1.11a and 1.11b compare network quality performance and
social and ethical value in scenarios where the number of network resources is "xed
to N = 80, while the number of service requests J varies in [80, 120]. In terms of
network quality performance, the proposed approach exhibits a behavior consis-
tent with that of PGM, preserving the same overall trend as the number of services
increases. At the same time, a 10% improvement is observed in the total social and
ethical value, demonstrating the e#ectiveness of the proposed framework in in-
corporating social and ethical considerations into service orchestration. Compared
with RM, the proposed strategy improves by 13% and 10% in the two evaluations,
respectively. Moreover, it exhibits a performance gap of 6% with respect to VGM in
terms of network quality, while showing a reduction of up to 5% in the delivered
social and ethical value. Overall, these results indicate that the proposed strategy
outperforms the baseline approaches by allocating resources more e!ciently and
by balancing performance with broader value-oriented objectives.

By contrast, the greedy baselines achieve the best outcomes only with respect
to the speci"c criterion they explicitly optimize, while remaining suboptimal with
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respect to the opposite objective. In particular, PGM follows a purely performance-
driven allocation strategy and therefore achieves higher network quality than ran-
dom allocation, but it does not take into account environmental sustainability, in-
clusiveness, or other social and ethical aspects. Conversely, VGM attains the high-
est social and ethical values, but exhibits signi"cantly worse behavior when net-
work quality is considered as the main evaluation criterion. Finally, RM remains
the weakest strategy because of its uninformed allocation process, which results in
ine!cient service–resource matching and lower overall e#ectiveness.

Figures 1.11c and 1.11d further validate the impact of the proposed optimization
strategy on both quality performance and social and ethical value. In this case, the
number of services is "xed at J = 100, while the number of network resources
varies within [50, 90]. Consistently with the previous analysis, the proposed ap-
proach maintains a quality performance comparable to PGM across all the consid-
ered resource settings. At the same time, it achieves improvements of up to 13%
over RM and up to 6% over VGM. When only social and ethical value is considered,
the proposed framework outperforms both RM and PGM, achieving gains of up to
20% with respect to both baselines, while incurring a performance decrease of at
most 1% compared with VGM. These results further con"rm that informed strate-
gies are able to exploit a larger provider pool more e#ectively, whereas RM fails to
do so because of its uninformed nature.

Figures 1.12, 1.13, and 1.14 then move from the general trade-o# analysis to
speci"c scenarios, each characterized by realistic KVI and KPI prioritizations that
re%ect the needs of di#erent 6G service classes. In particular, Figure 1.12 refers
to the Collaborative Robots and Physical Awareness scenarios, where environmental
sustainability is prioritized because of the importance of minimizing waste and en-
ergy consumption, together with reliability and thus low packet loss. Figure 1.13
instead refers to the Trusted Environments scenario, which places stronger empha-
sis on trustworthiness because of the relevance of security, resilience, and privacy,
together with high data rates and minimal packet loss. Finally, Figure 1.14 refers to
the Immersive Experience scenario, where inclusiveness is assigned greater impor-
tance together with low computation delay and high data rate, in order to support
equitable access and reduce the digital divide.
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In the "rst scenario, the results show that the proposed method achieves a net-
work quality performance up to 4% lower than PGM, but up to 9% higher than VGM
across di#erent numbers of service requests and network resources. At the same
time, it substantially improves the social and ethical value, outperforming PGM by
up to 13% and RM by up to 15% under the same con"gurations. It is worth noting
that the achieved social and ethical value remains about 5% lower than that of a
purely value-oriented strategy. This indicates that resources providing consistently
high KPIs or KVIs at the individual level do not necessarily lead to a globally optimal
allocation when both classes of indicators are jointly maximized.

When trustworthiness is prioritized, the proposed orchestration framework
maintains a network quality performance closely aligned with PGM, while outper-
forming VGM by up to 5% and RM by up to 18%. In addition, it surpasses both the
performance-oriented and the random baselines in terms of social and ethical value.
More speci"cally, for J = 100, it improves over both RM and PGM by about 4%,
while consistently matching the performance of VGM. This con"rms its capabil-
ity to incorporate trustworthiness into resource allocation without compromising
overall network performance, unlike the purely value-oriented baseline.

Finally, when inclusiveness is prioritized, the proposed method exhibits only a
limited degradation in network quality performance across the considered ranges
of service requests and network resources, while achieving a substantial increase
in social and ethical value. In particular, for J = 100, the gain exceeds 70% with
respect to both PGM and RM, thus highlighting the e#ectiveness of the framework
in integrating social considerations into network management. In this case, the
proposed approach shows a network quality performance gap of up to 12% relative
to VGM. Nevertheless, both approaches remain closely aligned in terms of social
and ethical value under the same operating conditions, with di#erences generally
remaining within 10%.

Overall, the proposed framework achieves substantial improvements in the so-
cial and ethical value delivered by the network during service orchestration across
all the evaluated scenarios. This di#ers from purely value-driven allocation strate-
gies, which select the resources with the highest KVIs for each request, but often
fail to identify globally optimal trade-o#s. Any occasional reduction in quality per-
formance with respect to PGM is systematically compensated by signi"cant gains
in social and ethical value. These "ndings con"rm the e#ectiveness of the proposed
approach in managing complex service–resource assignments while ensuring a bal-
anced trade-o# between technical performance and key societal objectives.

1.3 Case study: Sustainable Video Streaming
The architectural and methodological perspective developed throughout this chap-
ter can be instantiated in a representative video-streaming scenario. To this end, this
section presents a case study on sustainable service orchestration, where intent-
driven control is extended beyond conventional performance-oriented decision
making so as to jointly account for service quality, infrastructure energy consump-
tion, and equivalent carbon emissions [80].
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Video streaming provides a particularly relevant use case for this analysis. It
already accounts for a large share of global Internet tra!c and is associated with a
non-negligible environmental footprint, making it a meaningful domain in which
to study how orchestration decisions a#ect both service performance and sustain-
ability outcomes [52]. At the same time, video delivery is strongly sensitive to
user-perceived quality, bitrate selection, routing choices, and server allocation, and
therefore o#ers a suitable setting in which to observe the interaction between tra-
ditional KPIs and sustainability-oriented objectives.

Within this perspective, the present case study introduces GreenTent, an intent-
based orchestration framework designed to jointly account for service perfor-
mance and environmental sustainability. More speci"cally, GreenTent extends
conventional orchestration by embedding carbon-e!ciency requirements as value-
oriented objectives alongside traditional service-quality targets. In this way, sus-
tainability is not treated as an external reporting dimension or an ex-post assess-
ment metric, but as an integral part of the orchestration process itself.

From a system perspective, GreenTent instantiates the broader intent-driven
work%ow discussed in this chapter through a closed-loop architecture comprising
intent pro"ling and translation, orchestration over a virtualized infrastructure view,
and runtime assurance. In the considered implementation, this work%ow is sup-
ported by an Software-De"ned Networking (SDN)-enabled control plane based on
Open Network Operating System (ONOS) and evaluated over a Mininet emulation
environment, thus providing a concrete prototype in which sustainability-aware
decisions can be tested under controlled yet realistic operating conditions.

This implementation-oriented perspective is particularly important because it
makes it possible to analyze sustainability-aware orchestration not only at the level
of abstract optimization objectives, but also in terms of actual routing, server se-
lection, residual link capacity, and service delivery behavior. As a consequence, the
case study provides a concrete bridge between the value-aware orchestration prin-
ciples introduced earlier in the chapter and their practical realization in a dynamic
service-management setting.

The relevance of this use case extends beyond video delivery alone. The motiva-
tion for considering this scenario lies in the broader dual role played by communi-
cation networks within the sustainability landscape. On the one hand, networking
infrastructures act as key enablers for social and economic progress by support-
ing remote work, telemedicine, smart agriculture, digital inclusion, and other ser-
vices that contribute to the achievement of the UN SDGs. On the other hand, the
same infrastructures may generate signi"cant environmental and social externali-
ties, including greenhouse-gas emissions associated with non-renewable electricity
consumption, impacts related to equipment manufacturing and resource extraction,
and persistent barriers to equitable digital access.

This tension is particularly relevant in light of SDGs 7, 12, and 13, which re-
spectively concern a#ordable and clean energy, responsible consumption and pro-
duction, and climate action. In the networking domain, these objectives call for
orchestration logics that do not merely maximize throughput or minimize delay,
but also explicitly account for energy e!ciency, carbon impact, and the broader
sustainability pro"le of service-delivery decisions.
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Intent Profiling and Translation

KPI/KVI embedding

F$’(#" 1.15: The proposed intent-based orchestration frame-
work [80].

A further challenge stems from the fact that sustainability is inherently het-
erogeneous across both space and time. Carbon intensity may %uctuate accord-
ing to the varying contribution of renewable generation, while alternative network
technologies and routing options may exhibit markedly di#erent energy-e!ciency
pro"les depending on link type, transmission distance, and equipment character-
istics. As a consequence, sustainability-aware orchestration cannot be reduced to
a static energy-minimization rule, but requires an adaptive decision process capa-
ble of incorporating environmental conditions and operational constraints into the
service-allocation logic.

1.3.1 GreenTent Framework
This subsection presents the GreenTent framework and outlines the functional
work%ow through which sustainability-aware service orchestration is performed.
As shown in Fig. 1.15, the framework is designed as a closed-loop intent-based con-
trol system comprising three main functional blocks, namely Intent Pro"ling and
Translation, Intent Orchestration, and Intent Assurance. This organization is consis-
tent with the broader architectural view developed in this chapter, where high-level
requests are progressively translated into enforceable decisions and continuously
monitored over time.

From a user perspective, service requests are expressed through a high-level
interaction interface, such as a conversational front-end, by specifying only the de-
sired service quality. In the considered video-streaming scenario, this means that
users select a content item and an associated subscription plan, thereby expressing
service-level requirements in terms of conventional KPIs without explicitly pro-
viding sustainability-related parameters. Sustainability requirements are instead
inferred by the framework from the operational and energy state of the infrastruc-
ture and are incorporated as implicit KVIs.

More speci"cally, each request is associated with a minimum carbon-e!ciency
requirement, which captures the minimum amount of delivered data per unit of
emitted kgCO2e. The resulting structured intent therefore combines performance-
related service targets with a sustainability-oriented value constraint, so that the
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subsequent orchestration process can jointly consider service feasibility, user qual-
ity expectations, and environmental impact within a uni"ed decision model.

At the orchestration stage, GreenTent operates on a NDT-based representa-
tion of the infrastructure, which maintains an updated view of network topology,
residual link capacities, node states, server availability, and energy pro"les. This
virtual representation combines network-state information with emission-related
data, thereby enabling server-selection and routing decisions that account not only
for service quality and resource availability, but also for the carbon implications of
the selected end-to-end con"guration.

Based on this infrastructure view, GreenTent determines the server–path al-
location to be applied for each active request. The orchestration logic does not
simply identify a feasible route, but searches for con"gurations that satisfy user-
de"ned bitrate constraints while enforcing a minimum sustainability target ex-
pressed through carbon e!ciency. In this way, performance and sustainability are
jointly embedded into the same control loop rather than being evaluated in separate
stages.

The "nal step is represented by the Intent Assurance function, which continu-
ously monitors whether deployed con"gurations remain aligned with the original
intent speci"cation. If repeated sustainability violations are observed, the frame-
work updates the minimum carbon-e!ciency thresholds used in subsequent or-
chestration cycles. This closes the loop between request interpretation, orchestra-
tion, and runtime adaptation, and makes GreenTent suitable for dynamic environ-
ments in which network conditions and energy pro"les evolve over time.

1.3.2 Sustainability-aware Orchestration Logic
This subsection introduces the system model adopted for the GreenTent case study.
The objective is to formalize the infrastructure, the service requests, and the
sustainability-related quantities required to support joint orchestration decisions
over performance and environmental impact.

The considered infrastructure is represented through a NDT and modeled as a
directed graph

G = (V,E),
where V denotes the set of network nodes and E the set of directed communication
links. The node set is partitioned into three subsets, namely the set of user devices

U = {u1, . . . , uk, . . . , uK},

the set of candidate video servers

S = {s1, . . . , sj, . . . , sJ},

and the set of intermediate network nodes

N = {n1, . . . , nw, . . . , nW}.
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Each link e ↑ E is characterized by a "nite transmission capacity Ce (in Mbps)
and a baseline power consumption Pe (in W), representing the power required to
keep the link active. Similarly, each node v ↑ V is associated with a baseline power
consumption Pv (in W), accounting for processing, forwarding, and terminal op-
erations. In line with [81], communication links are assumed to exhibit tra!c-
independent power consumption, as the power required to process tra!c %ows
varies only marginally over a wide range of tra!c loads (e.g., 100-200 mW).

To account for the environmental dimension, the infrastructure is associated
with a grid emission factor EF (in kgCO2e/kWh), representing the carbon inten-
sity of the electricity mix powering the network. Accordingly, the carbon-weighted
baseload quantities of links and nodes are de"ned as

!e = Pe · EF, (1.31)

where !e and !v express the equivalent carbon impact of keeping the corre-
sponding element active.

Each user uk ↑ U may generate a video-streaming request rk, described by the
tuple

rk =
(
b(qk), ↽

min
k

)
,

where b(qk) denotes the target bitrate associated with the requested video quality
level qk, while ↽min

k denotes the minimum carbon-e!ciency threshold that must
be enforced during orchestration. In the considered framework, b(qk) captures the
user-side service requirement, whereas ↽min

k represents the sustainability-oriented
constraint associated with the request.

For each pair (uk, sj), let

#uk,sj = {⇀1, . . . , ⇀m, . . . , ⇀M}

denote the set of candidate end-to-end paths connecting user uk to server sj . Under
a steady-state, per-unit-time model, the total power consumption associated with a
candidate path ⇀m is computed as

Pϑm =

∑

v↓ϑm

Pv +

∑

e↓ϑm

Pe. (1.32)

Starting from the total path power, the corresponding carbon-emission rate is
given by

Cϑm =
Pϑm · EF

3.6 · 106 , (1.33)

where the denominator converts power and emission units into a consistent per-
second carbon-emission rate.

The carbon e!ciency achieved when serving request rk through server sj over
path ⇀m is then de"ned as

↽k,sj =
b(qk)

Cϑm

, (1.34)

expressed in bit/kgCO2e. This quantity captures the amount of delivered data per
unit of emitted carbon and acts as the main sustainability-oriented metric adopted
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in the case study.
Under this formulation, candidate server–path con"gurations are evaluated

jointly with respect to i) service feasibility in terms of residual link capacities and
ii) sustainability compliance in terms of the minimum carbon-e!ciency threshold.
Therefore, the system model provides the quantitative basis for a service-allocation
process in which performance and environmental impact are embedded into the
same orchestration logic.

Building on the system model introduced above, GreenTent performs
sustainability-aware service orchestration through a closed-loop protocol operat-
ing on the NDT representation of the infrastructure. The objective is to determine,
for each active request, a server–path con"guration that preserves the requested
service quality while minimizing the carbon impact of service delivery and enforc-
ing a minimum carbon-e!ciency requirement.

The orchestration procedure is articulated into two main phases followed by an
Intent Assurance step. The overall work%ow is summarized in Algorithm 3.

In Phase 1, GreenTent reduces the baseline carbon footprint of the operational
topology by progressively deactivating nodes and links that are not necessary to
preserve service reachability. Candidate elements are ranked according to their
carbon-weighted baseload terms !v and !e, so that the pruning procedure priori-
tizes the most carbon-expensive infrastructure elements. At the end of this phase,
a reduced graph G→

= (V→,E→
) is obtained.

Phase 2 performs request-level orchestration over the reduced topology. For
each active request rk, GreenTent evaluates candidate server–path con"gurations
and selects the one maximizing carbon e!ciency, while checking the residual-
capacity constraints of the traversed links and the sustainability constraint ↽k,sj ↔
↽min
k . If both conditions hold, the path is deployed through forwarding rules, and

the residual capacities are updated accordingly.
When no fully compliant con"guration exists, the request is moved to a conges-

tion list. Once all requests have been processed, an updated graph G→→
= (V→,E→→

) is
obtained, re%ecting the new residual link capacities. The requests in the congestion
list, alongside this graph, is fed back as input to Phase 1, which is re-executed to
selectively reactivate nodes and links that may be required after capacity updates,
while still guaranteeing connectivity between each requesting user and at least one
eligible server.

Then, deferred requests are handled through a re"ned path-selection strategy,
consisting of a modi"ed Dijkstra-based algorithm with incremental penalization.
The latter includes a quadratic penalty that re%ects potential violations of the min-
imum carbon-e!ciency threshold ↽min

k , thereby favoring paths that are more likely
to satisfy sustainability constraints while remaining computationally e!cient. In
particular, the "nal cost function is de"ned as follows:

J (⇀m) = →↽k,sj + µ ·
(
max(0, ↽min

k → ↽k,sj)
)2
, (1.35)

where µ is a tunable penalty coe!cient. The "rst term favors carbon-e!cient paths,
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Algorithm 3 GreenTent Sustainability-Aware Orchestration
Require: Network graph G = (V,E); requests rk with bitrate b(qk) and threshold

↽min
k

Ensure: Server selection and routing con"guration
Phase 1: Topology Reduction

1: Rank all v ↑ V and e ↑ E by decreasing !v and !e

2: for all x ↑ V ↘ E do
3: Temporarily deactivate x
4: if ≃rk such that no feasible path uk ⇐ sj exists then
5: Reactivate x
6: end if
7: end for
8: Obtain reduced graph G→

Phase 2: Request-Level Orchestration (Hard)
9: Rc ⇒ ⇑

10: for all rk do
11: Select ⇀m ↑ #uk,sj on G→ minimizing →↽k,sj
12: if ≃e ↑ ⇀m such that b(qk) > Ce or ↽k,sj < ↽min

k then
13: Rc ⇒ Rc ↘ {rk}
14: else
15: Install ⇀m and update capacities
16: end if
17: end for
18: Update graph G→→

Phase 2 (Re!ned): Penalized Selection
19: if Rc ⇓= ⇑ then
20: Re-run Phase 1 on G→→ to obtain G→→→

21: for all rk ↑ Rc do
22: Select ⇀m minimizing J (⇀m)
23: if ≃e ↑ ⇀m such that b(qk) > Ce then
24: Skip rk
25: else
26: Install ⇀m and update capacities
27: if ↽k,sj < ↽min

k then
28: Mark rk as allocated with violation
29: end if
30: end if
31: end for
32: end if

Intent Assurance
33: Update ↽min

k using Eqs. (1.38)–(1.39)



1.3. Case study: Sustainable Video Streaming 55

whereas the second penalizes con"gurations that violate the minimum carbon-
e!ciency threshold. Higher values of µ impose stricter adherence to the sustain-
ability constraint, while lower values allow greater %exibility under congested con-
ditions.

If a request can be allocated only through a path violating the carbon-e!ciency
threshold, the request is still admitted in order to preserve service continuity, but it
is explicitly marked as allocated with violation. These events are then exploited by
the Intent Assurance mechanism to update the sustainability threshold for subse-
quent orchestration cycles.

To this end, let xk ↑ {0, 1} denote an indicator variable equal to 1 when request
rk is admitted with at least one violation and 0 otherwise. Over an observation
interval of duration ”t, the empirical probability of violation is de"ned as

Pemp(”t) =
1

K

K∑

k=1

xk, (1.36)

where K denotes the number of requests handled during the interval.
To complement empirical observations with a model-based estimate, violation

events are assumed to follow a Poisson process with expected rate ϑ(”t). Under this
assumption, the probability of observing at least one violation during the interval
is

Pmod(”t) = 1→ e↑ϖ(!t). (1.37)
The e#ective violation probability is then obtained by combining empirical and

model-based information as

P̂(”t) = ⇁ · Pmod(”t) + (1→ ⇁) · Pemp(”t), (1.38)

where ⇁ ↑ [0, 1] controls the balance between analytical estimation and measured
evidence.

Finally, the minimum carbon-e!ciency threshold is updated according to

↽min
k (t+”t) =

(
1→ P̂(”t)

)
· ↽min

k (t), (1.39)

thereby aligning the sustainability requirement with the carbon e!ciency that is
realistically achievable under the current network and energy conditions.

From a computational viewpoint, the overall cost is dominated by the topology-
reduction phase, which combines iterative pruning and repeated reachability
checks, yielding a worst-case complexity of

O
(
|U| · (|V|+ |E|)2

)
. (1.40)

By contrast, the Dijkstra-based request-level orchestration phase has complexity

O(|U| · (|E|+ |V| log |V|)) , (1.41)

with an additional cost of the same order when the re"ned penalized-selection stage
is triggered for deferred requests.
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1.3.3 Performance Evaluation
The e#ectiveness of GreenTent in adaptive service orchestration is evaluated on
a Mininet-emulated testbed managed by the ONOS controller and deployed on an
Intel Core i7-10750H host running Ubuntu 22.04.4 LTS. The considered topology
comprises |V| = 31 nodes, including 18 intermediate nodes, 10 user devices, and 3
video servers, interconnected by |E| = 44 directed links. Video content is delivered
through GStreamer-based servers using RTSP streaming sessions.

()) Perceived video quality with GreenTent.

(*) Perceived video quality with TO orchestration (no
sustainability criteria).

(,) Perceived video quality with the EA approach (no network
orchestration).

F$’(#" 1.16: Perceived video quality for the "rst service request un-
der (a) GreenTent, (b) throughput-oriented orchestration (TO), and

(c) energy-aware application-level approach (EA) [80].

Node and link energy pro"les are initialized from representative commercial
hardware speci"cations, with link baseload power consumption ranging from 1.2 to
12 W [57], [82]. In accordance with the system model described in Section 1.3.2, all
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F$’(#" 1.17: Average delivered bitrate, carbon e!ciency, and CO2

emissions under increasing load [80].

energy-related quantities represent baseline, tra!c-independent power consump-
tion. The grid emission factor is set to EF = 475 gCO2e/kWh, which, for the
sake of simplicity, it is assumed to be equal to the global average, while the initial
minimum carbon-e!ciency threshold is "xed to ↽min

k = 2.68 · 106 bit/kgCO2e and
dynamically updated through the Intent Assurance mechanism with observation
interval ”t = 30 s.

GreenTent is compared against two baseline strategies. The "rst one is a
throughput-oriented orchestration approach, denoted as TO, which optimizes ser-
vice delivery without considering sustainability-related criteria. The second one is
an energy-aware application-level approach, denoted as EA, which aims at reduc-
ing energy consumption without performing network-level orchestration of video
quality. Video contents are available at three quality levels, namely 720p, 1080p, and
2160p, and service requests are generated through interactions with the Rasa-based
front-end, emulating realistic user behavior biased toward cost-e!cient subscrip-
tion plans.
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A representative scenario considers concurrent requests for high-resolution
video content at 2160p. Figure 1.16 provides a qualitative comparison of the per-
ceived video quality for a single request under the three considered strategies. Both
GreenTent and TO satisfy throughput requirements and achieve high-resolution
playback. However, GreenTent preserves comparable visual quality while reducing
network-level energy consumption and emissions. By contrast, the EA approach
minimizes energy usage without enforcing performance constraints, resulting in
visibly degraded video quality.

While Fig. 1.16 focuses on a single request, Fig. 1.17 evaluates network behav-
ior under increasing tra!c load in order to assess the scalability of the proposed
framework. More speci"cally, Fig. 1.17(a) shows the evolution of average delivered
bitrate and network carbon e!ciency as the number of concurrent service requests
increases, whereas Fig. 1.17(b) reports the corresponding CO2e emission rates when
the network handles 15 concurrent requests. Since %ows are progressively injected
over time, the "gure also captures the dynamics induced by residual-capacity vari-
ations during orchestration.

The results show that the higher bitrate achieved by TO does not translate into
proportional carbon-e!ciency gains because of the associated increase in CO2e
emissions. Conversely, EA attains high carbon e!ciency at the expense of service
quality. GreenTent instead identi"es a more balanced operating point, limiting the
average bitrate degradation to 5.47% with respect to TO while improving carbon
e!ciency by up to 15.54% at t = 100 s. Compared with EA, GreenTent provides up
to 12.93% higher average bitrate and up to 22.70% higher carbon e!ciency.

The stacked-bar representation in Fig. 1.17(b) further shows that TO incurs the
highest total CO2e emission rate, equal to 0.1562 + 0.0469 + 0.7036 kg/s, whereas
EA and GreenTent achieve lower totals, equal to 0.1241+0.0339+0.5085 kg/s and
0.1247+0.0362+0.5424 kg/s, respectively. These results indicate that per-request
optimization without topology-level control leads to higher system-wide carbon
costs, whereas GreenTent bene"ts from the combined action of topology reduction
and request-level sustainability-aware orchestration.

Overall, GreenTent achieves a balanced trade-o# between sustainability and ser-
vice performance. In particular, it signi"cantly reduces power consumption and
CO2 emissions with respect to throughput-oriented orchestration while preserving
delivered bitrate and user-perceived quality even under high network load.

Concluding Remarks
This chapter proposed an end-to-end architecture for secure and value-aware intent
processing, addressing RQ1 along three interconnected dimensions: trusted request
admission, KPI/KVI-aware intent translation, and multi-objective orchestration.

The MID module prevents harmful or adversarial requests from entering the
orchestration pipeline by operating at the conversational front-end, before any
translation step is performed. The value-driven translation framework enriches
the structured intent with both conventional KPIs—namely service delay, data rate,
and packet loss—and broader KVIs, capturing environmental sustainability, trust-
worthiness, and inclusiveness. In this way, orchestration objectives are aligned
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with the UN SDGs. The TETREES optimizer leverages this enriched representa-
tion to compute exact Pareto-e!cient trade-o#s between network quality and so-
cial/ethical value. This capability is further demonstrated through the sustainable
video-streaming case study, where GreenTent achieves a balanced operating point
between carbon e!ciency and delivered service quality.

To clarify how each dimension propagates from intent translation to the opti-
mization model, Table 1.8 provides a uni"ed overview of the proposed framework,
prior to the DT-assisted extensions introduced in Chapter 2.

T)*+" 1.8: Role of KPIs and KVIs across the proposed framework.

Dimension Role in intent translation Role in optimization

KPIs Extracted from natural-
language requests by the
LLM-assisted translation
module and mapped to
normalized performance
attributes and quality toler-
ances Qtol

sj .

Aggregated into the network
quality performance func-
tion Q(X) via per-resource
quality scores Qrn,sj ; en-
forced as hard service-level
constraints in the binary
assignment model; enforced
at runtime by GreenTent.

KVI – Sustainability Captures environment-
related requirements such as
carbon e!ciency and energy
constraints embedded in the
user request.

Modelled as the di#erence
between carbon o#set and
emission rate; combined into
the social/ethical value func-
tion V (X) with dedicated
weight w→

1; enforced at run-
time by GreenTent.

KVI – Trustworthiness Encodes security, robustness,
and privacy expectations be-
yond conventional SLA con-
straints.

Derived from cyber-risk and
cyber-con"dence indicators;
contributes to V (X) through
weight w→

2, penalising assign-
ments with elevated security
exposure.

KVI – Inclusiveness Represents fairness and ac-
cessibility goals articulated in
service requirements.

Expressed via mean-time-to-
failure and failure probabil-
ity of each resource; weighted
by w→

3 in V (X), rewarding as-
signments that improve ser-
vice continuity across all user
groups.

All dimensions are processed through the uni"ed architecture of Fig. 1.1: the LLM-assisted translation
layer extracts KPI and KVI targets from natural-language requests, the MID module enforces secure

admission, and TETREES resolves the resulting bi-objective optimisation problem.
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Chapter 2

Digital Twin-Driven Intelligent
Orchestration

As future communication networks grow in complexity, orchestration can no longer
be framed as a mere resource-allocation problem, but rather as a broader decision-
support challenge in which the system must continuously interpret context, an-
ticipate evolution, and select actions aligned with service objectives over time. In
this context, DTs, and more speci"cally NDTs, have emerged as promising enablers,
since they provide synchronized and operationally meaningful abstractions of the
underlying infrastructure, allowing the network state to be observed, alternative
con"gurations to be explored, and the impact of orchestration decisions to be esti-
mated before enforcement in the physical system.

Yet, the mere availability of a digital counterpart does not automatically re-
sult in intelligent orchestration. While a twin can expose measurements, models,
and predictions, it does not by itself determine which objectives should be prior-
itized, how con%icting constraints should be balanced, or which decision is most
appropriate under dynamic conditions. The real challenge, therefore, is not only
to build accurate twins, but to endow them with decision-making capabilities that
transform data into actionable and trustworthy orchestration choices. In this sense,
the proposed DT-assisted orchestration frameworks address RQ2 by demonstrating
how DTs can evolve from descriptive replicas of the infrastructure into intelligent
decision-support entities for network orchestration. Rather than being limited to
monitoring, synchronization, and prediction, the twin is framed here as an active
component of the control loop, able to expose domain knowledge, evaluate alter-
natives, and support trustworthy decisions under heterogeneous requirements and
changing conditions. the network.

Against this background, this chapter develops a mathematical-reasoning per-
spective for DT-assisted network orchestration. It "rst reviews related work on DT-
assisted orchestration, intent-driven control, and disaster-response task o$oading.
It then introduces two complementary algorithmic contributions — a MCDM frame-
work based on the TOPSIS methodology for context-aware domain selection, and a
game-theoretic matching mechanism grounded in the Deferred Acceptance Algo-
rithm (DAA) for joint KPI and KVI optimization — and consolidates them within a
practical platform implementation in the context of the COHERENT project.
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2.1 Background and Related Works
As highlighted in Chapter 1, the evolution of future networked systems calls for
orchestration approaches able to address not only conventional performance re-
quirements, but also wider objectives associated with resilience, trustworthiness,
and sustainability. Against this background, the present chapter narrows the fo-
cus to the research directions that are most closely aligned with DT-assisted net-
work orchestration. More speci"cally, this section discusses four strongly intercon-
nected areas: optimization-oriented service orchestration, NDT-assisted orchestra-
tion, intent-driven orchestration, and task o$oading in disaster-response scenarios
across heterogeneous traversable domains.

2.1.1 Service orchestration in advanced network environ-
ments

Service orchestration in B5G networks requires the coordinated selection and ac-
tivation of distributed resources so as to satisfy heterogeneous service require-
ments under constrained conditions. Early research in this area mainly addressed
conventional KPIs, formulating optimization problems aimed at reducing deploy-
ment costs, meeting deadlines, or limiting delay in service execution and work%ow
scheduling [83], [84], [85], [86], [87]. In parallel, task-allocation strategies grounded
in matching theory have also been proposed to improve the e!ciency of task of-
%oading in distributed IoT–fog environments [88].

Although these contributions provide valuable algorithmic tools, they are pre-
dominantly centered on technical e!ciency. As a consequence, they only partially
capture the richer decision space that characterizes emerging network environ-
ments, where orchestration choices may also need to account for risk, trust, and
value-oriented objectives. This limitation becomes particularly relevant in B5G and
pre-6G scenarios, where service provisioning increasingly spans heterogeneous do-
mains and must remain aligned with both operational targets and broader stake-
holder expectations [9], [13], [63], [89].

2.1.2 Digital-twin-assisted orchestration
A major evolution of the orchestration literature has been enabled by the introduc-
tion of NDTs, which provide data-driven virtual abstractions of network domains
and allow candidate con"gurations to be explored before actual deployment [90],
[91]. This capability is particularly useful in advanced service orchestration, be-
cause it enables the management system to reason on resource availability, pre-
dicted behavior, and feasible deployment alternatives through a virtual representa-
tion of the infrastructure.

Several recent studies have exploited this opportunity in di#erent ways. In [92],
DT function virtualization is coupled with deep reinforcement learning to sup-
port adaptive service response in 6G networks. In [93], the authors propose an
adaptive service-provisioning mechanism in which the NDT is used to simulate re-
source aggregation satisfying service requirements, and the resulting problem is
addressed through a Boolean-satis"ability formulation with heuristic resolution. In
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[94], DTs support Service Function Chain (SFC)-enabled service provisioning in mo-
bile edge computing by predicting reliability and assisting two optimization prob-
lems aimed at minimizing costs while maximizing admission capability. A similar
orchestration-support role is assigned to the NDT in [95], where the twin assists
federated-learning service provisioning over mobile edge networks.

Other works exploit the virtual counterpart more explicitly to expose domain
characteristics and drive resource-allocation decisions. In [96], the NDT represents
processing and access-related parameters so as to minimize the average processing
delay in mobile edge computing. In [97], a DT approach is adopted for joint user
association, task o$oading, and resource allocation in Ultra-Reliable Low-latency
Communications (URLLC) edge networks, with the objective of reducing end-to-
end o$oading latency. In [98] and [99], DT assistance is used for resource alloca-
tion in vehicular and sensing-enabled environments, while [100] extends this line
to Unmanned Aerial Vehicle (UAV)-aided Internet of Vehicles scenarios. Taken to-
gether, these studies con"rm that NDTs can play a central role in exposing the state
and capabilities of candidate domains for orchestration purposes.

Nevertheless, most of these solutions still focus on a restricted subset of KPIs,
such as latency, throughput, computational e!ciency, or acceptance ratio. Even
when the NDT e#ectively supports prediction and simulation, the "nal orchestra-
tion objective is often limited to technical optimization, with weaker attention to
higher-level service abstractions and broader KVIs. This leaves open the question
of how DTs can be integrated into orchestration frameworks that jointly reason on
performance, security, cost, and service value.

2.1.3 Intent-driven orchestration
A complementary research direction concerns IBN, which provides the semantic ab-
straction through which users and operators can express desired outcomes without
directly specifying low-level con"gurations [20], [21], [22]. This paradigm is par-
ticularly suitable for B5G systems, where service demands are heterogeneous and
where automation must progressively bridge the gap between high-level objectives
and deployable actions.

Recent contributions have explored this potential in several orchestration set-
tings. In [101] and [36], intent-aware orchestration is used to support resource man-
agement and proactive control, including reinforcement-learning-based scheduling
in Radio Access Network (RAN) slicing scenarios and AI-driven orchestration for
consumer-electronics services. In [102], a multi-tenant IBN approach is adopted
for Virtual Network Function (VNF) placement, while [103] proposes an intent-
ful"llment system centered on the translation of high-level goals into enforceable
actions. Similarly, [104] develops an intent-driven closed-loop control and manage-
ment framework for 6G Open RAN environments.

These studies clearly show that IBN can strengthen orchestration by formalizing
user demands, enabling automated translation, and supporting closed-loop control.
Yet, most available solutions mainly address the semantic and operational handling
of intents, whereas the dynamic representation of domain state is often treated sep-
arately. In other words, the literature on IBN and the literature on NDTs have both
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made signi"cant progress, but their joint use in service orchestration remains in-
su!ciently explored.

This gap is especially relevant when orchestration must consider not only KPIs,
but also KVIs. In emerging network environments, service delivery may need to
account for cyber risk, economic sustainability, and trustworthiness in addition to
performance constraints. However, current intent-driven orchestration approaches
still tend to focus on a relatively narrow set of technical requirements, thus leaving
room for more comprehensive frameworks in which intents express heterogeneous
demands and NDTs expose the information needed to evaluate them jointly.

2.1.4 Task o"oading and disaster-response scenarios
A further body of literature becomes relevant when orchestration is considered
under disaster conditions. Natural disasters such as earthquakes, volcanic erup-
tions, and %oods may damage buildings, disrupt communication infrastructures,
and cause widespread service unavailability. In such situations, rescue operations
often rely on the timely collection, transfer, and processing of data, which in turn
requires computationally demanding tasks to be o$oaded toward suitable nearby
network segments.

On the one hand, a substantial number of studies investigate the use of UAVs
in disaster and emergency scenarios [105], [106], [107], [108], [109], [110]. These
works con"rm the importance of UAVs as %exible and rapidly deployable entities for
monitoring and rescue support. However, only a subset of them explicitly focuses
on network-processing task o$oading, as in [105], [107], [109]. More importantly,
these contributions also highlight the di!culty of designing o$oading strategies
that can react to the dynamic and heterogeneous state of the traversed environment.

On the other hand, several works employ DTs to collect data and model the state
of candidate network domains [97], [111], [112], [113], [114]. In [111] and [97], DTs
support task o$oading and resource allocation in vehicular and edge-network set-
tings. In [112], the twin assists computation o$oading and service caching for intel-
ligent transportation systems, while [113] and [114] show how DT models can sup-
port disaster-oriented evaluation and smart-city protection scenarios. These studies
demonstrate the usefulness of DTs for representing domain state, but they do not
fully address dynamic task o$oading in post-disaster settings involving traversable
heterogeneous domains and in-network processing support.

An additional limitation of the current literature is that trust and social rela-
tionships are rarely incorporated into the domain-selection logic. Yet, in disaster
scenarios, the suitability of a domain should not depend only on communication
and computation parameters, but also on its reliability and trustworthiness. This
motivates the integration of a Trust Management System (TMS) within an intent-
driven orchestration framework, following the architectural perspective of ITU-T
[23] and building on social-trust mechanisms such as those discussed in [115]. In
this way, trust can be treated as an explicit support dimension for domain selection
during task o$oading. To make the positioning of the disaster-oriented contribu-
tion more explicit, Table 2.1 summarizes the main features addressed by the most
relevant related works, comparing them with one the approach developed in this
chapter.
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T)*+" 2.1: Review of related works on disaster-oriented task o$oad-
ing and DT-assisted domain selection.

Work UAV Rescue O"oad Dynamic Trust/Social DT
[105] ↭ ↭
[106] ↭ ↭
[107] ↭ ↭ ↭
[108] ↭ ↭ ↭
[109] ↭ ↭ ↭
[110] ↭ ↭ ↭
[111] ↭ ↭ ↭
[97] ↭ ↭
[112] ↭ ↭ ↭
[113] ↭ ↭
[114] ↭ ↭
This thesis ↭ ↭ ↭ ↭ ↭ ↭

2.2 Surviving disaster events via dynamic in-
network processing assisted by NDTs

The "rst speci"c contribution [116] presents a dynamic decision-making framework
for post-disaster in-network processing. The proposed approach exploits NDTs to
support the selection of the most suitable network segment for task o$oading under
rapidly changing and disrupted conditions. By continuously abstracting heteroge-
neous domains through indicators such as bandwidth, computation, storage, and
trustworthiness, NDTs enable informed and timely orchestration decisions, thus
preserving service continuity during disaster recovery operations. In particular,
the framework addresses scenarios in which UAVs, acting as elements of an Non-
Terrestrial Network (NTN), capture video data for monitoring a#ected areas and
o$oad the corresponding processing tasks to available network segments. To this
end, and in line with the International Telecommunication Union (ITU)-T IBN 2030
vision, the methodology exploits NDTs to characterize network domains, identify
those a#ected by disaster events, and replace them with available and reliable seg-
ments capable of supporting in-network processing. The dynamic selection process
is based on TOPSIS, an MCDM technique widely adopted for network selection in
heterogeneous wireless environments, and jointly evaluates the status, readiness,
and trustworthiness of the candidate domains.

2.2.1 The Reference Scenario and the Proposed MCDM Solu-
tion

The considered scenario consists of a conventional multi-domain network in which
several network segments cooperate to support end-to-end services. Depending
on their capabilities and on the sequence of tasks required to provide the service,
including storage and in-network processing, these heterogeneous domains are
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assigned di#erent responsibilities. The considered domains span terrestrial net-
works, NTN segments, and integrated Terrestrial Network-Non Terrestrial Net-
work (TN-NTN) environments.

Within this framework, an UAV traverses the network segments across all do-
mains. First, the UAV performs data acquisition while crossing each domain, col-
lecting information such as videos of industrial assets and critical infrastructures.
These data are used for evaluation, inspection, and monitoring purposes, especially
in locations that are di!cult to access for maintenance or completely unreachable.

Second, the UAV can o$oad the acquired data to a suitable network segment
for processing. In this way, the collected videos can support recovery actions in
domains impacted by natural disasters, enabling timely interventions and rescue
operations while avoiding the loss of in-network processing capability in conditions
where coverage and services are disrupted.

Figure 2.1 depicts the reference scenario together with the IBN-based architec-
ture, which extends the solution proposed in [22] and follows the ITU-T speci"ca-
tions in [117]. The di#erent network segments are grouped into network domains,
which represent the physical infrastructures responsible for handling processing
and storage requests.

Domain 2
Domain 3

SDN
controller

ORCHESTRATORIntent and SLAs
management feedback

NDTs

Domain 4

NDT4

TMS

Domain 1

NDT1

INFRASTRUCTURE 
AND RESOURCES

NDT AND ORCHESTRATION LAYER

…

F$’(#" 2.1: Reference scenario and IBN-based network architec-
ture [116].

In this framework, end-to-end service requirements are expressed as an intent.
This intent requires a target performance level to enable the delivery of the de-
sired service. Such requirements are formalized through the SLA, which ensures
that network providers comply with the speci"ed objectives. According to the ITU-
T framework described in [117], intents are processed and translated into a set of
actions and policies that are then executed by the intent and SLA management mod-
ule.

Since network segments are heterogeneous and their conditions evolve over
time, DTs become essential to represent the characteristics and capabilities of the
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corresponding domains. Their use supports network monitoring and maintenance
prediction, while also assisting the selection of the most suitable domain for in-
network processing through the analysis of the extracted features.

To manage this abstraction of network resources, an SDN controller continu-
ously populates and updates the performance indicators of the DTs through dedi-
cated APIs and modeling languages such as Yet Another Next Generation (YANG)-
CBOR, OMA lightweight Machine-to-Machine (M2M), and Digital Twin De"nition
Language (DTDL). In addition to enabling the con"guration of network function-
alities, this programmable controller also supports intent implementation.

Moreover, the TMS is responsible for evaluating and acquiring the trustwor-
thiness attribute by analyzing the historical behavior of network segments. More
speci"cally, it relies on an automated feedback-based mechanism to derive a trust
parameter, which determines the reputation of each involved network segment.
This value is periodically updated after the completion of each end-to-end service,
thereby improving the reliability of future intent deployments by identifying trust-
worthy domains for in-network processing.

Beyond the above modules, the orchestrator plays a central role in the overall
management of the multi-domain architecture by handling both service and net-
work orchestration. For each service demand, it evaluates the features contained
in the NDTs in order to identify the network segment that is best suited to support
the requested service. It then proceeds with task allocation, intent deployment, and
monitoring of compliance with the SLA, service models, and service descriptions.
The algorithm integrated into the orchestrator for selecting the most appropriate
domain for in-network processing is described in subsection 2.2.3.

2.2.2 Network Digital Twins Parameters
The main purpose of the NDT is to build a network model that mirrors the perfor-
mance indicators of the physical infrastructure. In this way, network metrics and
characteristics can be managed through an abstract representation of the actual net-
work state. By relying on this abstraction, the orchestrator can comprehensively
monitor network segments, better understand service disruptions, mitigate them,
and ultimately support intent ful"llment.

Within the proposed framework, the digital representation of network segments
is exploited to identify the most suitable domain for task o$oading and in-network
processing. The goal is to determine the con"guration that best satis"es the prede-
"ned service requirements.

The creation of an NDT requires collecting a dataset of relevant network-related
information. Accordingly, the proposed method extracts a set of performance in-
dicators from each network segment, capturing radio conditions, network capabil-
ities, and reliability. The selected indicators include bandwidth, CPU performance,
available RAM, storage capacity, and trustworthiness.

1. Bandwidth: measured in [MHz], it represents the minimum guaranteed avail-
able bandwidth for communications within the considered network segment.

2. CPU: measured in [MHz], it denotes the processing capability of the network
resources in the domain.
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3. RAM: measured in [KB], it expresses the minimum guaranteed amount of
RAM available in the network segment.

4. Storage availability: measured in [GB], it quanti"es the available storage
space in the domain.

5. Trustworthiness: this is a value in the range [0,1], determined by the TMS,
and represents the declared and proven reliability of a network segment. It is
computed as the product of two factors, namely the domain reputation and
the social tier between domains.

2.2.3 The Conceived Algorithm Based on TOPSIS Methodol-
ogy

The algorithm devised to identify the most suitable domain for in-network process-
ing is summarized in the pseudo-code reported in Algorithm 4.

Algorithm 4 Pseudo code of the conceived decision-making algorithm
1: for Every domain do
2: check_UAV _capacity()
3: n ⇒ n_traversable_domains()
4: offloading_options ⇒ TOPSIS(n)
5: if !offloading_options then
6: domain ⇒ domain+ 1

7: update_time()
8: else
9: d ⇒ domain_bw_avail(offloading_options)

10: if decision = d and id = d then
11: 0 ⇒ capacity_UAV , Data o$oad
12: domain ⇒ domain+ 1

13: update_time()
14: else
15: domain ⇒ domain+ 1

16: update_time()
17: end if
18: end if
19: end for

The algorithm explicitly accounts for UAV constraints, such as battery capacity
during video acquisition along the %ight path. Based on these constraints, it esti-
mates how many domains the drone can traverse before battery recharge becomes
necessary. In addition, when storage is still available onboard, the drone can record
videos while crossing the corresponding domains.

The proposed solution adopts TOPSIS, a widely used MCDM method for net-
work selection in heterogeneous wireless environments. The method identi"es the
ideal solution as the network segment that provides a cost-e#ective QoS, character-
ized by the highest values of CPU, RAM, free storage, and trustworthiness among
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the observed domains. It then evaluates how close each candidate domain is to this
ideal solution through the Relative Closeness (RC) metric.

Within this approach, the UAV is assumed to spend approximately 10 minutes
in each network segment while traversing domains separated by distances between
500 meters and 1 kilometer and moving at speeds between 3 km/h and 6 km/h.
Consequently, the parameters of the DTs are updated every 10 minutes.

Considering all traversable domains, the implemented TOPSIS procedure builds
a decision matrix in which each row corresponds to a domain described by CPU,
RAM, available storage space, and trustworthiness. The decision function then com-
putes the ideal solution and assigns an RC value to each candidate domain. The
candidate solutions are ranked in decreasing order of RC, and all domains with an
RC below an empirically de"ned threshold are excluded from the selection process.
A communication bandwidth check is then performed to verify whether data can
actually be o$oaded while the UAV is passing through the selected domain.

The "nal domain is selected according to the following conditions:

1. The domain allows data o$oading given the available bandwidth.

2. The domain is considered both optimal and trustworthy for data o$oading
according to its RC value.

3. The domain satis"es energy and data-capacity constraints.

If no o$oading option is available, the UAV recharges its battery when neces-
sary and then proceeds toward the next network segment. The same procedure is
repeated after data acquisition in each subsequent domain. If the previously selected
domain no longer matches the ideal solution, the decision is updated. This guaran-
tees a dynamic decision-making process that can quickly react to major changes in
network conditions. In particular, when a natural disaster occurs, the framework
modules responsible for the digital representation of the network detect and report
the event. Consequently, the features of the a#ected domain exhibit clear anomalies,
which indicate a possible disruption and trigger a reevaluation of the most suitable
o$oading domain.

2.2.4 Performance Evaluation
The performance of the proposed approach is evaluated through computer simu-
lations. A MATLAB script is used to model the DTs representation of the domains
traversed by the UAV and to implement the proposed decision-making algorithm
described in subsection 2.2.3.

The analyzed scenario includes eight di#erent domains, each characterized by
time-varying CPU, RAM, available storage, and trustworthiness values. These pa-
rameters change over the day and are updated every 10 minutes, consistently with
the time spent by the drone within each domain.

The UAV considered in the study has a storage capacity of 650 MB. While mov-
ing across domains, it captures a 130 MB video of the target object for monitoring
purposes. As the drone crosses the network segments, the orchestrator runs the
proposed algorithm while accounting for both the drone storage availability and
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its battery level. The battery model follows the energy consumption behavior de-
scribed in [118].

Figures 2.2 and 2.3 show an example of dynamic domain selection. During the
interval from 00:00 to 00:10, the drone traverses domain 1. After evaluating the
feasible domains that can be reached within the drone battery lifetime, the orches-
trator applies the proposed algorithm and selects domain 4 as the best candidate for
task o$oading. This choice is determined by the TOPSIS procedure, which evalu-
ates the relevant features extracted from the DTs. Domain 4 is selected because of
its favorable performance indicators, including adequate CPU, RAM, and trustwor-
thiness, as illustrated in Figure 2.2. From 00:10 to 00:20, the drone enters domain
2. The TOPSIS procedure con"rms that domain 4 remains the best option for data
o$oading and in-network processing. In the third phase, at 00:20, a disruption af-
fects domain 4 while the drone is traversing domain 3. The anomaly appears in the
feature representation provided by the DTs, which prompts the TOPSIS procedure
to recompute the selection of the target domain. In this case, domain 6 becomes
the one closest to the ideal solution. Finally, in the interval from 00:50 to 01:00, the
drone reaches domain 6 and successfully completes the data o$oading operation
for in-network processing.

2.2.5 Simulation Results
To assess the e#ectiveness of the proposed strategy, it is compared against two base-
line methods. In the "rst baseline, data o$oading and processing are performed on
a randomly selected network segment, and the results are averaged over 15 di#er-
ent seeds. In the second baseline, the orchestrator applies a deterministic strategy,
carrying out the selection only when the drone storage is completely full.

Figure 2.4 reports the performance of the proposed solution compared with the
baseline approaches. The considered performance metrics are:

• the amount of o$oaded data;

• the number of domains in which the drone misses video acquisitions because
it cannot o$oad the stored data and therefore has no remaining storage ca-
pacity;

• the overall processing availability, measured as the ratio between the of-
%oaded data and the total amount of data acquired by the drone, expressed
as a percentage.
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F$’(#" 2.2: Overview of the drone %ight and domain selection [116].
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F$’(#" 2.3: Overview of the drone %ight and domain selection [116].
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F$’(#" 2.4: O$oaded data, missed acquisitions and overall service
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In particular, Figure 2.4 refers to a use case in which the SLA requires a high
level of CPU performance. The plots show the behavior of the three methods as the
number of unavailable domains due to disruptions increases from 2 to 6. In terms
of o$oaded data, the proposed solution consistently outperforms the baselines in
all disruption scenarios. For example, when 3 domains are unavailable, it enables
up to 2.41 GB more o$oaded data than the random approach, while with 6 unavail-
able domains it enables up to 4.24 GB more o$oaded data than the deterministic
approach. With regard to missed video acquisitions, the proposed method reduces
the number of missed domains by up to 9 compared with the random approach
when 2 domains are unavailable, and by up to 32 compared with the deterministic
approach when 6 domains are unavailable. Overall, the method achieves a substan-
tially higher processing service availability, with improvements of up to 28.61% over
the random approach and up to 75.61% over the deterministic one.
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Figure 2.5 presents the same analysis under SLA requirements focused on trust-
worthiness. The di#erences in o$oaded data remain comparable, with gains of up
to 3.51 GB over the deterministic approach when 6 domains are unavailable and up
to 0.93 GB over the random approach when 2 domains are unavailable. In addition,
the number of missed video acquisitions is reduced by up to 6 domains compared
with the random approach when 2 domains are unavailable, and by up to 27 do-
mains compared with the deterministic approach when 6 domains are unavailable.
Finally, the proposed solution provides higher in-network processing availability,
with improvements of up to 32.38% compared with the random approach and up to
68.78% compared with the deterministic one.

The larger amount of o$oaded data, the lower number of missed video acqui-
sitions, and the higher overall service availability con"rm the e#ectiveness of the
proposed solution as a suitable strategy to preserve in-network processing during
natural disaster events.

2.3 Optimizing KVI through DT-aided service or-
chestration mechanism

The second speci"c contribution [69] focuses on a model for orchestrating B5G ser-
vices while ensuring compliance with established SLAs. The model investigates
and identi"es the most suitable resources of network domains to manage service
requests. In particular, by exploiting the NDT structure, enhanced with intelligence
through a many-to-many matching game algorithm, it supports informed decisions
that jointly account for both KPIs and KVIs. In this way, the approach minimizes
violations in terms of the number of requests that do not satisfy latency, through-
put, cost, and security constraints. As already discussed, the service provisioning
orchestration problem is formulated as a many-to-many matching game between
service requests, mapped into intents, and network domains, whose resources and
capabilities are exposed through their NDT representation. The preferences of the
players are derived through the TOPSIS decision-making algorithm, which relies
on the Entropy-Weighting Method (EWM) to compute the associated weights.

2.3.1 The Reference Architecture and System Model De!ni-
tion

This section presents the reference architecture and de"nes the adopted system
model. Fig. 2.6 depicts the layered reference architecture inspired by Network 2030
[117], which builds on the IBN paradigm. The considered environment includes
consumers, namely users or clients requesting services, and providers, namely net-
work domains delivering such services or content. At the top layer, consumers ex-
press service requests through applications, including demands for speci"c network
services or functionalities. The second layer, referred to as the intent layer, plays a
central role in enabling intent-driven network management within IBN, thus serv-
ing as a key enabler of network automation. Rather than dealing with low-level
con"gurations, users can express their desired outcomes as high-level objectives
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F$’(#" 2.6: The proposed architecture inspired by the framework of
IBN for Network 2030 [117].

in a form understandable by the network, which are then transparently translated
into concrete con"gurations and policies. By o#ering this mechanism, the intent
layer maps service requests into intents, thereby increasing agility and ensuring
consistency with the intended objectives [119]. Through intent mapping, both the
consumer and the service provider can de"ne the level of service expected from
the network through SLAs, specifying the quality, availability, and reliability levels
that the network must guarantee in order to satisfy user expectations. More specif-
ically, conventional performance-related requirements can be expressed through
KPIs, whereas sustainability- and security-related requirements can be described
through KVIs. Once high-level service requests are translated into structured and
quanti"able intents, they are forwarded to the Orchestration layer. In this layer, the
Network Orchestration module and the Service Orchestration module cooperate
to determine both how and where these intent requirements should be deployed.
More precisely, the former builds NDTs of the domains by analyzing the charac-
teristics and data of the physical Network Infrastructure. In addition, these entities
are not merely digital replicas; rather, as dynamic and aggregated representations
of domain data, they interact with their physical counterparts to support predictive
maintenance and operation. NDTs are exploited to simulate possible service imple-
mentations, thus enabling the identi"cation of resource con"gurations that can be
instantiated on demand according to actual resource availability. Conversely, the
latter is responsible for determining the most suitable network-domain resources
able to satisfy the SLA requirements. The interaction between these two modules
allows service providers to simulate multiple resource con"gurations by leveraging
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the abstraction o#ered by the NDT, and to assess their impact on network perfor-
mance and behavior before actual deployment in the infrastructure. Finally, the
resources of the selected domain that comply with the established SLAs are allo-
cated in the Infrastructure layer in order to serve the request. The details of the
overall orchestration procedure are provided in the following sections.

T)*+" 2.2: Main symbols description.

Symbol Meaning
I Set of intents.
D Set of network domains.
N Number of intent categories.
M Number of network domains.
R(n) Set of consumer requests mapped to the n-th intent category.
T(n) Set of tasks composing a service request.
K Number of tasks composing a service.
τ (n) Minimum requested throughput for the R(n)

s -th service request.
⇀(n) Deadline of the R(n)

s -th service request.
”

(n) Impact of a security attack.
▷(n) Consumer budget for the R(n)

s -th request.
B(n) Input size of the R(n)

s -th service request.
ϖ(n) Tolerable risk associated with the R(n)

s -th service request.
$

(m) Processing capability of the m-th domain.
L(m) Likelihood of attacks in the m-th domain.
ε(m) Cost to pay for resources provided by the m-th domain.
C(m)

lf Life cycle cost in the m-th domain.
C(m)

u Usage cost in the m-th domain.
C(m)

sec Security cost in the m-th domain.
q(m) Maximum quota of tasks that the m-th domain can handle.
Bw(m) Minimum guaranteed bandwidth for a request by the m-th domain.
t(tran)
(R

(n)
s ,Dm)

Transmission delay for the R(n)
s -th request in the m-th domain.

t(proc)
(R

(n)
s ,Dm)

Processing delay for the R(n)
s -th request in the m-th domain.

U
(R

(n)
s ,Dm)

Transmission rate between the consumer and the m-th domain.
ϱ
(R

(n)
s ,Dm)

Cyber risk associated with the R(n)
s -th request in the m-th domain.

Rev(m) Total revenue of the m-th domain.
x
(Tk(R

(n)
s ),Dm)

Binary indicator variable indicating whether task Tk of R(n)
s is allocated to Dm.

F Set of tasks with unmet deadline requirements.
E Set of tasks with unmet throughput requirements.
C Set of tasks overshooting the user’s budget.
S Set of tasks violating cyber-risk requirements.

Consumers formulate service requests containing speci"c network-service re-
quirements. The adopted IBN paradigm, supported by appropriate translation
mechanisms [119], makes it possible to map those requests into intent categories,
each representing a structured de"nition of service requirements. For clarity, let I
denote the set of N intent categories, such that I = {I1, I2, . . . , In, . . . , IN}. It is
worth observing that multiple service requests may be mapped onto the same n-
th intent category. Accordingly, let R(n) represent the set of all consumer requests
mapped to the n-th intent category, i.e., R(n)

= {R(n)
1 , R(n)

2 , . . . , R(n)
s , . . . , R(n)

S }.
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Hence, the global set of service requests in the system is de"ned as R =
⋃N

n=1 R(n).
In general, when a consumer issues a service request R(n)

s ↑ R(n), it speci"es the
following set of parameters:

〈
T (n), ⇀(n), τ (n),”(n), ϖ(n), ▷(n), B(n)


. Speci"cally,

• T(n) denotes the set of K tasks into which the requested service is decom-
posed. Speci"cally, T(n)

=


T (n)
1 , T (n)

2 , . . . , T (n)
k , . . . , T (n)

K


. Decomposing

the service into simpler tasks enables a more systematic and manageable
service-delivery process, allowing the network domain to improve e!ciency,
reliability, and performance throughout the provisioning procedure.

• ⇀(n) denotes the deadline associated with the R(n)
s -th service request, ex-

pressed in [s]. Therefore, completing the service within the assigned time
constraint represents a conventional performance requirement.

• τ (n) identi"es the minimum throughput required by the consumer for the
R(n)

s -th service request.

• ”
(n) represents the impact of a security attack and captures the e#ects or con-

sequences caused by an attack resulting from the provisioning of a malicious
service. It is a relevant value closely related to the SDGs promoted by the UN,
especially with regard to privacy, con"dentiality, and trustworthiness [9].

• ϖ(n) denotes the acceptable risk associated with the requested service, com-
monly referred to as risk appetite. In essence, it re%ects the consumer’s will-
ingness to accept risk.

• ▷(n) is the budget, namely the amount of funds allocated by the consumer for
the usage and storage of providers’ resources. This parameter re%ects a key
value related to the UN SDGs on economic growth and sustainability [63].

• B(n) denotes the input data size that must be processed by a service provider,
measured in [bits].

On the other hand, let D be the set of M network domains, namely D =

{D1, D2, . . . , Dm, . . . , DM}. Each domain Dm ↑ D o#ers storage and com-
putational resources and is characterized by the following tuple of parameters:〈
$

(m), q(m), L(m), ε(m), Bw(m)

, de"ned as follows:

• $
(m) denotes the processing capability of the m-th domain, expressed in [cy-

cles/s].

• q(m) denotes the maximum number of tasks that the m-th domain can handle
simultaneously. This parameter accounts for the computational cores avail-
able in the domain, each characterized by a capability equal to $

(m).

• L(m) denotes the likelihood of attacks against the security of them-th domain.
It represents the probability that a threat successfully exploits a vulnerability
and causes damage within the m-th domain.
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• ε(m) is described through the tuple (C(m)
u , C(m)

lf , C(m)
sec ). In particular, C(m)

u de-
notes the usage cost that consumers must pay to exploit the resources o#ered
by the m-th network domain, measured in [$/s]. By contrast, C(m)

lf and C(m)
sec

represent the life-cycle cost and security cost, respectively, both measured in
[$], that the domain must sustain to keep resources operational and security
measures e#ective.

• Bw(m) denotes the minimum guaranteed bandwidth value that the domain
can provide to a service request.

Table 2.2 summarizes the main symbols adopted to describe the environment
and their meanings.

2.3.2 Parameters Computation
- Delay Computation

The overall end-to-end delay, de"ned as the time elapsed from the instant a
service request is issued to the instant the service is delivered to the consumer, is
modeled as the linear combination of two contributions. The "rst one, denoted by
t(tran)
(R

(n)
s ,Dm)

, represents the transmission delay and captures the time required for the

R(n)
s -th service request to reach the m-th network domain. To compute the trans-

mission delay over the communication channel, the transmission rate between the
consumer and the provider domain must "rst be determined. Such rate, associ-
ated with the R(n)

s -th request directed to the m-th network domain and denoted by
U
(R

(n)
s ,Dm)

, is computed according to the Shannon formula [120] as follows:

U
(R

(n)
s ,Dm)

= Bw(m) · log2
(
1 +

Ptx ·H(m)

Pnoise

)
, (2.1)

where Ptx denotes the transmission power of the consumer requesting the ser-
vice, H(m) denotes the transmission channel gain, and Pnoise denotes the noise
power over the communication channel. Given the input data size B(n) to be pro-
cessed for the requested service and the previously derived transmission rate, the
transmission delay can be evaluated as shown in eq.2.2.

t(tran)
(R

(n)
s ,Dm)

=
B(n)

U
(R

(n)
s ,Dm)

. (2.2)

The second contribution, denoted by t(proc)
(R

(n)
s ,Dm)

, represents instead the process-
ing delay, namely the time required by the m-th provider domain to execute and
complete the R(n)

s -th requested service. It can be computed as reported in eq.2.3.

t(proc)
(R

(n)
s ,Dm)

=
! ·B(n)

$(m)
, (2.3)

where ! denotes the number of CPU cycles required to process a single bit and,
according to [67], it is set equal to 1000 cycles per bit.
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By combining the previous terms, the total end-to-end delay experienced for
serving the R(n)

s -th request at the m-th domain is obtained as in eq. 2.4.

t
(R

(n)
s ,Dm)

= t(tran)
(R

(n)
s ,Dm)

+ t(proc)
(R

(n)
s ,Dm)

. (2.4)

- Cyber Risk Computation
Designed to interconnect a massive number of devices and to integrate technolo-

gies such as SDN, network slicing, and edge computing, B5G networks support crit-
ical infrastructures and services, including healthcare (e.g., remote surgery), trans-
portation (e.g., autonomous vehicles), energy grids, and public safety. They also
promise ultra-high speed and low latency, which are essential for real-time appli-
cations. However, the integration of multiple technologies increases the number of
potential entry points for cyber attackers, thereby introducing new vulnerabilities
and making network security more complex. Each component, such as virtualized
network functions or edge devices, may become a potential target of cyber threats.
A successful cyber-attack may severely impair network performance, with poten-
tially catastrophic consequences for critical infrastructures and services, including
loss of life, major economic disruption, and threats to national security.

Within this context, service providers must also take into account non-
negligible risk factors when accepting service requests. Such risks may originate
from natural disasters or from human-driven events, including human error, cy-
bercrime (e.g., extortion or fraud), cyberwar, and cyberterrorism [121]. In general,
cyber risk a#ects the con"dentiality, availability, or integrity of data and services.
Overall, it can be interpreted as a function of three elements: (i) vulnerability, (ii)
threat, and (iii) impact [122]. A vulnerability is a weakness in the design, imple-
mentation, operation, or management of an asset, and therefore depends on the
security level of the network domains. A threat, in turn, is the potential exploita-
tion of a vulnerability. These two factors are often aggregated into the parameter
L, which represents the likelihood of a successful attack [123]. The impact of cy-
ber risk, instead, denotes the consequences that security threats and vulnerabilities
may generate for individuals, organizations, and systems. It includes reputational,
economic, and legal damages that consumers may su#er when they become victims
of a threat.

Estimating the security-related parameter a#ecting network domains is a chal-
lenging task. The literature provides several heterogeneous risk-assessment ap-
proaches for this purpose. Without loss of generality, this work adopts the model
based on Attack Countermeasure Tree (ACT) [124] as the reference framework for
likelihood modeling. This model allows attack paths or vulnerabilities to be identi-
"ed, as well as proper countermeasures to be selected in order to detect and mitigate
them. Consequently, the security posture of a domain can be evaluated through the
probability of attack success. This is modeled through a “k-out-of-n” probability,
where AS denotes the number of successful attack events out of the total ADM de-
tected and mitigated attacks. The corresponding expression of the attack-success
likelihood for the m-th network domain is reported in eq.2.5.

L(m)
=

ADM∑

j=AS

(
AS

j

)
PrjAtk(1→ PrAtk)

AS↑j (2.5)
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where PrAtk denotes the probability of an attack event. Hence, for the R(n)
s -th

service request processed by the m-th domain, the associated Cyber Risk ϱ
(R

(n)
s ,Dm)

is de"ned as follows:

ϱ
(R

(n)
s ,Dm)

= ”
(n) · L(m). (2.6)

The proposed system model aims to improve orchestration strategies by going
beyond traditional KPI-based service-provider selection. To this end, it incorporates
the UN SDGs, monitored through KVIs, in order to address next-generation network
objectives. Although B5G technologies support these goals, they also introduce new
vulnerabilities, which makes cyber risk a crucial KVI for preserving B5G security.

- Cost Computation
The service provisioning process also generates costs. In particular, domain

providers must manage the complete life cycle of resources and invest in suitable se-
curity countermeasures. In this work, C(m)

lf denotes the cost associated with the life
cycle of the managed resources, and it is expressed as C(m)

lf = C(m)
act + (C(m)

depl · q(m)
),

where C(m)
act is the service-activation cost and C(m)

depl denotes the deployment and
maintenance cost of the physical network. On the other hand, C(m)

sec denotes the
cost associated with auditing, vulnerability assessment, threat mitigation, the de-
ployment of security tools, and regular updates and patches within the m-th net-
work domain [125]. These costs help maintain the domain secure and compliant
with relevant regulations, thus reducing its exposure to cyber attacks. At the same
time, consumers are charged according to the duration for which they exploit do-
main resources. The parameter C(m)

ut denotes the cost associated with the use of
processing and storage resources. This cost is typically determined by the amount
of time for which resources are allocated to a consumer service request, ensuring
a proportional charging policy based on actual resource consumption. Overall, the
total cost structure of service provisioning includes life-cycle costs (C(m)

lf ), secu-
rity costs (C(m)

sec ), and usage costs (C(m)
ut ). These cost components are essential to

preserve the infrastructure and to guarantee secure and reliable service delivery to
consumers. By considering the costs incurred for maintaining network resources
throughout their life cycle and for protecting the infrastructure, together with the
revenues generated by consumers, the total revenue of the m-th domain, denoted
as Rev(m), can be computed as reported in Eq. 2.7.

Rev(m)
= C(m)

ut · t(proc)
(R

(n)
s ,Dm)

→ (C(m)
lf + C(m)

sec · L(m)
), (2.7)

where the resource-usage cost and the security costs are weighted by the
resource-utilization time and by the likelihood that cyber attacks succeed in the
m-th network domain, respectively. In this way, the revenue computation properly
re%ects the economic impact of both operational costs and potential security risks.

2.3.3 Problem Formulation
The primary objective of this study is to design a service orchestration strategy
able to select available network domains that can satisfy consumer service requests
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while minimizing inconsistencies caused by SLA violations. More speci"cally, the
proposed methodology aims to identify resource con"gurations that jointly achieve
the following objectives:

• Minimize the number of tasks whose completion time exceeds the assigned
deadline.

• Minimize the number of tasks that do not satisfy the required throughput
threshold.

• Minimize the deployment costs that exceed the consumer’s budget.

• Minimize the task assignments whose associated cyber risk is higher than the
consumer’s risk appetite.

Because consumers and their corresponding service requests are inherently het-
erogeneous, intent mapping represents a crucial initial step for organizing and or-
chestrating requests e#ectively. Depending on the type of business or service, intent
mapping can automate the categorization process by analyzing the content of con-
sumer requests. This mechanism facilitates the identi"cation of the most suitable
network domain for processing and executing tasks in an e!cient manner. In addi-
tion, the proposed architecture enables the decomposition of requested services into
smaller and more manageable tasks that can be executed across di#erent network
domains. Ideally, each task corresponds to a speci"c function or step within the ser-
vice delivery process. This design improves agility and enhances the overall quality
of service delivery. In line with this principle, the proposed service orchestration
strategy deploys tasks belonging to di#erent services by identifying a suitable and
distributed combination of network domains. Such a combination jointly addresses
completion time, throughput, cost, and cyber risk requirements.

Let x
(Tk(R

(n)
s ),Dm)

denote a binary indicator variable that speci"es whether task
Tk associated with service request R(n)

s is allocated to domain Dm:

x
(Tk(R

(n)
s ),Dm)

=

{
1 if Tk for R(n)

s is assigned to Dm,

0 otherwise.
(2.8)

where n ↑ [1, N ] identi"es the n-th requested intent category, whereas m ↑
[1,M ] identi"es the m-th network domain.

Since each requested service mapped to an intent category is associated with a
deadline, it is necessary to de"ne the set F of tasks whose completion time require-
ments are not met. Assuming that each task composing service request R(n)

s can
be executed simultaneously by the selected network domain, the resulting service
time t

(R
(n)
s ,Dm)

corresponds to the maximum end-to-end delay among all provider
domains involved in executing the assigned tasks. Accordingly, F can be expressed
as follows:
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F =

T (n)
k ↑ T(n) | x

(Tk(R
(n)
s ),Dm)

· t
(R

(n)
s ,Dm)

> ⇀(n)
; (2.9)

↗R(n)
s ↑ R(n), k ↑ [1, K], n ↑ [1, N ],m ↑ [1,M ]


.

Throughput represents another SLA metric for a requested service, since it
refers to the rate at which tasks are processed or completed within a given time
interval. In this context, let E denote the set of tasks whose execution does not
guarantee ful"llment of the throughput requirement. Its expression is given as fol-
lows:

E =

T (n)
k ↑ T(n) | x

(Tk(R
(n)
s ),Dm)

· U
(R

(n)
s ,Dm)

< τ (n); (2.10)
↗R(n)

s ↑ R(n), k ↑ [1, K], n ↑ [1, N ],m ↑ [1,M ]

.

Let C also denote the set of service tasks whose execution entails costs exceed-
ing the user’s budget. Considering that tasks may be distributed across di#erent
domains, the processing time t(proc)

(R
(n)
s ,Dm)

must account for the maximum process-
ing time among the provider domains involved in handling the assigned tasks. Its
expression is reported below:

C =

T (n)
k ↑ T(n) | x

(Tk(R
(n)
s ),Dm)

· C(m)
ut · t(proc)

(R
(n)
s ,Dm)

> ▷(n)
; (2.11)

↗R(n)
s ↑ R(n), k ↑ [1, K], n ↑ [1, N ],m ↑ [1,M ]


.

Furthermore, if the cyber risk ϱ
(R

(n)
s ,Dm)

associated with service request R(n)
s

handled by domain Dm exceeds the acceptable risk level ϖ(n), then a potential mis-
alignment exists between the risk tolerance of the involved parties. As a conse-
quence, cybersecurity requirements are not properly satis"ed. Based on this obser-
vation, let S denote the set of service tasks assigned to domains that violate their
cyber risk constraints, as de"ned below:

S =

T (n)
k ↑ T(n) | x

(Tk(R
(n)
s ),Dm)

· ϱ
(R

(n)
s ,Dm)

> ϖ(n); (2.12)
↗R(n)

s ↑ R(n), k ↑ [1, K], n ↑ [1, N ],m ↑ [1,M ]

.

Therefore, in order to identify the optimal task-assignment decision within the
service orchestration procedure, addressing SLAs violations is essential. This ob-
jective can be achieved by jointly minimizing the cardinality of the previously de-
"ned sets F , E , C,S , thereby reducing the number of tasks that do not comply with
the service requirements. Accordingly, the following multi-objective optimization
problem is formulated and reported in eq.2.13:
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min
x
(Tk(R

(n)
s ),Dm)

|F|+ |E|+ |C|+ |S| (2.13)

s.t.
N∑

n=1

S∑

s=1

K∑

k=1

x
(Tk(R

(n)
s ),Dm)

↓ q(m), ↗m ↑ [1,M ] (2.14)

M∑

m=1

K∑

k=1

x
(Tk(R

(n)
s ),Dm)

= K, (2.15)

↗R(n)
s ↑ R(n), ↗n ↑ [1, N ]

M∑

m=1

S∑

s=1

K∑

k=1

x
(Tk(R

(n)
s ),Dm)

↓
M∑

m=1

q(m) (2.16)

x
(Tk(R

(n)
s ),Dm)

↑ {0, 1}. (2.17)

The proposed multi-objective problem is subject to the constraints expressed in
eqs. (2.14)–(2.16). Constraint (2.14) states that the m-th network domain can pro-
cess at most q(m) tasks simultaneously. Constraint (2.15) imposes that all K tasks
composing a requested service must be assigned to a network domain. Finally, con-
straint (2.16) ensures that the total number of tasks associated with the entire set
of requested services does not exceed the global capacity of all network domains.
Therefore, all requested services mapped into intents must be assigned and pro-
cessed by at most one network domain.

The formulation reported in eqs. (2.13)–(2.17) is a combinatorial problem and
has been proven NP-hard [126].

2.3.4 The Proposed Solution
In this section, a service orchestration procedure is developed by exploiting a multi-
criteria decision-making algorithm within a stable matching game framework. This
approach adopts a heuristic method to address the NP-hard problem introduced in
Section 2.3.3.

The conceived procedure builds upon matching theory, which enables the de-
sign of %exible solutions, especially matching games, for combinatorial problems
[127], [128], [129]. In general, a matching game models the interaction between el-
ements belonging to two distinct sets, commonly referred to as players, and returns
a matching function that establishes meaningful relations among them. These re-
lations depend on the preferences expressed by each player of one set toward the
players of the opposite set, thus indicating the degree of satisfaction associated with
a given match according to suitable evaluation criteria [129]. Under these assump-
tions, the players in the proposed framework are represented by the set of network
domains and the set of service requests mapped into intent categories. Their prefer-
ences are evaluated through the TOPSIS multi-criteria decision-making algorithm
[130]. By de"ning players and computing preferences in this way, it becomes pos-
sible to match intents with domains able to process them in a timely, e!cient, con-
venient, and secure manner. At the same time, domains are matched with intents
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Step 3: Generation of preferences with TOPSIS

Step 1:

Service orchestration module

Step 2: Decision matrices composition

Intent mapping

Intent layer

Intent matrix

definition

Domain matrix

composition

Step 4: Many-to-many matching game

Resource configurations

Consumers

Network orchestration module

NDT 1 NDT 2 NDT M…

Service 

requests

F$’(#" 2.7: Overall orchestration procedure [69].

that provide higher revenues.
The remainder of this section illustrates the methodology followed by the pro-

posed procedure, schematically shown in Fig. 2.7 and fully deployable through the
modules of the reference architecture described in Section 2.3.1. More speci"cally,
starting from the NDT representations and the de"nition of intent categories, the
Service Orchestration module constructs the domain and intent matrices. Based on
this information, a decision matrix or decision vector is built for each player of the
matching game, namely consumers’ intents and domains. The values contained in
these decision structures, derived from the outcomes of the NDTs, e#ectively cap-
ture the resource con"gurations that a domain must expose in order to ful"ll a given
intent. This matrix-based modeling re%ects the ability of NDTs to self-simulate their
capabilities, support analysis and prediction, and provide decision support to the
Service Orchestration module. Once the weights are computed, the TOPSIS multi-
criteria decision-making algorithm derives the preference lists for each player from
the corresponding decision matrices. The resulting preferences are then exploited
in the many-to-many matching game to identify bene"cial network resource con-
"gurations.

Step 1 - Domains and intent matrix composition
By abstracting network domains, NDTs enable e#ective monitoring and anal-

ysis of complex network systems. This approach supports the construction of de-
tailed behavioral models able to capture performance metrics such as latency and
throughput. The proposed work exploits the outputs of the NDTs as the "rst step of
the service orchestration procedure and represents such outputs through a matrix
formulation. Speci"cally, D denotes the domain matrix, with dimensions [M ⇔ V ],
where M is the number of considered network domains and V is the set of features
captured through the NDTs abstraction. These features include processing capabil-
ity, the quota of assignable tasks, the likelihood of security-related attacks, cost, and
the guaranteed bandwidth of each domain, as detailed in Section 2.3.1. The entries
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of the domain matrix, denoted by dm,v with m ↑ [1,M ] and v ↑ [1, V ], represent
the value associated with the v-th feature of the m-th domain. Since the parameters
captured by the NDTs may vary during the day, the corresponding entries of the
domain matrix are updated accordingly. The matrix is de"ned as follows:

D =





d1,1 d1,2 · · · d1,V
d2,1 d2,2 · · · d2,V

... ... . . . ...
dM,1 dM,2 · · · dM,V





M↗V

(2.18)

In addition, the proposed procedure requires the de"nition of intent categories
according to the service requirement levels that a consumer may express. These
categories are collected in an intent matrix, denoted by I, whose dimensions are
[N ⇔ Z] and whose entries are in,z , with n ↑ [1, N ] and z ↑ [1, Z]. Here, N
identi"es the considered intent categories, whereas Z denotes the set of parameters
speci"ed for each service request, as discussed in Section 2.3.1. More precisely,
these parameters include the task set, deadline, minimum throughput, impact, risk
appetite, budget, and input data size to be processed. The intent matrix is expressed
as follows:

I =





i1,1 i1,2 · · · i1,Z
i2,1 i2,2 · · · i2,Z
... ... . . . ...

iN,1 iN,2 · · · iN,Z





N↗Z

(2.19)

Step 2 - Decision matrices formulation
The second step consists in constructing the decision matrices, which serve as

the input of the subsequent multi-criteria decision-making phase responsible for
deriving preferences. Starting from the values contained in matrix D, a domain de-
cision matrix is generated for each of the N intent categories. The purpose of this
operation is to capture the state of each domain when serving a request mapped to
the n-th intent category. Accordingly, a generic domain decision matrix is denoted
by D(n), with n ↑ [1, N ], and has dimensions [M⇔f ]. Here, M denotes the number
of network domains, whereas f corresponds to the set of system parameters con-
sidered in the optimization problem formulated in Section 2.3.3, namely completion
time, throughput, cost, and cyber risk. A domain decision matrix is represented as
follows:

D(n)
=





d(n)1,1 d(n)1,2 · · · d(n)1,4
d(n)2,1 d(n)2,2 · · · d(n)2,4

... ... . . . ...
d(n)M,1 d(n)M,2 · · · d(n)M,4





M↗4

(2.20)

Similarly, starting from the values contained in matrix I, an intent decision
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vector is built for each of the M domains. This vector is denoted by I(m), where
m ↑ [1,M ], and has dimensions [N ⇔ 1], with n ↑ [1, N ]. These vectors represent
the revenues obtained from deploying, using, and storing domain resources for each
requested intent. Di#erently from the domain decision matrices, for a given domain
the decision to accept a request depends only on the potential revenue generated
by allocating and processing the consumer request. As detailed in Section 2.3.1, this
quantity captures not only cost aspects but also the potential security risks related
to service deployment. An intent decision vector is expressed as follows:

I(m)
=





i(m)
1,1

i(m)
2,1

...
i(m)

N,1





N↗1

(2.21)

Step 3 - Preference lists generation
The third step of the procedure consists in computing the preferences, which

serve as the input to the matching game. These preferences quantify the suitability
and satisfaction associated with assigning a domain to an intent, and vice versa. To
this end, the proposed strategy employs the TOPSIS multi-criteria decision-making
algorithm to derive the preference lists by exploiting the features contained in the
domain decision matrices and in the intent decision vectors as decision criteria.
Within this framework, all the criteria appearing in the domain decision matrices
are treated as cost criteria, with the only exception of throughput, which is modeled
as a bene"t criterion. This choice is consistent with the revenue criterion described
by the intent decision vectors, which is also treated as a bene"t.

According to TOPSIS, each criterion of every decision matrix must be associated
with a weight measuring its importance in the preference-generation process. In
this work, the EWM [131] is adopted to evaluate the relevance of each criterion.
Speci"cally, the EWM computes the entropy of each criterion in every column of
the decision matrices and assigns higher weights to criteria characterized by greater
variability, namely lower entropy. For each domain decision matrix, the resulting
weight vector is denoted by W(n):

W(n)
= [w(n)

1 , w(n)
2 , w(n)

3 , w(n)
4 ]. (2.22)

where
∑4

f=1 w
(n)
f = 1 and 0 ↓ w(n)

f ↓ 1.
Once a weight vector has been associated with each decision matrix, TOPSIS

proceeds with the derivation of the preference lists. In particular, the adopted multi-
criteria decision-making algorithm "rst normalizes the decision matrices and then
multiplies each entry by the corresponding weight obtained through the EWM, as
follows:
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ˆd(n)m,f = w(n)
f · d(n)m,f

max
m↓M

(d(n)m,f )
(2.23)

Subsequently, TOPSIS identi"es the positive ideal solution (Positive Ideal Solu-
tion (PIS)), which includes the maximum value for bene"t criteria and the minimum
value for cost criteria. Likewise, it identi"es the negative ideal solution (Negative
Ideal Solution (NIS)), which includes the minimum value for bene"t criteria and the
maximum value for cost criteria. These are de"ned as follows:

PIS+ =


ˆdm,1

(n)+
, . . . , ˆdm,4

(n)+


(2.24)

NIS↑ =


ˆdm,1

(n)↑
, . . . , ˆdm,4

(n)↑
. (2.25)

At this stage, the procedure computes the Euclidean distance between each row
of the normalized domain decision matrices and the corresponding values of the PIS
and NIS sets. For clarity, the resulting Euclidean distances are denoted by S+

m and
S↑
m, respectively, and are expressed as follows:

S+
m =


4∑

f=1

(
d̂(n)m,f → d̂(n)+m,f

)2

, m = 1, . . . ,M, (2.26)

S↑
m =


4∑

f=1

(
d̂(n)m,f → d̂(n)↑m,f

)2

, m = 1, . . . ,M. (2.27)

By exploiting these distances together with the selected criteria, TOPSIS can
determine how close each domain is to the ideal solutions when handling a request
mapped to a given intent category. This closeness parameter, which corresponds to
the preference score, is de"ned as the RC and is computed for each domain in the
domain decision matrix as follows:

RCm =
S↑
m

S+
m + S↑

m

, m = 1, . . . ,M (2.28)

The preferences of all domains are then ranked in decreasing order according
to their RC values.

This procedure is iteratively repeated for every domain decision matrix, in
which the rows describe the behavior of each domain with respect to a service re-
quest belonging to the n-th intent category. As a result, the proposed orchestration
process generates a prioritized list of provider domains for each service request
R(n)

s , as shown below:
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R(n)
s pref = (D1, D2, . . . , DM). (2.29)

The ranking in eq.2.29 implies that service request R(n)
s is better served by do-

main D1 than by domain D2. This preference relation is denoted as D1 ↖R
(n)
s

D2.
Similarly, the orchestration procedure is applied to each intent decision vector,

thus generating a preference list for every domain Dm. This can be written as fol-
lows:

Dmpref = (I1, I2, . . . , IN). (2.30)

This ordering indicates that domain Dm prefers handling intent I1 over intent
I2. Formally, this is expressed by the relation I1 ↖Dm I2.

Both the domain and the intent preference lists are then used as inputs to the
subsequent matching-game phase.

Step 4 - Many-to-many matching game
The "nal step consists in executing the many-to-many matching game in order

to establish associations between consumer service requests and provider domains,
thereby enabling the identi"cation of suitable resource con"gurations. In particu-
lar, by considering the set of network domains D and the set of service requests R
as two disjoint and "nite sets of players, the associations between them are deter-
mined according to the preferences de"ned in the previous step. The game returns
a function ϑ de"ned as follows:

ϑ : D ↘ R ⇐ D ↘ R. (2.31)

This function represents a valid matching if the following conditions hold:

• Condition 1: each domainDm ↑ D is matched with a subset of service requests
mapped to the n-th intent category, i.e., ϑ(Dm) ↙ R(n) ↑ R.

• Condition 2: each service request R(n)
s ↑ R(n) is matched with a subset of

domains, i.e., ϑ(R(n)
s ) ↙ D.

• Condition 3: each domain Dm ↑ D can process at most q(m) tasks composing
service requests, i.e., |ϑ(Dm)| ↓ q(m).

• Condition 4: a domain Dm ↑ D is matched with a service request R(n)
s ↑ R if

and only if the service request R(n)
s is matched with domain Dm, i.e., R(n)

s ↑
ϑ(Dm) ∝′ Dm ↑ ϑ(R(n)

s ).

The individual preferences generated through TOPSIS are complete, meaning
that each player ranks all the players of the opposite set. Dealing with complete
preferences is necessary because constraint (2.16) of the formulated optimization
problem requires that all tasks composing service requests be assigned to at most
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one network domain, even in cases where individual domains may not fully satisfy
the service requirements. In addition, preferences are strict, meaning that each
player establishes a strict ordering over the players of the opposite set.

Algorithm 5 Many-to-many matching algorithm
Input: R(n)

s pref↗R(n)
s ↑ R(n), Dmpref↗Dm ↑ D

Output: ϑ : D ↘ R ⇐ D ↘ R
1: while ≃R(n)

s ↑ R(n) not completely assigned do
2: Send proposal to its most preferred Dm

3: if Dm busy cores < q(m) then
4: if Dm can accept the entire request then
5: Assign R(n)

s to Dm

6: else
7: Assign T (n)

k of R(n)
s to Dm

8: end if
9: Update Dm busy cores and R(n)

s to be assigned
10: else
11: Find R(n)

s→ in ϑ(Dm) | R(n)
s ↖Dm R(n)

s→

12: if ≃R(n)
s→ then

13: Remove R(n)
s→ from ϑ(Dm)

14: Remove Dm from ϑ(R(n)
s→ )

15: if Dm can accept the entire request then
16: Assign R(n)

s to Dm

17: else
18: Assign T (n)

k of R(n)
s to Dm

19: end if
20: Update Dm busy cores and R(n)

s to be assigned
21: else
22: Not assign R(n)

s to Dm

23: end if
24: end if
25: Delete Dm from R(n)

s pref
26: end while

To enable suitable resource con"gurations, the matching game must converge
to a stable outcome. For this purpose, ϑ must be individually rational, meaning that
no player prefers remaining unmatched rather than being matched with another
player. Moreover, ϑ must be pairwise stable, meaning that no blocking pairs exist
in the game.

Accordingly, the proposed stable many-to-many matching algorithm is inspired
by the well-known DAA [132]. Its details are provided in the pseudocode reported
in Algorithm 5. The ultimate objective of the designed game is not only to provide a
stable matching between service requests and provider domains, but also to explore
the possibility of distributing the tasks of the same request across di#erent providers
in order to achieve better performance. In steps 1–2, each unassigned service request
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sends a proposal to its most preferred domain. Every domain receiving at least one
proposal performs the following operations:

• If not all of its computational cores are currently occupied, the domain evalu-
ates whether it can process the whole R(n)

s -th service request or only a subset
of its tasks, and accepts the request accordingly (steps 3–9).

• If it has reached its quota and it has previously accepted a request that is less
preferred than the newly received one (e.g., R(n)

s→ ), then the game replaces the
less preferred request with the most preferred one (steps 11–22). Otherwise,
R(n)

s is not assigned to its Dm-th preferred provider domain.

After the matching procedure is completed (steps 1–24), the "rst preference is
removed from the list R(n)

s pref. The algorithm then iterates until all service requests
have been completely matched.

Designing the strategy in this way ensures that service requests are matched
with domains according to their ordered preference lists, thus guaranteeing asso-
ciations that are bene"cial to them and yielding an individually rational matching.
In the same way, domains accept bene"cial proposals according to their own pref-
erences. Moreover, the matching ϑ prevents the emergence of blocking pairs. Since
all preferences are strict, the proposed algorithm returns a matching that is bene"-
cial to the players initiating the procedure and sending proposals "rst. Therefore,
the whole procedure can be regarded as service-request-optimal, meaning that the
resulting matching is the best possible stable outcome for all service requests under
the considered constraints. Consequently, the outcome of the matching game iden-
ti"es the combination of domains that provides the most suitable resource con"g-
uration by exploiting preferences that capture the service requirements expressed
by consumers.

2.3.5 Simulation Results
This section outlines the environmental setup and reviews the results from the sim-
ulation campaigns obtained using a MATLAB script. These campaigns evaluate the
e#ectiveness of the proposed service orchestration model in deploying B5G service
requests mapped to intents, with the aim of minimizing SLAs violations.

The investigated environment considers 10 network domains that exhibit vary-
ing computing capabilities, likelihood of security attacks, countermeasure invest-
ments, resource management costs, and available bandwidth, as detailed in Section
2.3.1. These parameters are uniformly sampled from the speci"ed ranges reported
in Table 2.4. Speci"cally, the processing capabilities of domains are expressed in
megacycles per second [megacycles/s] and range from 40 to 2000. The maximum
quota of tasks that a domain can handle varies from 750 to 2800. The likelihood
of attack success is assumed to be in the range [0, 1]. The costs are de"ned by as-
sessing the prices for accessing and using cloud resources. In this regard, the usage
cost C(m)

ut is expressed in dollars per second [$/s] and ranges from 1 to 2. Mean-
while, the lifecycle cost components C(m)

lf and the security countermeasure costs
C(m)

sec are expressed in dollars [$] and vary in the ranges [0.001, 0.002] and [0.003,
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0.005], respectively. Finally, the transmission rate U
(R

(n)
s ,Dm)

between consumers
and the provider domain is expressed in megabits per second [Mbps] and is set in
the range [100, 1000]. The parameters of the aforementioned network domains are
captured by their NDTs and updated every 30 minutes.

The environment also includes an inde"nite number of consumers who demand
service requests mapped through the designed architecture into categories of in-
tents. The considered number of service requests ranges from 750 to 2500 (i.e.,
750, 1000, 1500, 2000, 2500) each 30 minutes. Concurrently, "ve classes of B5G ser-
vices have been investigated to de"ne the intent categories. These classes include
E-Health, Massive Twinning, Mixed-Reality, Industrial, and Smart Cities use cases
and services [133], as shown in Table 2.3. These can be mapped to the three com-
mon scenarios de"ned by ITU-T IMT for 2020 and beyond [23], including eMBB,
massive Machine-Type Communications (mMTC), and URLLC. Speci"cally, the E-
Health class aligns with the URLLC usage scenario due to its stringent latency re-
quirements, which prioritize real-time communications. Additionally, it demands
a high level of reliability, security, and privacy due to the sensitive nature of the
critical data being transmitted. The Massive Twinning class also corresponds to
the URLLC usage scenario, given its requirements for extremely high reliability,
low latency, and precise synchronization in industrial control, decision-making,
and operations adaptation. These characteristics allow the management of crit-
ical situations, real-time simulations, and dynamic recon"gurations in industrial
environments. The Mixed-Reality class is associated with delivering high-quality,
immersive experiences that demand high bandwidth, low latency, and high data
rates, which are key characteristics of eMBB. The fully immersive experience and
real-time context awareness necessitate the high-capacity data transmission that
eMBB aims to provide. This class primarily involves outdoor environments with a
high density of users, with safety considerations mainly related to the movement
of people in urban scenarios. The Industrial class aligns with both the URLLC and
eMBB usage scenarios due to the required precise positioning, synchronization, and
the need for reliable, low-latency, and high-data-rate communications. Finally, the
Smart Cities class pertains to both the eMBB and mMTC scenarios, requiring high
data rates to support the collection, transmission, and processing of data from sen-
sors, alongside robust and resilient communication solutions capable of handling a
large number of connections. In general, network security and trustworthiness are
crucial due to the volume and nature of the collected data. To quantify the param-
eters and metrics of the system model, the parameters listed in Table 2.3 have been
considered, with values de"ned based on the requirements of B5G services and the
characteristics described above in terms of the time deadline, expressed in seconds
[s], throughput, expressed in [Mbps], budget, impact, and risk appetite. Besides,
the described B5G service classes consider the number of tasks and the size of the
request that can be mapped to each category.

In this context, the consumer budget, expressed in dollars [$], varies in the range
[10,120]. Impact and risk appetite are both represented with values in the range
[1,3]. Generally, higher impact indicates more severe consequences caused by an
attack, while higher risk appetite re%ects a consumer’s willingness to accept greater
risk. The number of tasks ranges from 5 to 10, and the input size, B(n), expressed
in megabits [Mb], has been sampled from the range [0.6,1.2] for each category. All
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these speci"ed ranges have been set based on the type of deployment and devices
involved in the speci"c service, as noted in [133]. Therefore, 48 test runs are con-
sidered for every simulation, spanning from 00:00 to 23:30 at runtime.

To improve the evaluation of the conceived methodology, four di#erent evalu-
ation scenarios have been considered, namely S1, S2, S3, and S4. According to the
most common B5G needs, these correspond to speci"c use cases encompassing the
majority of service requests. These needs typically entail stricter deadlines, higher
throughput, lower budgets, and higher cyber risk requirements, respectively. For
each scenario, the results are obtained by considering 50 di#erent seeds, account-
ing for varying distributions of service requests. These results are averaged over a
2.5-hour time window, sliding by half an hour, within an 80% con"dence interval.

Scenario S1 involves 80% of articulated service requests with stricter deadlines,
associated with E-Health and Mixed-Reality B5G services. Conversely, scenario S2
involves 60% of consumer requests requiring high throughput. Scenario S3 con-
siders 80% of generated service requests mapped to intents associated with lower
budgets. Lastly, scenario S4 entails 80% of service requests mapped to risky intent
categories, associated with higher impacts and lower risk appetite. These refer to
the E-Health, Industrial, and Smart Cities services.

T)*+" 2.3: Intent categories de"nition.

Parameter E-Health Massive Twinning Mixed-Reality Industrial Smart Cities
Intent category 1 2 3 4 5
Tasks [#] 5 8 8 10 6
Deadline [s] 0.200 2 0.100 0.200 1
Throughput [Mbps] 0.1 1000 100 0.1 10
Impact 3 1.5 1 2 1.8
Risk appetite 1 2.5 3 2.5 2.8
Budget [$] 100 90 30 60 10

T)*+" 2.4: Simulation settings.

Parameter Setting
M 10
N 5
Reqs/30 min [750, 1000, 1500, 2000, 2500]
$

(m)
[40, 2000] Megacycles/s

q(m)
[750, 2800]

L(m)
[0, 1]

C(m)
u [1, 2] $/s

C(m)
lf [0.001, 0.002]$

C(m)
sec [0.003, 0.005]$

U
(R

(n)
s ,Dm)

[100, 1000] Mbps
B(n)

[0.6, 1.2] Mb

The performance of the proposed solution has been evaluated against three
baseline approaches, each distinguished by its own method of distributing service
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requests across provider domains and by its ability to decompose services into in-
dividual tasks.

The considered baseline approaches are described below:

• RM: associations between service requests and available domains are exe-
cuted randomly, without taking into account any speci"c preferences.

• Greedy Matching (GM): service requests are greedily assigned to domain
providers by iteratively selecting the available and most favorable option
based on a given criterion. Speci"cally, service requests are assigned a priori
to the domain that guarantees the lowest end-to-end delay, highest through-
put, lowest costs, and lowest cyber risk in the S1-th, S2-th, S3-th, and S4-th
scenarios, respectively.

• Joint Decision Making (JDM): service requests are assigned to domains us-
ing the algorithm proposed in our previous work [116]. This approach does
not include the decomposition of service requests into tasks. Instead, it com-
putes service request preferences through the TOPSIS algorithm and assigns
them to the highest-ranked available provider domain without performing a
matching procedure.

Firstly, the performance of the proposed approach is evaluated against baseline
solutions in terms of SLA missed adherence for each scenario (e.g., S1, S2, S3, S4)
and for varying numbers of service requests generated per day (e.g., 750, 1000, 1500,
2000, 2500 requests every 30 minutes). For each generated service request, the av-
erage number of inconsistencies related to deadline, throughput, budget, and risk
appetite with respect to the established SLAs is calculated. This value is assessed
and averaged for all service requests generated every 30 minutes and expressed as
a percentage.

The percentages in Fig. 2.8 illustrate the e#ectiveness of the proposed model,
showcasing a signi"cant improvement in SLA adherence compared to the worst-
performing outcomes among the baseline approaches. Low percentages of SLA
missed adherence indicate that the proposed approach can e#ectively identify suit-
able and available network domain resources to meet all declared service require-
ments. It consistently achieves a failed compliance rate below 14% across all scenar-
ios and settings, with a minimum of 5.04% in the S2-th scenario with 1500 service
requests. In contrast, the baseline approaches frequently report a failed compliance
rate exceeding 30%. The JDM approach, in particular, results in the highest failure
rate of 32.41% in the S1-th scenario with 750 service requests. Overall, the baseline
approaches perform poorly due to their inability to thoroughly evaluate all service
requirements articulated by the consumer simultaneously. Speci"cally, when com-
pared to the worst-performing JDM approach, the proposed approach shows an
improvement of up to 22% for 750 service requests every 30 minutes, as reported
in Fig. 2.8a. The proposed solution enhances SLA adherence by up to 22.31% with
the generation of 1000 service requests every 30 minutes, as illustrated in Fig. 2.8b.
With 1500 service requests, the approach achieves an improvement of up to 22.36%,
as depicted in Fig. 2.8c. Furthermore, the approach demonstrates improvements
of up to 22.44% and 21.14% with 2000 and 2500 service requests every 30 minutes,
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respectively, as shown in Figures 2.8d and 2.8e. These results underscore the ap-
proach’s ability to identify the service provider that minimizes SLA violations for
all intent categories across all reference scenarios.

Fig. 2.9 presents the average matching satisfaction for each reference scenario.
It depicts the mean RC assigned to all domains selected through the orchestration
procedure to ful"ll the tasks of the requested services.

Here, a higher average matching satisfaction indicates the selection of the
highest-ranked domain in the computed preference list, which better meets the re-
quirements speci"ed by consumers. This evaluation metric is expressed as a per-
centage and is reported for an increasing number of generated service requests.
Overall, the proposed approach demonstrates superior performance compared to
baseline approaches, consistently achieving the highest average matching satisfac-
tion, typically within the 70–80% range across all setups. The baseline approaches,
on the other hand, report an average matching satisfaction hovering around 50%
(50% for RM and GM, 49% for JDM). Speci"cally, GM yields substantially lower
results compared to the proposed approach. This is because the domain provider
selection is based solely on one of the four criteria considered for deriving RC val-
ues, without accounting for any trade-o# among the evaluation of other require-
ments. When considering JDM, despite its initial selection of the highest-ranked
domain based on relative closeness, the absence of task subdivision means that the
most appropriate and available provider choice is not assured. This de"ciency arises
because JDM does not incorporate any matching game among preferences. Conse-
quently, this approach ranks the lowest in terms of matching satisfaction.

To provide further insights into the e#ectiveness of the proposed approach, this
section presents an analysis of the evaluation criteria for provider selection, tradi-
tionally de"ned as KPIs. Speci"cally, the average end-to-end delay, expressed in
seconds [s], measures the total elapsed time, encompassing both transmission and
processing delays, while throughput, expressed in [Mbps], represents the transmis-
sion rate between the consumer and the selected network provider. Additionally,
novel business needs and security requirements are articulated through KVIs. These
include the average cost per service request, expressed in [$/s], and the average cy-
ber risk per service request. The latter metric quanti"es the potential risk a con-
sumer faces when their service request is processed by a matched domain, weighted
by the associated risk appetite.

Figures 2.10 and 2.11 illustrate the analysis in the S2-th scenario, characterized
by a majority of service requests requiring higher throughput. Speci"cally, Fig. 2.10
compares the performance of the proposed approach against baseline solutions con-
sidering 1500 service requests generated every 30 minutes. Regarding the average
end-to-end delay, the novel strategy proposed in this work consistently achieves
the lowest values, remaining under 0.01 seconds. In contrast, all the baseline ap-
proaches report signi"cantly higher delays. Speci"cally, the average end-to-end
delay with the proposed strategy is reduced by an order of magnitude compared to
RM and GM, and by two orders of magnitude compared to JDM. In terms of aver-
age throughput, the proposed approach achieves peak performance of 7800 Mbps,
which is 15% higher compared to RM, which does not consider any service require-
ments for provider domain selection. The other baseline approaches, instead, report
performance similar to the proposed approach. In this scenario, GM consistently
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favors provider domains that guarantee higher transmission rates, resulting in a
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throughput outcome very close to the optimal. Similarly, JDM achieves an average
throughput that is 5% lower than the proposed approach, as the JDM methodol-
ogy assigns higher weights to this KPI in its multi-criteria decision-making process,
thereby favoring domains that guarantee higher transmission rates.

Also considering the average costs per service request, the proposed approach
registers the most favorable results, consistently remaining under 1 $/s, whereas
RM and GM report costs that are an order of magnitude higher. The JDM approach
incurs the highest costs, nearly two orders of magnitude greater than those of the
proposed solution. This is attributed to the intensive use of the same network re-
sources by the selected domain, which could be the most expensive. Furthermore,
considering the average cyber risk, the proposed approach consistently yields re-
sults below those reported by the other approaches, demonstrating the capacity to
select the safest domain provider for consumers’ requests. Speci"cally, the base-
line approaches report results that are 10–30% higher compared to the proposed
approach. In particular, both RM and GM entirely neglect the security requirement.
Although the JDM approach employs the same multi-criteria decision-making al-
gorithm, it does not perform any matching procedure. As a result, it replaces the
highest-ranked but unavailable domains with lower-ranked and potentially riskier
domains.

Fig. 2.11 con"rms the e!ciency of the proposed approach even with an increas-
ing number of generated service requests. Speci"cally, when considering 2500 ser-
vice requests per 30 minutes, the registered average end-to-end delay remains under
0.001 seconds. This is 20% lower than the delays reported by both RM and GM, and
90% lower than the delay reported by JDM. This analysis con"rms the validity of the
proposed methodology compared to the baselines, demonstrating its ability to iden-
tify network providers that concurrently satisfy both KPIs and KVIs, even with an
increasing number of generated service requests. To investigate the performance of
the proposed methodology under di#erent conditions, the S4-th scenario was eval-
uated. In this scenario, the majority of service requests are characterized by a lower
risk appetite for the demand.

In detail, Fig. 2.12 compares the performance of the proposed solution against
baseline approaches with 1500 service requests generated every 30 minutes. In
terms of average end-to-end delay, the proposed approach consistently reports val-
ues generally under 0.001 seconds, with peaks reaching 0.003 seconds during certain
hours. These %uctuations can be attributed to the varying resources exposed by do-
mains through NDTs, which change throughout the day. Both RM and GM exhibit
results up to 50% higher than those obtained with the proposed approach. JDM once
again registers the highest average end-to-end delays, doubling the results achieved
with the proposed strategy. Similar to the S2-th scenario, the proposed approach
guarantees the highest average throughput, peaking at 8000 Mbps. It e#ectively
distributes requests among domain providers to ensure high performance for all
service requests. In contrast, all baseline approaches report signi"cantly lower per-
formance. Speci"cally, in this case, GM neglects the throughput requirement of the
generated service requests entirely, resulting in an average throughput that is 10%
lower than that achieved by the proposed strategy. RM consistently fails to identify
provider domains guaranteeing high throughput by not addressing any articulated
service requirements. Meanwhile, JDM reports results varying between 7500 and
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5500 Mbps, often identifying providers that do not fully meet the requirements spec-
i"ed by consumers.

Concerning the average costs, the reported KVI for the proposed approach is
consistently lower than those reported by the baseline approaches, as it is closely
related to the transmission delays contributing to the overall end-to-end delay. Con-
sequently, the average costs remain under 0.6 $/s, whereas other approaches (e.g.,
RM, GM) reach values 50% higher. The JDM approach, by not performing a match-
ing procedure, selects high-ranked and available domains that may, however, utilize
the most expensive resources. Regarding the registered cyber risk, the proposed
strategy exhibits provider selections similar to those reported by GM. Indeed, this
baseline approach overlooks all service requirements except for security in this sce-
nario, thus favoring network domains that guarantee safer processing of service re-
quests. Conversely, the other baseline techniques identify riskier provider domains
either by neglecting the security requirement (e.g., RM) or by assigning requests to
available but riskier domains (e.g., JDM). The e!ciency and scalability of the con-
ceived solution are evaluated in Fig. 2.13, which reports the performance in the S4-
th scenario with an increasing number of generated service requests. In particular,
when considering 2500 service requests per 30 minutes, the approach demonstrates
even better performance in terms of average end-to-end delay, with peaks reaching
0.001 seconds.

Overall, this analysis underscores both the e#ectiveness and scalability of the
proposed approach in deploying B5G service requests mapped to di#erent intent
categories. This results in the joint minimization of SLAs violations related to la-
tency, throughput, costs, and cyber risk requirements.

2.4 From theory to practice: a COHERENT per-
spective

Given the importance of open, extensible, and practically deployable network archi-
tectures, the COHERENT project, developed within the PNRR RESTART program,
aims to de"ne a holistic architectural framework that is coherent from both techni-
cal and business perspectives. More speci"cally, COHERENT is conceived to sup-
port KVIs beyond traditional KPIs, while enabling a simple and scalable framework
for monitoring, optimization, and management across heterogeneous communica-
tion segments.

To achieve this objective, the architecture [134] relies on DTs as a unifying ab-
straction for representing network segments, resources, and their operational con-
ditions. This abstraction allows operators to observe network behavior, correlate in-
frastructure status with service demands, and support automated decision-making
across core, edge, and NTN domains. In this way, COHERENT provides an open ar-
chitectural basis capable of integrating di#erent technological innovations within a
common orchestration framework.
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2.4.1 Reference Architecture for Digital Twin Networks
The reference architecture for DTNs, de"ned in [135], addresses the management
challenges emerging in sixth-generation networks as infrastructures evolve toward
ubiquitous in-network computing distributed across radio access, core, and edge do-
mains. Orchestration frameworks must therefore optimize both performance and
sustainability metrics, with future networks exposing computation-as-a-service ca-
pabilities that enable distributed AI applications within the emerging “Network for
AI” paradigm.

At its core, this architecture builds upon the DT model—widely adopted in in-
dustrial systems for synchronized virtual replicas of physical assets—and applies it
to telecommunications. Here, a DTN emerges as an ecosystem of interconnected
DTs that continuously monitor network operations, process telemetry data, and
predict future states. These capabilities facilitate closed-loop recon"guration of
the physical network, ensuring SLAs compliance while addressing sustainability
requirements expressed through KVIs alongside traditional KPIs. Fully aligned
with emerging standards from IRTF and ITU-T Y.3090, the architecture supports
sustainability-driven IBN by integrating network-level DTs with lightweight pre-
diction mechanisms across three distinct layers, illustrated in Fig. 2.14.

F$’(#" 2.14: Reference architecture for the proposed DTN [134].

The Physical Network Layer encompasses all physical, digital, and phygital net-
work components within programmable 6G environments. Network managers and
orchestrators implement Software-De"ned Systems and Networks (SDSN)/Network
Function Virtualization (NFV) principles, where individual components may be ab-
stracted into DTs or host DTs within containerized runtimes. Above this founda-
tion lies the DTN Layer, which hosts DTNs instantiated, managed, and terminated
by a dedicated DTN manager following prede"ned templates. Several key entities
populate this layer: the DTN itself serves as a digital representation of heteroge-
neous telecommunication networks composed of multiple DTs, supporting both
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permanent infrastructure representations and dynamic service-speci"c instances
with self-contained management. Digital Hub (DTH) group related DTs by as-
set type, function, or operational characteristics, while Digital Hats (DHs) act as
adapters, mediators, and wrappers—allowing multiple instances per physical asset
across di#erent hubs or DTNs. The Service Marketplace maintains dynamic cata-
logs of Digital Hat services, metamodels de"ne evolving topology and interaction
patterns through peer consensus, and services orchestrate microservices represent-
ing individual DT capabilities. DTN Management coordinates these elements while
the Simulation and Prediction Module evaluates con"guration alternatives to bal-
ance user intents with sustainability and e!ciency goals.

The Application Layer consumes DTN platform services according to de"ned
policies. Sustainability-aware intents enter through the northbound interface and
map to corresponding microservices for execution. Standardized interfaces com-
plete the architecture: the northbound interface exposes APIs for intent submission
and service access, while the southbound interface de"nes telemetry and control
protocols between DTs and physical devices. This layered design empowers the
DTN to analyze network behavior, predict issues, and trigger timely recon"gura-
tions, seamlessly integrating KVIs into decision-making processes to ensure both
SLA compliance and long-term sustainability alongside conventional performance
optimization.

2.4.2 Cloud-to-Edge Management via the Asset Administra-
tion Shell

The Asset Administration Shell (AAS) originates from the Reference Architectural
Model for Industry (RAMI) reference model, which de"nes an Industry 4.0 com-
ponent as the combination of a physical asset and its digital representation. Stan-
dardized by International Electrotechnical Commission (IEC) 63278-1:2023 ED1, the
AAS provides a uniform mechanism to digitally represent assets throughout their
lifecycle, covering both type and instance phases. It encapsulates structural prop-
erties, capabilities, operational status, and runtime data, neatly split into a passive
part containing static data and history, and an active part with functional logic for
control and interaction. This separation elegantly supports scalable cloud-to-edge
integration while maintaining a consistent abstraction layer across the entire in-
frastructure.

Eclipse BaSyx [136] delivers a reference implementation of the AAS through a
modular software stack perfectly aligned with Industry 4.0 standards. The frame-
work enforces standardization via the AAS and its extensible submodel ecosystem,
while architectural complexity is elegantly managed through a Service-Oriented
Architecture (SOA) approach. The Virtual Automation Bus (VAB) e#ectively ab-
stracts communication heterogeneity, and enterprise-grade operations are sup-
ported by comprehensive work%ow orchestration, monitoring capabilities, and "ne-
grained access control based on Role-Based Access Control (RBAC). This combina-
tion enables truly interoperable, secure, and scalable digital representations span-
ning from cloud data centers to edge deployments [137].
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BaSyx provides Software Development Kits (SDKs) across multiple lan-
guages—Java and C# for full-featured applications, C++ for real-time edge integra-
tion, and Python for rapid prototyping. For this implementation, the Java SDK was
speci"cally selected due to its maturity, scalability, and position as the reference im-
plementation ensuring Industrial Digital Twin Association (IDTA) AAS API com-
pliance. This choice guarantees long-term stability and seamless interoperability
for core services like the AAS Repository and Registry.

Creating a DT involves instantiating it as an AAS that represents the physi-
cal asset. The process unfolds in two main steps: "rst de"ning submodels that
describe properties, behaviors, and operational metrics, then implementing the
AAS application with its execution logic. These can be crafted either through the
AASX Package Explorer or programmatically using the Java SDK. Supporting the
full DT lifecycle are several core components, all distributed as Docker contain-
ers for portable deployment: the AAS Environment provides runtime support with
Representational State Transfer (REST) interfaces for CRUD operations on AASs
and submodels; the AAS Registry enables discovery and resolution; the AAS We-
bView o#ers graphical data interaction; the Submodel Registry handles registra-
tion and lookup; and DataBridge facilitates real-time data exchange with exter-
nal sources via Hypertext Transfer Protocol (HTTP), Message Queuing Telemetry
Transport (MQTT), or OPC UA.

F$’(#" 2.15: YAML "le of the DT deployment [134].

Figure 2.15 illustrates the Cisco Catalyst YAML con"guration "le within the DT
namespace. This con"guration is instantiated on a per-DT basis, as each DT requires
a speci"c deployment pro"le tailored to its associated physical asset. Consequently,
each DT needs its own set of containers for proper operation. The example high-
lights the container reference for the AAS Registry—a core component essential
for the system’s overall functionality. Two complementary HTTP/REST interfaces
complete the AAS o#ering: the AAS Repository API manages complete AASs, while
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the AAS API provides "ne-grained access to individual DTs, including navigation
and manipulation of submodels, properties, and operational data.

For deployment, DTs run on a Kubernetes (K8S) platform where each DT and
its services operate within one or more pods. Services ensure stable networking,
Con"gMaps and Secrets handle con"guration and sensitive data, while Persistent
Volumes and Claims maintain state continuity across pod rescheduling or failures.
Bidirectional synchronization with physical assets occurs through messaging pro-
tocols like MQTT, ensuring continuous alignment between physical systems and
their digital counterparts [138].

Finally, the AAS metamodel—governed by IDTA (IDTA-01001-
3.0.1)—establishes relationships among assets, AASs, submodels, interfaces,
and concept dictionaries, creating a robust semantic foundation for interoperabil-
ity. Aligned with IEC 62890 and RAMI, it distinguishes between type and instance
representations, enabling %exible modeling across diverse industrial scenarios
while ensuring consistency and comprehensive lifecycle management from generic
asset de"nitions to concrete operational instances.

2.4.3 COHERENT Architecture Implementation
The COHERENT architecture implements the reference design from ITU Y.3090 as a
distributed cloud-edge system, orchestrated by K8S in the cloud and extended to the
edge via KubeEdge, as shown in Fig. 2.16. This demo cluster, comprising one cloud
node and one edge node, e#ectively showcases the core operational capabilities.

F$’(#" 2.16: COHERENT implementation modules [134].

On the cloud side, "ve dedicated namespaces organize the components. The DT
namespace hosts individual DTs representing physical devices and their con"gura-
tions, providing connectivity, persistent storage, and synchronization capabilities.
For each DT, only the Active Part and DataBridge components are instantiated here,
while shared AAS services reside in the dedicated BaSyx namespace to avoid dupli-
cation and ensure consistent management.
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The BaSyx namespace centralizes common services including the AAS Registry,
Submodel Registry, Web UI, and Environment, serving all DTs e!ciently. The Con-
troller namespace acts as the orchestration brain, coordinating DT infrastructure
through several key components: the DT Manager handles lifecycle operations,
the Platform Manager monitors nodes/services/pods, the Federation Network man-
ages inter-DT connectivity, and the ONOS Controller enables IBN alongside video
streaming demos. A CronJob periodically pulls updated DT speci"cations from Git-
Lab, MongoDB provides persistent storage, and the Platform Orchestration & Op-
timization component leverages K8S for resource e!ciency.

The Intent namespace (previously NS SLA) manages service-level requirements
and intent processing: the Intent Mapping translates customer requests into struc-
tured intents, the DTN Service Marketplace o#ers KVI-optimized solutions, Ana-
lytics & Service Orchestrator performs resource optimization, the SLA Module val-
idates requests, and the Active Service Manager composes high-level services for
execution. Finally, the KubeEdge namespace facilitates cloud-edge synchronization
through Cloud Hub for communication, Edge Controller for edge orchestration, and
Device Controller for device lifecycle management. EdgeMesh ensures reliable bidi-
rectional MQTT communication between DTs and physical devices. At the edge,
Edge Hub serves as the local control plane while EdgeMesh, enhanced by Mapper
connectors, maintains continuous cloud connectivity across heterogeneous devices.

COHERENT prioritizes interoperability through semantic ontologies and stan-
dardized device capability representations. A REST/HTTP architecture simpli"es
access/control, with secure authentication/encryption and open standards promot-
ing adoption. YANG-to-OMA LwM2M transcoding ensures data model compati-
bility, while the AAS metamodel—integrating Digital Hub and Digital Hat compo-
nents—provides the semantic foundation for cross-domain operations.

2.4.4 PoC Evaluation: Energy E#ciency
Two comprehensive Proofs of Concept (PoCs) validate how DTs, intent-based
orchestration, analytics, and K8S-native management optimize energy e!ciency
in production-like scenarios while preserving service quality through automated
decision-making.

2.4.4.1 PoC 1 – Energy E#ciency in 5G Radio Access Networks

The "rst PoC targets 5G RAN energy savings via a cluster of "ve gNBs controlled by
an edge-based RAN Energy Saving Controller. Each gNB is modeled as an AAS-DT
exposing con"guration and performance metrics including Physical Resource Block
(PRB) usage, throughput, serving Signal-to-Interference-plus-Noise Ratio (SINR),
and hardware characteristics (Fig. 2.17).

The intent “Energy e#ciency improvements in gNB RAN cluster” speci"ed KPI
constraints (cell capacity↓80%, peak throughput↔1 Mbps) alongside KVIs covering
Energy E!ciency, Connection Quality, and Service Quality Index. Using the RIC-
TaaP simulation platform — integrating FlexRIC, ns-Open Radio Access Network
(ORAN), the 5G-LENA NR module, and an Energy Saving xApplication (xApp) —
two modes were compared: a baseline in which all gNBs remain always active, and
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F$’(#" 2.17: Simulated RAN scenario with gNBs and UEs [134].

a DT-assisted mode in which the controller dynamically switches gNBs on/o# and
o$oads tra!c according to predicted energy consumption and KPI compliance.

Machine Learning (ML) models — including LLM transformers and a custom
XNS algorithm — predicted energy consumption from KPI time series and proposed
safe switch-o# strategies. Results demonstrated a 6.9% average reduction in clus-
ter energy consumption while maintaining throughput and PRB targets (Fig. 2.18).
Transient deviations arising during handovers triggered by gNB deactivation were
rapidly corrected by the closed-loop control, with both ML approaches proving vi-
able and the domain-speci"c model providing higher stability.

F$’(#" 2.18: RAN cluster energy consumption with LLM Energy Sav-
ing enabled [134].

2.4.4.2 PoC 2 – Energy Optimization in Fixed Access Broadband Networks

The second PoC addressed "xed broadband via GPON emulation (1 Optical Line Ter-
minal (OLT), 2 BNGs). High-capacity BNGs contribute signi"cantly to OPEX, par-
ticularly during low-tra!c periods: while OLTs remain always active, SDN-enabled
BNGs can be consolidated or deactivated to reduce energy waste. DTs replicated the
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broadband network, monitored tra!c patterns and subscriber distribution, and es-
timated energy footprints under alternative con"gurations.

An energy-saving intent submitted to the COHERENT platform triggered BNG
consolidation during o#-peak hours: the DT-assisted control loop determined that
one BNG could be safely deactivated, reducing both system-wide and node-level
power consumption without service disruption (Fig. 2.19).

F$’(#" 2.19: GPON power consumption with BNG consolida-
tion [134].

Both PoCs con"rm that DT-driven, intent-based automation delivers measur-
able energy savings across heterogeneous network domains — mobile RAN and
"xed access — while preserving SLA compliance and supporting fully automated,
closed-loop energy management.

Concluding Remarks
This chapter addressed RQ2 by demonstrating how NDTs can evolve from descrip-
tive infrastructure replicas into active decision-support components within closed-
loop orchestration frameworks.

The TOPSIS-based MCDM framework introduced in Section 2.2 enables context-
aware domain selection during disaster-response scenarios, where survivability
and trustworthiness requirements must be jointly satis"ed under degraded net-
work conditions. The game-theoretic matching mechanism presented in Sec-
tion 2.3 further extends this capability to the joint optimization of KPIs and KVIs,
achieving consistently lower end-to-end delay, higher throughput, reduced oper-
ational cost, and lower cyber risk compared to baseline approaches, even under
increasing service-request loads. The implementation on the COHERENT platform
grounds these contributions within a real cloud-to-edge architecture, where two
PoCs demonstrate that DT-driven, intent-based automation can deliver measurable
energy savings across heterogeneous network domains—including mobile RAN and
"xed-access infrastructures—while preserving SLA compliance.

Overall, these results establish DTs as a fundamental orchestration substrate
for future intelligent networks, enabling adaptive, value-aware, and autonomous
resource management. This lays the foundation for Chapter 3, where agentic AI
paradigms extend autonomous control beyond centralized assumptions toward dis-
tributed and trust-aware coordination in future IoE environments.
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Chapter 3

Distributed and Trustworthy
Orchestration for Future
Internet-of-Everything
Environments

As network environments evolve toward increasingly distributed, pervasive, and
heterogeneous operational conditions, the limitations of centralized orchestration
become progressively more evident. The intent-driven control mechanisms and DT-
assisted decision support frameworks introduced in the previous chapters provide
powerful abstractions for managing complexity; however, they remain insu!cient
when orchestration must span multiple autonomous domains, edge entities, and
dynamically interacting nodes.

In highly decentralized environments, centralized coordination alone can no
longer guarantee the responsiveness, trustworthiness, and operational continuity
required by next-generation services. Intermittent connectivity, localized decision-
making, and cross-domain interactions demand orchestration mechanisms capable
of operating e#ectively even in the absence of a globally available control author-
ity. Consequently, orchestration must progressively incorporate autonomy, secure
cooperation, and distributed trust management — particularly at the edge, where
local intelligence becomes an active component of the control loop. In this context,
resilience extends beyond traditional fault tolerance and increasingly re%ects the
ability of the orchestration process to remain e#ective under uncertainty, disrup-
tion, and partial system degradation.

Building upon the perspective developed throughout the thesis, RQ3 is ad-
dressed by showing that distributed and trustworthy orchestration does not require
abandoning the principles established in the previous chapters, but rather extending
them toward agentic and trust-aware forms of control. In this evolution, intent han-
dling, predictive network knowledge, and autonomous decision-making converge
into a uni"ed orchestration capability for future IoE environments.

This transition introduces several fundamental research tensions, including the
balance between autonomy and controllability, the trade-o# between distributed in-
telligence and coordination overhead, and the need to reconcile reasoning capability
with sustainability across the cloud–edge–device continuum. Rather than consid-
ering agentic AI as an isolated technological trend, this chapter frames it as the
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natural evolution of intent-driven and predictive orchestration for highly dynamic
and decentralized IoE systems.

Accordingly, the chapter "rst discusses the foundations of agentic AI and its
applicability to autonomous network management. It then presents a three-tier or-
chestration architecture integrating LLM-, Small Language Model (SLM)-, and Tiny
Machine Learning (TinyML)-based agents according to di#erent operational and
reasoning requirements across cloud, edge, and device domains. Finally, it intro-
duces a decentralized trustworthiness dissemination framework for Social Internet
of Everything (SIoE) systems, highlighting how distributed intelligence and secure
cooperation can be jointly supported in large-scale heterogeneous environments.

3.1 Agentic AI for Autonomous Internet-of-
Everything

The "rst contribution [139] addresses the problem of organizing and coordinat-
ing intelligence across cloud, edge, and device layers to enable scalable, real-time,
and trustworthy decision-making in dynamic IoE environments. In these scenar-
ios, the interaction of devices, people, data, and processes across heterogeneous
infrastructures demands adaptive management with minimal human intervention.
The telecommunications sector is already transitioning in this direction, with ini-
tiatives such as European Telecommunications Standards Institute (ETSI)’s Zero-
touch network and Service Management (ZSM) and Experienced Networked Intel-
ligence (ENI), TM Forum’s autonomous network architecture, ITU Telecommunica-
tion Standardization Sector (ITU-T) frameworks, and ongoing 3rd Generation Part-
nership Project (3GPP) enhancements converging around closed-loop automation,
intent-based management, and DTs [140], [141], [142]. To address the remaining
gaps in distributed autonomy and veri"able control, the proposed framework or-
ganizes LLM-, SLM-, and TinyML-powered agents within a hierarchical three-tier
architecture, integrating DTs for predictive action validation and IBN for semantic
intent translation, enabling high-level service objectives to be continuously inter-
preted, veri"ed, and enforced across the cloud-to-device continuum.

3.1.1 From Foundation Models to Distributed Agentic Orches-
tration

Agentic AI embeds learning-based models within autonomous entities that observe
their environment, plan under goals and constraints, act through tools, and adapt
over time. In IoE systems, such autonomy is inherently multi-tier, requiring com-
plementary intelligence granularities across cloud, edge, and device layers. Large-
scale reasoning and long-horizon coordination are naturally associated with cloud-
level orchestration, whereas latency-sensitive adaptation and localized autonomy
increasingly depend on lightweight edge and embedded agents. Consequently, the
coexistence of LLM-, SLM-, and TinyML-based agents should not be interpreted as a
simple taxonomy of models, but rather as an architectural requirement for scalable
orchestration across the cloud–edge–device continuum.
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This section therefore introduces the main agentic capabilities required for
future IoE environments, reviews the complementary roles of LLM-, SLM-, and
TinyML-powered agents, and discusses Multi-Agent Systems (MASs) and interop-
erability mechanisms [143], [144]. Throughout the discussion, particular attention
is devoted to the open challenge of coordinating heterogeneous reasoning entities
while preserving trustworthiness, responsiveness, and sustainability.

3.1.1.1 Language-Model-Powered Agents

An AI agent is an autonomous software entity that pursues goals and adapts with
minimal human intervention [143]. In networking, this entails three closed-loop
functions: (i) observing a dynamic system, (ii) selecting actions, often over multi-
ple steps, and (iii) executing them through tools interfacing with operational plat-
forms. Language-model-powered agents realize this loop by using a language model
as their cognitive core. Although LLMs and SLMs di#er in scale and deployment
constraints, they share a common pattern: transforming structured world-state rep-
resentations into action plans and tool invocations under explicit policies. Fig. 3.1
outlines the reference agent architecture, comprising three main modules, i.e., brain,
perception, and action. Speci"cally,

1. Brain: the cognitive core, implemented by a language model and extended with:

• Natural Language Interaction: context-aware dialogue and comprehension;
• Knowledge Access: retrieval from internal or external sources;
• Memory Management: short- and long-term context handling;
• Reasoning and Planning: multi-step problem solving via chain-of-thought,

search, or re%ective loops;
• Generalization: in-context learning, zero-shot inference, and continual

adaptation.

2. Perception: interfaces with the environment by converting multimodal inputs
(text, audio, visual) into structured representations.

3. Action: generates outputs and executes operations, including natural language
responses, API calls, code execution, database manipulation, or control of phys-
ical and simulated systems, thereby closing the perception-action loop.

Through the coordinated operation of these modules, language-model-powered
agents achieve autonomy, adaptability, and situational awareness. Their modular
design enables deployment across domains, from network automation to distributed
cyber-physical systems.

3.1.1.2 LLM- and SLM-Powered Agents

LLMs are large-scale transformer models trained on broad corpora and aligned via
"ne-tuning (e.g., supervised tuning, Reinforcement Learning from Human Feed-
back (RLHF)) to follow instructions and produce structured outputs. Their primary
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F$’(#" 3.1: Architecture of a tool-using language-model agent [139].

strength lies in semantic and complex reasoning: they interpret ambiguous intents,
reason across domains, and generate multi-step strategies under con%icting objec-
tives. They also provide %exible interfaces for multimodal and unstructured in-
puts, facilitating human-in-the-loop supervision and rapid integration of new in-
tent types. However, in real-time and mission-critical closed loops, LLM-powered
agents face constraints in latency, cost, and energy consumption. Their genera-
tive nature may also reduce predictability, as small variations in input state can
yield qualitatively di#erent actions, potentially leading to instability phenomena
such as policy oscillation. In practice, much of agent behavior consists of repetitive
and structured tasks—such as parsing, tool invocation, constrained generation, and
contextual summarization—that do not require the full generality of an LLM [145].

SLMs address this ine!ciency by providing task-specialized reasoning with sig-
ni"cantly fewer parameters (typically a few billion) and more predictable execution
pro"les. A systematic transition from LLM-centric to SLM-centric agents can fol-
low a three-step work%ow: "rst, production LLM-agents log prompts, responses,
tool calls, and latency pro"les; second, clustering techniques identify recurring task
patterns; third, candidate SLMs are selected and "ne-tuned on task-speci"c clusters,
enabling rapid specialization with limited computational resources. Together, LLMs
and SLMs form complementary substrates for Agentic AI: LLMs support high-level
reasoning and cross-domain generalization, while SLMs enable e!cient, scalable
execution under strict latency, energy, and footprint constraints. This division of
labor facilitates the replication of intelligence across cloud and edge tiers in large-
scale IoE deployments [145].

3.1.1.3 TinyML-Powered Agents

TinyML extends the agentic paradigm to microcontroller-class devices, enabling
always-on perception and local decision-making on sensors and radio nodes [146].
The main deployment bottleneck is not parameter count but peak activation mem-
ory during inference. Even compact models may exceed the limited SRAM available
on such devices, especially in early high-resolution layers.

Mitigating this memory imbalance requires joint optimization of neural archi-
tectures and inference engines. Techniques such as memory-aware neural archi-
tecture search and patch-based inference reduce activation footprints by up to an
order of magnitude, enabling practical deployment on commodity microcontrollers.
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These advances support ultra-low-power perception and control loops at the device
tier, minimizing latency, bandwidth, and energy consumption in large-scale IoE sys-
tems.

3.1.1.4 Multi-Agent Systems and Interoperability

In a MAS, multiple agents collaborate to achieve objectives beyond the capability
of a single entity. In distributed IoE environments, this is not optional but inherent:
information is dispersed across devices and domains, decisions must often be taken
close to data sources, and actions frequently occur in parallel. Agents therefore spe-
cialize (e.g., monitoring, diagnosis, planning, actuation) and coordinate to pursue
system-level goals [144]. Interaction can take di#erent forms. Agents may cooper-
ate by sharing observations and intermediate results to optimize a common objec-
tive, re"ne decisions through structured negotiation by proposing and challenging
alternative solutions, or—in competitive settings—represent con%icting stakehold-
ers and reason in adversarial or game-theoretic terms. Coordination may rely on
a central orchestrator, emerge from peer-to-peer exchanges, or follow hierarchical
structures aligned with policy and role separation.

At scale, interoperability becomes critical. Agents must operate across heteroge-
neous implementations, vendors, and administrative domains, requiring structured
mechanisms to exchange context and advertise capabilities. Such mechanisms en-
able discovery, intent–operation alignment, and task delegation with explicit as-
sumptions on inputs, outputs, and constraints. General-purpose approaches such
as the Model Context Protocol aim to standardize context sharing among agents and
external services, while lightweight domain-speci"c descriptors support capability
discovery and binding. Complementing these abstractions, several emerging pro-
tocol stacks address agent-to-agent and agent-to-system interaction. Decentralized
approaches such as the Agent Network Protocol combine identity, secure commu-
nication, and application-layer exchanges; capability-advertisement schemes like
Agent2Agent employ machine-readable Agent Cards; and conversation-centric de-
signs such as the Agent Interaction & Transaction Protocol model communication
as threaded interactions across transport layers. Together, these e#orts lay the
groundwork for scalable, interoperable, and policy-aware multi-agent coordination
in large-scale IoE systems.

3.1.2 Distributed Agentic Intelligence for Autonomous IoE
Coordinating massive numbers of devices, services, and data %ows in IoE ecosys-
tems requires more than incremental automation. Autonomy must be architected
by embedding intelligence into the control plane and distributing it across cloud,
edge, and device tiers, as monolithic controllers are neither scalable nor sustainable.
Agentic AI provides a principled path forward. LLM-, SLM-, and TinyML-powered
agents elevate network management from parameter tuning to goal-driven reason-
ing: interpreting high-level objectives, resolving constraints, planning multi-step
actions, and adapting to evolving contexts.

Implementing this paradigm requires two foundations: predictive validation of
candidate actions and semantic expression of desired outcomes. We address these
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needs by integrating DTs and IBN into a uni"ed three-tier intelligence architecture
(Fig. 3.2). Rather than replacing existing orchestration, distributed agents act as
cognitive overlays enhancing DT-based validation and intent-driven control loops,
forming a scalable closed-loop IoE fabric.

3.1.2.1 Digital Twins as Predictive Substrates for Autonomous 6G Net-
works

A DT is a high-"delity virtual replica of a physical system, continuously synchro-
nized through bidirectional data exchange. This coupling enables real-time moni-
toring, simulation, and predictive analysis, allowing validated con"gurations to be
safely deployed without service disruption. DTs can mirror distinct domains—RAN,
transport, and compute—capturing infrastructure state and operational context.
In the RAN, they support analysis of channel dynamics, mobility, interference,
and user-perceived quality across heterogeneous spectrum bands (FR1–FR3). Be-
yond physics-based modeling, DTs integrate heterogeneous data sources structured
through formal models and knowledge graphs. Hybrid approaches combining ana-
lytical and data-driven methods (e.g., deep learning, reinforcement learning) enable
predictive optimization under uncertainty.

Language-model-powered agents further enhance DTs by interpreting unstruc-
tured inputs, generating synthetic samples under sparse data, and providing seman-
tic explanations of system dynamics [147]. Conversely, DTs provide a controlled
sandbox for training, validating, and stress-testing agents, mitigating risks before
deployment. DTs therefore enable safe evaluation of candidate actions and help
quantify trade-o#s across performance, resilience, and sustainability. This view is
consistent with ongoing standardization e#orts: 3GPP positions DTs as enablers of
automation within Closed-Control Loops (CCLs) [148], while ITU-T discusses ar-
chitectures combining DTs and language models for dynamic controller synthesis
and modular adaptation [149].

3.1.2.2 Enhancing Intent-Based Networking with Agentic AI

Language models are key enablers of IBN, where operators specify high-level in-
tents instead of prescriptive con"gurations. Intents, often expressed in natural lan-
guage, capture objectives di!cult to encode numerically, including KVIs related to
sustainability and resilience. Agentic systems interpret, disambiguate, and translate
these intents into structured policies for autonomous enforcement. This translation
requires semantic disambiguation, contextual reasoning, and con%ict detection. By
processing multimodal inputs and telemetry, agents generate context-aware poli-
cies that reduce ambiguity and con"guration errors. Standardization e#orts increas-
ingly re%ect this shift. ETSI’s ZSM and ENI promote policy-based cognition, where
formal rules link intents to operational decisions within AI-driven closed-loop au-
tomation [140]. In the ENI architecture, cognition models analyze telemetry, eval-
uate progress against KPIs, and trigger corrective actions, with reinforcement and
transfer learning supporting continuous adaptation. TM Forum architectures simi-
larly segment infrastructures into intent-driven domains governed by Intent Man-
agement Functions.
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F$’(#" 3.2: Three-tier agentic architecture integrating IBN and DTs
for closed-loop IoE autonomy [139].

Beyond translation, language-model-powered agents enable intent assurance
by analyzing logs, telemetry, and behavioral traces to verify that deployed con"g-
urations satisfy declared objectives, maintaining alignment between expectations
and system behavior. Coupled with structured knowledge representations such as
knowledge graphs, these agents improve consistency and traceability. In Open-
RAN environments, language models translate intents into execution directives for
rApps and xApps, enabling real-time, vendor-agnostic orchestration at 6G scale.

3.1.2.3 A Three-Tier Intelligence Architecture for 6G IoE Management

Figure 3.2 summarizes the proposed three-tier architecture, which separates seman-
tic (cloud), operational (edge), and perceptual (device) intelligence, aligning model
capacity with control requirements and enabling cross-domain intents to be trans-
lated, decomposed, coordinated, validated, and enforced across heterogeneous IoE
control domains. The primary novelty of the framework is not the introduction
of additional control entities, but the explicit realization of a cross-domain intent-
assurance work%ow in which high-level objectives are progressively re"ned into
operational actions while maintaining visibility over system-wide objectives, con-
straints, and trade-o#s through DT-assisted validation.

Tier 1 (Cloud): Semantic Intelligence and Global Coordination Tier 1 oper-
ates in the cloud and is instantiated by LLM-powered agents responsible for cross-
domain reasoning and global coordination. These agents interface with humans
and applications by parsing unstructured intents, resolving objective con%icts, and
generating structured intent representations (objectives, constraints, priorities, and
fallback policies). Intents may originate from human operators, applications, work-
%ow engines, or automated operational procedures and, depending on the source,
can be expressed as natural-language requests or as structured events generated
by higher-layer systems. Cloud agents translate such inputs into machine-readable
objects and, when multiple domains are involved, decompose them into domain-
speci"c sub-intents that can be delegated to specialized operational agents. Tier 1
also maintains a global DT, which performs what-if analyses, validates intent com-
pliance across domains, and recommends con"gurations that are safe for large-scale
deployment; this DT is updated when cross-domain state changes or new policies
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are introduced. The global DT provides a common reasoning space where the ex-
pected impact of alternative policies can be assessed across communication, sens-
ing, computing, and application domains, enabling the resolution of con%icts that
individual domain controllers, operating with only local visibility, cannot address.

Tier 2 (Edge): Operational Intelligence and Domain Actuation Tier 2 con-
sists of domain-speci"c SLM-powered agents deployed at the edge and Multi-access
Edge Computing (MEC), where near-real-time telemetry is available. These agents
translate validated intents into coordinated multi-step actions across RAN, trans-
port, and compute domains by interfacing with SDN controllers, RAN Intelligent
Controller (RIC) functions, and container orchestration platforms. Depending on
the target domain, these actions may correspond to RIC policies, tra!c-engineering
rules, SDN con"gurations, resource-allocation decisions, or workload-related poli-
cies. To keep the control loop responsive, agents use domain-local DT replicas for
low-latency validation and rapid corrective adaptation, and escalate to the global DT
only when cross-domain coordination is required. Local decisions are continuously
informed by real-time telemetry, including radio indicators (e.g., Channel Quality
Indicator (CQI), SINR, spectrum utilization), network measurements (e.g., latency,
packet loss, congestion), and compute-resource availability. These measurements
update local DT replicas and allow operational agents to evaluate the feasibility and
expected impact of candidate actions before deployment; whenever alternative poli-
cies generate con%icting outcomes across domains, the corresponding sub-intents
are escalated to Tier 1 for global arbitration.

Tier 3 (Device/Physical Domain): Distributed Perception Tier 3 corresponds
to the physical IoE domain—people, objects, sensors, and resource-constrained end-
points that continuously shape network dynamics. TinyML-powered agents op-
erate on constrained devices to provide always-on, ultra-low-power inference for
anomaly detection, monitoring, and environmental sensing. Rather than continu-
ously forwarding raw measurements, these devices expose compact observations
and context information that capture relevant physical-system conditions, supply-
ing ground truth to Tier 2 controllers and local DT replicas while reducing band-
width usage and enabling scalable perception.

Across the three tiers, intents are structured at Tier 1, assessed via DT-based
what-if analyses, enacted by Tier 2 through domain orchestrators, and monitored
via Tier 3 sensing. To guarantee safe interaction with operational infrastructures,
agent-generated actions are never directly executed by the underlying controllers:
candidate actions are "rst translated into structured policies and validated against
controller-speci"c schemas and DT-based predictions. Policies that violate con-
straints, fail validation checks, exceed timing requirements, or are predicted to
compromise intent satisfaction trigger corrective actions (e.g., fallback policies cor-
responding to known safe operating conditions) and, when needed, escalation for
cross-domain arbitration. This closes the loop over the service lifecycle while re-
specting latency and energy constraints in dense IoE environments, even when
agent outputs are inconsistent, delayed, or unsuitable for direct execution, allowing
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otherwise independent controllers and subsystems to cooperate toward common
intent-driven objectives.

3.1.3 Case Studies: Agentic Cross-Domain Intent Assurance
To ground the proposed three-tier architecture, we instantiate its roles in two
complementary case studies that share the same implementation: an edge-centric
Vehicle-to-Infrastructure (V2I) cooperative-perception scenario and a cross-domain
hospital smart-alarm scenario. Both follow the same work%ow, in which TinyML
agents populate local DTs, edge SLM agents perform intent assurance, and cloud
LLM agents provide a reference baseline. The goal is not to implement the full
architecture, but to validate representative operational slices focused on edge au-
tonomy, sustainability, and cross-domain intent assurance.

All experiments run on macOS 26.3 with Python 3.14. The edge agent is a quan-
tized SLM (qwen2.5:1.5b, Q4_K_M) served locally via Ollama with deterministic de-
coding (temperature 0, num_predict 150, num_ctx 512, repeat_penalty 1.0)
and a "xed JSON-only prompt template, while the cloud baseline uses llama-3.3-
70b-versatile via Groq API. All components communicate over an MQTT bus, and
a FastAPI Tool Gateway exposes DT services and controller-facing actuation inter-
faces. The DT implements a closed-form service-level model that maps candidate
policies to observable KPIs. Each scenario is executed as an independent closed-loop
run of 60 s of simulated time, during which every controller repeatedly observes the
current KPI state, decides a candidate policy, and actuates it only if the candidate
passes DT validation. To isolate decision quality from actuation frequency, all adap-
tive agents operate at the same "xed decision cadence, and every metric is averaged
over three independent repetitions.

3.1.3.1 V2I Cooperative Perception Scenario

In the "rst case study, Tier 1 is a cloud-hosted baseline, Tier 2 an Road Side Unit
(RSU)-resident SLM controller, and Tier 3 emulated TinyML sensing agents gener-
ating lightweight telemetry. Vehicles periodically transmit compact sensing sum-
maries to the RSU over a contention-based ITS-G5-like V2I link [150]. Congestion
is handled through distributed mechanisms (e.g., Decentralized Congestion Con-
trol (DCC)), making system behavior sensitive to aggregate o#ered load. This set-
ting exposes the agentic control loop to practical communication constraints, in-
cluding contention-driven access, variable channel quality, congestion-dependent
delay, and protocol-level rate adaptation through DCC-like mechanisms.

At the edge, the SLM agent observes KPIs and selects policies satisfying two in-
tent objectives: (i) a latency target expressed via TTA, and (ii) a bandwidth budget
limiting aggregate V2I usage. Policies consist of a reporting period, a message-
compression level, and per-class rate limits (safety and bulk tra!c), enforced as
service-level tra!c shaping rather than per-vehicle scheduling. The V2I DT acts
as a predictive assurance layer: given the current tra!c conditions and a candi-
date policy, it estimates the expected TTA and aggregate bandwidth, and candidate
policies predicted to violate the intent are rejected before enforcement.
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We evaluate "ve stress scenarios: Moderate Bursts, Dense Tra#c, Flash Crowd,
Tight Constraints, and High Churn, covering bursty and high-churn tra!c condi-
tions. The RSU-resident SLM controller is compared against "ve alternative mech-
anisms: the threshold controller applies prede"ned corrective actions when "xed
TTA or bandwidth triggers are crossed; the cloud LLM returns a complete policy
in a single remote inference, embodying maximal reasoning capacity but incur-
ring a round-trip and a large per-decision cost; the distributed Reinforcement Learn-
ing (RL) controller adapts over the same action space from a reward balancing la-
tency against bandwidth, but without any what-if check; "nally, an O-RAN-style
xApp and a classical MEC scheduler provide standards-oriented and heuristic refer-
ences.

3.1.3.2 Cross-Domain Hospital Smart-Alarm Scenario

The second case study evaluates the architecture in a smart-hospital environ-
ment, where intent satisfaction requires coordinating multiple operational domains.
Wearable devices monitor patient conditions and generate alarms that must reach
healthcare personnel within stringent timing constraints while preserving battery
lifetime and avoiding alarm fatigue. Tier 3 is represented by emulated TinyML-
enabled wearables, Tier 2 by a ward-level SLM agent, and Tier 1 by a cloud-hosted
LLM baseline. The controller must jointly coordinate four interacting domains,
adapting wearable sampling frequency, network-priority level, computation place-
ment (edge, hybrid, or cloud), and alarm-escalation policy. A representative intent
is: “Deliver critical patient alarms within the required latency target while minimiz-
ing wearable-device energy consumption, limiting alarm fatigue, and maintaining a
sensing "delity of at least 2 Hz.” For each candidate policy, the hospital DT predicts
alarm-delivery latency, battery consumption, alarm fatigue, and sensing "delity,
and rejects any policy predicted to violate a constraint before enforcement.

We evaluate three conditions of increasing stress: Normal Ward, High Acuity,
and Mass Casualty. The SLM controller is compared against a threshold-based multi-
domain controller, a network-only baseline, a distributed RL baseline without DT co-
ordination, and a cloud LLM. The network-only ablation, which can adapt only the
message-priority level, is included to expose where single-domain control breaks
down.

3.1.3.3 Performance Evaluation

The primary indicators are intent satisfaction (%), i.e., the percentage of intents
whose objectives are met over the evaluation window, and the number of re-
con"gurations, i.e., the total number of policy changes performed by the agent.
These are complemented by service-level and sustainability indicators, including
TTA (V2I), alarm-delivery latency (hospital), alarm-fatigue rate, wearable battery
drain, controller-decision latency tdec, and operational carbon footprint. Controller-
decision latency is reported separately from service-level latency because DT val-
idation, whose share is denoted tval, belongs to the control loop rather than to the
application data path.
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V2I results Across the "ve scenarios, the edge SLM attains 90–100% intent sat-
isfaction with approximately 10 recon"gurations (Table 3.1). Compared with the
threshold controller, the SLM improves intent satisfaction by up to 67.1% under
Tight Constraints while requiring fewer recon"gurations. It also outperforms the
O-RAN xApp and matches or exceeds the distributed RL baseline while using fewer
policy changes, highlighting the e#ect of DT-assisted validation. The MEC sched-
uler remains competitive on this single-domain task: the SLM matches it in three of
"ve scenarios and trails only under the tightest constraints (90% vs. 96.7%). Com-
pared with the cloud LLM, the edge SLM preserves similar performance in benign
conditions while remaining stable under Flash Crowd and Tight Constraints, where
the cloud controller exhibits frequent recon"gurations or complete intent viola-
tions. This is visible in the bandwidth allocation (Fig. 3.3): the SLM consistently
uses the full budget, allocating more safety bandwidth, which directly explains its
higher TTA compliance, and it provides up to 31% more than the O-RAN xApp and
20% more than RL. The resulting mean TTA stays within target across all condi-
tions (Fig. 3.4), unlike the threshold and O-RAN controllers. On overhead, the SLM
closes the loop in about 4.6 ms, of which 3.7 ms is DT validation: predictive check-
ing dominates the control latency yet keeps it within a few milliseconds, compatible
with near-real-time edge actuation. Finally, reporting the operational footprint only
(Fig. 3.5), the edge SLM emits a nearly constant 2.0 mg CO2e per decision against
42.8 mg for the cloud LLM, a reduction above 90% at comparable decision quality.

Hospital results Under Normal Ward, all controllers satisfy the intent, re%ecting
the relatively relaxed operating conditions (Table 3.2). As stress rises, the network-
only ablation collapses from 100% to 48.4% (High Acuity) and 51.6% (Mass Casu-
alty), because it cannot jointly coordinate sensing, networking, and energy objec-
tives. The distributed RL, although multi-domain, reaches only 66.7–75.0% intent
satisfaction despite substantially more recon"gurations. The edge SLM consistently
maintains 96.7–100% intent satisfaction with at most one recon"guration through-
out; the gap is largest in High Acuity, where it reaches 96.7% against 48.3% (thresh-
old) and 48.4% (network-only). The cloud LLM degrades signi"cantly under higher-
stress conditions and emits ∞ 15 mg CO2e per decision against ∞ 2.0 mg for the
edge SLM. On overhead, the SLM closes the loop in 3.8–87.9ms with only a negligi-
ble DT-validation share; the spread tracks the number of policy adaptations actually
triggered, and in all cases the decision time stays well below the sub-second alarm
targets, con"rming compatibility with the clinical work%ow. Overall, the two case
studies show that edge-resident agentic control matches cloud-level decision qual-
ity while substantially improving stability and sustainability, and that DT-assisted
cross-domain coordination is essential to sustain intent satisfaction when a single
intent spans multiple interacting domains.

3.1.4 Challenges and Research Ahead
While the proposed roadmap highlights the promise of language-model-powered
autonomous networks, realizing this vision remains challenging. Key issues
span agent architecture and lifecycle management, interoperability across hetero-
geneous domains, and rigorous validation under realistic operating conditions.
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F$’(#" 3.3: Per-class bandwidth allocation across all controllers and
stress scenarios [139].

F$’(#" 3.4: Mean TTA across all controllers and stress scenar-
ios [139].
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Cross-cutting concerns, discussed in this section, including trust, privacy, security,
sustainability, and human oversight, further complicate large-scale deployment.
Achieving seamless and full-%edged integration of Agentic AI in autonomous IoE
networks now requires progress beyond model capability alone. Key research pri-
orities include (i) resource-aware agent deployments that balance reasoning quality
with latency and energy constraints, (ii) standardized and interpretable evaluation
methods that assess not only outputs but also reasoning robustness and closed-
loop behavior, (iii) sustainability-aware orchestration and carbon-e!cient inference
across tiers, (iv) veri"able and transparent decision-making to support explainabil-
ity, accountability, and human oversight, and (v) secure and privacy-preserving
multi-agent interoperability across heterogeneous domains. Aligning these priori-
ties with ongoing standardization and industry initiatives will accelerate the tran-
sition toward intelligent, resilient, and trustworthy autonomous IoE networks.

3.1.4.1 Design and Deployment

A central barrier to deployment lies in the storage, memory, and compute demands
of modern models. With billions of parameters, state-of-the-art LLMs are di!cult
to host on edge nodes or lightweight network elements, particularly in the absence
of hardware accelerators (e.g., Graphics Processing Units (GPUs), Tensor Process-
ing Units (TPUs)). Their data-driven nature also makes performance sensitive to
training quality, raising concerns about bias, representativeness, and domain gen-
eralization.

Architecturally, adopting MASs introduces additional complexity [151]. Agents
must securely discover one another, negotiate communication channels, and main-
tain lifecycle consistency across domains. Designing reusable and veri"able agent
work%ows remains immature, while risks such as ambiguous task speci"cations, in-
e!cient communication, lack of veri"cation pipelines, and cascading hallucination
errors persist. Mitigation requires structured safeguards. Veri"er agents, persistent
memory, and state-tracking modules help maintain contextual coherence. Uncer-
tainty quanti"cation enables adaptive escalation to human or higher-tier agents.
Domain-speci"c veri"cation strategies—ranging from systematic software test cov-
erage to symbolic reasoning—enhance correctness. Reinforcement learning sup-
ports adaptive re"nement, while con"dence thresholding restricts execution to suf-
"ciently certain decisions, a crucial safeguard in mission-critical IoE domains such
as healthcare, "nance, and public safety.

3.1.4.2 Performance Metrics

Evaluating agentic systems is inherently complex: outputs vary in structure, rea-
soning depth, and operational impact, making manual inspection infeasible at scale.
Standardized, automated metrics are therefore essential. Traditional metrics such as
Bilingual Evaluation Understudy (BLEU) and Recall-Oriented Understudy for Gist-
ing Evaluation (ROUGE) measure lexical overlap but fail to capture reasoning valid-
ity or factual grounding. Semantic similarity metrics (e.g., BERTScore, MoverScore,
Semantic Matching Score (SMS)) assess meaning preservation, though with limited
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task adaptability. Reference-free approaches (e.g., SUPERT, ROUGE-C) evaluate in-
formativeness without ground truth, while tools such as FactCC and Dependency
Arc Entailment (DAE) detect factual inconsistencies. For agentic systems, evalu-
ation must extend beyond "nal outputs to intermediate reasoning and tool usage.
Core indicators include task success rate, action advancement across subtasks, and
accuracy of tool invocation (e.g., correct API or Structured Query Language (SQL)
calls). Robustness metrics assess degradation under noisy, adversarial, or perturbed
inputs.

E!ciency and sustainability metrics are equally critical in IoE contexts, captur-
ing compute utilization, tokens-per-second throughput, energy-per-token, and en-
vironmental cost. Concepts such as green capacity [152] integrate accuracy, latency,
and ecological footprint into uni"ed performance indicators. When integrated with
DTs and IBN, evaluation must also measure twin "delity, synchronization accuracy,
and closed-loop assurance e#ectiveness. Metrics such as twinning "delity and in-
tent satisfaction rate quantify the alignment between digital replicas, deployed con-
"gurations, and declared objectives, providing end-to-end validation of the agentic
control loop.

3.1.4.3 Evaluation Strategies and Benchmarks

Beyond static metrics, evaluating agentic systems requires dynamic strategies that
capture reasoning, adaptability, and interaction. Two dominant paradigms are com-
monly adopted:

• LLM-as-a-judge, where one model evaluates another (or itself) through pref-
erence modeling or relative scoring;

• Task-based benchmarking, relying on standardized datasets for translation,
summarization, information extraction, and question answering.

However, agentic evaluation must decompose performance into core competen-
cies.

Knowledge Accuracy Hallucination remains a persistent limitation. Evalua-
tion should measure factual consistency against Retrieval-Augmented Generation
(RAG)-based baselines or open-domain Question Answering (QA) datasets, ensur-
ing alignment with veri"able knowledge sources.

Reasoning Capabilities Structured inference demands "ne-grained assessment
across mathematical, logical, and procedural reasoning, as well as code generation
and planning. Benchmarks such as GSM8K, MATH, MultiPL-E, BigCodeBench, and
composite suites (e.g., Finetuned Language Net (FLAN), AlpacaEval, Arena-Hard-
Auto) evaluate reasoning depth under automated or hybrid human–model scoring.

Multi-Modal Understanding With multimodal LLMs, evaluation extends be-
yond text to visual and structured inputs, including visual QA (e.g., GQA, VQAv2),
document interpretation (DocVQA, AI2D), and spatial reasoning (NLVR2). While
standardized leaderboards improve reproducibility, static datasets cannot capture



3.1. Agentic AI for Autonomous Internet-of-Everything 127

the dynamics of agents leveraging tools, memory, and contextual feedback. Future
evaluation frameworks must therefore incorporate interactive environments and
simulation testbeds that assess real-time adaptability, reasoning under uncertainty,
and closed-loop decision-making—particularly in distributed IoE scenarios.

3.1.4.4 Sustainable Intelligence: Green Challenges

Sustainability is becoming a de"ning constraint for LLM-powered agents, as infer-
ence increasingly dominates lifecycle energy consumption. Unlike training, which
is episodic, large-scale inference introduces persistent operational emissions, espe-
cially in globally deployed systems.

The environmental footprint stems from both hardware and usage patterns. Ac-
celerators (e.g., GPUs, TPUs) incur signi"cant operational and embodied carbon
costs, while token-by-token generation makes LLM inference one to two orders
of magnitude more energy-intensive per request than traditional AI or rule-based
solutions. Workload relocation to greener grids can reduce emissions but may in-
crease latency, exposing trade-o#s between sustainability and performance. Miti-
gation strategies span hardware, system, and algorithmic levels. Quantization can
reduce inference energy and latency by 60–70% for robust tasks, though with accu-
racy trade-o#s in math or code reasoning. Edge-deployed quantized SLMs o#er a
promising intermediate solution in distributed IoE settings, balancing responsive-
ness and carbon footprint.

Additional approaches include power capping, carbon-aware scheduling, real-
time cost estimation, and early-exit mechanisms that halt inference once con"-
dence thresholds are reached. The previously mentioned green capacity [152] in-
tegrates accuracy, latency, and ecological impact into a uni"ed metric, supporting
more holistic model comparison. Embedding sustainability into agent design—from
model selection to tier placement—will be essential for aligning large-scale Agentic
AI adoption with global climate objectives.

3.1.4.5 Explainability and Trustworthiness

As language-model-powered agents extend into sensitive domains such as health-
care, "nance, and public policy, explainability becomes foundational to trust. With-
out transparency, users, operators, and regulators cannot validate agent behavior.

Current approaches rely on verbal rationales, structured prompting (e.g., chain-
of-thought, logic-tree generation), and justi"cation outputs. While these improve
interpretability, they may not faithfully re%ect internal reasoning, limiting their re-
liability in operational settings. Moreover, added latency can be problematic in real-
time control loops.

In multi-agent environments, explainability must also cover inter-agent interac-
tions, negotiations, and dependency chains, where errors can propagate across tiers.
Research in Explainable Arti"cial Intelligence (XAI) o#ers promising directions:
methods such as SHapley Additive exPlanations (SHAP) and Local Interpretable
Model-agnostic Explanations (LIME) provide localized explanations, while emerg-
ing techniques target distributed and multi-modal systems. E#ective frameworks
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must balance "delity (faithfulness to internal reasoning), usability (operator com-
prehension), and e!ciency (minimal overhead). Ultimately, explainability is not
only a technical feature but a prerequisite for accountability, regulatory compli-
ance, and ethical deployment in IoE ecosystems.

3.1.4.6 Ethical, Privacy, and Security Implications

Embedding language models into network control planes introduces complex eth-
ical, privacy, and security risks. Prompt injection and jailbreaking can manipulate
outputs and bypass safeguards, while data poisoning and backdoors threaten re-
liability. Training on large corpora also raises concerns about memorization and
leakage of sensitive information, exacerbated by membership inference and data
reconstruction attacks. Bias ampli"cation remains a critical ethical issue, as out-
puts may re%ect and reinforce demographic or cultural imbalances in training data.
Questions of authorship, provenance, and accountability further complicate large-
scale deployment.

Mitigation strategies include di#erential privacy, federated learning with secure
aggregation, encrypted inference, and secure execution environments. Guidelines
such as the OWASP Top 10 for LLMs recommend secure output handling, "ne-
grained access control, and sandboxed plugin execution [153]. Ensuring resilience
in IoE settings requires integrating adversarial robustness, compliance mechanisms,
and continuous monitoring across both architectural and operational layers of agen-
tic systems.

3.2 Trustworthiness Dissemination in Social IoE
Architectures

The second contribution [154] addresses trustworthiness dissemination as a foun-
dational enabler of distributed orchestration in large-scale IoE environments. While
the previous contribution focused on organizing agentic intelligence across cloud,
edge, and device tiers, e#ective autonomous operation also depends on the abil-
ity of interconnected entities to establish, maintain, and propagate reliable trust
relationships at scale. Without timely and accurate trustworthiness information,
autonomous agents cannot safely delegate tasks, discover services, or coordinate
decisions across heterogeneous domains. This contribution directly targets this gap
by proposing a scalable, responsive architecture for trust aggregation, updating, and
dissemination in SIoE systems.

The SIoE integrates people, processes, data, and IoT devices to enhance the util-
ity of network interactions, enabling novel network experiences and creating signif-
icant economic opportunities [155]. This paradigm has progressively in%uenced a
wide range of application domains—including healthcare, smart homes, and smart
manufacturing—facilitated by the widespread connectivity provided by B5G net-
works. By leveraging the concept of social networks, the SIoE has the potential to
enhance interactions, particularly in terms of security and trust, thereby addressing
prevalent challenges in IoT technology such as user visibility and the e#ective dis-
covery of resources and services. Research in this "eld explores trust management
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and evaluation techniques aimed at establishing reliable relationships and securing
communications, thereby enabling trustworthy information sharing [156].

3.2.1 Problem Statement
In a SIoE environment, interconnected people, processes, and devices—referred to
as entities—are endowed with social awareness, enabling them to autonomously
establish social relationships. In this context, ensuring the availability and contin-
uous updating of entities’ trustworthiness has become increasingly challenging in
large-scale networks. The mobility and frequent state transitions of entities, such
as sleeping, waking up, or leaving and rejoining networks, further exacerbate this
challenge. Therefore, maintaining scalability and a high level of responsiveness is
crucial to support billions of entities that interact, share resources, and provide ser-
vices, while ensuring access to up-to-date information about the most trustworthy
service providers [157].

Related works in the scienti"c literature have proposed blockchain technol-
ogy as a viable solution for developing e#ective frameworks to disseminate essen-
tial information within the social network of entities [158]. However, blockchain-
based solutions are not well-suited to handle large volumes of data and su#er from
high latency and limited adaptability to dynamic network changes. These limita-
tions are particularly pronounced in B5G scenarios, where entity density, mobility,
and service dynamism place stringent demands on the underlying trust infrastruc-
ture. Consequently, scalability and responsiveness in disseminating and maintain-
ing trustworthiness information remain signi"cant open challenges [159].

To address this gap, new strategies are needed for the responsive aggrega-
tion, updating, and dissemination of trustworthiness information in SIoE sys-
tems—strategies capable of handling the scale and dynamism inherent to future IoE
deployments without relying on centralized coordination or high-latency consen-
sus mechanisms.

3.2.2 Proposed Framework
To advance the scienti"c literature, this work proposes an architecture that lever-
ages edge-fog computing. By combining local processing at the network edge with
fog computing resources, this approach aims to optimize performance and scala-
bility for distributed applications and services. Furthermore, the proposed design
incorporates two levels of clustering, as illustrated in Fig. 3.6.

At the "rst level, a social entity can represent the digital counterpart of a phys-
ical entity. Depending on their application context, these digital counterparts can
join service-based communities, thereby enhancing network navigability and re-
ducing latencies in the service discovery process. Each community is managed by
an edge node, which is responsible for computing and storing the trust values of
its members and, if necessary, excluding malicious entities through trust manage-
ment procedures. The second level is instead based on geographical position and is
managed by Primary Fog nodes, which handle data collection for a territorial clus-
ter. This two-level structure decouples service-oriented trust management from
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Service-based group A

Service-based group C

Service-based group B

EDGE NODE

PRIMARY FOG NODE

CLOUD

F$’(#" 3.6: The proposed double-clustered architecture [154].

location-aware coordination, enabling each layer to operate independently while
remaining synchronized through a shared communication fabric.

Furthermore, this work de"nes a framework for sharing trustworthiness infor-
mation between independent territorial clusters, enhancing the system’s scalabil-
ity while improving the responsiveness required by B5G networks. Speci"cally, the
proposed framework eliminates the need for a centralized services orchestrator with
comprehensive knowledge of the network topology or the trustworthiness of each
entity. Instead, this responsibility is delegated to Primary Fog nodes distributed
across di#erent geographical areas, which independently manage trust state for
their respective territories and coordinate through a lightweight inter-cluster com-
munication mechanism.

To this end, this work introduces a novel publisher/subscriber design
pattern—MQTT-based—to facilitate fog-cloud communication for information shar-
ing among independent clusters. This approach ensures service continuity by ac-
commodating the mobility of entities between territorial clusters, enabling seamless
trust propagation without requiring global state consistency or centralized arbitra-
tion. The message %ow of the designed model unfolds as follows:

• The moving entity attempts to join a service community managed by an edge
node in a new territorial cluster.

• To initiate this process, the Primary Fog node sends a “trust discovery request”
via the cloud to retrieve the entity’s trustworthiness information.

• The cloud creates a query for the entire network by contacting the broker and
publishing the request.

• All Primary Fog nodes that hold information related to the service community
of the searched entity relay the requested trustworthiness data.
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• The cloud waits for and collects all data received from edge nodes, as signaled
by the appropriate Primary Fog nodes, and aggregates this into synthetic data
representing the entity’s consolidated trust pro"le.

• The Primary Fog node that initiated the “trust discovery request” receives the
updated trust value and assigns a degree of trust to the moving entity, based
on the aggregated network knowledge.

This message exchange pattern avoids the need to maintain centralized rela-
tional databases with billions of records, where query processing times may return
trust values that no longer re%ect the current network state. Instead, the proposed
approach provides real-time, responsive trust data by querying the distributed fog
layer on demand, ensuring that trust decisions are always grounded in up-to-date
and network-wide knowledge.

3.2.3 Preliminary Evaluation
Computer simulations are conducted using a C++ simulator to evaluate the sys-
tem’s performance in terms of information-sharing responsiveness. To assess the
e#ectiveness of the proposed methodology, its performance is compared with two
benchmark approaches: the baseline and blockchain-based approaches, as shown in
Fig. 3.7. In the baseline approach, each cluster operates independently, without any
synchronization mechanism across territorial boundaries. In the blockchain-based
approach, data sharing is achieved through a transaction process that incurs a man-
dated delay due to the Proof of Work (PoW) protocol, which limits responsiveness
in dynamic and large-scale SIoE environments.

Fig. 3.7 demonstrates that the proposed methodology outperforms both alter-
natives in terms of e!ciency and responsiveness. Speci"cally, compared to the
baseline approach, the proposed framework prevents malicious entities from re-
setting their reputation during handover—a critical vulnerability in mobility-prone
IoE deployments. Additionally, it achieves lower synchronization latencies between
clusters compared to the blockchain-based approach, con"rming that the MQTT-
based publisher/subscriber design is better suited to the scalability and real-time
requirements of B5G networks.
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Concluding Remarks
This chapter extended the orchestration perspective developed in the previous
chapters toward distributed, trustworthy, and agentic forms of intelligence suitable
for future IoE environments. The discussion showed that increasingly heteroge-
neous and decentralized infrastructures require orchestration mechanisms capable
of combining semantic intent interpretation, predictive context awareness, and au-
tonomous reasoning across the cloud–edge–device continuum.

To address this evolution, the chapter "rst analyzed the foundations of agen-
tic AI, emphasizing the complementary roles of LLM-, SLM-, and TinyML-based
agents in enabling hierarchical reasoning and localized autonomy. It then intro-
duced a three-tier orchestration architecture integrating DTs, IBN, and distributed
agentic control, highlighting how semantic intent handling and predictive valida-
tion can support adaptive yet trustworthy orchestration. Finally, the chapter pre-
sented a decentralized trustworthiness dissemination framework for SIoE systems,
showing how secure and cooperative interactions among distributed entities can be
maintained even under dynamic and partially decentralized operational conditions.

Indeed, the chapter demonstrates that future IoE orchestration cannot rely ex-
clusively on centralized optimization pipelines, but instead requires coordinated
ecosystems of reasoning agents capable of balancing autonomy, trustworthiness,
scalability, and sustainability within highly dynamic environments.
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This thesis has investigated advanced service orchestration for intent-based net-
works along three tightly connected research directions: the secure translation of
high-level intents into value-aware orchestration actions, the integration of algo-
rithmic intelligence within DT-assisted control frameworks, and the evolution to-
ward distributed and trustworthy orchestration for future IoE environments. These
directions constitute a coherent perspective in which architectural design, algorith-
mic decision support, and trust-aware autonomy converge into a uni"ed orchestra-
tion capability for next-generation networks.

The "rst research direction addresses how high-level intents can be securely
translated into orchestrable network actions that jointly satisfy both KPIs and KVIs.
A reference architecture for intent-based networks was introduced, comprising a
secure intent admission layer and a value-driven intent translation and orchestra-
tion mechanism. The secure admission layer integrates a Rasa-based intent pro"ling
chatbot with a MID module, enabling the detection of malicious or adversarial intent
formulations before they propagate into the operational control plane. The value-
driven orchestration component formalizes the joint satisfaction of performance
objectives and broader social and ethical values through a bi-objective optimization
framework. The TETREES solver provides a structured methodology for Pareto-
front exploration under varying network conditions, enabling operators to navigate
trade-o#s between network quality, sustainability, trustworthiness, and inclusive-
ness. The GreenTent framework further instantiates this logic in a sustainability-
oriented case study, demonstrating that carbon e!ciency and perceived video qual-
ity can be jointly managed through intent-driven orchestration.

The second research direction explores how DTs can be endowed with intel-
ligence to provide trustworthy, context-aware, and e#ective decision support for
network orchestration. Two complementary contributions are presented. The "rst
introduces a MCDM-based algorithm leveraging the TOPSIS methodology, embed-
ded within a NDT framework, for the dynamic selection of network domains in
post-disaster scenarios. By combining QoS, social attributes, and trust parameters,
the proposed approach consistently outperforms conventional baseline solutions in
terms of o$oaded data and missed video acquisitions, particularly as domain un-
availability increases. The second contribution formalizes a more comprehensive
architecture for KVI optimization through DT-aided orchestration, introducing a
system model grounded in the IBN framework for Network 2030. A DAA-based
matching mechanism enables the joint resolution of KPI and KVI objectives at the
service request level, with results con"rming superior SLA adherence, matching sat-
isfaction, and value-oriented performance under heterogeneous request con"gura-
tions. The practical relevance of these contributions is further consolidated through
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the COHERENT project implementation, which validates a cloud-to-edge DTN ar-
chitecture through the AAS and demonstrates measurable energy savings at the
RAN level via LLM-assisted energy management.

The third research direction examines how secure, autonomous, and distributed
orchestration can be achieved in last-mile and future IoE-oriented environments.
Two contributions are developed. The "rst investigates an Agentic AI architecture
in which LLM-, SLM-, and TinyML-powered agents are organized across a hierar-
chical three-tier structure, integrated with DTs for predictive action validation and
IBN for semantic intent translation. A V2I case study instantiates this architec-
ture and demonstrates that edge-resident SLM agents, fed by TinyML-generated
telemetry, achieve competitive intent satisfaction with signi"cantly lower per-
decision carbon footprints than cloud-centric alternatives. The second contribu-
tion addresses trustworthiness dissemination in SIoE environments, proposing a
double-clustered architecture in which Primary Fog nodes independently manage
local trust state and coordinate through an MQTT-based publisher/subscriber inter-
cluster protocol. The framework eliminates the dependency on a centralized or-
chestrator, ensures service continuity under entity mobility, and achieves lower
synchronization latencies than blockchain-based alternatives, establishing a scal-
able foundation for trust-aware autonomous orchestration in B5G networks.

These contributions demonstrate that e#ective orchestration in intent-based
networks requires the concurrent satisfaction of three properties: the ability to se-
curely interpret and formalize high-level intents in value-aware terms, the availabil-
ity of intelligent decision-support mechanisms grounded in synchronized network
representations, and the capacity to coordinate distributed entities in a trustwor-
thy and autonomous manner. The experimental and numerical results consistently
con"rm that jointly addressing these properties yields measurable improvements
over state-of-the-art baselines across diverse network scenarios and application do-
mains.

Future research activities will extend and deepen the contributions presented in
this thesis along several directions. First, the secure intent translation pipeline will
be further developed by investigating the use of LLMs as semantic front-end for
intent acquisition, with dedicated validation and hallucination-mitigation mecha-
nisms to ensure that natural-language-derived intents remain operationally coher-
ent and veri"able before enforcement. Second, the DT-assisted orchestration frame-
work will be extended toward multi-domain and cross-administrative deployments,
where DTs must operate under partial observability, synchronization delays, and
heterogeneous data models. Third, the Agentic AI framework will be further vali-
dated through experimental testbed deployments, exploring the behavior of LLM-
and SLM-powered agents under real network conditions, including dynamic ra-
dio environments, edge hardware constraints, and adversarial interaction scenar-
ios. Finally, all proposed solutions will be evaluated in the context of emerging 6G
standardization activities, with particular focus on zero-touch management, non-
terrestrial network integration, and the convergence of communication, computa-
tion, and sensing in pervasive IoE deployments.
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