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Abstract. Ambient Intelligence aims at simplifying the interaction of a user with her surrounding context, minimizing the effort
needed to increase comfort and assistance. Nevertheless, especially in built and structured environments, current technologies
and market solutions are often far from providing the required levels of automation, coordination and adaptivity. Devices should
interact autonomously, should reach opportunistic decisions and take actions accordingly. In particular, user activities and profiles
should be among the manifold implicit factors to be taken into account in that process. Home and Building Automation (HBA)
is one of the most relevant scenarios suffering from the poorness of the allowed system intelligence, automation and adaptivity.
Devices are logically associated through static profiles defined at system deployment stage. The large majority of solutions are
proprietary and centralized, and require manual configuration.

This paper proposes a novel semantic-based framework complying with the emerging Social Internet of Things paradigm.
Infrastructured spaces can be intended as populated by device agents organized in social networks, interacting autonomously and
sharing information, cooperating and orchestrating resources. A service-oriented architecture allows collaborative dissemination,
discovery and composition of service/resource descriptions. Semantic Web languages are adopted as knowledge representation
layer and mobile-oriented implementations of non-monotonic inferences for semantic matchmaking are used to give decision
capabilities to software agents. Finally, the Linked Data Platform (LDP) over the Constrained Application Protocol (CoAP)
provides the knowledge organization and sharing infrastructure underpinning social object interactions. The framework has been
implemented and tested in a home automation prototype integrating several communication protocols and off-the-shelf devices.
Experiments advocate the effectiveness of the approach.

Keywords: Semantic Web of Things, Objects Social Networks, Building Automation, Linked Data Platform, Constrained
Application Protocol

Eventually everything connects — people, ideas,
objects. The quality of the connections is the
key to quality per se.

Attributed to Charles Eames [1]

1. Introduction

In the Ambient Intelligence (Aml) vision, built en-
vironments interact with their inhabitants in an “un-
obtrusive, interconnected, adaptable, dynamic, embed-
ded and intelligent” way [2]. Personal requirements
and preferences are grasped, deciphered and formal-
ized as well as the environment can adapt to them, and
*Corresponding author. E-mail: michele.ruta@poliba.it. even anticipate people’s needs and behaviors. The Aml
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idea leverages technological progress in the Internet of
Things (10T), where large numbers of everyday objects
are augmented with communication and computation
capabilities. People in their usual environments are in-
creasingly surrounded by networks of micro-devices,
endowed with embedded sensors for data capture as
well as processing units for deriving context informa-
tion. To create real cohesive Aml, such devices should
communicate and coordinate autonomously, making
decisions dynamically based on manifold factors, in-
cluding the state of surrounding objects and places as
well as user activities and profiles. While traditional
human-computer interaction has been explicit and me-
diated by input peripherals, in Aml implicit, effortless
interaction paradigms predominate, where relevant in-
formation about users’ goals and intentions is inferred
automatically by analyzing their actions and context,
through sensors integrated in the environment or in
wearable things.

Current solutions for Home and Building Automa-
tion (HBA) are still far from the above levels of intel-
ligence, automation and adaptivity. They grant limited
flexibility, as devices are logically associated at the ap-
plication level by means of static profiles, defined at
system deployment stage. With most established HBA
standards, changing the set of possible configurations
or introducing new devices require the intervention of
qualified practitioners. Recently, product manufactur-
ers and system integrators have proposed more user-
friendly “smart home” devices and platforms, lever-
aging the IoT [3]. Unfortunately, solutions are pro-
prietary and centralized, and they still require man-
ual configuration. This seemingly improved usability
comes at the price of providing only very basic au-
tomation [4], typically using Event-Condition-Action
(ECA) rules on simplistic threshold or on/off condi-
tions.

Hence, significant technological advances are needed
to fully accomplish the Aml vision. Flexible and mean-
ingful relationships among devices in a given environ-
ment should be possible, established automatically to
support articulate orchestration and coreography pat-
terns. Recent research in the so-called Social Inter-
net of Things (SIoT) [5] is starting to define models
and architectures to reach this goal. Paradigms are of-
ten borrowed from Social Networking Services (SNS)
for human users. If properly adapted to the peculiari-
ties and requirements of Multi-Agent Systems (MAS),
they can support powerful approaches. SIoT offers
several benefits and interesting perspectives for the
IoT. The adoption of a social model for object inter-

change makes structured (to some extent) the intrin-
sically unpredictable interaction in the IoT and there-
fore it gives an unquestionable added-valued in terms
of interoperability, autonomicity, versatility and coor-
dination. This is done in such a way not imposing in-
tolerable constraints to the fundamental flexibility and
variability of Internet of Things scenarios and then not
limiting a priori their peculiarities. This is not enough,
however, for true Aml: versatile cooperation, organiza-
tion and integration can be achieved only if connected
things can represent, discover and share information
and services described in an articulate way by means
of high-level formalisms. Semantic Web technologies
are natural candidates for such a role, as they provide
interoperable languages and tools grounded on formal
logic semantics [6]. Semantic Web standards enable
knowledge modeling, assertion, organization, query-
ing and inference in distributed systems, but technolo-
gies and tools require proper adaptation to work effi-
ciently in resource-constrained environments like the
IoT. The Semantic Web of Things (SWoT) [7] aims at
the convergence of the Semantic Web and IoT visions,
endowing environments with intelligence by means
of semantic metadata dynamically produced by ubig-
uitous micro-devices to characterize sensor data, de-
tected events and phenomena, objects, places and other
relevant entities in a context. Due to the volatility and
unpredictability of mobile and IoT environments, de-
vice and service discovery are two major challenges
in the SWoT. Achieving acceptable performance also
requires attention, as Semantic Web tools, protocols
and languages are typically too resource-consuming
for current IoT devices. Application-level protocols
and reasoning tools for the (Semantic) Web must be
properly adjusted, tailoring their feature set to perva-
sive computing contexts.

This paper presents a possible approach for a Se-
mantic Social Internet of Things grounded on Am-
bient Intelligence scenarios. According to the SWoT
paradigm, standard technologies were adapted to pro-
vide a cohesive knowledge and service discovery ar-
chitecture. The proposal leverages: i) the Linked Data
Platform (LDP) [8] to annotate and organize infor-
mation resources and ii) the Constrained Applica-
tion Protocol (CoAP) [9] —a proposed IETF! stan-
dard RESTful protocol- for resource exchange in con-
strained environments, as it is more efficient than
HTTP. Above this knowledge/service interoperabil-

!Internet Engineering Task Force, https://www.ietf.org
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ity layer, a semantic-enhanced application level en-
ables social networking among ‘“‘agentified” things.
Entities and operations in domotics and [oT scenar-
ios are mapped to a novel social multi-agent service-
oriented architecture (SOA), supported by semantic-
based capabilities. It should be noticed that the pro-
posed framework addresses the specific needs of IoT
systems both in terms of communication and comput-
ing standpoints, but also in terms of functional and/or
architectural aspects. The proposed MAS is intrinsi-
cally general purpose and platform-independent in or-
der to comply with a possible exploitation in differ-
ent scenarios and contexts. Anyway, [oT constraints
set the choice of a lightweight application protocol like
CoAP (satisfying minimum functional requirements of
a small device-oriented SN without excessive com-
putational/bandwidth load at the application level), as
well as they impose architectural and implementation
choices devoted to keep under control the framework
deployment in real-world micro-devices. This has been
pursued through the adoption of compression strate-
gies for language verbosity control, through the selec-
tion of a compact OWL syntax and via the targeted us-
age of both memory and data structures. Finally, the
architectural approach followed aims to make modu-
lar and componentized the micro-SN fundamental el-
ements in order to allow functional (high-level) prop-
erties to be enrolled on-demand following (low-level)
device capabilities.

Borrowing core relationships and structure from
popular SNSs, devices enable specific interaction pat-
terns for information sharing and cooperative de-
centralized service/resource discovery. Such selec-
tive choreography is triggered autonomously, based
on the kind of managed resources and other contex-
tual factors; this capability enhances interoperabil-
ity across heterogeneous platforms and scalability in
dense multi-agent environments. Resource discovery
exploits semantic matchmaking between ontology-
based annotations which describe requests and avail-
able resources. Non-standard, non-monotonic infer-
ences [10] implemented in the Mini-ME mobile match-
maker and reasoner [11] allow supporting approxi-
mated matches, resource ranking and aggregation for
covering complex requests. The framework also sup-
ports basic and legacy devices, which do not have com-
putational power enough for on-board reasoning, by
allowing them to select a more capable friend as infer-
ence facilitator.

The general framework outlined above has been fo-
cused on smart HBA, to provide Aml experiences in

residential and workplace settings. It was implemented
and evaluated in a real prototypical testbed, encom-
passing diverse device types, communicating across
different wired and wireless HBA protocols. Experi-
mental evidences are reported and assess framework
feasibility and effectiveness.

The remainder of the paper is as follows. Section 2
discusses the state of the art, while the framework is
described in detail in Section 3. Section 4 introduces
basics of the Linked Data Platform over CoAP and de-
tails the developed testbed. Section 5 presents a case
study to further clarify the proposal and its benefits.
Experimental evaluations in Section 6 provide an as-
sessment of both practicability and efficiency of the
proposed approach, before conclusion.

2. State of the art: pervasive computing in the
social networks epoch

In latest years, social networking services have
changed personal interaction habits and relationships
management on a global scale. Members of SNSs
create personal profiles with basic information about
themselves; connect with other users in either bidirec-
tional (e.g., friendship, group) or unidirectional (e.g.,
follower) relationships; post text and/or multimedia
items on their wall (i.e., log) for sharing with their con-
tacts; flag (fag) some contacts to associate them and
draw their attention to a certain element; respond to
content published by other users with comments and
reactions (e.g., like). SNS adopters generally mani-
fest an intention to continue using them [12], because
SNSs provide both utility (extrinsic value) and gratifi-
cation (intrinsic value). Their usefulness also grows as
they connect more users, and particularly complemen-
tary ones [12], since opportunities increase for discov-
ering interesting information and services.

A social evolution of pervasive computing [5] envi-
sions objects acting as independent agents, capable of
establishing relationships and using them to share in-
formation and services more effectively. This may al-
low to reap the above benefits in advanced IoT sce-
narios; actually, it is reasonable to expect them to be
higher in large and heterogeneous networks, such as
in HBA. An in-depth analysis of object social net-
works can be found in [13], which discussed key met-
rics about nodes and links by adapting from and ex-
panding upon the social network analysis literature.
Definitions were formalized in an ontology objects can
use to manage their policies, friends and reputation.



The following differences exist w.r.t. the approach pro-
posed in this paper: (i) both a symmetrical relation-
ship (friend) and an asymmetrical one (follower) were
modeled, whereas [13] includes only an asymmetrical
friendship model; (ii) a reference ontology referring to

several well-known Resource Description Framework
(RDF) vocabularies was developed in order to improve
and facilitate the interoperability among different sys-

tems; (iii) non-standard inference services were ex-
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gies have been used in all stages of the lifecycle
of HBA systems, including design and deployment,
infrastructure description, data modeling and access,
and device control [23, 24]. In [25] an ontology-
based building automation system delivered context-
aware information in a customized way to different
kinds of usersge.g, upkeep and healthcare operators
in a clinic. OWL device and user descriptions were
matched through SPARQL queries and SWRL rules

ploited to support a semantic-enhanced resource dis- were used to combine logical constraints with context-

covery and composition in social environments. Fur-
ther ontology proposals exist to formalize models of
the social networking domair.g, [14]. Particularly,

in [5], things engage with one another in social net-
works independently from human SNSs and from user
interactions. A relevant case [15] included social ob-
ject capabilities in control networks, aiming at dis-
tributed Web Ontology Language (OWL) Knowledge
Base (KB) management and inference. When connect-
ing to the network, every object proactively exchanged
information with other devices in a handshake pro-
cess. “Requester” devices, equipped with reasoning
facilities, could then distribute queries automatically
among “known” devices. Unfortunately, the adopted
query language supported only very simple inferences,
limiting the practical usefulness of the proposal. An-
other research direction has been focusing on the in-
tegration of the 10T into the social context of hu-
man users [14], either to improve adaptivity in Aml
[16] or to monitor users and assist them in personal-
izing their SNS experience and interactions [17]. In
[18] semantic-based situation detection and goal re-
trieval were used for matchmaking with task pro les
to recommend activities to users, based on their cur-
rent context. Unlike our approach, social interactions
occurred only between devices and users; furthermore,
adopted rule-based reasoning could not retrieve ap-
proximate matches when exact ones did not exist. A
further effort to achieve social capabilities abject
blogging de ned as an object's capability of annotat-
ing and publishing its history and context on the Web
and/or in a mobile ad-hoc network, supporting intelli-

gent machine-to-machine interactions. Some proposed

approaches required user intervention [19], while oth-
ers aimed at autonomous self-description and decision-
making [20].

Many of the above works combine social networks
of pervasive objects with semantic technologies. In-

dependent temporal and numerical ones, achieving ca-
pabilities similar to classical Complex Event Process-
ing (CEP) systems. Nevertheless, the solution was af-
fected from poor maintainability, because installing
new devices required not only manual con guration,
but also changes to the reference ontology. The pro-
posed architecture in [24] included a reasoning mod-
ule exploiting rule-based inferences. Unfortunately,
the system state should fully match the rule head in
order to trigger its body. Full matches seldom occur
in realistic scenarios, whose entities are featured by
detailed, heterogeneous and often contradictory infor-
mation, unless one uses very basic rules. In our ap-
proach, non-monotonic inference services allow sup-
porting approximate matches, which can yield “good
enough” results whenever full matches are not avail-
able.

The proposed distributed Knowledge Base manage-
ment and service discovery methods can be a foun-
dation for developing further semantic SOA platform
capabilities [26], including automated clustering [27],
negotiation [22], composition [28] and substitution
[29]. Finally, semantic alignment is often a problem in
heterogeneous systems such as HBA and loT. Several
works, e.g, [30], propose mappings. This work lever-
ages Linked Data principles to limit the issue, instead,
by importing and reusing meaningful parts of other vo-
cabularies in a larger social HBA modeled.

3. A social framework for smart linked objects

In what follows the proposed framework, architec-
ture and technologies are described.

3.1. Knowledge-based architecture

The approach proposed here aims at object coordi-

deed, semantic-based approaches have wide adoptionnation in purposely infrastructured environments and

in pervasive MAS, and smart building automation
is one of the most relevant areas [21, 22]. Ontolo-

particularly in domotics scenarios through interaction
paradigms borrowed from social networks. The main
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goal is allowing devices (a.k.a. nodes) to gain wide relatede.g, to hardware capabilities— expanded with
agency and autonomy in sharing information and ser- speci ¢ application-oriented information. The social
vices, enabling them to distribute requests and ob- relationship, interaction and distributed service discov-
tain responses through fully decentralized peer-to-peer ery models outlined hereafter involve single-purpose
(P2P) interactions also assuming decisions. Table 1 physical objectsd.g, lamps, printers) as well as appli-
outlines basic correspondences of concepts and fea-cations deployed on multi-purpose devices, integrat-
tures in the IoT and domotics domain with the pro- ing them in a single cohesive social space without
posed service-oriented social environment and the se- con icts. A decentralized service-oriented architecture
mantic capabilities devised to support it. They are dis- (SOA) underlies the whole proposed social network
cussed in detail in what follows. model, where shared knowledge fragments about de-
vices, functional pro les and context represent anno-

3.1.1. Service-oriented architecture ) .
tated service/resource advertisements.

Each object is asocial agent which exposes an
individual pro le, describing its basic features (de- 3.1.2. Semantic matchmaking
vice type, location, hardware details) and the re- Service/resource discovery conveys decision capa-
sources/services it can provideg, its possible con- bilities of social agents. As stated before, this collab-
gurations and functional pro les. agent is able to be- orative process leverages semantic matchmakieg,
comefriend and/orfollower of other agents. It makes the overall process allowing the retrieval and rank-
postson either its wall or friend's wall (according to  ing of the most relevant resources for a given request,
the different types of interaction described later) when where both resources and requests are satis able con-
its settings or capabilities change, and also when it cept expressions w.r.t. a common ontoldgyn a DL
produces new or updated information through context L. This paper refers to the OWL 2 subset correspond-
sensing and analysis. Each post contains all sensed per-ing to theALN (Attributive Language with unquali-
ceptions and events observed by the social agent and ed Number restrictions) Description Logics, as it is
it is considered as a request for system recon guration supported by an embedded matchmaking and reason-
through a distributed semantic service discovery pro- ing engine which provides the required inference ser-
cess. Posts can be exploited by: (i) sensor agents, onlyvices [11]. Before applying any inference service, the
able to observe the surrounding environment having no loaded knowledge base is preprocessed perforomiag
actuating capabilitiese(g, a weather station) with the  folding andConjunctive Normal ForngCNF) normal-
goal of sharing observations with other agents on the ization as detailed in [10]. Unfolding expands termi-
network; (ii) actuator agents, only able to react to the nological axioms in concept expressions, allowing the
environment change but presenting limited or absent reasoner to disregard the ontology in subsequent infer-
sensing capabilitie®(g, a lamp or a fan). Readingthe  ence procedures. Normalization enables structural al-
posts, they can be aware of current conditions and ac- gorithms for both standard and non-standard reasoning
tivate/deactivate some services; (iii) smart agents, pre- tasks, with polynomial complexity for acyclic Termi-
senting both sensing and actuating capabilities. If the nological Boxes (TBoxes) under practical assumptions
agent is not able to satisfy autonomously the perceived [11].
changes, a discovery process is started to nd potential ~ Standard reasoning tasks for matchmaking include
agents providing further suitable services. SubsumptioandSatis ability. Given a requestand a

Agent pro les, service descriptions and requests are resourceS, Subsumption veri es whether all features
expressed as semantic annotations referred to conceptsn R are included irs: its outcome is eithefull match
modeled within ontologies in Web Ontology Language or not. For example, consider a TBdxincluding ax-
(OWL 2) [31], formally grounded on Description Log-  ioms and individuals shown in Table 2. In caseRaf
ics (DLs) semantics, resulting both machine under- andS;, Subsumption returrfalsesinceS;¥R;, s0S;
standable and human readable at the same time. De-is not deemed useful, even though it provides a wash-
vices such as computers or smartphones can run mul- ing machine which is a part of the request. Satis a-
tiple applications concurrently: each application par- bility checks whether any constraint R contradicts
ticipating in the social service-oriented environment some speci cation irS, hence it divides resources in
will behave as an autonomous social agent. Functional compatible(a.k.a.potential matchésand incompati-
pro les of agent instances running on the same phys- ble (a.k.a.partial matche} w.r.t. the request. In the
ical device will typically have common elements — above exampleS, is incompatible witHR; and should
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Table 1
I0T/HBA entities, social features and semantic capabilities

loT/HBA feature | Social environment | Semantic capability | Detailed description

Object / Device / Application Social agent LDP-CoAP server & client| Section 3.1.1

Functional pro le Service OWL service description Section 3.2

Object pairing Social relationship (friend/follower)| LDP-CoAP interface Section 3.1.3

Object communication Social interaction LDP-CoAP interface Section 4.1

Object con guration update/adaptation Distributed service discovery Semantic matchmaking Section 3.1.2 & Section 3.1.4
Object log Wall LDP Basic Container Section 3.2

Object command Post LDP Basic Container Section 3.2

Object reply Comment LDP RDF Resource Section 3.2

Functionality activation/deactivation | Tag & Like LDP PATCH method Section 3.1.4

Table 2
Example descriptions for non-standard reasoning tasks

LargeCapacity v : RegularCapacity
WasherDrier ~ WashingMachineu Drier
Ry WasherDrier u LargeCapacity

TBox T axioms

Request

Resources S1  WashingMachine
S,  WasherDrier u RegularCapacity
AbduceR;, S1,T) H  Drier u LargeCapacity

Contract(Ry, Sz, T) hG; Ki = hLargeCapacityWasherDrier

the above example, ContraRi( S,, T) produces the
output shown in Table 2. Resource ranking is possible
also in this case, based on the CNF norm measured on
G.

— Concept Coveringpervasive computing scenarios
often require relatively large numbers of resources to
be aggregated in order to satisfy a complex request. To
this aim, a further non-standard reasoning task based

be discarded, even though the requester might accept©n the solution oConcept Covering ProbleCCoP)

a smaller capacity if a larger one is unavailable. These

binary outcomes are inadequate for advanced scenar-

ios, because full matches are rare and incompatibility
is frequent when dealing with articulated concept ex-
pressions from heterogeneous sources.

In order to produce a ner resource ranking and a
logic-based explanation of outcomes, the framework

proposed here extends the basic subsumption/satis abili

approach by exploiting the following non-standard in-
ference services [11]:

— Concept AbductiarwhenevelR andS are compat-
ible, butS does not implyR, Abduction allows to de-
termine what should be hypothesizedSrin order to
completely satisfiR. The solutionH (for Hypothesiy

to Abduction can be interpreted asat is requested

in R and not speci ed inS(adopting an Open World
Assumption) In the above example, Abdué®( S,

T) returns theH expression in Table 2. CNF allows
de ning a norm on concept expressions, so enabling
a logic-based relevance ranking of a set of resources
w.r.t. a given request based on the norm of tist

— Concept Contractionif requestR and resources

are not compatible, Contraction determines which part
of R is con icting with S. If one retracts con icting
requirements iR, G (for Give up, a concepK (for
Keep is obtained, representing a contracted version of
the original request, such thidtu S is satis able w.r.t.

T . The solutionG to Contraction represents “whyR
andS are not compatible. In particular, a con ict oc-
curs when concepts in the two descriptions clash; in

has been de ned. It allows to: (i) satisfy features ex-
pressed in a request as much as possible, through the
conjunction of one or more small instances of a KB —
seen as elementary knowledge blocks— and (ii) provide
explanation of the uncovered part of the request itself.
Given a requedR and a set of available resourcés
{S1, Sz, ..., Sn}, all satis able in the reference ontol-
ngT, Concept Coveringims to nd a pairhSc; Hi
whereS, S contains concepts coveririgw.r.t. T
andH is the residual part dR not covered by concepts
in Sg. Concept Covering exploits Abduction to nd
at each step a concept to includeSg which is the
one producing the minimum residual uncovered part
H. Also in this case, a CNF-basedoreis associated
to the resultS; as the obtained covering percentage.
A Covering example can be found in the case study in
Section 5.

The reader is referred to [11] for algorithms and fur-
ther considerations on Concept Abduction and Con-
traction, as well as to [32] for Concept Covering.

3.1.3. Social entities and relationships

The above inference services are used to regulate the
interactions between social agents. They are grouped
in two families:
- Smart devices able to perform reasoning tasks ex-
ploiting non-standard deductions;
- Basic low-memory, low- (or no)-computing power
devices. They can only provide sensing/acting ser-
vices, but do not perform autonomous reasoning.
A pair of agents can establish a social relationship fol-
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Fig. 1. Sequence diagram for social agent relationships: a) friend; b)
follower

lowing the basic interaction pictured in Figure 1. Two
schemes are implemented:
a) Friend: a bidirectional relationship where nodds
and N; can exchange both information and services.
In particular, a deviceN; sends driendshiprequest;
since the receiveN; accepts it, they became able to:
(i) read and write on each other's wall; (ii) request the
friend's service descriptions; (iii) activate or deactivate
the friend's services. A basic node, when becoming
friend with a smart node, can select it as semantic fa-
cilitator i.e., reasoning supporter.
b) Follower. a unidirectional relationship where a node
Nk is interested only in receiving the updates published
by N; on its wall. In other words, iNk sends dollower
request td\;, Nx becomes an observerNf's behavior.
Following/Friendship criteria are automatically ver-
i ed by means of a matchmaking process involving
the device pro le. Differences from being follower or
friend of a device are related to the device character-
istics which in turn re ect the adoption of proper con-
cepts in the reference taxonomy. Basically, semantics
of pro les refers to functional and non functional prop-
erties of devices in uencing the compatibility among
them. In other wordsN; decides to become a friend
or a follower of N; according to information if\;'s
pro le. It contains all data about the device,g, lo-
cation and type (according to tHé3-lite taxonomy
[33]), as described in Section 3.2. In particular, after
retrieving the pro le of the nearby objecl; evalu-
ates the following relationship conditions —rst out-
lined in [34]- to decide whether to send a friendship
request td\;: (i) strongco-location i.e., both devices

are placed in the same room/area. The granularity of
co-location can be enhanced at will in the pro le de -
nition: a co-location can be set for devices in the same
wall or posed in the same shelf of a furniture item. This
could restrain the friendship relation according to ob-
jects requirements and functions; (parental or co-
ownershipi.e, they are from the same manufacturer
or belong to the same owner; (ifp-work i.e., nodes
are able to cooperate closely as they share annotations
referred to the same ontology and provide function-
alities related to the same activitg.§, room light-
ing) or observationd.g, indoor temperature). Annota-
tions are embedded at start-up on each social agent ac-
cording to the memory availability. These can be either
static,i.e., the same for the whole agent's lifetime, or
dynamic,e.g, changing after a sensor data gathering
phase or when the agent's internal state changes. On
the other handl; asks to become a follower of; if
the following conditions are met: (i) weak or sporadic
co-location, such that information produced Kycan
still be useful toN; to characterize its own context but
at the same timé\; needs/prefers to start a discovery
process completely independent frddp (i) weak co-
work relationshipj.e., there is low utility in a direct
interaction,e.g, the two devices are deeply different.
In this case, they could be de ned as concepts belong-
ing to different device categories or present partially
incompatible de nitions in the reference ontology; (iii)
no co-ownership. For example, ifpinter and ascan-
nerare in the same room, they become friends because
they share the same location, but also as they were
both de ned within the reference ontology as devices
providing services for document management. In this
case, friendship is preferred to a following relationship
because the printing functionalities must be explicitly
required by the scanneg,g, after doing a document
scan. The framework also allowg to be both a friend
and a follower ofN;; this enables a broader variety
of interaction patterns between the two devices, which
is useful in highly dynamic scenarios. In any cag,
can refuse the friendship/follow request if: (a) relation-
ship constraints described above are not respected; (b)
the maximum number of friends/followers has been
reached. Every device sets limits according to its pro-
cessing and memory capabilities. In practice, however,
refusing a new friend or follower is rare, as a device in-
creases its opportunities for useful cooperation by ex-
panding its social network.

Like in SNSs, in the framework proposed here
the object's wall is the main channel for sharing
knowledge. Bottpushandpull models are supported,



8 M. Ruta et al. / Social loT for Domotics: a Knowledge-based Approach over LDP-CoAP

through the above relationships. In a nutshell, if a node
N; wants to receive updates from a nadgautomati-
cally, it will ask to become a follower. In this case, the
follower N; can start a semantic matchmaking session
when it receives a noti cation from the followed de-
vice Nj (as in Figure 1(b)); instead, N; wants to be
able to access the wall &f; on demand, it will ask

to become a friend (and in doing so it will also grant
access to its own wall). TheN; will start a semantic
matchmaking process only N; writes a post or\;'s
wall, e.g, during a distributed covering as reported in
Figure 2(b). Every agent will select either model —or
even both— depending on its application requirements.

3.1.4. Collaborative adaptivity

When a node detects some change in internal or
contextual conditions requiring adaptatios, a func-
tional con guration update of itself and/or nearby de-
vices, it writes a post on its own wall. A po#t is
modeled as a painR;Li. R is the request issued by
the nodel is thelike value. The idea of thiéke reac-
tion to a post is mutuated from human-oriented SNS,
but with two important differences: it is a real value in
[0; 1] rather than a binary value; it represents the per-
centage of coverage and completion of the reqRest
as obtained from Concept Covering in the collabora-
tive service discovery triggered by the post to recon-
gure the environment. Speci cally, iH is the uncov-
ered part resulting from Concept CoveringRowith a
set of available services, the corresponding like value
will be

norm(H)
norm(R)

using the CNF-induced norm on concept expressions
[10]. The overall process is exempli ed in Figure 2. It
consists of the following steps:

1) When a nod&\; detects a recon guration is needed,

it writes a postP; on its own wall. Initially,L; is set to

0.

2) If N; is a basic device, go to step 3. Otherwibk,

Fig. 2. Sequence diagram of distributed recon guration

larly, if N; has executed step R; is set to the uncov-
ered partJ;, otherwiseR; is equal toR; andL; is reset.
FurthermoreN; requests to be noti ed when a com-
ment is added t®;. N; recursively executes the steps
2) - 3). This is illustrated in section b) of Figure 2.
4) WhenN,; receives the noti cation oP;, it reads the
comment from the friend's wall, which is appended to
P; to update the status of the request. Findly,up-
dates thdike value according to the overall covering
score.

A full example is in the case study reported in Sec-
tion 5. Some remarks may be useful:
— The recursive discovery procedure can be applied
in a depth search with no theoretical bounds. Practi-
cally, discovery can be limited by means of the follow-
ing threshold values, modeled as device parameters:
(i) max_depthrepresenting the maximum depth of the

executes the Concept Covering task on the local set of discovery w.r.t. the device starting the process, where

service description§(section a) in Figure 2). Upon
completionN; activates the selected services and adds
acommen(C; to P; as a paitlJ;; Tii, whereU; is the
uncovered part oR; andT; tagsthe local selected ser-
vices/resources. Moreover, the valuelgfis updated

to the obtained covering score, as reported in Figure
2(a).

3) If R is not completely coveredy; selects a friend

N; and writes a posP;=hR;; L;i) on its wall. Particu-

a direct friend has depth 1, a friend of a friend has
depth 2etc; (i) minimum like valugto identify a sat-
isfactory coverage from the discovery process: when a
device reaches this like value, the covering procedure
can be halted, also avoiding to forward the (possible)
uncovered part of the request to further friends. Each
device can use these parameters to prevent nodes over
the network from being ooded with multiple and/or
useless messages. Agents manage heuristics to decide
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the values of both parameters.

Message ooding is also managed by exploiting a sim-
ple caching mechanism implemented on each node. A
request is identi ed by means of a unique key saved

on the device cache when the message is accepted and

processed. If the request message was previously re-

ceived, it is discarded by the device.

— The choice of friend(s) to call in the above step 3
also depends on heuristic preference criteria, such as
the number and type of services exposed by the friend
(known at friendship establishment time), network la-
tency or friend's computational resources.

— Main purpose of comments is to keep track of the
progressive ful llment of an adaptation request, ex-
ploiting tagging to avoid duplication of service/resource
selection.

3.2. Interoperability layer

All social features reported in Table 1 are modeled
as RDF resource following thieinked Data Platform
(LDP) guidelines in order to make the proposed ap-
proach general-purpose and independent from the par-
ticular protocol used at the application layer. The LDP
W3C Recommendation [8] provides standard rules for
accessing and managing Linked Data on the Web.
Basically, it de nes a set of communication patterns
based on HTTP methods and headers for CRUD (Cre-
ate, Read, Update, Delete) operations as well as dif-
ferent types of LDAResource$LDPRs):RDF Source
(LDP-RS), whose status corresponds to an RDF graph
and can be fully represented in an RDF syntis®an-
RDF SourcgLDP-NR), not represented in RDE.{,

a binary or text document without useful RDF anno-
tation); Basic (LDP-BC), Direct (LDP-DC) andIndi-
rect (LDP-IC) containers, de ning collections of LDP
resources according to speci c membership patterns.

This subsection, along with gures from 3 to 6, de-
scribes the models of core entities in the social frame-
work: device pro les, service pro les, walls, posts and
comments.

Device pro les. Thepro le resource exposes main
device features as an RDF-based annotation. An exam-
ple is reported in Figure 3. In addition to well-known
RDF vocabularies, a so-call&@kemantic Web of Social
Things(SWST) ontology has been de ned to model
basic elements of a social device. In particular, each
pro le contains the following properties:

2Available at http://sisin ab.poliba.it/swottools/onto/swst/

Fig. 3. Ontology-based modeling of a device pro le

— type of device, according to the classi cation pro-
posed by thé3-lite taxonomy [33], a lightweight ver-
sion of theMachine-to-Machine Measureme(i¥13)
ontology used to describe sensor measurements and
observations;

— device name, using thdcterms:titleproperty of the
DCMI Metadata Termsocabulary [35];

— supported ontologiesi¢terms:requiresused as ref-
erence vocabularies to de ne the OWL-based annota-
tions of the functionalities exposed by the device;

— location of the deviceg(g, in an area, building, de-
partment, apartment), exploiting tdegont:isinprop-

erty of DogOnt[24], a reference ontology proposed to
model intelligent domotic environments. DogOnt also
contains several concepts related to indoor and outdoor
locations;

— address of the device endpoints, on both the server
(swst:serverEndpoiptnd client éwst:clientEndpoint
side. Both properties were de ned as sub-properties
of iot-lite:endpointcontained in théOT-lite ontology
[36], a lightweight vocabulary based on SSN-XG [37]
proposed to describe 10T concepts and relationships;
— (possible) friend and followed devices exploiting the
swst:friendOf and swst:followerOfrelations, respec-
tively.

Friendshipis an LDP-BC listing the friend devices
of a social object. Sub-resources are identi ed by the
name of the friend and are connected to the con-
tainer through ardp:containsproperty, according to
the LDP guidelines [8]. Each of them corresponds to
the object pro le retrieved after the friendship was es-
tablished.

Service pro les. As depicted in Figure 4, the func-
tionalities exposed by a device are described by means
of a resource nameservicesand characterized by a
set of RDF propertiesdcterms:titlespeci es the ser-
vice name;rdfs:isDe nedByindicates the IRI of the
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Fig. 4. Service container and device functionalities

Fig. 5. Wall and posts

Fig. 6. Comment to a post

OWL individual modeling the service within the ref-
erence KB (examples of individual descriptions are
provided in Figure 11, Figure 12 and Figure 15 in
Section 5);dcterms:modi edreports the timestamp of
the last modi cation applied to the individual descrip-
tion; swst:currentStatandswst:activationValuéden-
tify the service current state and the speci ¢ value to
be used to activate the functionality (set point), respec-
tively.

Wall and posts. Figure 5 shows the modeling of a
devicewall. It lists one or morgpostsde ned as nested

M. Ruta et al. / Social 10T for Domotics: a Knowledge-based Approach over LDP-CoAP

RDF resources and each post can include secerat
ments Post descriptions include: creation datie-(
terms:createlf creator device gwst:postedBy con-
tent of the postgioc:abouj, de ned in theSemantically-
Interlinked Online Communitie§SIOC) Core Ontol-
ogy [38], as IRI of the individual representing the re-
ceived OWL annotation; like valus\st:likeValug

Comments.Finally, a comment annotation (Figure
6) consists of: creation date; creator device; content of
the comment, corresponding to the part of the post the
friend device is not able to cover; taggeice( acti-
vated) servicessfoc:topig, selected through the cov-
ering process.

4. Implementation

At the application layer, the above reference archi-
tecture is implemented on a LDP-CoAP framework
[39]. Each agent in the social network is modeled as
an LDP-CoAP node exposing the interface reported in
Table 3. In what follows, basics of Linked Data Plat-
form for the CoAP protocol will be introduced along
with a detailed description of the developed prototypi-
cal testbed.

4.1. Framework implementation with LDP-CoAP

The LDP speci cation only supports the HTTP pro-
tocol, which requires not negligible bandwidth, pro-
cessing and memory resources for most 10T devices.
LDP-CoAP variant, on the contrary, aimed to integrate
LDP in resource-constrained devices and networks just
leveraging CoAP [9], a compact counterpart of HTTP
conceived for machine-to-machine (M2M) communi-
cation. Some CoAP options are derived from HTTP
header elds €.g, content type, headers and proxy
support), while some other ones have no analogous
in HTTP. In any case, the HTTP-CoAP mapping, in-
cluded in the LDP-CoAP framework, can be exploited
to support all LDP features with CoAP.

In the present case, social devices communicate
over the network through CoAP messages. Basically,
each message is composed of: (i) a 32H@ader
containing the request method code or response sta-
tus; (ii) an optionaltoken value, used to associate
replies to requests, (iii) a sequence aytion elds
(containing information such as resource URI and
payload media type), (iv) th@ayload data. CoAP
adopts the CoRE Link Format speci cation [40] for
resource discovery. A client accesses the reserved
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