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ABSTRACT

Any data structure used to store information can be considered a database. Blockchain technology, at its core, is no more than a

ledger to store information about transactions. In recent years, such technology has gained immense popularity in a wide range

of applications. However, scalability and throughput are major challenges of the Blockchain technology since applications and
APIs have much lower throughput compared to non-Blockchain ones. Several studies showed that the integration of the NoSQL
paradigm along with a Blockchain pipeline enhances the overall throughput and scalability of the system, as well as the possibility
of handling both on-chain and off-chain data. The goal of this paper is therefore to study how the advantages of both technologies

can be capitalized on to enhance the system capabilities and to finally put forward a novel hybrid architecture that mixes NoSQL

and Blockchain characteristics using Deep Learning techniques.

1 | Introduction

Blockchain is a peer-to-peer technology for developing dis-
tributed ledgers in which data can be stored in thousands of
different servers and retrieved almost instantly. At its core,
Blockchain is an immutable log of cryptographically signed
transactions replicated and managed in a decentralized fashion
through distributed consensus among a set of untrusted par-
ties. It is particularly useful in different scenarios: from finance
[1] to agri-food traceability [2], from smart cities [3] to e-voting
systems [4]. The main advantages of Blockchain regard data
immutability, transparency, and the possibility to execute transac-
tions between two parties in an untrusted environment. However,
scalability and throughput are considered major challenges when
it comes to the use of this technology [5]. Centralized databases
can achieve better results than Blockchain in terms of speed and
latency. This work puts forward a novel hybrid architecture mak-
ing use of both Blockchain and NoSQL characteristics to enhance
the system’s performance. In hybrid architectures that combine

Blockchain and NoSQL databases, it is essential to ensure that the
system operates efficiently while maintaining its core properties
of decentralization, immutability, and performance. As shown in
[6], runtime verification techniques can be employed to contin-
uously monitor and validate the system’s performance and com-
pliance with functional requirements in dynamic environments.
This is particularly relevant in scenarios where data storage deci-
sions are made in real-time, as in the proposed hybrid system,
which classifies data as sensitive or non-sensitive and stores it
accordingly.

The presented idea is to ease the load of the Blockchain, thus
reducing application bottlenecks, by using a parallel NoSQL
database to host all data that do not require immutability con-
straints. To do so, a Deep Learning (DL) based pipeline that
automatically decides whether data needs to be stored in the
Blockchain ledger or in the NoSQL database is introduced. This
process relies only on data structure and content, making the sys-
tem context-agnostic.

Abbreviations: IoT, Internet of Things; DL, Deep Learning; DLP, Data Loss Prevention.
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1.1 | Problem Statement

We focus on the coexistence of both a public Blockchain, in
which any person can join and have equal right to read or write
information in the platform, and a NoSQL database. Blockchain
technology can guarantee a secure and robust workflow, and
grant immutability to sensitive information. In contrast to all
the above-listed benefits, Blockchain technology’s throughput is
much lower when compared to non-Blockchain technologies [7].

On one hand, NoSQL platforms are very often used by enter-
prises looking for distributed approaches and ways to reduce
downtime of their internal systems. On the other hand, several
industries choose to adopt Blockchain in their existing database
structure because of its data immutability feature. This leads
to the creation of hybrid architectures leveraging the advan-
tages of both technologies. In such case, two database layers are
used: (i) the first layer uses a lightweight-distributed consen-
sus protocol that ensures some integrity level while providing
good performance for querying, (ii) the second layer uses a Proof
of Work-based Blockchain to store evidence of the first layer’s
database operations.

Using NoSQL in a Blockchain application allows to handle differ-
ent types of data, namely on-chain data coming from transactions
in the Blockchain and off-chain data related to the Blockchain but
not stored directly within the blocks (NoSQL can provide addi-
tional security and privacy to off-chain data).

2 | Background and Related Work

In this section we review the state-of-the-art techniques to
enhance the Blockchain throughput.

Authors of papers [8, 9] investigate performance bottlenecks in
Blockchain and present an efficient high-performance system for
caching the Blockchain data in the FPGA network interface con-
troller (NIC) with the aim of improving scalability and through-
put of Blockchain applications.

In [10], authors propose a Blockchain relational database involv-
ing all features provided by existing Blockchain platforms and
with better support for complex data types. After separating the
concerns of concurrent transaction execution and decentralized
ordering of blocks of transactions, they make use of serializable
snapshot isolation (SSI) to concurrently execute transactions and
validate each transaction in a block to obtain a serializable order
that will be identical across all untrusted nodes.

Authors of paper [11] explain that hybrid Blockchain databases
are decentralized systems that have three key components: (i) a
shared database that uses a storage engine, (ii) a shared ledger
replicated via a consensus mechanism, and (iii) a user inter-
face that usually supports a simple key-value store. They also
review all the existing frameworks already implementing hybrid
architectures.

Different tools and online systems can be also taken into consid-
eration:

« BigchainDB [12] is a decentralized and immutable data
storage system which leverages MongoDB as storage
engine and Tendermint for consensus among the nodes.
BigchainDB introduces two optimizations: (i) Blockchain
pipelining allows nodes to vote for a new block while the
current block of the ledger is still undecided, and (ii) parallel
validation on multiple CPU cores.

« BlockchainDB implements a distributed database on top of
a classic Blockchain. It is different from the other systems
because it partitions the database into few shards so that the
overall storage overhead is reduced.

« Couchbase allows to implement both of the data handling
components usually used in Hyperledger systems. The two
handling components are: (i) operational transactions that
verifies, creates and logs all transactions and (ii) world state,
another data view that maintains the current account values.

The state-of-the-art review reveals that hybrid architectures mix-
ing Blockchain properties (e.g., decentralization, immutabil-
ity, owner-controlled assets) and database properties (e.g., high
transaction rate, low latency, indexing, querying of structured
data) are a valuable solution to overcome limitations of the
Blockchain technology. However, to the best of the authors’
knowledge, no existing framework is able to perform data man-
agement in a completely context-agnostic manner, thus deciding
at runtime where to store data in an automatic way.

3 | System Description

The goal of this work is to design a hybrid architecture able
to (i) automatically manage data in a distributed heterogeneous
database and (ii) handle data belonging to different user types in
a context-agnostic and unstructured manner. Such system allows
greater data security, without losing in performance speed.

3.1 | System Architecture

This section explains how the overall architecture is organized,
the roles of each component, and how the different parts are inter-
connected to create the workflow. The whole system consists of a
three-layered architecture.

« Data layer

Relies on a Firebase NoSQL database and an Ethereum
Blockchain system. Firebase’s key-value paradigm simpli-
fies the process of working with unstructured data: each
incoming information can be formatted into a key-value for-
mat. Moreover, to enter personal data into an Ethereum
Blockchain, ad-hoc smart contracts are typically needed. If
all data is represented using the same structure, a single
general-purpose contract can be used instead.

« Back-end layer

Holds the whole logic, ranging from basic functions allow-
ing user-system interaction to the logic leading to how the
system reacts to a specific data request. The content parser
is the core element of the system because it bridges the
gap between the logic layer and the data layer. Given a
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set of information from a user, the content parser decides
whether the set of information should be stored either in
the NoSQL database (fast transaction but not immutable) or
in the online Blockchain (slow transaction but immutable).
To do so, the idea is to classify users’ data as sensitive or
non-sensitive. Nevertheless, training a DL model to perform
such task would require a large dataset comprising samples
from different use cases to account for generalization, but no
appropriate dataset is currently available.

Data loss prevention (DLP) services are essential for ensur-
ing the protection of sensitive data within organizations,
adhering to privacy and trust policies. DLP solutions offer
more granular control over sensitive data, allowing organiza-
tions to monitor and protect data in real-time. Various solu-
tions can be analyzed in this topic. For instance, Forcepoint
DLP offers advanced protection with features like data dis-
covery, classification, and monitoring, but it can be complex
to configure and manage. Spin, on the other hand, might not
offer the same depth of protection and could have limitations
in terms of scalability, such as the ability to handle a large
volume of data and limited integration with other systems.
Google Cloud DLP is designed to discover, classify, and pro-
tect sensitive data across various environments, including
databases, text-based content, and images. It offers advanced
de-identification techniques such as masking and tokeniza-
tion, which help in maintaining data privacy while ensur-
ing compliance with regulations like GDPR. Additionally,
Google Cloud DLP provides real-time data protection and
seamless integration within the Google ecosystem, making it
easier to manage and enforce security policies. For these rea-
sons, Google Cloud DLP has been chosen as reference model.

The DLP model comes with pretrained detectors that are
specific for a given data type. An infoType is a type of
sensitive data (e.g., name, email address, credit card num-
ber) that comes with its corresponding detector. For each
detector, a minimum likelihood score can be fine-tuned.
Although Google already provides more than a hundred
detectors, the capabilities of the detection model can be fur-
ther improved by defining custom detectors. The Google
DLP model is therefore instantiated with a list of info types
to define what to scan for and to load the corresponding
detectors. During inference, the model parses input data and
each detector returns all sensitive information. By slightly
changing the approach, the Google DLP framework can
therefore be exploited to solve the classification problem
between sensitive data requiring immutability constraints
and non-sensitive data. In the proposed architecture, all the
information flows through the Content Parser, which relies
on the Google DLP engine. If the DLP module detects some
sensitive records needing to be masked, data is redirected
toward the Blockchain ledger to guarantee immutability. If
the parser does not detect sensitive data, all the information
is stored in the NoSQL database.

Front-end layer

By interacting with the remote server, the web application
provides the users with all the data related functionalities:
data storage, retrieval, and visualization. The realization of
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flow.

Hybrid system layered architecture and information

a web application allows to achieve portability, making the
system independent from all sorts of platforms.

3.2 | Information Flow

Figure 1 shows the whole information flow within the system.

The DLP module analyzes the information and looks for sensitive
data. At this point, if no critical record is found, the flow is redi-
rected toward the NoSQL database. If sensitive data is detected,
an online transaction is created in the Blockchain first and a tuple
linking user ID and transaction ID is finally stored in the NoSQL
database to keep track of every user’s operation.

3.3 | Information Retrieval

To speed-up basic operations, the core application logic (login,
registration, etc.) runs on top of the NoSQL database, where
all user-related information (IDs, passwords, etc.) is stored.
The same happens to non-sensitive data that is organized and
retrieved via the user’s unique ID. To retrieve user-specific data
from the Blockchain, all user’s transactions IDs are first gathered
from the NoSQL database (via user’s ID) and then used to query
the Blockchain system.

4 | Experimental Results

To evaluate the performance of the proposed system architecture,
a fully working prototype has been realized. The Python Flask
library has been used to develop the front-end web application, as
it allows to easily manage key-value structured data while rapidly
develop and test the server logic without needing to deploy the
server on a public infrastructure. The Ganache framework is used
to build up the Blockchain architecture, while an online Firebase
DB has been created to host the NoSQL data.

In this preliminary stage, the objective is to gather data about the
performance of the overall system in order to assess the validity
of the idea. The implemented architecture works therefore in an
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FIGURE3 | Time comparison (in seconds) when performing data retrieving.

offline setting. To show the capabilities of the framework, four use
cases have been targeted: (i) sensors’ data from IoT networks, (ii)
medical records, (iii) bank transactions, (iv) school records from
different universities.

The goals are: (i) to check whether the Google DLP engine is able
to perform the above-mentioned data classification by capturing
sensitive information and (ii) to measure the data management
time difference between the NoSQL and the Blockchain systems.
To carry out the first test, fac-simile data adherent to real-world
structures were submitted to the prototype application. No spe-
cific dataset has been used in this stage. A custom dataset
has been realized instead by generating, for each scenario, 200
samples. For instance, in the case of a bank transaction, the
application requires to insert the bank account number of both
the payer and the payee. Starting from the structure of a classical
bank account number, the tool is then able to generate real-world
data with plausible bank account numbers, while fake records
contain random strings. The same happens for Social Security
Numbers and so on. The generated dataset has finally been used
to test the DLP module.

The DLP basic module allows to handle the selected case scenar-
ios because it already provides built-in detectors for all the sensi-
tive information potentially linked to each case. Even though no
additional training has been performed on top of the model, some
custom detectors based on regular expressions have been devel-
oped to extend the model detection capabilities. Before deploy-
ing the application, the likelihood threshold of each detector has
been fine-tuned so as to reduce the number of both false positives
and missed detections.

All the tests carried out show that Google DLP is able to perform
the task of discriminating sensitive and non-sensitive informa-
tion, thus redirecting the first toward the Blockchain and saving
the latter in the NoSQL database. To ensure the validity of the
tests, some constraints were fixed for each use case (e.g., a doc-
tor was asked to insert the Social Security Number of the patient
when saving a medical record or the bank coordinates had to be
specified for each transaction).

The capabilities of the platform have been extended to automat-
ically measure and store the time needed to carry out each task.
This study particularly focuses on comparing the speed of both
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TABLE1 | Retrieving and saving time comparison.

Retrieving time

Saving time

Max (s) Min (s) Avg (s) Max (s) Min (s) Avg (s)
Blockchain 3.93 2.23 2.63 3.36 0.53 2.14
NoSQL 2.48 0.18 0.47 0.48 0.18 0.25

architectures during data storage and data retrieving. These exe-
cution times are therefore measured while a user is interacting
with the platform and saved in the NoSQL database for further
analysis.

Figure 2 shows the performance comparison when new data is
being permanently saved. Due to the creation of an immutable
transaction in the ledger, the Blockchain average memorization
time is much higher when compared to that of the NoSQL.

In Figure 3, the time required to retrieve data is compared.
Retrieving data directly from a NoSQL database is faster due
to the direct access nature of key-value stores, where the data
is retrieved using a unique key. On the other hand, Blockchain
retrieval is a multi-step process that involves first obtaining the
transaction ID from the NoSQL database, then using this ID to
query the Blockchain. Although this process is slower, it offers
the added advantage of transparency and traceability, which are
crucial in environments where data integrity and auditability are
essential. Table 1 compares saving and retrieving times in both
approaches.

5 | Conclusion and Future Works

In conclusion, results show that the proposed architecture
successfully enhances the throughput of a Blockchain-based
application. While state-of-the-art architectures enhance the per-
formance speed by using parallel and distributed data sources,
the proposed architecture achieves the objective by saving only
data actually requiring immutability constraints in the dis-
tributed ledger. This is done by leveraging a parallel NoSQL
database and Blockchain platform, and a DL-based decision
pipeline to manage all data.

The DL system relies on Google DLP model to perform a binary
classification between sensitive and non-sensitive information.
After classification, critical data is stored in the Blockchain
to satisfy immutability constraints, while the NoSQL hosts all
non-sensitive information.

Future works will investigate the performance comparison when
the system is deployed on an online Blockchain architecture. In
this setting, an even greater gap between times is expected, fur-
ther motivating the choice to use a hybrid system.
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